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Tilstandsrapport
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boenheter
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# gnr. 123, bnr. 607
# Andelsnummer 352

Sum areal alle bygg: BRA: 72 m? BRA-i: 65 m?

Befaringsdato: 12.08.2025 Rapportdato: 25.08.2025 Oppdragsnr.: 15467-2863 Referansenummer: JM4907

Autorisert foretak: Takstmann Jan Berby MNTF Sertifisert Takstingenigr: Jan Berby
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Rapporten kan brukes i inntil ett ar etter rapportdato, og kan ikke gjenbrukes ved flere boligsalg i denne perioden.
Skjer det endringer, oppstar skader ogsa videre pa boligen, bgr du som selger be om oppdatert rapport.



Norsk takst

Norsk takst er bransjeorganisasjonen for landets bygningssakkyndige og takstforetak, med om lag 1400 sertifiserte
medlemmer fordelt pa omtrent 1000 bedrifter. | boligomsetningen regnes takstrapportene som et helt avgjgrende
element i den informasjonen som gjgres tilgjengelig for kjgper. Arlig leverer medlemmene rundt 120.000 slike takster.
Det gir unik oversikt over norske boliger, og bidrar til at alle oppdrag kan utfgres med utgangspunkt i erfaringsbasert
kvalitet.

Det stilles hgye krav til utdanning, sertifisering og yrkesetikk. Norsk takst er opptatt av at boligomsetningen skal vaere
trygg, og legger vekt pa & opptre uavhengig av andre bransjeaktgrer. Bygningssakkyndige fakturerer sine tjenester
uten hensyn til hvilken pris som oppnas, og skal heller ikke pa annen mate ha noen egeninteresse knyttet til
handelen.

Uavhengighet og god fagkunnskap har over tid bygget troverdighet og tillit. Bade selger og kjgper skal kunne stole pa
bygningssakkyndiges vurderinger. For tilfeller der det likevel skulle oppsta misngye med utfgrt arbeid, har vi sammen
med Forbrukerradet etablert en klagenemnd.

Norsk takst har en sentral rolle i utviklingen av norske standarder, regler og profesjonsprinsipper, og representerer
bransjen i alle relevante internasjonale fora. Dette sikrer at norske bygningssakkyndige tidlig kan tilpasse seg krav og
bransjetrender fra utlandet, samtidig som takseringsfaget far en norsk stemme pa verdensbasis. Organisasjonen
bidrar i naeringspolitisk sammenheng, og har vaert en padriver for a sikre at lover og regler gir trygghet for forbrukerne
i boligomsetningen.

TAKSTPARTNER TASEN

Norsk takst

Takstpartner Tasen er et kontorfellesskap for takstmenn med kontor pa Tasen i Oslo. Fra 1.1.2020 er vi 4 selvstendige takstmenn
tilknyttet dette kontoret. | tillegg har Takstpartner andre kontorer rundt om i Oslo og Akershus. Sammenslutningen har som

hovedformal a skape et tyngre fagmiljp og dermed gke kompetansen blant takstmenn tilsluttet Takstpartner.

Takstmann Jan Berby er opprinnelig utdannet tgmrer/tgmrermester, har jobbet som takstmann siden 1998 og har utfgrt i overkant av
10 000 verdi- og tilstandsrapporter. | tillegg utfgres ferdigbefaringer og overtakelser av ny bolig prosjekter. Har sertifikater innenfor

Bolig Tilstand, Bolig Verdi og TEGoVA Residential Valuer (TRV)
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Dette trenger du a vite om tilstandsrapporten

Hva er en tilstandsrapport?

En tilstandsrapport beskriver synlige skader/avvik eller tegn pa skader/avvik pa boligen. Rapporten
fremhever vanligvis ikke positive egenskaper ved boligen.

Hva vurderer en bygningssakkyndig?

Den bygningssakkyndige vurderer boligen ut fra hva man kan forvente av en bygning av samme alder
og type. Vurderingen gjgres som regel mot hvordan det var vanlig a bygge og regler som gjaldt da
boligen ble oppfgrt (sgknadstidspunktet). Forhold som er vanlige for bygningens alder, slik som slitasje
etter normal bruk regnes ikke som avvik.

y ?g

Hva inneholder tilstandsrapporten?

)
Den bygningssakkyndige undersgker rom og bygningsdeler slik det kommer frem av Forskrift il
avhendingsloven. Tilstandsrapporten inneholder bare avvik som den bygningssakkyndige kan se eller
kontrollere med enkle hjelpemidler. Det gjgres ikke naermere undersgkelser slik som apning av vegger
- eller andre bygningsdeler. | vegg mot vatrom og rom under terreng kan det borres et hull for a gjgre

enkle undersgkelser slik som fuktsgk.

Nar du kjgper en brukt bolig Vurdering mot byggeregler

Nar du kjgper en brukt bolig, er det viktig a vaere oppmerksom pa at Den bygningssakkyndige vil vurdere boligen mot hvordan det var vanlig a

dette ikke kan sammenlignes med a kjgpe en ny bolig. Maten bygge og regler som gjaldt pa sgknadstidspunktet. Den

boligen ble bygget pa kan vaere annerledes enn i dag. Bygninger bygningssakkyndige ser etter avvik som har betydning for og som

svekkes over tid, og utsettes for slitasje blant annet pa grunn av bruk reduserer boligens funksjon og verdi, og som kommer frem av forskrift til

og vaer og vind. Mange boliger fornyes helt eller delvis, noen i flere avhendingslova.

omganger, eller det oppfares tlll?yg.g.nSaerllg for boliger som er Noen bygningsdeler og forhold vil den bygningssakyndige vurdere mot

pusset opp eller endret, er det viktig 8 merke seg at fornyelse av S o

overflater ikke ngdvendigvis betyr at bygningsdeler under er dagens regelverk. Ett'er.dagens regelverk VI'| dlssegkunne fa TG2 eller TG3

forbedret. uten at det ngdvendigvis er krav om at avviket ma utbedres. Dette kan
gjelde sluk, tettesjikt og fall pa bad og vaskerom, forhold som gjelder

sikkerhet mot brann, rekkverk, trapper, osv.

Tilstandsrapporten beskriver ikke hele boligen
BYGNINGSSAKKYNDIGE SER FOR EKSEMPEL IKKE PA

e vanlig slitasje og normal vedlikeholdstilstand e bagatellmessige forhold som ikke pavirker bygningens bruk eller verdi vesentlig ¢ etasjeskillere o
tilleggsbygg slik som garasje, bod, anneks, naust ogsa videre ¢ utvendige trapper ¢ stgttemurer e skjulte installasjoner e installasjoner utenfor
bygningen e full funksjonstesting av el- og VVS-installasjoner e geologiske forhold og bygningens plassering pa grunnen e bygningens

planigsning e bygningens innredning ¢ Igsgre slik som hvitevarer e utendgrs svgmmebasseng og pumpeanlegg ¢ bygningens estetikk og
arkitektur e bygningens lovlighet (bortsett fra bruksendringer, brannceller og forhold som dpenbart kan pavirke helse, miljg og sikkerhet) o
fellesarealer (med mindre boligeier har vedlikeholdsplikt for fellesarealer og dette er kjent for bygningssakkyndig, eller fellesarealet har en szerlig
tilknytning til boligen).

© iVerdi 2023 © Norsk takst 2023

Malen til denne rapporten, inkludert standardtekstene fra Norsk takst, er vernet etter andsverkloven og kan kun benyttes av medlemsforetakene i Norsk takst og
av takstingenigrer som er sertifisert i slikt foretak, samt av kunder hos iVerdi og studenter hos NEAK. For andre aktgrer er eksemplarfremstilling av malen og
standardtekster, som utskrift og annen kopiering til bruk som grunnlag for tilsvarende rapporter, bare tillatt nar det er hjemlet i lov (kopiering til privat bruk, sitat
o.l.) eller avtale med Norsk Takst (Forside) eller iVerdi (Hjem-iVerdi).

Utnyttelse i strid med lov eller avtale kan medfgre erstatnings- og straffeansvar.
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Dette trenger du a vite om tilstandsrapporten

Tilstanden vurderes med ulike tilstandsgrader

Tilstanden gir uttrykk for en gitt forventet tilstand, blant annet vurdert ut fra alder og normal bruk. Ved Tilstandsgrad 0 (TGO) og Tilstandsgrad 1
(TG1) gir den bygningssakkyndige normalt ingen begrunnelse for valg av tilstandsgrad. Grunnen er at bygningen eller bygningsdelen da bare har
normal slitasje. Ved skjulte konstruksjoner kan alder alene avgjgre tilstandsgrad. Nar bygningssakkyndige anbefaler tiltak, for eksempel
utbedringer, ma brukeren av rapporten vurdere om tiltakene er ngdvendige og Ignnsomme.

Nar den bygningssakkyndige velger tilstandsgrad, baseres vurderingen pa faste kriterier som fglger av gjeldende bransjestandard for Teknisk
tilstandsanalyse ved omsetning av bolig og Forskrift til avhendingslova.

0TG 0 TILSTANDSGRAD 0, TGO: INGEN AVVIK
Bygningsdelen skal veere tilnaermet ny, ikke vise tegn pa slitasje og det skal vaere lagt frem dokumentasjon pa

faglig god utfgrelse. Det er ingen merknader til delen.

TILSTANDSGRAD 1, TG1: MINDRE AVVIK

Bygningsdelen skal bare ha normal slitasje, og strakstiltak skal ikke anses som ngdvendig. Graden kan ogsa
brukes nar delen er ny, men der dokumentasjon pa faglig god utfgrelse mangler.

o 3 TILSTANDSGRAD 2, TG2: VESENTLIGE AVVIK OG MINDRE AVVIK SOM ETTER NS 3600 GIR TG 2

Bygningsdelen skal enten ha feil utfgrelse, en skade eller symptomer pa skade, sterk slitasje eller nedsatt
funksjon. Graden gis nar bygningsdelen trenger vedlikehold eller tiltak i naer fremtid. Graden skal ogsa brukes
nar delen er gammel og det er grunn til a varsle om faren for skader pa grunn av alderen, eller nar det er grunn
til & overvake delen spesielt pa grunn av fare for stgrre skader eller fglgeskader.

Ved avvik som ikke krever umiddelbare tiltak (ingen umiddelbar kostnad) s blir TG2 markert med en lysere farge.

TILSTANDSGRAD 3, TG3: STORE ELLER ALVORLIGE AVVIK

Denne tilstandsgraden brukes ved kraftige tegn pa forhold som man ma regne med trenger utbedring straks
eller innen kort tid. Det er pavist funksjonssvikt eller sammenbrudd.

. ‘
-
@
w

eTG U IKKE UNDERS@KT/IKKE TILGJENGELIG FOR UNDERS@KELSE

Det kan vaere avvik/skader som ikke er avdekket.

Hva er et anslag pa utbedringskostnad? Ingen umiddelbare kostnader

Hva det vil koste a utbedre rom eller bygningsdeler, er et forsiktig
anslag basert pa ndveaerende kvalitet, registrert avvik og angitte Tiltak under kr 10 000
tiltak i rapporten. Anslaget er gitt pa generelt grunnlag og ma ikke
forveksles med et pristilbud fra en handverker. Det kan foreligge
avvik og tiltak som ikke kommer frem av rapporten.
Utbedringskostnad avhenger blant annet av personlige valg av og
markedspris pa materialer og tjenesteyter.

Tiltak mellom kr 10 000 - 50 000

Tiltak mellom kr 50 000 - 100 000

| rapporten skal det settes anslag for utbedringskostnad for TG3,

og slikt anslag kan ogsé gis ved TG2. Tiltak mellom kr 100 000 - 300 000

Tiltak over kr 300 000

& = B
Sy 59" Sy
é ‘95’ ‘:a a
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Normalt godt drevet og vedlikeholdt borettslag med
bygningsmasse oppfgrt pa 1950 tallet med datidens
materialvalg, byggemater og forskrifter. Vedlikeholdet pa
bygningene er rimelig bra, bygningenes alder tatt i betraktning.
Borettslaget har gjennomfgrt flere oppgraderinger. Blant annet
ble det gjennomfgrt felles vatromsrehabilitering i 2007. For flere
opplysninger om utfgrte og planlagte vedlikeholdsarbeider
henvises til styret eller forretningsfgrer. Eldre eiendommer har
likevel normalt stgrre vedlikeholdsbehov og behov for
utskiftninger/fornyelser pga stgrre risiko for fuktskader,
soppangrep, setninger osv. enn nyere eiendommer. Overflater og
vatrom er vurdert mot hva som ma forventes av standard som
falge av bygningens alder.

Leiligheten er gjennomgaende og ligger i 3. etasje. Foruten
rehabilitert baderom er det kjgkkeninnredning fra fgr 2012.
Ellers framstar leiligheten som pent vedlikeholdt hvor mange av
vegoverflatene ble malt i 2025.

Tilstandsanalysen har avdekket noen symptomer pa svikt og
awvik fra normal standard. Det er gjennomgéende registrert TG 1
og noe TG 2 som er gitt pga naturlig ventilasjon pa bad/kjgkken.

Arealer Ga til side
Forutsetninger og vedlegg Ga til side
Lovlighet G4 til side

Andelsleilighet i boligbygg med flere boenheter

e Det foreligger godkjente og byggemeldte tegninger, som
stemmer med dagens bruk

Oppdragsnr.: 15467-2863 Befaringsdato:

12.08.2025
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Sammendrag av boligens tilstand

Fordeling av tilstandsgrader

15 Oppsummering av avvik
- Vil du vite mer? Se pa rommet eller bygningsdelen senere i
rapporten.
10

Andelsleilighet i boligbygg med flere boenheter

KONSTRUKSJONER SOM IKKE ER UNDERS@KT

5 Vatrom > 3. etasje > Bad/vaskerom > Tilliggende Gitil side
konstruksjoner vatrom

! el AVVIK SOM KAN KREVE TILTAK

o
Antall

@ Tekniske installasjoner > Ventilasjon Ga til side
. TGO: Ingen avvik
TG1: Mindre eller moderate avvik o Vatrom > 3. etasje > Bad/vaskerom > Sluk, membran Gétilside
TG2: Avvik som ikke krever tiltak og tettesjikt
TG2: Avvik som kan kreve tiltak
B 7G3: store eller alvorlige awvik © vatrom > 3. etasje > Bad/vaskerom > Ventilasjon 4 il si
. TG IU: Konstruksjoner som ikke er undersgkt
Vil du vite mer om tilstandsgrader? Se side 4. Kj¢kken >3. etasje > Kj¢kken > Overflater og Ga til side
0 innredning
Ans]ag pé utbedringskostnad © Kjgkken > 3. etasje > Kjpkken > Avtrekk il
1
AVVIK SOM IKKE KREVER UMIDDELBARE TILTAK
0.8 Innvendig > Etasjeskille/gulv mot grunn Ga til side
0.6
0.4
0.2
T
C
0 <

Ingen umiddelbare kostnader
Tiltak under kr 10 000
®  Tiltak mellom kr 10 000 - 50 000
®  Tiltak mellom kr 50 000 - 100 000
% Tiltak mellom kr 100 000 - 300 000
Q  Tiltakover kr 300 000

Hva er anslag pa utbedringskostnad? Se side 4.
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ANDELSLEILIGHET | BOLIGBYGG MED FLERE

Byggear Kommentar
1957 Bygning tatt i bruk ifglge Norges
Eiendommer.

UTVENDIG

Felles bygningsmasse

Frittliggende 4 etasjers boligblokk med kjeller og loft. Adkomst til felles
trapperom fra asfaltert gangvei.

Grunnmur i stgpt betong og stept kjellergulv. Stgpte etasjeskillere.
Murverk i baerende konstruksjoner og fasader, yttervegger utvendig
med spekkmurt teglstein.

Valmet tak med tresperrekonstruksjoner tekket med takstein.

Stgpte trapper belagt med terrazzo og malte murvegger mellom etasjer.

Overnevnte bygningsdeler er en del av sameiets/borettslagets
vedlikeholdsansvar, og er ikke omfattet av denne rapporten.
Det blir ikke satt tilstandsgrad for disse bygningsdelene.

Vinduer

Vinduer med trerammer og tre-lags isolerglass.

Arstall: 2018 Kilde: Produksjonsar pa produkt

Dogrer

Entredgr i B30 og dB35 kvalitet. Balkongdgr med treramme og 3-lags
isolerglass.

Balkonger, terrasser og rom under balkonger

Adkomst til vestvendt balkong pa 7m? fra stue.

INNVENDIG

Overflater

Oppholdsrom med laminat pa gulvene, bortsett fra fliser i entre og pa
kjokken, vegger med malte panelplater og malt mur, nedsenket tak i
stue og entre med malte plater og forgvrig malt betong i takene.
Veggoverflater malt i 2025.

Etasjeskille/gulv mot grunn

Etasjeskiller er av trebjelkelag.

Vurdering av avvik:

Oppdragsnr.: 15467-2863

® Det er malt hgydeforskjell pa mellom 15-30 mm gjennom hele
rommet. Tilstandsgrad 2 gis med bakgrunn i standardens krav til
godkjente maleavvik.

Malt hgydeforskjell pad 15-20 mm pa stuegulv.

Konsekvens/tiltak

e For a fa tilstandsgrad O eller 1 ma hgydeforskjeller rettes opp. Det vil
imidlertid sjelden veere gkonomisk rasjonelt som et enkeltstaende tiltak
i en bolig som dette. Dersom boligen en gang skal renoveres, kan man
vurdere slike tiltak.

Kostnadsestimat: Ingen umiddelbar kostnad
(L1l Radon

Boligen ligger minimum tre etasjer over bakkeniva og radonmalinger er
ikke relevant.

Innvendige dgrer

Hvite folierte innerdgrer med hvitmalte karmer.
Nye dgrblader i 2025.

Garderobe

Garderobeskap montert pa soverom

VATROM
3. ETASJE > BAD/VASKEROM

Generell

Baderom med flislagte overflater og varmekabler.
Baderom ble modernisert i borettslagets regi i 2007.

3. ETASJE > BAD/VASKEROM

Overflater vegger og himling

Flislagte vegger og malt betong i tak.

3. ETASJE > BAD/VASKEROM

Overflater Gulv

15/15 fliser pa gulv med fall mot sluk plassert i dusjsone.
Rommet har elektriske varmekabler. Fall mot sluk er malt til minimum
25mm.

3. ETASJE > BAD/VASKEROM

Sluk, membran og tettesjikt

Det er montert membran, sluk med klemring og dusj hjelpesluk pa bad.
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Vurdering av avvik:
* Mer enn halvparten av forventet brukstid er passert pa
membranlgsningen.

Smgremembran pa vegg som er over 15 ar og banemembran over 20 ar
blir vurdert til TG2 i rapporten.

Dette badet er na litt over 20 ar gammelt.

TG 2 gis med bakgrunn i at mer enn halvparten av forventet brukstid for
membran/tettesjikt er oppbrukt.

Konsekvens/tiltak

* Overvak tilstanden jevnlig. For a fa tilstandsgrad 0 eller 1 ma
tettesjiktet skiftes ut, men tidspunktet for nar dette er ngdvendig er
vanskelig a si noe om.

3. ETASJE > BAD/VASKEROM |

Sanitaerutstyr og innredning

Dusj pa gulv med dusjdgrer i herdet glass. Servant. Frittstaende toalett.
Opplegg for vaskemaskin.

3. ETASJE > BAD/VASKEROM

Ventilasjon

Naturlig ventilering med ventil i tak.

Vurdering av avvik:

* Rommet har kun naturlig ventilasjon.

¢ Det er avvik:

Naturlig ventilasjon med tilluft via ventiler gis automatisk TG2 selv om
vifter monteres for a forsere inneluft.

Konsekvens/tiltak
o Tiltak:
® Andre tiltak:

Oppdragsnr.: 15467-2863

Det kan veere at borettslag/sameie har egne vedtekter som hindrer
montering av mekanisk avtrekk fra rommet, anbefalt tiltak ma derfor
avklares naermere med styret i borettslag/sameie fgr det eventuelt kan
gjennomfgres.

3. ETASJE > BAD/VASKEROM
Tilliggende konstruksjoner vatrom

Hulltaking er ikke foretatt da det ikke er fysisk mulig pga tilliggende
konstruksjoner er av mur. Takstmannen har derfor kontrollert med
fuktindikator i vatsoner uten at det er registrert fukt i omradet.

Vurdering av avvik:
* Det er pga bygningsmessige hindringer ikke fysisk mulig a foreta
hulltaking i vegg bak vatsone.

Konsekvens/tiltak
¢ TGIU gitt ut ifra manglende mulighet for hulltaking.

KJOKKEN
3. ETASJE > KIBKKEN
Overflater og innredning

Ikea innredning med hvite skapfronter, laminat benkeplater, nedfelt
oppvaskkum og et greps armatur. Integrerte hvitevarer som
oppvaskmaskin, stekeovn, induksjon koketopp og kjgl-/fryseskap. Fliser
mellom benk og overskap.

Vurdering av avvik:
 Det er pavist skader pa overflater/kjgkkeninnredning utover normal
slitasjegrad.

Noe skade pa folie pa skapfronter, spesielt ved oppvaskmaskin og
vaskekum.

Konsekvens/tiltak
* Det ma paregnes lokal utbedring/utskiftning.

3. ETASJE > KIGKKEN

ULkl Avtrekk
Ventilator over koketopp for opp til kanal over overskap og med utluft
ventil i yttervegg.

Vurdering av avvik:
¢ Det er avvik:

Rommet har kun naturlig avtrekk i tillegg til ventilator over koketopp.
Konsekvens/tiltak
o Tiltak:

TEKNISKE INSTALLASJONER

Vannledninger
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Vannrgr fra kjeller til alle leiligheter ble skiftet i 2007 samtidig med
vatromsrehabilitering.

Vannrgr i kobber lagt skjult i kanaler. Vannrgr i leiligheten lagt som rgr i
rgr system (PEX rgr) og fordelingsskap med stoppekran plassert pa bad.
Synlige forkrommede kobberrgr pa bad.

Arstall: 2007

Avigpsrgr

Avlgpsrgr i plast fra kjeller til alle leiligheter ble skiftet i 2009 samtidig
med vatromsrehabilitering.

L ik Ventilasjon

Ventilasjon med naturlig avtrekk i leiligheten.
Vurdering av avvik:
¢ Det er avvik:

Kun naturlig ventilasjon av bad og kjgkken. I tillegg montert
kullfilterventilator over koketopp.

Konsekvens/tiltak
o Tiltak:

Det kan vaere at borettslag/sameie har egne vedtekter som hindrer
montering av mekanisk avtrekk fra rommet, anbefalt tiltak ma derfor
avklares naermere med styret i borettslag/sameie fgr det eventuelt kan
gjennomfgres.

Vannbaren varme

Leiligheten er oppvarmet med radiatorer via sentral fiernvarme. | tillegg
varmekabler pa bad.

Elektrisk anlegg

Oppdragsnr.: 15467-2863

Dette er en forenklet kontroll begrenset til de spgrsmdl og undersgkelser
som forskrift til avhendingslova (tryggere bolighandel) § 2-18
inneholder. Dette kan ikke sammenlignes med en kontroll utfgrt av
offentlig myndighet (Det lokale eltilsyn) eller registrert
elektrovirksomhet, og en bygningssakkyndig har verken kompetanse
eller lov til G foreta en slik kontroll.

Tilstandsgraden er vurdert ut fra den forenklede og begrensede
kontrollen som forskriften inneholder. El-anlegget kan ha feil og mangler
som en slik forenklet undersgkelse ikke vil avdekke. Vaer derfor
oppmerksom pd denne risikoen, og sgk videre veiledning eller fG en
fullstendig kontroll utfgrt av registrert elektrovirksomhet.

Sikringsskap med automatsikringer 4x16 og 1x10 Amp kurser og
jordfeilbryter pa alle kurser.

1. Foreligger det eltilsynsrapport de siste 5 ar, og det er ikke foretatt
arbeid pa anlegget etter denne, utenom retting av eventuelle avvik i
eltilsynsrapport (dvs en el-tilsynsrapport uten avvik)?

Nei

Sp@rsmal til eier

2. Eralle elektriske arbeider/anlegg i boligen utfgrt av en registrert
elektroinstallasjonsvirksomhet?
Ja

3. Erdet elektriske anlegget utfgrt eller er det foretatt tilleggsarbeider
pa det elektriske anlegget etter 1.1.1999?
Nei

4. Foreligger det kontrollrapport fra offentlig myndighet — Det Lokale
Eltilsyn (DLE) eller eventuelt andre tilsvarende kontrollinstanser med
avvik som ikke er utbedret eller kontrollen er over 5 ar?

Nei

5. Forekommer det ofte at sikringene lgses ut?
Nei

6. Har det veert brann, branntillgp eller varmgang (for eksempel
termiske skader pa deksler, kontaktpunkter eller lignende) i boligens
elektriske anlegg?

Nei

Generelt om anlegget

7. Erdet tegn til at det har veert termiske skader (tegn pa varmgang) pa
kabler, brytere, downlights, stikkontakter og elektrisk utstyr? Sjekk
samtidig tilstanden pa elektrisk tilkobling av
varmtvannsbereder, jamfgr eget punkt under varmtvannstank
Nei

8. Erder synlig defekter pa kabler eller er disse ikke tilstrekkelig festet?
Nei

Inntak og sikringsskap

9. Erdet tegn pa at kabelinnfgringer og hull i inntak og sikringsskap
ikke er tette, sa langt dette er mulig a sjekke uten a fjerne
kapslinger?

Nei

10. Finnes det kursfortegnelse, og er den i samsvar med antall sikringer?
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Ja

11. Foreta en helhetsvurdering av det elektriske anlegget, dets alder,
allmenne tilstand og fare for liv og helse. Bgr det elektriske anlegget
ha en utvidet el-kontroll?

Nei

instan
ams !
maler

Il

Hat
til

s

5 12 13 14 15

@ Branntekniske forhold

Dette er en forenklet kontroll begrenset til de spgrsmal som
fremkommer under. Tilstandsgraden er basert pa retningslinjer til disse
sp@rsmdlene i bransjestandarden NS3600. Dette kan ikke sammenlignes
med en fullstendig kontroll av branntekniske forhold av offentlig
myndighet, eller en vurdering av boligens branntekniske forhold eller
prosjektering fra en radgiver med spesialkompetanse. En
bygningssakkyndig har verken kompetanse til G gi slik veiledning eller
lov til G foreta en slik kontroll.

Tilstandsgraden er vurdert ut fra den forenklede og begrensede
kontrollen. Det kan veere feil og mangler om branntekniske forhold som
en slik forenklet undersgkelse ikke vil avdekke. Vaer derfor oppmerksom
pd denne risikoen, og sgk videre veiledning eller rddgivning.

Sentralt rgykvarslersystem. Pulverapparat.

1. Er det mangler for brannslukningsutstyr i boligen iht. forskriftskrav
pa spknadstidspunktet, men minst Byggeforskrift 1985?
Nei

2. Erdet skader pa brannslokkingsutstyr eller er apparatet eldre enn 10
ar?
Nei

3. Er det mangler pa rgykvarsler i boligen iht. forskriftskrav pa
sgknadstidspunktet, men minst Byggeforskrift 19857?
Nei

4. Erdet skader pa rgykvarslere?
Nei

Oppdragsnr.: 15467-2863 Befaringsdato: 12.08.2025
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Arealer, byggetegninger og brannceller

Standard gjeldende fra 01.01.2024

Arealmalinger og arealoppsett er basert pa Norsk standard 3940:2023 Areal- og volum-beregninger av bygninger. Arealet gjelder for tidspunktet da boligen ble malt

o .
Hva er maleverdig areal? Hva er bruksareal?
Arealet i rommet ma ha minst 1,90 m fri hgyde over gulvet og minst BRA = BRA-i + BRA-e + BRA-b
bredde pa 0,60 m. Et loft med skratak vil for eksempel bare fa registrert Bruksarealet for bygningen er bruttoarealet minus arealet
malbart areal der hgyden er minst 1,90 m og bredden minst 0,60 m.Rommet ma som opptas av yttervegger.

ha dgr eller luke, og gangbart gulv.

Internt
TBA bruksareal Arealet innenfor boenheten(e)
BRA-e Balkong (BRA'i)
Bod
Kieller Eksternt Arealet av alle rom utenfor
_ _ | e bruksareal boenheten(e) og som tilhgrer denne,
Stue °‘ ed 3 (BRA-e) slik som for eksempel boder
Garasje ﬂ —{ BRAi Innglasset Arealet av innglasset balkong, veranda
j Loft balkong mv eller altan nar denne er tilknyttet
\ Bod (BRA-b) boenheten(e)
Ba b— soverom
/I Teknisk BRAe Stie l
rom
l/ ggﬁzfgea}zi Arealet av terrasser, apne balkonger
3 t Kjokken (TBA) og apen altan tilknyttet boenheten(e)
Garasje
[\ Bod
Soverom Gulvareal Er sum av BRA (bruksareal) og ALH
Soverom carese (GUA) (areal med lav takhgyde).
— Areal med lav takhgyde (ALH) er ikke
BRA-i [ Bod AT maleverdig areal, som skyldes skratak
n;ﬁ:::z BRAD og lav himlingsheyde.
GUA kan opplyses i markedsfering der
det er aktuelt for den konkrete boligen
og kun sammen med BRA-i, for eksem-
Felles garasjeanlegg pel der gulvflaten har en verdi og har
funksjon ved meablering og bruk av
Garasje rommene. lkke innredet areal som
plass kaldloft, méles og oppgis normalt ikke.
Carport og/eller garasjeplass i felles garasjeanlegg er ikke méleverdig areal
Arealet kan ikke alltid fastsettes ngyaktig Om brannceller
Areal kan vaere komplisert eller umulig 3 male opp ngyaktig fordi det er vanskelig a En branncelle er hele eller avgrensede deler av en bygning hvor en
fastsla tykkelsen pd innervegger, skjevheter i og utforming av brann fritt kan utvikle seg uten at den kan spre seg til andre
bygningskonstruksjoner som karnapp, buer og vinkler som ikke er rette, apne rom bygninger eller andre deler av bygningen i Igpet av en fastsatt tid.
over flere etasjer og sa videre.
Eiendommens markedsverdi kan ikke baseres pa en matematisk beregning basert pa Om erksendrmg
antall kvadratmeter opplyst i rapporten. Opplysninger om areal kan altsa ikke alene Bruksendring er 8 endre bruken av et rom fra en tillatt bruk til en annen.
benyttes for a beregne eiendommens verdi. Dette kan kreve sgknad og tillatelse, for eksempel hvis du endrer et rom
. . fra bod til soverom eller arbeidsrom,eller hvis du endrer en bolig til to
Den bygningssakkyndige kan avdekke eventuelle separate boliger.

bruksendringer og avvik i branncelleinndeling
Rom for varig opphold har krav til takhgyde, romstgrrelse,rgmningsvei

Den bygningssakkyndige ser pa byggetegninger hvis de er tilgjengelige og dette er og lysforhold som ma vaere oppfylt. Du kan sgke kommunen om unntak

en del av oppdraget,og vurderer bruken av boligen opp mot tegningene. Hvis den for kravene, men kan ikke regne med & fa unntak for krav som gar pa

bygningssakkyndig avdekker at en bolig ikke ser ser ut til 4 veere delt opp i helse og sikkerhet, for eksempel krav til remningsvei.

brannceller etter kravene i byggteknisk forskrift pa befaringstidspunktet, skal det

opplyses om dette. Bruksendring som krever godkjenning, og som ikke er sgkt bruksendret,
er ulovlig. Kommunen kan etter plan- og bygningsloven kapittel 32

Reglene om bruksendring og brannceller kan vaere kompliserte. Sgk videre faglige forfglge overtredelser. Kommunen kan palegge deg & avslutte den

réd om rapporten ikke gir deg svar. Den bygningssakkyndige kan ikke vurdere og ulovlige bruken, eventuelt 3 rette eller tilbakefgre rommet til godkjent

svare pa alle spgrsmal, og kan heller ikke vite om kommunen kan gi unntak for bruk.

kravene som gjelder. Vil du vite mer?
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Arealer

Andelsleilighet i boligbygg med flere boenheter

Bruksareal BRA m?

Innglasset balkong Terrasse- og balkongareal

Etasje Internt bruksareal (BRA-i) Eksternt bruksareal (BRA-e) SUM

(BRA-b) (TBA)
3. etasje 65 65 7
Kjeller 4 4
Loft 3 3
SUM 65 7 7
SUM BRA 72
Romfordeling
Etasie Internt bruksareal Eksternt bruksareal Innglasset balkong
] (BRA-i) (BRA-e) (BRA-b)
. Entré, Soverom, Soverom 2, Soverom 3,
3. etasje .
Bad/vaskerom, Stue, Kjgkken
Kjeller Bod
Loft Bod
Kommentar

Arealer malt innvendig pa stedet. Innvendige vegger, kanaler og sjakter er medtatt BRA-i.
Takhgyde 2.50m, rom med nedsenket himling 2,40m.
| tillegg disponerer leiligheten en kjellerbod pé 3,6m? og en loftsbod med skrahimling med ca 10m? gulvflate og 3m? mélbart areal.

Lovlighet

Byggetegninger

Det foreligger godkjente og byggemeldte tegninger, som stemmer med dagens bruk
Brannceller

Er det pavist synlige tegn pa avvik i branncelleinndeling ut ifra dagens byggteknisk forskrift? D Ja Nei

Nyere handverkstjenester

Er det ifglge eier utfgrt handverkstjenester pa boligen siste 5 ar? Ja D Nei
Kommentar: ~ Overflater malt i 2025.

Krav for rom til varig opphold
Er det pavist avvik i forhold til remningsvei, dagslysflate eller takhgyde? D Ja Nei

Kommentar:

Total fordeling mellom P-ROM og S-ROM

Tabellen under viser fordelingen av P-ROM og S-ROM etter veiledningen til NS 3940: 2012. Dette er til informasjon og
til sammenligning. Tallene er omtrentlige, kan avvik fra faktiske malinger og er ikke juridisk bindende

P-ROM( m2) S-ROM( m2)
Andelsleilighet i boligbygg med flere

65 0
boenheter
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Befarings - og eiendomsopplysninger

Befaring
Dato Til stede Rolle
12.8.2025 Jan Berby Takstingenigr

Quy Minh Ta Kunde

Matrikkeldata

Kommune gnr. bnr. for. snr. Areal Kilde Eieforhold

301 OSLO 123 607 0 44239.1 m? BEREGNET AREAL Festet
(Ambita)

Adresse

Nordalveien 74

Hjemmelshaver
Hjemmelshaver; Oslo Kommune,
Fester; @kernbraten Borettslag A/I

Andelsobjekt

Boligselskap Org.nr. Leil. nr. Forretningsfgrer Eier av adkomstdokumenter
352/@KERNBRATEN 948056852 352 OBOS Ta Quy Minh
BORETTSLAG A/L Eiendomsforvaltning

Telefon: 22 86 59 99

Innskudd, palydende mm

Andelsnummer  Palydende
352 100

Eiendomsopplysninger

Beliggenhet

Borettslagsleilighet beliggende pa Bjerke/@kernbraten i et veletablert boligstrgk bestaende av blokkbebyggelse. Korte avstander til offentlige
kommunikasjonsmidler, forretninger og skoler.

Adkomstvei

Offentlig. Private interne smaveier mellom bebyggelse.

Tilknytning vann

Eiendommen er tilknyttet offentlig vannforsyning.

Tilknytning avigp

Eiendommen er tilknyttet offentlig avigpsnett.

Om tomten

Store apne opparbeidede fellesarealer med store plenarealer, beplantning, lekeplass og asfalterte gangveier.
Parkering

Andelen har en tilhgrende garasjeplass, nummer 27 i felles parkeringsanlegg. Hver andel har i tillegg et parkeringskort for gjesteparkering pa
ledig plass pa borettslagets oppmerkede plasser. Forgvrig parkering i omkringliggende veier etter gjeldende bestemmelser og
gjesteparkeringsplasser.
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Forsikring

Selskap Avtalenr Type Forsikringssum Arlig premie
Gjensidige forsikring 84853766

Kommentar

Fellespolise for borettslaget.

Kilder og vedlegg

Dokumenter
Beskrivelse Dato Kommentar Status Sider Vedlagt

Eiers egenerklaering er mottatt og
Egenerkleering gjennomlest. Egenerklaeringen har ikke Gjennomgatt Nei
vesentlige avvik fra registrerte forhold.

Brukstillat./ferdigatt. Gjennomgatt Nei

Opplysninger vedrgrende
eiendomsbetegnelser, gardsnummer,
bruksnummer, eiet/festet tomt,

N Ei . . Nei
orges Eiendommer tomteareal og byggear oppgitt ved Gjennomgatt ei
elektronisk grunnbok, Norges
Eiendommer.
Tegninger Gjennomgatt Nei

Revisjoner

Versjon Ny versjon Kommentar

1 25.08.2025

For gyldighet pa rapporten se forside
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Tilstandsrapportens avgrensninger

STRUKTURREFERANSENIVA*TILSTANDSGRADER

¢ Rapporten er basert pa innholdskrav i Forskrift til avhendingslova
(tryggere bolighandel). Formalet er a gi en tilstandsanalyse til bruk for
den som bestiller og/eller i et salg til forbruker, og ikke for andre
tredjeparter. Rapportens struktur, metode og begrepsbruk fglger i
hovedsak Norsk Standard NS 3600:2018 (Teknisk tilstandsanalyse ved
omsetning av bolig), samt Takstbransjens retningslinjer for arealmaling
nar det gjelder fordeling mellom P-areal og S-areal.

o Tilbakeholdt eller uriktig informasjon som har betydning for
vurderingen, er ikke bygningssakkyndiges ansvar. Rapporten beskriver
awvik, altsa en tilstand som er darligere enn referansenivaet. Rapporten
framhever normalt ikke positive sider ved boligen ut over det som
fremgar av tilstandsgradene.

e Tilstanden angis i rapporten og gir uttrykk for en gitt forventet tilstand
blant annet vurdert ut fra alder og normal bruk slik:

i)Tilstandsgrad 0, TGO:Ingen avvik eller skader. | tillegg ma
bygningsdelen vaere tilnaermet ny, mindre enn 5 ar, og det foreligger
dokumentasjon pa faglig god utfgrelse.

ii) Tilstandsgrad 1, TG1:Mindre avvik. Normal slitasje. Strakstiltak ikke
ngdvendig. TG1 kan gis nar bygningsdelen er tilnaermet ny og det ikke
foreligger dokumentasjon pa faglig god utfgrelse.

i) Tilstandsgrad 2, TG2:Vesentlige avvik, og mindre avvik som etter NS
3600 gir TG 2, men som ikke ngdvendigvis krever umiddelbare tiltak. |
denne rapporten kan TG2 i Rapportsammendrag vaere inndelt i TG2
som krever tiltak og de som ikke krever umiddelbare tiltak.
Konstruksjonen har normalt enten feil utfgrelse, en skade eller
symptomer pa skade, sterk slitasje eller nedsatt funksjon. Vedlikehold
eller tiltak trengs i naer fremtid, det er grunn til a varsle fare for skader
pa grunn av alder eller overvake spesielt pa grunn av fare for stgrre
skade eller fglgeskade. For skjulte konstruksjoner vil alder i seg selv
vaere et symptom som kan gi TG2. For synlige konstruksjoner kan alder
sammen med andre symptomer og momenter gi TG2. Avvik under TG2
kan gis sjablongmessig anslag.

iv)Tilstandsgrad 3, TG3:Store eller alvorlige avvik. Kraftige symptomer
pa forhold som man ma regne med trenger utbedring straks eller innen
kort tid. Pavist funksjonssvikt eller ss mmenbrudd. Avvik under TG3 skal
gis sjablongmessig anslag.

v)Tilstandsgrad TGiU:Ikke underspkt/ikke tilgjengelig for undersgkelse.

¢ Ved TGO og TG1 gis det normalt ingen begrunnelse for valg av
tilstandsgrad, fordi bygningen eller bygningsdelen da bare har normal
slitasje. For anbefalte tiltak ved TG2 og TG3 ma bruker av rapporten
vurdere om tiltakene er ngdvendige og Ipnnsomme. Hva det vil koste a
utbedre rom eller bygningsdeler er et sjablongmessig anslag basert pa
registrert avvik og angitte tiltak i rapporten. Anslaget er gitt pa generelt
grunnlag og basert pa erfaringstall i seks intervaller, og kan ikke
forveksles med en konkret vurdering og tilbud fra en entreprengr eller
handverker. Det ma eventuelt innhentes tilbud for en naermere
undersgkelse, og konkret og ngyaktig vurdering av utbedringskostnad.
Kostnader til ikke oppdagede avvik/utbedringer/feil kan forekomme.
Utbedringskostnad avhenger av personlige preferanser og markedspris
pa materialer og tjenesteyter.

PRESISERINGER

o Avvik vurderes ut fra tekniske forskrifter pa sgknadstidspunktet for
bygget. Noen bygningsdeler vurderes etter gjeldende teknisk forskrift
pa befaringstidspunktet. Dette gjelder blant annet:

i) sluk, tettesjikt og fall pa bad og vaskerom (vatrom)

Oppdragsnr.: 15467-2863 Befaringsdato:

ii) Forhold rundt brann, remming, sikkerhet, for eksempel
rekkverkshgyder/apninger, ulovlige bruksendringer, brannceller mv.

* For skjulte konstruksjoner slik som vann og avlgp uten
dokumentasjon, er kvalitet og alder vurdert.

¢ Fastmonterte installasjoner, for eksempel innfelt belysning
(downlights), demonteres ikke for a sjekke dampsperren bak. Dette av
hensyn til bygningssakkyndiges kompetanse og risikoen for skade.

eKontroll av fukt i konstruksjonen ved hulltaking i bad og vaskerom
(vatrom), rom under terreng (kjelleretasje, underetasje og sokkeletasje)
eller andre bygningsdeler skjer etter eiers aksept. Hulltaking av vatrom
og rom under terreng kan unntaksvis unnlates, se Forskrift til
Avhendingsloven.

 Kontroll av romfunksjoner for P-ROM utfgres kun nar det ikke
foreligger godkjente og byggemeldte tegninger, eller nar tegninger ikke
stemmer med dagens bruk.

* Bygningssakkyndig gir en forenklet vurdering av branntekniske forhold
og elektriske installasjoner i boligen dersom det er mer enn fem ar
siden sist boligen hadde el-tilsyn. Bygningssakkyndig kan anbefale a
konsultere offentlige myndigheter eller kvalifisert elektrofaglig
fagperson ved behov for grundigere undersgkelser.

TILLEGGSUNDERS@KELSER

Etter avtale kan tilstandsanalysen utvides til ogsa a omfatte
tilleggsundersgkelser utover minimumskravet i forskriften.

BEFARINGEN

Rapporten gir en vurdering av byggverk og bygningsdeler som
bygningssakkyndig har observert, og som fremkommer av Forskrift til
avhendingsloven. Rapporten er likevel ingen garanti for at det ikke kan
finnes skjulte feil, skader og mangler. NS 3600:2018 (Teknisk
tilstandsanalyse ved omsetning av bolig) har undersgkelsesniva fra 1 til
3, der undersgkelsesniva 1 er det laveste og baseres pa visuell
observasjon. Rapporten baseres pa undersgkelsesniva 1 med fa unntak
(vatrom og rom under terreng). | praksis betyr dette at
giennomfgringen av befaringen begrenses som fglger:

e Det utfgres kun visuelle observasjoner pa tilgjengelige flater uten
fysiske inngrep (f.eks. riving).

e Flater som er skjult av sng eller pa annen mate ikke er tilgjengelig
eller skjult, blir ikke kontrollert. Det foretas ikke funksjonsprgving av
bygningsdeler, som isolasjon, piper, ventilasjon, el. anlegg, osv.

e Det gis ingen vurdering av boligens tilbehgr, hvite- og brunevarer og
annet inventar. Dette gjelder ogsa integrert tilbehgr.

e Inspisering av yttertak er basert pa det som er synlig, normalt pa
innsiden fra loftet og utvendig fra stige/bakkeniva. Befaring av tak ma
veaere sikkerhetsmessig forsvarlig for a kunne gjennomfgres.

o Stikkprgvetakninger er utvalgt tilfeldig og kan innebaere kontroll under
overflaten med spiss redskap eller lignende.
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Tilstandsrapportens avgrensninger

UTTRYKK OG DEFINISJONER

 Tilstand: Byggverkets eller bygningsdelens tekniske, funksjonelle eller
estetiske status pa et gitt tidspunkt.

* Symptom: Observerbart forhold som gir indikasjon pa hvilken tilstand
et byggverk eller en bygningsdel befinner seg i. Benyttes ved beskrivelse
av awvik.

¢ Skadegjgrere: Zoologiske eller biologiske skadegjgrere, i hovedsak
rate, sopp og skadedyr.

e Fuktspk: Overflatesgk med egnet sgkeutstyr (fuktindikator) eller
visuelle observasjoner.

¢ Fuktmaling: Maling av fuktinnhold i materiale eller i bakenforliggende
konstruksjon ved bruk av egnet maleutstyr (blant annet
hammerelektrode og pigger).

o Utvidet fuktsgk (hulltaking): Boring av hull for inspeksjon og
fuktmaling i risikoutsatte konstruksjoner, primaert i tilstgtende vegger til
bad, utforede kjellervegger og eventuelt i oppforede kjellergulv.

* Normal slitasjegrad: Forventet nedsliting av materiale i overflaten som
er basert pa enkle visuelle observasjoner. Kan vurderes sammen med
bygningsdelens alder.

¢ Forventet gjenvaerende brukstid: Anslatt tid et byggverk eller en del av
et byggverk fortsatt vil vaere tjenlig for sitt formal (NS3600, Termer og
definisjoner punkt 3.9)

AREALBEREGNING FOR BOENHETER

e Areal fastsettes etter Forskrift til avhendingsloven og Norsk Standard
3940 Areal- og volum-beregninger av bygninger fra 2023.

e Areal oppgis i hele kvadratmeter i rapporten, og gjelder for det
tidspunkt oppmalingen fant sted.

* Bruksareal (BRA) er det maleverdige arealet som er innenfor
omsluttede vegger malt i gulvhgyde (bruttoareal minus arealet som
opptas av yttervegger). | tillegg til gulvhgyde gjelder regler om fri
bredde for at arealet skal vaere maleverdig, med betydning for BRA av
for eksempel loft med skratak. BRA bestar av internt bruksareal (BRA-i),
eksternt bruksareal (BRA-e) og innglasset balkong mv (BRA-b). Terrasse-
og balkongareal (TBA) opplyses der tilstandsrapporten skal benyttes i
boligomsetningen og der det er aktuelt. | tillegg kan gulvareal (GUA) og
areal med lav takhgyde (ALH) opplyses sammen med BRA der det er
aktuelt og en del av oppdraget. Rom skal ha atkomst og gangbart gulv
for & kunne regnes som BRA/maleverdig areal.

* Arealet males og oppgis dersom arealet oppfyller krav til
maleverdighet, slik som at arealet ma ha minst en bredde pa 0,6m og
minst en hgyde pa 1,9 m osv. Et rom kan vaere i strid med teknisk
forskrift og mangle godkjennelse hos kommunen for den aktuelle
bruken, uten at dette far betydning for om arealet males og oppgis i
tilstandsrapporten. Nar arealet males tas det ikke hensyn til om arealet
er lovlig oppfert eller om bruken er lovlig, bruksendringer, lysforhold
eller andre sikkerhetsmangler.

¢ Eiendommens markedsverdi kan ikke baseres pa en rent matematisk

Oppdragsnr.: 15467-2863 Befaringsdato:

beregning i forhold til antall kvadratmeter opplyst i rapporten.
Opplysninger om areal kan altsa ikke alene benyttes for beregning av
eiendommens verdi.

* Rom som ligger utenfor boenheten, men som eier har pavist og/eller
opplyst at tilhgrer boenheten, er oppmalt og inkludert i BRA-e. Det er
ikke fremvist dokumentasjon pa at rommet tilhgrer boenheten, med
mindre dette er angitt saerskilt. Rom utenfor boenheten kan
omdisponeres av borettslaget/sameiet og dette kan pavirke boligens
BRA. Vaer oppmerksom pa at NS 3940:2023 og eierseksjonsloven har
ulik definisjon av fellesareal. Ved arealmaling gjelder NS 3940:2023 som
definerer fellesareal slik: “Delen av bygning som brukes av to eller flere
bruksenheter eller til bygningens forvaltning, drift eller vedlikehold.

e | en overgangsperiode skal rapporter som benyttes i
boligomsetningen eller dersom det er en del av oppdraget ogsa opplyse
om fordelingen mellom P-ROM og S-ROM med utgangspunkt i
definisjonene som fremkommer av veiledningen til Norsk Standard
3940 Areal- og volum-beregninger av bygninger fra 2012. Fordelingen
mellom P-ROM og S-ROM er basert pa veiledningen og
bygningssakkyndiges eget skjgnn. P-ROM er maleverdige rom som
benyttes til kort eller langt opphold. S-ROM er maleverdige rom som
benyttes til lagring, og tekniske rom. Bruken av et rom pa
befaringstidspunktet har betydning for om rommet defineres som P-
ROM eller S-ROM. Dette betyr at rommet bade kan veaere i strid med
teknisk forskrift og mangle godkjennelse i kommunen for den aktuelle
bruken, uten at dette vil fa betydning for valg av arealkategori.

e Se gvrig informasjon om areal i rapporten, Norsk Standard 3940 (2012
og 2023) og veiledningen til disse.

PERSONVERN

iVerdi AS, bygningssakkyndig og takstforetaket behandler person-
opplysninger som bygningssakkyndig trenger for a kunne utarbeide
rapporten. Personvernerklaering med informasjon om bruk av
personopplysninger og dine rettigheter finner du her
Personvernerkleering - iVerdi

DELING AV PERSONOPPLYSNINGER FOR TRYGGERE
BOLIGHANDEL OG MULIG RESERVASJON

Norsk takst og deres samarbeidspartnere benytter personopplysninger
fra rapporten for analyse- og statistikkformal, samt utvikling og drift av
produkter og tjenester for takstbransjen og andre aktgrer i bolig-
omsetningen. Les mer om dette og hvordan du kan reservere deg pa
https://www.norsktakst.no/norsk/om-norsk-
takst/personvernerklaering/reservasjon/

Vendu lager en boliganalyse basert pa opplysninger fra rapporten. Les
mer om dette og hvordan du kan reservere deg her:
https://samtykke.vendu.no/IM4907

KLAGEORDNING FOR FORBRUKERE

Er du som forbruker misforngyd med bygningssakkyndiges arbeid eller
opptreden ved taksering av bolig eller fritidshus, se
www.takstklagenemnd.no for mer informasjon

12.08.2025 Side: 16 av 16
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OSLO KOMMUNE Ferdigattest
BYGNINGSKONTROLLEN : (for mindre arbeider)
Herslebsgate 19 *68 30 40

v

UE¥" ¥alkonger samt utskift. vinduer og derer

Arbeidssted Matr.nr. J.nr
Martin Borrebekkens vei 70-72-74 Gnr. 123/bnr. 607 86/3436
[ Byggherre | [TAnsvarshavende 1
Pkernbraten Brl. Ing. Jan Erik Stors
Nordalveien 79 Hammerfestgt. 2 A
0584 OSLO 5 0565 OSLO 5
__ARJ/ag 5 e e
Dato

10.5.1989

For bygningssjefen

Byqnmgslnspekl:;

Arild R. Johannessen

Det meddeles at man ved siste besiktigelse av ovennevnte arbeid ikke fant noe lovstridig med hensyn til de bygningsmessige forhold.

Ferdigattesten omfatter de bygningsmessige forhold sami opparbeidelse av tomten og gjelder ikke for installasjon av saniteeranlegg,

sentralvarmeanlegg, gass og elekirisitet.

ski. €16 ANDVORD




OSLO KOMMUNE
BYGNINGSKONTROLLEN
Herslebsgate 19% *68 30 40

Ferdigattest

(for mindre arbeider)

Arbeidets arl

Utekifting av vinduer rep. av tak

Arbeidssted

Matr.nr. l.nr,

Nordalvelen T0-72-T4 Gny. 123, bnr.607 BY/YTU3
["Byggherre wil | Ansvarshavende =5

Pkernbréten Borettslag A/L Ing. Trond Syvertsen

v/Sandborgs Elendomakountor A/S Ole Deviks vel 14

Tordenskiolds gate 6

0666 OSLO 6
0160 OSLO 1
KV /KL

L ] L =1

Dato 18, januar 1985

Del meddeles at man ved siste besiktigelse av ovennevnte arbeid ikke fant noe lovsiridig med hensyn til de byaningsmessige forhold.

Bygningsinspektor

Byeningsajefen

v

o

Knut Vollene

Ferdigaltesten omfatter de bygningsmessige forhold samt opparbeidelse av tomten og gjelder ikke for installasjon av saniteeranlegg,

seniralvarmeanlegg, gass og elekirisitet.

Ski. C-16. ANDVORD




Oslo kommune
Plan- og bygningsetaten

Avdeling for byggeprosjekter

S-BYGG AS

v/ Monika Skarphagen
Stamveien 8

1481 HAGAN

Dato: 72‘ JAN. 2008

Deres ref: Vir ref (saksnr): 200602660-6 Saksbeh: John Philip Santillan Arkivkode: 531
Oppgis alitid ved henvendelse

Byggeplass: NORDALVEIEN 70-74 Eiendom: 123/607

Tiltakshaver: ~ Okernbraten borettslag v/ Adresse:  Martin Borrebekkensvei 19, 0584 OSLO
Jeanette Stenersen
Soker: S-BYGG AS Adresse:  Stamveien 8, 1481 HAGAN
Tiltakstype: Blokk/bygard Tiltaksart: Endring/reparasjon av bygningstekniske
installasjoner — skifte av sluk

FERDIGATTEST - NORDALVEIEN 70-74

Jfr. plan- og bygningsloven § 99

Ferdigattesten gis etter anmodning og p4 grunnlag av fremlagt dokumentasjon; jfr. Plan- og bygningsloven
(pbl.) § 99 og Forskrift om saksbehandling og kontroll i byggesaker, SAK § 34.

Det forutsettes at produkter som er benyttet i byggverket innehar nedvendig produktgodkjenning, at
produktet tilfredsstiller gjeldende norske forskriftskrav og at produktsertifikatet samsvarer med de
produktene som faktisk har blitt montert.

Den fremlagte dokumentasjon bekrefter at alle krav og betingelser som er stilt i tillatelsen, og som ellers
folger av gjeldende bestemmelser gitt i eller i medhold av plan- og bygningsloven, er dokumentert oppfylt.
Ferdigattesten er betinget i disse forhold.

Ferdigattesten gjelder for tiltaket slik det er beskrevet i tillatelsen.

Dersom behandling av klage medforer at kommunens vedtak blir opphevet eller omgjort og nytt vedtak

inneberer at tiltaket ma rettes, mé eventuell ny ferdigattest utstedes pa bakgrunn av stuttkontroll av
endringen av tiltaket.

Dette vedtaket kan paklages. Frist for innsending av klage er 3 uker etter mottakelsen av dette brevet. Se
vedlagte orientering om klageadgang.

PLAN- OG BYGNINGSETATEN
Avdeling for byggeprosjekter

Storkunder m 1 a
o> 7
///4’/0/ ‘:’VZ/)' / }{Q 7

Pal Ravnsborg-Gjertsg, i

avdelingsenhetsleder saksbehandler

Kopi til: Okernbréten borettslag v/ Jeanette Stenersen, Martin Borrebekkensvei 19, 0584 OSLO
Plan- og bygningsetaten Besoksadresse: Sentralbord: 02 180 Bankgiro:
Avdeling for byggeprosjekter  Vahls gate 1, 0187 Oslo Kundesenter: 23491000 6003.05.58920
Storkunder, Team 1 Postadresse: Telefaks: 23491001
Internett: Boks 364 Sentrum, E-post: postmottak(@ Organisasjonsnummer:
www.pbe.oslo.kommuneno 0102 Oslo pbe.osto.kommune.no 971 040 823 MVA
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*regulert kotehgyde med Oslo lokal som hgydereferanse. Ved prosjektering legges 37 cm til denne kotehgyden.
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© Plan- og bygningsetaten, Oslo kommune

Oslo

Dato: 05.08.2025
Bruker: FME
Malestokk 1:1000

Ekvidistanse 1m

Koord.system: EUREF89 - UTM sone 32

Hoydereferanser

- Reguleringsplan: Se reg.best.
- Bakgrunnskart: NN2000

Originalformat: A3

byggesak.

Reguleringskart

bebyggelse ut fra

Opprinnelig reguleringsplan gir rammer for hgyder pa planlagt

terrenghgydene slik de var da

— Kartutsnittet gjelder vertikalniva 2 (dvs. pa bakkeniva).
— Gjeldende kommunedelplaner: KDP-17

— Naturmangfold innenfor kartutsnittet. Se eget kart.
— Kartet er sammenstilt for: Eiendomsomsetning. Kan ikke brukes til

reguleringsplanen ble vedtatt. Det nye sammenstilte
reguleringsplankartet viser dagens terreng- og tomtesituasjon.
Planens originale vedtakskart er tilgjengelig i Saksinnsyn.

Se tegnforklaring pa eget ark

PlottID/Best.nr: 146364/ 86516441

Adresse: NORDALVEIEN 74

Deres ref.: 63976/
LOGR@MSEMERA

Gnr/Bnr: 123/607

Kommentar:




TEGNFORKLARING - REGULERING (for gjeldende kartutsnitt)

40 - Friomrade/park

110 - Bolig m.tilh. anlegg

149 - Offentlig/allmennyttig

150 - Industri m.tilh.anlegg

310 - Offentlig kjgrebane/veigrunn
330 - Parkering/utfartsparkering
613 - Parkbelte i industristrgk

1113 - Boligbebyggelse-blokkbebyggelse

1162 - Undervisning

1800 - Kombinert bebyggelse og anleggsformal
1900 - Angitt bebyggelse/anlegg kombinert med andre hovedformal
2011 - Kjgreveg

2012 - Fortau

2013 - Torg

2016 - Gangveg/gangareal/gagate

2017 - Sykkelveg/-felt

2019 - Annen veggrunn - grgntareal

3800 - Kombinerte grannstrukturformal

I 11 1 | RpBestemmelseOmrade

————— RpBestemmelseGrense
— + — + — RpAngittHensynGrense
. \U \U RpsSikringSone

— - — - — RpSikringGrense

— — — — 913 - Formalavgrensning
930 - Reguleringslinje
Formalgrense

Forelgpig plan
== === === Plangrense (gammel lov)

== == == Plangrense (ny lov)

— Byggegrense
Bygning som forutsettes revet
— — — — Byggegrense
— — — — Byggelinje
——————— Frisiktlinje
Regulert stoyskjerm

- Regulert stattemur

Stenging av avkjersel

-— Avkjarsel

() Eksisterende tre som skal bevares
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© Plan- og bygningsetaten, Oslo kommune

Dato: 05.08.2025
Bruker: FME
Malestokk 1:1000
Ekvidistanse 1m
Koord.system: EUREF89 - UTM sone 32
Hgydereferanser

- Reguleringsplan: Se reg.best.
- Bakgrunnskart: NN2000

Originalformat: A3

byggesak.

Naturmangfold

— Skraverte felter markerer omrader hvor det er registrert naturmangfold
(red) eller fremmede skadelige organismer (sort).
— Kartet er sammenstilt for: Eiendomsomsetning. Kan ikke brukes til

Opprinnelig reguleringsplan gir rammer for hgyder pa planlagt
bebyggelse ut fra terrenghgydene slik de var da
reguleringsplanen ble vedtatt. Det nye sammenstilte
reguleringsplankartet viser dagens terreng- og tomtesituasjon.
Planens originale vedtakskart er tilgjengelig i Saksinnsyn.

PlottID/Best.nr: 146364/ 86516441

Adresse: NORDALVEIEN 74

Deres ref.: 63976/
LOGR@MSEMERA

Gnr/Bnr: 123/607

Kommentar:

6645900

6645800
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Oslo

Dato: 05.08.2025

Malestokk 1:3000
Koordinatsystem: EUREF89 - UTM sone 32
PlottiD/Best.nr: 146364/86516441

Deres ref.: 63976/ LOGR@MSEMERA

Vedtatt av bystyret 23.09.2015, sak 262

Y
D 100 200 A0 400 500 m '/,\l <
: : : i % 4 g
)\ &
601500 601800 602100
© Plan- og bygningsetaten, Oslo kommune
oy Kommuneplanen 2015-2030

Kartet viser utsnitt av «Plankart 1-2 Arealbruk» og «Plankart 2-2 Hensynssoner». For gvrige juridisk bindende
kart, se Planinnsyn - https://od2.pbe.oslo.kommune.no/kart/?mode=kommuneplan

Bla ramme viser utsnittet for de gvrige plottene.

Reguleringsplaner vedtatt etter 17.09.2014 og til 23.09.2015 vil gjelde foran kommuneplanen ved motstrid.
Reguleringsplaner vedtatt etter kommuneplanen vil gjelde foran kommuneplanen ved motstrid.

Se tegnforklaring pa eget ark.
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Tegnforklaring - kommuneplan

mmmms == Fjernveg (tunnel)

— [-jcrnveg

mmmm = Markagrense

===m=== Plgngrense

— —+ — Sporveg (tunnel), fremtig

— - — Sporveg (tunnel), eksisterende
———— Sporveg, eksisterende
—+—— Sporveg, fremtidig

— —+ — Jernbane (tunnel), fremtidig

|— — — Jernbane (tunnel), eksisterende

|———— Jernbane, eksisterende

—— = Turvei

@ Ny T-bane-/jernbanestasjon (ikke juridisk)

@  T-banestasjon (ikke juridisk)

@ Jernbanestasjon (ikke juridisk)
= = == Banetrase (ikke juridisk)
e Fjorditrikk (ikke juridisk)

= = = Samferdsel (ikke juridisk)

O Eksisterende kollektivknutepunkt
O Fremtidig kollektivknutepunkt

8 Spredt boligbebyggelse
r E N BN . .

1 1 Bestemmelsesgrense

----- Aktivitetssone marka

Bebyggelse og anlegg, eksisterende

Bebyggelse og anlegg, fremtidig

Bane, eksisterende

Havn, eksisterende

Havn, fremtidig

- Kollektivknutepunkt, fremtidig

Grennstruktur, eksisterende

Grgnnstruktur, fremtidig

Forsvaret

LNF-areal, eksisterende

LNF-areal, fremtidig

Spredt boligbebyggelse, eksisterende

Spredt boligbebyggelse, fremtidig

Spredt fritidsbebyggelse, eksisterende

Spredt fritidsbebyggelse, fremtidig

Bruk og vern av sjg og vassdrag med tilhgrende strandsone

Farled

Smabathavn, eksisterende

- Smabathavn, fremtidig

Naturomrade

Friluftsomrade

Ytre by (utviklingsomrader)

Indre by (utviklingsomrader)
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Oslo

S-2864

Midlertidig reguleringsbestemmelser for deler av Oslos ytre sone.

Vedtaksdato: 14.05.1986

Vedtatt av: Bystyret, egengodkjenning

Vedtaksdokumenter: 198603663

Lovverk: PBL 1985

Hoydereferanse: Oslo lokal

Merknader: For beregning av arealer, se § 5 i reguleringsplanen. | henhold til fast praksis
knyttet til S-2864, skal garasjer og uteboder ikke medregnes i brutto gulvareal.
Knytning(er) mot andre planer: V260988, V190384, 34889, 15183, 28888, V261090,
V300689, V080389, V180795, 1388, 34588, V151102, V011004, V080903, V030588,
43395,11775,2392,V070803,V060204,56793,V150497,V260101,V291003,V230899,
200502544

Dokumentet bestar av 2 side(r) inkludert denne.

Plan- og bygningsetaten Besoksadresse: Sentralbord: +47 21 80 21 80
Vahls gate 1, 0187 Oslo
Oslo kommune Postadresse: Kundesenteret: +47 23 49 10 00

Boks 364 Sentrum postmottak@pbe.oslo.kommune.no

oslo.kommune.no/plan-bygg-og-eiendom 0102 Oslo Org.Nr.: NO 971 040 823 MVA
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S-2864

MIDLERTIDIGE REGULERINGSBESTEMMELSER FOR DELER AV OSLOS YTRE SONE.

Vedtatt av Oslo bystyre 14. mai 1986, med senere korreksjoner av 22.oktober 1986 og 26.august 1987.
Etter dette er bystyrets vedtak fglgende:

§ 1. Disse bestemmelser gjelder for de omrader innenfor Oslos ytre sone som pa kart datert Oslo byplankontor,
1. oktober 1982, er angitt til boliger med tilhgrende anlegg markert som boligformal, og for industrien
markert som industriformal. Bestemmelsene gjelder for byggeforetagender pa inntil 10 nye boenheter i
maks 2 etg., jfr. byggeforskriftenes kap. 26:21, og for anlegg av tilsvarende stgrrelse, se paragraf 4. | tillegg
kan tillates hybel i underetasje hvor terrenget etter bygningsmyndighetenes skjgnn ligger til rette for det.
Byggetiltak som gar ut over denne ramme, kan bare oppfares i henhold til stadfestet reguleringsplan.

§ 2. Der det av hensyn til mulighetene for en regulering at et stgrre omrade under ett kan veere tvil om
tomtedeling eller ny bebyggelse skal tillates, skal saken forelegges bygningsradet.

8§ 3. For bolighebyggelse tillates falgende utnyttelsesgrad:

a) apen smahusbebyggelse, herunder eneboliger og tomannsboliger inntil 0,25.

b) Konsentrert smahusbebyggelse, herunder rekkehus og terrassehus i inntil 3 plan inntil 0,35.
Utnyttelsesgraden beregnes som fastsatt i paragraf 5. Bygningsradet kan nekte a godkjenne en
bebyggelsesplan med uforholdsmessig lav utnyttelse eller med for fa boligenheter.

Garasje skal vises i byggemeldingen for boligen(e).

Ved en utnyttelsesgrad stgrre enn 0,15 for eneboliger, og starre enn 0,25 for konsentrert
smahusbebyggelse, herunder rekkehus og terrassehus, skal det legges szerlig vekt pa en utforming og
tilpasning til eksisterende bebyggelse og miljg. Hvis en slik utforming og tilpasning ikke er utfart
tilfredsstillende etter bygningsradets skjgnn kan en byggesgknad avslas.

For byggetillatelse kan gis, kan det kreves at det sendes bebyggelsesplan for hele eiendommen.

| bratt terreng med spesielt utsatt vegetasjon sgkes u-graden tilpasset slik at mest mulig vegetasjon
kan bevares.

§4.

a) | boligstrgk kan tillates oppfart bygninger eller anlegg for etablering og utvidelse av eksisterende
forretnings-, kontor- og verkstedvirksomhet sa fremt bygningsradet finner at virksomheten vil tiene
boligstraket og ikke veere til ulempe for de omboende.

P& samme vilkar kan bygningsradet ogsa tillate plassering av bygninger og anlegg for offentlig eller
allmennyttig formal, herunder for leik, idrett og sport.

b) Iindustristrgk skal plassering av bygninger og anlegg vanligvis bare tillates med hjemmel i stadfestet
reguleringsplan. Nar szerlige grunner foreligger kan bygningsradet samtykke i plassering av bygninger
og anlegg uten at slik plan foreligger.

Gesimshgyden skal ikke overstige 10 m, starste takhgyde skal ikke overstige 13 m og bebyggelsen
skal plasseres minimum 10 m fra nabogrense. Utnyttelsesgraden jfr. bestemmelsenes paragraf 5 skal
ikke overstige 0,8 og minst 1/3 av nettotomten skal veere ubebygget og holdes fri for skur og lagring.

§ 5.1 disse reguleringsbestemmelser betyr utnyttelsesgraden det samlede brutto gulvareal, unntatt ubebodd
kjeller og loft i et avgrenset omrade (1 til 10 smahusenheter) dividert med omradets (tomtens eller
tomtenes) brutto grunnareal malt til midten av tilstatende lokal vei eller 10 m inn pa tilstatende starre vei
eller offentlig friareal og pa parkbelte langs industristrak.

Brutto grunnareal skal ikke overstige 5/3 av nettoarealet. Ved beregning av utnyttelsesgraden regnes det
med en maksimal etasjehgyde p& 3 meter.

§ 6. Det kan kreves biloppstillingsplasser i samsvar med de normer som bygningsradet til enhver tid vedtar.

§ 7. De tidligere villastrgkbestemmelsene for Oslo og Aker ble opphevet ved stadfesting 6. juni 1973 av de
midlertidige reguleringsbestemmelser for uregulerte deler av Oslos ytre sone.
De samme bestemmelser opphevet alle reguleringsvedtak fattet av byplanradet i medhold av den tidligere
paragraf 31 for s& vidt de ikke er stadfestet av vedkommende departement. De reguleringslinjer som er
fastsatt for veier, forhager, turveier, parkarealer og lekeplasser, gjelder imidlertid fortsatt.
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Okernbraten Garasjeforetak SA
Org. nr. 956321336

Mortifisering av andelsbrev — @kernbraten Garasjeforetak SA (9BGF)
(Rev 01)

Denne rutinen beskriver hvordan andelsbrev kan mortifiseres (ugyldiggjares) slik at nytt
andelsbrev kan utstedes:

-_—

. Andelsbrev er et verdipapir som kan sammenlignes med et skjgte pa en eiendom.

2. Den som andelsbrevet er utstedt pa, har tilgang til andelen i IBGF. Ved salg av
andelen ma andelsbrevet transporteres til ny eier.

3. Andelsbrevet skal oppbevares av den som til enhver tid eier andelen.

4. Dersom andelsbrevet ikke finnes, kan nytt andelsbrev utstedes betinget av at
bortkommet andelsbrev mortifiseres.

5. Mortifisering kan utfgres av advokat.

6. Kostnader i forbindelse med mortifisering tilfaller andelseieren.

7. Styret i IBGF vil utstede nytt andelsbrev nar det bekreftes fra advokat at
mortifisering har blitt utfort.

8. Den enkelte kan velge advokat, men styret har funnet et advokatfirma som kan

utfare tjenesten. Se under.

Dalan advokatfirma

Harald O. Sletner

+47 95289427 | +47 23 30 86 00 |

Dalan advokatfirma DA | Fridtjof Nansens plass 6 |
Postboks 1214 Vika, NO-0110 Oslo | Orgnr. 982 470 250 |
sletner@dalan.no | www.dalan.no

9. Ta direkte kontakt med advokat i tilfelle mortifisering av andelsbrev er ngdvendig.

Oslo 09.11.2024

Styret
Jkernbraten Garasjeforetak SA



Oslo 0712.2022

Formalet med rutinen er a sikre at andeler som selges overfares til nye
eiere pa korrekt mate.

1- Pris for andelene avtales fritt mellom partene.

2 - Andelseierne skal eie andel i @BBL. Det vil bli sjekket opp mot eiendomsliste for @BEL av forretningsfarer.
Dersom dette ikke er i orden vil ikke adresseforandring foretas og transporten av andelsbrev ma reverseres.

3 - Andelsbrevene gir adgang til den spesifikke garasjen | @BGF.

4 - Det er den som til enhver tid er pategnet som eier i andelsbrevet, original form, som har adgang til
garasjen og er medlem av @BGF.

5 - Ved salg av andelen ma andelsbrevet i original form transporteres til ny eier ved at selger og kjgper
undetegner pa transporteringen. Sted og dato pategnes.

Overdragelsen bevitnes, signeres av styrets leder eller den som er bemyndiget av styret til dette.

6 - Det tas kopi av transportert andelsbrev. Kopien sammen med data for nye andelseiere sendes {il
forretningsferer som endrer adresse i adresselisten. Ny eier vil fa tilsendt faktura og annen informasjon fra
forretningsfarer etter dette.

7 - Data i Lettstyrt ma oppdateres med navn og adresse pa ny andelseier. Ansvarlig for Lettstyrt blir tilsendt
samme data som forretningsfarer. Informasjon fra @BGF kommer nye eier i hende.

8 - Andelsbrevet er et verdipapir og andelseierne palegges a oppbevare andelsbrevet i original form pa sikker
mate.

9 - Dersom andelsbrevet kommer vekk ma det utstedes nytt andelsbrev pa samme andel. Gammelt andelsbrev
ma mortifiseres via advokat for at nytt andelsbrev skal kunne utstedes. Kostnader ifm med mortifikasjon ma
andelseier betale selv. Prosessen kan ta noe tid, men sikrer en ryddiq transport av andeler der originalt
andelsbrev er kommet vekk. (se vedlagt rutine)



Deres ref.: 8667997 Var ref.: 5074-1-352 Dato: 05.08.2025

Megleropplysninger

Boligselskap: Jkernbraten Borettslag A/L
Organisasjonsnr: 948056852

Andelseier: Tran (bo), Nhung Thi Cam
Medeier:

Leilighetsnummer: 352

Adresse: Nordalveien 74, 0584 OSLO
Andelsnummer: 352

Gnr. 123

Bnr. 607

Borettsinnskudd: Kr. 5 100,00 ,—

Opplysninger om boligselskapet:

Forkjgpsrett: Nei

Tilknyttet Borettslag: Nei

Styregodkjenning: Ja

Forsikret hos: Gjensidige Forsikring Asa - polisenummer 84853766.

Mulighet for individuell nedbetaling pa hele eller deler av fellesgjeld (IN-lan): Nei

Sikringsordning: Nei

Selskapets vedtekter kan inneholde bestemmelser om styregodkjennelse ved overdragelse og/eller bruksoverlating,

samt eventuelt andre bestemmelser/begrensninger av betydning. Se ogsa selskapets husordensregler for

eventuelle bestemmelser om husdyrhold og lignende.

¢ Manedlige felleskostnader som ikke er spesifiserte, dekker boligselskapets driftskostnader. For ytterligere
spesifikasjon, vennligst se regnskapet i arsrapporten.

e Pakostninger/utbedringer i boligselskapet: Se arsrapporten.

e Vigjer oppmerksom pa at innkallingen kan gjelde for et mgte som ikke er avholdt. Protokoll ma eventuelt

etterbestilles. Vi tar forbehold om at regnskapet blir godkjent av arsmate.

Enkelte leiligheter er ilagt eiendomsskatt. Eiendomsskatt kreves inn via felleskostnader i manedene: mai, juni,
september og november

Parkering: Hver andel har et parkeringskort som gir rett til parkering pa ledig plass pa borettslagets ca. 220 oppmerkede
plasser. Nevnte parkeringskort falger andelen ved salg. Dersom kort mistes og ma erstattes med nytt, belastes dette
med kr 500,-.

Tomten er festet av Oslo kommune og festekontrakten utlgper i 2045. Festeavgiften ble indeksregulert i 2009. Fra 2009
vil festeavgiften bli regulert til markedsleie. Festeavgiften ble sist regulert i 2019. Borettslaget bestar av 386 leiligheter.
Angaende garasjer tilknyttet @kernbraten Garasjeforetak: Det palaper et eierskiftegebyr pa kr 1 623,- ink mva ved salg
av garasjen. Hver garasjeplass i @kernbraten Garasjeforetak Sa, har et tilharende andelsbrev som besittes av enten
selger eller styret. Dette ma transporteres mellom kjgper og selger ifm overdragelsen. Styrets e-post er:
okernbraten@styrerommet.no Forkjgpsrett praktiseres ikke.

Selskapets totale lan og vilkar:

Bank: Svenska Handelsbanken AB
Lanenr.: 94927076033

Lanetype: Annuitetslan

Rentesats: 5,55%

Restsaldo 51 501 117,00
Innfrielsesdato: 01.08.2054

Type rente: Flytende rente

Terminer i aret: 12

Vi gjor oppmerksom pa at vi kan ha mottatt varsel om renteendring eller nye lan som ikke er iverksatt pr dags dato.



@Bkonomiske opplysninger om leiligheten:

Totale felleskostnader pr. Manedlig intervall: 5 393,00,-
Herav:
Pr. dags dato Evt. fremtidig endring:
Fellesutgifter 5 393,00

Ved oppgjer bes megler ta kontakt med OBOS Innbetalingsservice per tlf. 22 86 56 25 eller e-post
restanseforesporsel@obos.no for a fa oppgitt eventuelle utestaende felleskostnader/andre heftelser iht. boligselskapets
legalpant.

Ligningsposter pr. 31.12.2024 (med forbehold om endringer):
Ligningsverdi fas pa ligningskontoret

Innberetningspliktige inntekter: 681,-
Fradragsberettigede kostnader: 7 883,-
Annen formue: 19 107,-
Gjeld: 149 212,-

Fellesgjeld, kapitalkostnader og eventuell avdragsfrihet:

Bank: Svenska Handelsbanken AB
Lanenummer: 94927076033

Restsaldo: 133 521,77

Kapitalkostnader: 772,72

Sum andel fellesgjeld (kun lan) kr 133 521,79,-, pr. dags dato.

For boliger som har fellesgjeld knyttet til boligselskapets lan gjelder falgende forutsetninger:

Kapitalkostnader:

All laneinformasjon over er beregnet ut fra dagens kjente lanebetingelser. De manedlige kapitalkostnadene (renter og
avdrag) viser hvor mye det koster a betjene lan for eieren av denne leiligheten. Eventuelt avvik mellom kapitalkostnader
og lanekostnader under punktet "@konomiske opplysninger om leiligheten”, kan skyldes renteendringer, periodisering
eller andre arsaker.

Enkelte lan kan ha avvikende antall terminer for nedbetaling enn 12 terminer i aret. Henviser derfor til avsnittet for
selskapets totale 1an for & se antall terminer pr ar pr lan.

| tilfelle avvik fra 12 terminer ma kapitalkostnader oppgitt deles pa korrekt antall maneder.

Hvis antall terminer pa lanet er 2 sa kan "Kapitalkostnader" pa lanet deles pa 6.

Hvis antall terminer pa lanet er 4 sa kan "Kapitalkostnader" pa lanet deles pa 3.

Avdragsfrihet og estimert endring i felleskostnader:

Ved avdragsfrihet vil det fremkomme informasjon om dette under "selskapets totale Ian og vilkar". Vaer oppmerksom pa
at selskapet vanligvis begynner a kreve inn et hgyere belgp 1 til 6 maneder for den avdragsfrie perioden avsluttes, slik
at man har midler til & betale avdraget ved forfall. Estimert endring i felleskostnader pr. md. etter avdragsfri periode
forutsetter at avdrag og rentebetingelser pr. dato beholdes uendret. Se egen note i regnskapet for ytterligere
informasjon og forutsetninger.

Kontaktinformasjon:
Ved ytterligere sparsmal angaende fellesgjeld, bes megler vennligst ta kontakt med radgiver Sverre Hermanstad pr. e-
post: sverre.hermanstad@obos.no eller telefon via OBOS sentralbord 22 86 55 00.

Annen informasjon:

Opplysninger gitt i dette brev er basert pa de opplysninger forretningsfgrer har pa tidspunktet for avgivelsen. Selger og
megler ma kontrollere de tall som framgéar av dette brev mot den informasjon han selv sitter inne med, seerlig tidligere
ligningsoppgaver. Dersom det oppdages avvik mellom oppgitte belgp i dette brevet og det som fremgar av andre
dokumenter selger har, s ma dette meldes skriftlig inn til forretningsferer i god tid fgr salget. Det ma henvises til hvilke
dokumenter det er avvik mellom. Forretningsfarer aksepterer intet erstatningsansvar for feil i de gitte opplysninger med
mindre det er utvist grov uaktsomhet.

Melding fra megler ved salg:


mailto:restanseforesporsel@obos.no

NB! Dette er et frittstdende borettslag og forkjgpsrett for OBOS medlemmer gjelder ikke. Sgknad om styregodkjennelse
av ny andelseier sendes til styret v/Audun Amundal, e-post: okernbraten@styrerommet.no

Kjgper har ikke rett til & ta boligen i bruk fgr seknaden er godkjent, ref. Lov om brl § 4-5.
Overtakelse bes lagt til etter at styregodkjenning foreligger.

Melding om salg sendes til OBOS Eiendomsforvaltning AS pr. e-post: eierskifte@obos.no . Meldingen ma inneholde
kjgpers navn, fadsels- og personnummer og overtakelsesdato. Vi ber ogsa om a fa oppgitt kjgpers e-postadresse og
mobilnummer samt selgers nye adresse. Er det flere kjgpere ma vi fa tilsvarende informasjon pr. kjaper.

Elektronisk kommunikasjon:

Styret/OBOS Eiendomsforvaltning vil kommunisere med eierne elektronisk (pt via Vibbo, e-post, SMS) med mindre
eieren har reservert seg mot dette. Reservasjon skjer pa Vibbo, der det under «min profil» vil vaere en knapp for
reservasjon. Har du flere eieforhold og @nsker du & reservere deg, ma du gjere dette pr eieforhold.

Alternativt kan boligeier sende krav om reservasjon til reservasjon.oef@obos.no

Priser og gebyrer p.t.:

Eierskiftegebyr er kr 6.570,— inkl. mva. Faktura ettersendes nar eierskiftet er registrert. Vennligst vent med betaling til
denne er mottatt, da KID nummer ma oppgis ved betaling. Vi gjer oppmerksom pa at det kan palape ytterligere
kostnader i forbindelse med eventuell overfaring av garasje, parkering eller lignende forhold.

Vi ser fram til et hyggelig samarbeid.

Vennlig hilsen OBOS Eiendomsforvaltning AS


mailto:eierskifte@obos.no
mailto:reservasjon.oef@obos.no

Eierskifterelaterte
tienester 2025

B oBOS

Tjenester Pris inkludert mva.

Megleropplysninger i Ambita Infoland:

Meglerpakke 1 med energimerke 4 758 kr
Meglerpakke 1 4 038 kr
Meglerpakke 2 2 750 kr
Hastegebyr (tillegg til ordingert gebyr) 1 063 kr
Enkeltprodukter i Ambita Infoland:

Pantattest Boligaksjeselskap 390 kr
Arsmelding/protokoll/vedtekter/husordensregler 525 kr
Eierskifter:

Borettslag / Sameier 6 570 kr
Boligaksjeselskap m/transportgebyr 10 043 kr
Pafar/fiern medeier og overfering til slektning i BRL/sameier/boligAS 4 928 kr
Forkjgpsrettsgebyr der OBOS avklarer 8212 kr
Forkjgpsrettsgebyr der styret avklarer 6 570 kr
Administrasjon:

Parkeringsplass, uten dokumenter 850 kr
Parkeringsplass, inkl. dokumentbehandling 1 700kr
Notering:

Noteringsgebyr Boligaksjeselskap 4 150 kr
Andre tjenester:

Mortifikasjon (i tillegg til 0,8 R til byfogden)

(Rettsgebyret er kr 1 314, og 0,8 R = kr 1 051) 6000 kr + 0,8R

Sist oppdatert 4.12.24



Eiendomsforvaltning

Arsmote 2025

Innkalling



Velkommen til arsmeote i @kernbraten Borettslag A/L

Innkallingen inneholder alle sakene som skal behandles pa arsmgtet. Styret haper du leser gjennom heftet og
viser din interesse ved & delta pa arsmaotet.

Digital avstemning med mote:

Avstemningen apner 24. mars kl. 20:00 og lukker 28. mars kl. 15:00.
Du finner avstemningen pa:
https://vibbo.no/5074

Det holdes ogsa et frivillig mate 24. mars kl. 18:00 , Selskapslokalet (gamle barnehagen), Martin Borrebekkens
vei 23.

Hvordan deltar du digitalt?

* Dufaren link via SMS.

* Du kan ogsa finne mgtet ved a ga inn pa vibbo.no

* Du kan se gijennom sakene som skal behandles, komme med sparsmal og avgi din stemme.

 Viktig: Juridiske eiere (firmaer) som gnsker & delta i arsmgtet, ma gjore det gjennom en boligforvalter. Kontakt
OBOS support i god tid for a fa lagt til boligforvalteren.

Hvem kan stemme pa arsmgotet?
« Alle eiere har rett til & stemme pa arsmatet.

* En stemme avgis pr. eierandel.

Hvordan stemme hvis du ikke kan delta digitalt?

Dersom du ikke kan delta digitalt, ma du benytte analog stemmeseddel som er vedlagt i innkallingen. Dette ma
gjores innen avstemningen lukkes.

Saker til behandling

1. Valg av mgteleder

2. Valg av protokollvitner

3. Godkjenning av mgteinnkallingen

4. Arsrapport og &rsregnskap

5. Rehabilitering av kjellere

6. Opprusting av lekeplasser og uteomrader

7. Etablering av sykkelparkeringshus og redskapsbod
8. Valgfrihet for andelseiere til & innglasse balkong

9. Infoflyt fra styret til beboere

10. Forslag om utredning av tiltak mot fukt

11. @kt beplantning og/ eller stoyvegg Martin Borrebekkens vei/Refstadveien

12. Vedtektsendring: §11 VILKAR FOR BRUKSOVERLATELSE
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13. Vedtektsendring: §15 RETT TIL FORANDRINGER
14. Vedtektsendring: §20 STYRET
15. Fastsettelse av honorarer

16. Valg av tillitsvalgte

Med vennlig hilsen,
Styret i @kernbraten Borettslag A/L
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Sak1
Valg av mateleder

Krav til flertall:
Alminnelig (50%)

Mgatelederen sgrger for at matet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak

Audun Amundal er valgt.

Sak 2
Valg av protokollvitner

Krav til flertall:
Alminnelig (50%)

Valg av to eiere til & signere protokollen.

Styrets innstilling

Styrets foreslar Fredrick Engebretsen og Henrik Pedersen.

Forslag til vedtak

Fredrick Engebretsen og Henrik Pedersen er valgt.

Sak 3
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmgtet er innkalt pa.

Forslag til vedtak

Mgteinnkallingen godkjennes
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Sak 4
Arsrapport og arsregnskap

Krav til flertall:
Alminnelig (50%)

a) Godkjenning av arsrapport og arsregnskap

b) Styret foreslar overfgring av arets resultat til egenkapital.

Forslag til vedtak

Arsrapport og arsregnskap godkjennes.

Vedlegg
1. Arsregnskap 2024 signert.pdf
2. 5074 @kernbraten Borettslag AL revisjonsberetning.pdf

Sak 5
Rehabilitering av kjellere

Krav til flertall:
To tredjedels (67%)

Styret i @kernbraten borettslag har giennomgatt behovet for rehabilitering av kjellere i borettslagets blokker,
som ble bygget i perioden 1954 til 1957. Kjellerne har i dag en rekke utfordringer, inkludert fuktighet, darlig
klima, gjentakende vannlekkasjer fra gamle rar, og en ineffektiv bruk av areal som i stor grad benyttes til lagring
av sgppel og skrot. Disse problemene medfarer bade skonomiske belastninger og redusert bruksverdi for
beboerne.

For & adressere disse utfordringene og sikre en mer funksjonell og fremtidsrettet bruk av fellesarealene,
foreslar styret en omfattende rehabilitering av kjellere. Dette prosjektet vil ta igjen en betydelig del av
vedlikeholdsetterslepet og bidra til bedre klima, gkt sikkerhet og mer effektiv utnyttelse av arealene.

Prosjektets hovedelementer:
Installasjon av ventiler for bedre klima: Dette vil bidra til & redusere fuktighet og forbedre luftkvaliteten i
1. kjellerne.

Nye ror til varmeanlegget og forbruksvannet: Utskifting av gamle rer vil redusere risikoen for vannlekkasjer
2. og fremtidige vedlikeholdskostnader.

3. Ny belysning med bevegelsessensor: Dette vil gi bedre lys og redusere strgmforbruket.

Elektronisk las for bedre sikkerhet og tilgang med ngkkelbrikke: Dette inkluderer ogsa loftet og vil gke
4. sikkerheten og tilgjengeligheten for beboerne.

Sterre boder med mer innbruddssikker der og vegger: De nye bodene vil vaere mer sikre og bedre tilpasset

beboernes behov. Starrelsesforskjellen pa de nye bodene vil vaere mindre enn dagens inndeling. Andelseiere i

Nordalveien 70 og Martin Borrebekkens vei 23 far ny der og vegger, men er begrenset fra & fa sterre bodareal
5. pga leilighet/selskapslokale i kjelleren.
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6. Gulvbehandling: Overflatebehandling som taler fukt, slitasje, og hindrer stov.

Stikkontakt i hver bod: Andelseiere kan aktivere stikkontakt for kr 50,- per maned, for eksempel til bruk av
7. fryser. Muligheten for stikkontakt i kjellerbod vil kunne gjgre leiligheten mer attraktiv ved salg.

Kostnader og finansiering:

De estimerte kostnadene for prosjektet er beregnet til kr17.950.000,-. Dette vil finansieres gjennom laneopptak,
noe som vil medfare en gkning i andel fellesgjeld pa kr 46.000,- per andelseier.

Styrets innstilling

Styret anbefaler at generalforsamlingen godkjenner rehabiliteringen av kjellere som foreslatt, inkludert de
nevnte tiltakene og finansieringsmodellen. Dette prosjektet vil veere et viktig steg mot a sikre en baerekraftig
og fremtidsrettet utvikling av borettslagets fellesarealer, samtidig som det vil bidra til & redusere fremtidige
vedlikeholdskostnader og forbedre levekarene for beboerne.

Forslag til vedtak

Generalforsamlingen i @kernbraten borettslag godkjenner rehabilitering av kjellere som beskrevet i styrets
innstilling, med beregnede kostnader pa kr 17.950.000,-, finansiert gjennom laneopptak.

Sak 6
Opprusting av lekeplasser og uteomrader

Krav til flertall:
To tredjedels (67%)

Styret i @kernbraten borettslag har giennomgatt behovet for opprusting av lekeplasser og uteomrader i
borettslaget. Over tid har lekeplassene blitt slitte, og det er et snske blant beboerne om a skape flere og bedre
uteplasser som kan bidra til gkt trivsel og et bedre bomilje. | tillegg er det viktig & ferdigstille de prosjektene
som allerede er pabegynt.

For & mgte disse behovene foreslar styret en opprusting av lekeplasser og etablering av nye uteplasser,
inkludert beplantning, benker og andre ngdvendige tilpasninger. Dette prosjektet vil gjare borettslagets
uteomrader mer attraktive og funksjonelle for bade naveerende og fremtidige beboere.

Prosjektets hovedelementer:
Opprusting av lekeplasser: Dette inkluderer utskifting av slitte lekeapparater, reparasjon av underlag og sikring
1. av at lekeplassene oppfyller dagens sikkerhetsstandarder.

Etablering av nye uteplasser: Det vil bli opprettet flere uteplasser med benker, bord og andre fasiliteter som
2. kan brukes til sosialt samveer og rekreasjon.

Beplantning og grentomrader: Grgntgruppen, en frivillig gruppe bestdende av engasjerte beboere, vil veere
involvert i planleggingen av beplantning og utforming av utearealene. Dette vil bidra til & skape et mer
3. innbydende og estetisk tiltalende miljg.

Tilpasninger for universell utforming: Det vil bli sgrget for at uteomradene er tilgjengelige for alle, inkludert
4. personer med nedsatt funksjonsevne.

Kostnader og finansiering:
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Den totale kostnadsrammen for prosjektet er beregnet til inntil 3 millioner kroner fordelt over perioden
2025-2029. Dette vil finansieres gjennom en kombinasjon av lapende driftsmidler, oppsparte midler og opptak
av lan. Styret vurderer dette som en fornuftig investering som vil bidra til skt trivsel, bedre bomiljz og potensiell
gkning i andelsverdien. @kning i andel fellesgjeld vil vaere et sted mellom kr 4000,- og kr 7800,- avhengig av
storrelse pa opptak av lan.

Styrets innstilling

Styret anbefaler at generalforsamlingen godkjenner opprusting av lekeplasser og etablering av uteplasser,
inkludert beplantning, som foreslatt, med en total kostnadsramme pa inntil 3 millioner kroner. Dette prosjektet
vil veere et viktig steg mot a sikre et bedre og mer attraktivt bomiljg for alle beboere.

Forslag til vedtak

Generalforsamlingen i @kernbraten borettslag godkjenner at det i perioden 2025-2029 avsettes inntil 3
millioner kroner til opprusting av lekeplasser og etablering av uteplasser for beboerne, inkludert beplantning,
benker og ngdvendige tilpasninger.

Sak7
Etablering av sykkelparkeringshus og redskapsbod

Krav til flertall:
To tredjedels (67%)

Styret i @kernbraten borettslag fremmer forslaget om a etablere tre sykkelparkeringshus i borettslaget. Disse
parkeringshusene vil gi beboerne en sikker og praktisk lasning for oppbevaring av sykler, spesielt elsykler
som kan veere tunge a frakte opp og ned fra kjelleren. | tillegg vil det etableres utekraner og hageslanger

ved parkeringshusene, slik at beboerne kan vaske og vedlikeholde syklene sine pa en enkel mate. P4 enden

av sykkelparkeringshusene vil det ogsa etableres redskapsboder.

Prosjektets hovedelementer:

Etablering av tre sykkelparkeringshus:
Hvert parkeringshus vil ha plass til flere sykler og vil veere utstyrt med sikre lasesystemer som kun kan apnes
1. med nokkelbrikke.

Plassering: Plasseringen er satt til endeveggen pa blokkene, slik at de ikke er i veien for utsikten til beboerne.
2. Devil veere strategisk plassert slik at alle far neerhet til et sykkelparkeringshus.

Utekraner og hageslanger: Ved hvert parkeringshus vil det veere tilgjengelige utekraner og hageslanger for
3. vasking og vedlikehold av sykler.

Redskapsboder: | tilknytning til hvert parkeringshus vil det vaere en redskapsbod som vil inneholde ngdvendig
utstyr som borettslagets arbeidsgrupper kan benytte og far tilgang til via ngkkelbrikken. Dette vil komme alle
4. beboere til gode.

Kostnader og finansiering:
Borettslaget vil dekke byggingen av parkeringshusene med oppsparte midler, med en estimert kostnad pa kr
500.000,- per stykk, totalt kr 1.500.000,-. Denne kostnaden vil over tid (30 ar ved 50 sykler per hus) finansieres
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giennom en arlig avgift pa kr 365,- per bruker. Dette tilsvarer 1 krone per dag og vil gi tilgang til parkeringshuset
med ngkkelbrikke.

Byggingen:

Det vil gjennomfares en kartlegging av behovet og antallet som melder interesse vil avgjgre om det bygges 1, 2
eller 3 sykkelparkeringshus til & begynne med.

Fordeler ved sykkelparkeringshus og redskapsbod:

Bedre sikkerhet for sykler:
Sykkelparkeringshusene vil gi en sikrere oppbevaring av sykler, noe som reduserer risikoen for tyveri og

1. heerverk.

Praktisk lgsning for elsykler:

Elsykler, som ofte er tunge og upraktiske a frakte opp og ned fra kjelleren, vil fa en enkel og tilgjengelig
2. oppbevaringslgsning.

@kt attraktivitet for borettslaget:

Tilbudet om sykkelparkeringshus vil gjgre borettslaget mer attraktivt for bade navaerende og potensielle
3. beboere, spesielt med tanke pa gkende bruk av sykkel og utbygging av sykkelveier i omradet.

Forbedret utseende i uteomradet:
Ved 3 etablere sykkelparkeringshus vil sykler som tidligere kan ha statt spredt rundt inngangene og

fellesarealene, bli samlet pa ett sted. Dette vil gi et ryddigere og mer estetisk tiltalende uteomrade, noe som

4. Dbidrar til et bedre bomiljg for alle beboere.

Selvfinansierende Igsning:

Prosjektet vil over tid finansieres av de som benytter parkeringshusene, noe som sikrer at kostnadene baeres

5. av de som faktisk bruker tjenesten.

Redskapsbod:

Arbeidsgruppene Grantgruppa, Vaktmesterhjelperne og Ryddegruppa vil fa tilgang til godt utstyr som vil hjelpe

6. dem i arbeidet. Dette vil komme alle beboerne i borettslaget til gode.

Styrets innstilling

Styret anbefaler at generalforsamlingen godkjenner etablering av tre sykkelparkeringshus i borettslaget,
inkludert redskapsbod, utekraner og hageslanger for vasking og vedlikehold av sykler. Prosjektet vil finansieres
giennom en arlig avgift pa 365 kroner per bruker, noe som sikrer en rettferdig og selvfinansierende Iasning.

Forslag til vedtak

Generalforsamlingen i @kernbraten borettslag godkjenner etablering av tre sykkelparkeringshus, inkludert
redskapsbod, utekraner og hageslanger for vasking og vedlikehold av sykler. Byggingen av parkeringshusene
finansieres av borettslaget med en total kostnad pa 1 500 000 kroner, og driften finansieres gjennom en arlig
avgift pa 365 kroner per bruker/ngkkelbrikke. Tilgang til parkeringshusene vil gis via ngkkelbrikke.

Sak 8
Valgfrihet for andelseiere til & innglasse balkong

Krav til flertall:
To tredjedels (67%)
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Styret i @kernbraten borettslag ansker a legge frem forslag om a gi andelseiere mulighet til 4 bygge innglassede
balkonger. Dette forslaget innebaerer at borettslaget sender inn en byggesgknad til Oslo kommune, og at hver
enkelt andelseier selv kan velge om de gnsker a gjennomfgre innglassing av sin balkong. For & sikre et enhetlig
fasadeuttrykk, vil styret sette retningslinjer for valg av leverandar og type innglassing.

Fordeler ved innglassing av balkonger:

@kt bruksverdi av balkongen:
En innglasset balkong gir et ekstra rom som kan brukes hele aret, uavhengig av veer og temperatur. Dette gir
1. beboerne mer brukbar plass og gker levekvaliteten.

Bedre isolering og energieffektivitet:
Innglassing bidrar til bedre isolering av boligen, noe som kan redusere varmetap og senke energikostnadene
2. for borettslaget. Dette er spesielt gunstig i kaldere maneder.

Beskyttelse mot veer og vind:
Innglassing gir beskyttelse mot regn, sng og vind, noe som gjer balkongen til et mer behagelig oppholdsomrade.
3. Det reduserer ogsa slitasjen pa balkonggulv og eventuelle mgbler.

@kt verdi pa andelen:
Muligheten for innglasset balkong kan gke attraktiviteten og verdien av andelen, noe som kan veere gunstig ved
4. eventuelt salg. Dette er basert pa uttalelser fra eiendomsmegler.

Ulemper ved innglassing av balkonger:

Fasadeendringer:

Selv med retningslinjer for enhetlig utseende, kan innglassing fare til synlige endringer pa fasaden. Dette kan
1. potensielt pavirke borettslagets estetikk og samlet uttrykk.

Okt vedlikeholdsbehov:

Innglassede balkonger krever mer vedlikehold, bade for glassflater og mekaniske deler som skyvedgrer og
2. hengsler. Dette kan gi ekstra kostnader og arbeid for andelseierne.

Ulik lysforhold:
3. Noen beboere kan oppleve at innglassing av balkonger skaper skygge, reflekser eller endrer lysforholdene.

Kostnader og finansiering:

Byggeswoknad til Oslo kommune inkludert konsulentbistand er estimert til kr 50.000,- og finansieres av
oppsparte midler i borettslaget. Det vil palgpe et gebyr pa kr 500,- til andelseiere som bestiller innglassing,
slik at det er de som faktisk velger innglassing av balkong som finansierer byggesgknaden til kommunen over
tid.

Dette betyr en byggesgknad for fasadeendring:

A stemme for en byggeseknad betyr at hver andelseier selv far bestemme om de gnsker & bestille innglassing
av balkongen. Ingen blir tvunget til & ha innglasset balkong, men andelseier har muligheten til & velge selv.

A stemme imot en byggesoknad betyr at andelseier ikke vil tillate at noen i borettslaget skal fa lov til & bestille
innglassing av balkongen.

Styrets innstilling

Styret anbefaler at generalforsamlingen godkjenner at @kernbraten borettslag sender inn byggesgknad til Oslo
kommune, og at hver enkelt andelseier selv kan velge om de gnsker a bestille innglassing av balkongen. Valg av
leverandgr og type innglassing ma folge retningslinjer satt av styret for a sikre et sé enhetlig fasadeuttrykk som
mulig.
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Forslag til vedtak

Generalforsamlingen i @kernbraten borettslag godkjenner at borettslaget sender inn byggesgknad til Oslo
kommune for innglassing av balkonger. Hver enkelt andelseier far anledning til & bestemme om de gnsker

a bestille innglassing av sin balkong, under forutsetning av at valg av leverander og type innglassing falger
retningslinjer fastsatt av styret. Dette for & sikre et s& enhetlig fasadeuttrykk som mulig.

Sak 9
Infoflyt fra styret til beboere

Forslag fremmet av:
Mona Bastiansen Peynot

Krav til flertall:
Alminnelig (50%)

Det er lite informasjon om hva styret jobber med som formidles til andelseierne, som har liten oversikt over
hvilke tiltak som vurderes iverksatt i borettslaget og eventuell prosess rundt disse.

Styrets innstilling

Styret er positiv til & gi andelseierne bedre innsikt i pagaende saker og vurderer & sende ut en kort oppdatering
hvert kvartal for & gke transparensen uten ungdig detaljering.

Forslag til vedtak

Styret sender ut kort informasjon om hvilke saker styret jobber med, og hvordan, hver tredje maned. lkke i
detalj, men mok til & gi andelseierne en kort oversikt.

Sak 10
Forslag om utredning av tiltak mot fukt

Forslag fremmet av:
Bard Skeie Fuglestveit Sgrheim

Krav til flertall:
Alminnelig (50%)

Fukt pa badet er en utfordring i mange leiligheter i borettslaget. Det kan fore til mugg- og soppvekst. Dette kan
videre fore til:

* helseskade
* lavere verdi pa leilighetene

+ atandelseiere pa sikt ma gjgre kostbare utbedringer pa badene sine
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Dagens ventilasjonssystem trekker ikke ut fuktig luft. Jeg foreslar a utrede konsekvenser av & oppgradere til
mekanisk ventilasjon, som vil redusere fukt pa badet, med de fordelene det medbringer.

Styrets innstilling

Styret anbefaler en utredning av tiltak for bedre ventilasjon pa badene, med vurdering av tekniske og
gkonomiske konsekvenser. Utredningen skal omfatte muligheten for at andelseiere med felles ventilkanal kan
installere automatiske vifter med fuktsensor for egen kostnad, en lasning med mekanisk avtrekk via takvifter,
samt et komplett ventilasjonssystem med varmegjenvinning. Styret vil legge frem konklusjoner og anbefalinger
for generalforsamlingen innen neste ordinaere mgte.

Forslag til vedtak

Generalforsamlingen vedtar at Styret innen neste generalforsamling skal utrede minimum felgende
alternativer for ventilasjon: 1. Andelseiere med felles ventilkanal far tillatelse til & gad sammen om & installere
automatiske vifter med fuktsensor. Andelseierne betaler selv for oppgraderingen, og styret godkjenner
arbeidet fgr igangsetting. 2. Borettslaget installerer mekanisk avtrekk med vifte pa takene, eventuelt i
kombinasjon med vifter pa hvert enkelt baderom. 3. Borettslaget installerer et mekanisk ventilasjonssystem
med varmegjenvinning.

Sak 11
Okt beplantning og/ eller stoyvegg Martin Borrebekkens vei/Refstadveien

Forslag fremmet av:
Line Ravna Daleng

Krav til flertall:
Alminnelig (50%)

Det er utrolig fint beplantet rundt Nordalsveien og pa enden av Borettslaget Bjerkedalen Park. | enden av Martin
Borrebekkens vei mot Refstadveien er det i dag ganske nakent ut mot veien. Ved a beplante ytterligere her, vil
borettslaget oppfattes som mer velstelt i tillegg til at det vil redusere stay fra veien. Et annet alternativ er a
bygge en stoyvegg her.

Styrets innstilling

Styret arbeider med en helhetlig plan for forskjgnning av uteomradene, der dette omradet inngar. Siden Oslo
kommune planlegger tiltak i Refstadveien, gnsker styret avklaring for sterre arbeider igangsettes. Det er derfor
usikkert om tiltaket kan gjennomfgres i 2025, men styret er positiv til at forslaget behandles.

Forslag til vedtak

Stayvegg og/eller plante hekk og traer/busker pa enden av Martin Borrebekkens vei.
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Sak 12
Vedtektsendring: §11 VILKAR FOR BRUKSOVERLATELSE

Krav til flertall:
To tredjedels (67%)

Bakgrunn:

1. januar 2020 tradte det i kraft nye regler for kortidsutleie i borettslag:

"§ 5-4.0verlating av bruken nar andelseigaren sjglv bur i bustaden

Ein andelseigar som sjglv bur i bustaden, kan overlate bruken av delar av bustaden til andre. | tillegg kan
andelseigaren overlate bruken av heile bustaden til andre i opptil 30 dagn i lapet av aret.”

Vedtektsendring:

Forste ledd i paragrafen endres fra:

§11 VILKAR FOR BRUKSOVERLATELSE

"Andelseieren kan ikke uten samtykke fra styret overlate bruken av bolig til andre (fremleie)."
Endres til:

§11 VILKAR FOR BRUKSOVERLATELSE

Korttidsutleie:

Andelseieren kan leie ut eller Iane bort boligen i inntil 30 dggn per ar uten styrets godkjennelse. Andelseieren
plikter & informere om ordensreglene i borettslaget og er ansvarlig for at disse overholdes. Dersom det
oppstar gientakende klager pa fremleietakere forbeholder styret seg retten til & innskrenke denne retten ved
at andelseier ma melde inn navn og kontaktinformasjon til fremleietaker i forkant av slikt korttidsutleie.

Langtidsutleie:
Andelseieren kan ikke uten samtykke fra styret overlate bruken av bolig til andre (fremleie).

Videre er paragrafen lik som far.

Styrets innstilling

Styret ser det nadvendig & endre formuleringen slik at vedtektene folger norsk lov. Samtidig presiserer
vedtektsendringen at andelseier er ansvarlig for at ordensregler folges og at styret kan innfere tiltak om
meldeplikt dersom det oppstar gjentakende brudd pa ordensreglene.

Forslag til vedtak

Vedtektsendringen godkjennes slik den er beskrevet i saken.
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Sak 13
Vedtektsendring: §15 RETT TIL FORANDRINGER

Krav til flertall:
To tredjedels (67%)

Bakgrunn:

Styret hari2024 kartlagt endringer som er gjortileiligheter som innbefatterinngrep i beerende konstruksjoner.
Styret har inngatt en rammeavtale med et byggingenigrfirma som har kontrollert arbeidene og styret gnsker
na & apne for at flere kan gjare tilpasninger i sine leiligheter sa lenge det blir gjort pa en forsvarlig mate og
kontrollert av byggingenigr som borettslaget har avtale med.

Forste ledd i paragraf §15 sier at andelseier ikke har rett til & gjore endringer i byggets baerende konstruksjon
uavhengig av om baereevnen svekkes eller ikke. Dette vil besta, men vi legger til et andre ledd i paragrafen.

Vedtektsendring:
Endres fra:
8§15 RETT TIL FORANDRINGER

Andelseier har rett til & gjore forandringer i bolig tilknyttet egen andel, men har ikke anledning til & gjore
forandringer i felles installasjoner som omfattes av borettslagets vedlikeholdsplikt eller i byggets beerende
konstruksjoner. Dette gjelder uten hensyn til om endringen innebaerer at installasjoner eller beerende
konstruksjonen blir svekket eller ikke.

Endres til:
8§15 RETT TIL FORANDRINGER

Andelseier har rett til & gjore forandringer i bolig tilknyttet egen andel, men har ikke anledning til & gjore
forandringer i felles installasjoner som omfattes av borettslagets vedlikeholdsplikt eller i byggets beerende
konstruksjoner. Dette gjelder uten hensyn til om endringen innebaerer at installasjoner eller beerende
konstruksjonen blir svekket eller ikke.

Ved forandringer som involverer inngrep i baerende konstruksjoner, ma andelseier engasjere en byggingenigr
som borettslaget har avtale med. Byggingenigren vil vurdere om endringen er gjennomfgrbar, undersgke om
det er nadvendig med sgknad til kommunen, kontrollere at arbeidet utfares korrekt og dokumentere endringen.
Andelseier dekker selv kostnadene for byggingenigrens honorar.

Styrets innstilling

Styret mener det er veldig viktig & ha kontroll pa endringer i beerende konstruksjon som utfgres i leilighetene.
Dette med tanke pa sikkerhet og konstruksjonen til byggene. Samtidig mener styret at det er viktig at
andelseiere far utnyttet leiligheten og gjort tilpasninger som passer andelseierens behov. Ved a prosjektere
dette med en byggingeniar som kontrollerer arbeidene vil det bli gjort pa en kontrollert og forsvarlig mate.

Forslag til vedtak

Vedtektsendringen godkjennes slik den er beskrevet i saken.
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Sak 14
Vedtektsendring: §20 STYRET

Krav til flertall:
To tredjedels (67%)

Bakgrunn:

Dette forslaget er fremmet av valgkomitéen som papeker nadvendigheten av & formalisere hva som skal gjgres
dersom styret skulle bli stdende uten styreleder. | vedtektene star det at styrets leder og styremedlemmer skal
veere andelseiere og registrert bosatt i borettslaget.

Det foreslas at det legges til et ledd i paragrafen.
"Dersom styret blir stdende uten styreleder kan styret engasjere ekstern styreleder frem til ny kandidat kan

velges ved ekstraordinger generalforsamling eller ved neste ordinzere generalforsamling.”

Styrets innstilling

Styret anbefaler enstemmig at generalforsamlingen godkjenner denne vedtektsendringen for & sikre forsvarlig
kontinuerlig drift dersom styret skulle bli stdende uten styreleder.

Forslag til vedtak

Vedtektsendringen godkjennes slik den er beskrevet i saken.

Sak 15
Fastsettelse av honorarer

Krav til flertall:
Alminnelig (50%)

Godtgjarelse for styret foreslas satt til kr 480.000,-. Summen er beregnet ut fra tall fra Obos som viser at
giennomsnittet for borettslag med flere enn 250 boliger er kr 1192,- per bolig i 2023. KPI justert med 2,2% per
ar til 2025 blir kr 1246,- per bolig.

Honorar til valgkomitéens arbeid foreslas satt til kr 6200,-.
Styrets innstilling
Settes i henhold til budsjett for 2025. Styret mener dette er et rettferdig belgp som fordeles pa samtlige

medlemmer i styret.

Forslag til vedtak
Styrets godtgjorelse settes til kr 480.000,- og valgkomitéens honorar settes til kr 6200,-.

Sak 16
Valg av tillitsvalgte
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Valgkomitéens innstilling til valg i @kernbraten borettslag for 2025:

Valgkomiteen har sendt ut informasjon via styrets kanaler, samt hengt opp lapper pa alle ytterdarer i
borettslaget. Det har veert publisert informasjon pa facebooksiden «@kernbraten borettslag». | tillegg er det
giennomfert en oppsegkende runde der valgkomiteen har ringt pa et utvalg derer. Det er deretter gjennomfart
intervjuer med interesserte som har returnert utsendt skjema.

| innstillingen er det lagt vekt pa en viss grad av kontinuitet, samtidig som nye bidragsytere gnskes velkommen
for & sikre en balansert og representativ sammensetning av styret. Valgkomiteen ansker en jevn kjgnnsbalanse
i styret. Ved innstilling til vara har valgkomiteen prioritert dem som ogsa viste interesse for 4 sitte i styret.

Pa bakgrunn av dette har valgkomiteen gjort fglgende innstilling til styret i @kernbraten borettslag:
Som styreleder for 1 ar foreslas:

+ Audun Amundal (gjenvalg)

«Relevante kvalifikasjoner:

* Naveerende leder i @kernbraten borettslag
* Flere ars erfaring som sittende styremedlem i @kernbraten brl

» 14 arserfaring innen eiendomsforvaltning i Boligbygg Oslo KF som er Norges starste boligutleier og drifter 360
heleide eiendommer.

« Styreleder for volleyballklubb.
* Prosjektleder for bistandsprosjekt og bygging av bibliotek i Kambodsja.»

Amundal har veert styreleder i @kernbraten borettslag foregdende periode og stiller til gjenvalg for 1 ar.
Som styremedlemmer for 2 ar foreslas:

¢ Mohammad Reza Allahdadi (ikke pa valg)

* Silje Mari Fjeerstad (ikke pa valg)

« Gro Tharaldsen (gjenvalg)

« Stian Vik: «Jeg gnsker a stille til valg, fordi jeg er engasjert i & skape et godt og fint bomiljo for alle beboere.
Jeg har god erfaring fra praktisk styrearbeid, og ansker a forbedre bade de praktiske og sosiale forholdene
i borettslaget. Gjennom a vaere aktiv del av styret vil jeg jobbe for transparens og effektiv drift - slik at vi far
mest mulig ut av det vi har. Opprusting av fellesomrader og bygningsmassen vil veere viktige oppgaver for styret
i arene som kommer, og jeg er klar for & legge ned en innsats for & fa det til & skje.»

@vrige kandidater styremedlem:

» Frank-lvar Olsen (gjenvalg)

* Sara Nybg

Som varamedlemmer for 1 ar foreslas:

+ Harald Zeigler (gjenvalg)
e SaraNybg

@vrige kandidater vara:
+ Stian Vik
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* Knut Erik Heggem

¢ Mona B. Peynot

Som valgkomite for 1 ar foreslas:

« Evalarsen

« Sofie Raiha Erichsen

Valgkomiteen vil benytte anledningen til & takke for hyggelig mottakelse, og ikke minst en ekstra takk til alle
interesserte for at de gnsker a stille opp og gnsker a bidra til at @kernbraten borettslag fortsatt skal veere et
attraktivt og godt sted & bo.

Valgkomiteen v/ Eva Larsen og Sofie Raiha Erichsen

Innstilling

Styret stotter valgkomitéens innstilling.

Roller og kandidater

Valg av 1 styreleder Velges for 1 ar
Fglgende stiller til valg som styreleder:

¢ Audun Amundal

Innstilt av valgkomitéen.

Valg av 2 styremedlem Velges for 2 ar
Falgende stiller til valg som styremedlem:

* Frank Olsen

Gro Tharaldsen

Innstilt av valgkomitéen.
» Sara Nybg

+ Stian Vik

Innstilt av valgkomitéen:

Jeg ansker & stille til valg, fordi jeg er engasjert i & skape et godt og fint bomilje for alle
beboere. Jeg har god erfaring fra praktisk styrearbeid, og gnsker a forbedre bade de praktiske
og sosiale forholdene i borettslaget.

Gjennom & veere aktiv del av styret vil jeg jobbe for transparens og effektiv drift - slik at vi far
mest mulig ut av det vi har. Opprusting av fellesomrader og bygningsmassen vil veere viktige
oppgaver for styret i arene som kommer, og jeg er klar for & legge ned en innsats for a fa det

til & skje.

Valg av 2 varamedlem Velges for 1 ar
Falgende stiller til valg som varamedlem:

* Harald Zeigler
Innstilt av valgkomitéen.

* Knut Erik Heggem
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@nsker & stille som Vara fordi jeg ansker & bidra til godt og hyggelig bomilje for alle i @BBL. Jeg kjenner @BBL
og omradet rundt godt.

Sara Nybg
Innstilt av valgkomitéen.
Stian Vik

Jeg gnsker a stille til valg, fordi jeg er engasjert i & skape et godt og fint bomilje for alle
beboere. Jeg har god erfaring fra praktisk styrearbeid, og gnsker a forbedre bade de praktiske
og sosiale forholdene i borettslaget.

Gjennom & veere aktiv del av styret vil jeg jobbe for transparens og effektiv drift - slik at vi far
mest mulig ut av det vi har. Opprusting av fellesomrader og bygningsmassen vil veere viktige
oppgaver for styret i arene som kommer, og jeg er klar for & legge ned en innsats for a fa det

til & skje.

Valg av 2 valgkomité Velges for 1 ar

Folgende stiller til valg som valgkomité:

Eva Larsen

Sofie Raiha Erichsen
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Styrets arsrapport

ARSRAPPORT FOR 2024

Tillitsvalgte

Siden forrige ordingere generalforsamling har borettslagets tillitsvalgte veert:
Styret

Leder

Audun Amundal (2024-2025)
Styremedlemmer

Frank-lvar Olsen (2023-2025)
Mohammad Reza Allahdadi (2024-2026)
Gro Taraldsen (2023-2025)

Silje Mari Fjeestad (2024-2026)
Varamedlemmer

Harald Bergersen Zeigler (2024-2025)
Tanja Aakerholt (2024-2025)
Valgkomiteen

Eva Larsen

Sofie Raiha Erichsen
Kontaktinformasjon

Styret

Styret kan kontaktes pa telefon 917 19 978 tirsdager og torsdager fra kl. 17:00 til 20:00, samt pa e-post
okernbraten@styrerommet.no.
Du kan ogsa na styret via Vibbo.no.

Vibbo

Du kan finne informasjon om boligselskapet og ditt boforhold ved a logge deg inn pa Vibbo.no. Her finner du
oversikt over din bolig, felleskostnader og annen nyttig informasjon.

Generelle opplysninger om @kernbraten Borettslag A/L
Borettslaget bestar av 385 andeler.

@kernbraten Borettslag A/L er registrert i Foretaksregisteret i Brgnngysund med organisasjonsnummer
948056852, og ligger i bydel Bjerke i Oslo kommune

Gards- og bruksnummer: 123/607

Borettslaget er et samvirkeforetak som har til formal & gi andelseierne bruksrett til egen bolig i foretakets
eiendom (borett), og & drive virksomhet som star i sammenheng med dette.

@kernbraten Borettslag A/L har 1 ansatte.
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Forretningsforsel og revisjon

Forretningsfarselen er utfart av OBOS Eiendomsforvaltning AS i henhold til kontrakt.
Sameiets revisor er BDO.

Styrets arbeid

Perioden som har veert har det veert gjennomfart 14 styremater.

Det har kommet inn rundt 800 meldingeri Vibbo, som alle er besvart.

De storste sakene:

+ Reforhandlet vaktmesteravtalen

» Reforhandlet skadedyrsavtalen

* Reforhandlet brgnnspyleavtalen

* Oppgradert alle branntavler fra 2G- til 4G-kommunikasjon
» Reforhandling av lanebetingelser fra banken

* Ferdigstilt selskapslokalet

* Anlagt blomsterbed

* Formalisert Grentgruppen og valgt leder

Sterre vedlikeholdsprosjekter

» Asfaltering

* Nye parkeringsplasser

* Infrastruktur for flere ladeplasser for elbil
* Drenering av nedlgp fra taket

* Malt opp eksisterende lekeapparater

Sosiale sammenkomster og dugnader:

Det ble avholdt en ordineer dugnad, og Grentgruppen arrangerte sin egen dugnad hvor alle beboere varinvitert.
Begge dugnadene inkluderte servering.

| tillegg ble det arrangert julegrantenning for alle beboere, med besgk av julenissen og tur med hest og slede
— en hyggelig avslutning pa aret for bade sma og store.

Planer for 2025:

* Oppmerking av parkeringsplasser.

» Etablering av 6 nye ladeplasser for elbil, med utvidelsesmulighet til 24 ekstra.

* Lyssetting av uteplassene ved Nordalveien 74 og Brobekkveien 45.

* Benker og bord til uteplasser.

* Lysetting av flere gangveier i borettslaget.

» Rehabilitering av kjellere (avhengig av godkjent sak pa generalforsamling).

» Bygging av sykkelparkeringshus og redskapsbod (avhengig av godkjent sak pa generalforsamling).

* Oppgradering av justeringsventiler til varmeanlegget for mer effektiv og bedre fordeling av varme til radiatorer.

* Ny flaggstang og etablere blomsterbed rundt denne.
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Vedlikeholdsplaner

@kernbraten borettslag ble bygget i perioden 1954-1957 og bygningsmassen viser tegn til vedlikeholdsetterslep.
Det er kostbart & ta igjen vedlikeholdsetterslep, men det er ofte mer kostbart & vente. @kernbraten borettslag
eri en solid gkonomisk situasjon. Det er naturlig &8 sammenligne seg med Bjerkedalen borettslag, pa andre
siden av parken som har tilneermet lik bygningsmasse, og de har kr 248.000,- i andel fellesgjeld. @kernbraten
borettslags andelseiere har kr 149.000,- i andel fellesgjeld. Var andel fellesgjeld vil fortsatt veere under 200
tusen etter tiltakene beskrevet i periode 2025-2029.

Styret jobber med planer i 5-ars sykluser. Dette mé leses som et arbeidsdokument og ikke noe som er vedtatt:
2025-2029

* Rehabilitering av kjellere

» Sykkelparkeringshus med redskapsbod

* Opprusting av lekeplasser og uteomrader inkludert beplantning
* Oppmerking av parkeringsplasser

* Lyssetting av uteplasser og gangveier

2030-2034

+ Etterisolering av fasade, avhengig av EUs energipakke 4
* Nye ragr mellom blokkene til varmeanlegget
* Rehabilitering av tak med evt. solceller

 Asfaltering av resten av omradet etter behov

ARSREGNSKAPET

Styret mener at arsregnskapet gir et riktig bilde av selskapets eiendeler og gjeld, finansielle stilling og resultat.
Forutsetningen om fortsatt drift er til stede, og arsregnskapet er satt opp under denne forutsetning.
Vesentlig avvik

Driftsinntektene er hgyere enn budsjettert og skyldes i hovedsak hgyere inntekter fra lading av kjereteay hvor
vi fikk en etterbetaling av ladeinntekter for 2023. Ladeinntektene er postert under "andre inntekter".

Driftskostnadene er hgyere enn budsjettert og skyldes i hovedsak drift og vedlikehold og asfalteringen som ble
utfert pa store deler av borettslagets omrade. Dette ble finansiert med oppsparte midler noe som gjorde at vi
gikk mot et styrt underskudd pa 2,7 millioner.

Resultat

Arets resultat vises i resultatregnskapet som et underskudd og foreslas fart mot egenkapital. Eventuelt avdrag
pa langsiktig gjeld (l1an) er ikke tatt hensyn til.

Disponible midler

Borettslagets disponible midler (omlgpsmidler fratrukket kortsikt gjeld) viser borettslagets likviditet. De
disponible midlene bgr til enhver tid veere positive, som en del av forutsetningene for videre drift.

Disponible midler pr. 3112 var kr 7 801 061.

20 av 38



Budsjett 2025
Det er budsjettert med kr 4 667 657 til starre vedlikehold.

Budsjettet er basert pa estimerte tall, det er tatt hgyde for prisgkninger pa drift & vedlikehold i den grad det
foreligger estimater.

Felleskostnader

Budsjettet danner grunnlaget for fastsettelsen av felleskostnader.
Budsjettet er basert pa kr. 251 gkning av felleskostnadene (ca. 4,6%)
fra 01.01.2025.

For gvrig vises til de enkelte tallene i budsjettet.
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@KERNBRATEN BORETTSLAG A/L
ORG.NR. 948 056 852, KUNDENR. 5074

INFORMASJON OM ARSREGNSKAPET

Regnskapsloven stiller strenge krav til hvordan et regnskap skal fares og presenteres. | tillegg
krever forskriften om arsregnskap og arsberetning i borettslag at man ma gi mer informasjon.
Dette innebeerer blant annet at man ma gi informasjon i form av noter, og utarbeide en oversikt
over de disponible midlene i arsregnskapet. P& de neste sidene presenteres borettslagets
resultatregnskap, balanse og tilhgrende noter.

Boligselskapets resultatregnskap gir imidlertid ikke en fullstendig oversikt over borettslagets
disponible midler ved arsskiftet. | resultatregnskapet presenteres det en oversikt over
borettslagets inntekter og kostnader. Det regnskapsmessige overskuddet tar ikke hensyn til en
del viktige gkonomiske forhold som pavirker borettslagets disponible midler. Dette gjelder for
eksempel opptak og avdrag pa lan, samt kjgp og salg av anleggsmidler. Borettslagets
disponible midler er de gkonomiske midlene som borettslaget har til radighet, og de defineres
som omlgpsmidler fratrukket kortsiktig gjeld. Starrelsen pa de disponible midlene kan blant
annet benyttes til & vurdere om det er ngdvendig a endre starrelsen pa innkrevde
felleskostnader som den enkelte beboer betaler, og om det er behov for & ta opp lan eller om
det er mulighet til & betale ned ekstra pa eksisterende gjeld.

DISPONIBLE MIDLER

Note 2024 2023
A. DISP. MIDLER PR. 01.01. 10 501 407 13 027 850
B. ENDRING | DISP. MIDLER:
Arets resultat (se res.regnskapet) -2732716 -1849413
Tilbakefgring av avskrivning 15 1305524 1305524
Tillegg for nye langsiktige 1an 16 52 196 050 0
Fradrag for avdrag pa langs. lan 16 -53 469 204 -1 982 554
B. ARETS ENDR. | DISP. MIDLER -2700346 -2526 443
C. DISP. MIDLER PR. 31.12. 7801061 10501 407
SPESIFIKASJON AV DISPONIBLE MIDLER:
Omlgpsmidler 9441262 13237771
Kortsiktig gjeld -1640201 -2 736 364
C. DISP. MIDLER PR. 31.12. 7801061 10501 407
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@KERNBRATEN BORETTSLAG A/L

ORG.NR. 948 056 852, KUNDENR. 5074

RESULTATREGNSKAP
Note Regnskap Regnskap Budsjett Budsjett
2024 2023 2024 2025

DRIFTSINNTEKTER:
Innkrevde felleskostnader 2 23714864 22964104 23695000 24993576
Vaskeri 0 3 000 0 0
Ladeinntekter EL-bil 0 202 350 202 000 300 000
Andre inntekter 3 403 458 50 683 0 55 000
SUM DRIFTSINNTEKTER 24118 322 23220138 23897000 25348576
DRIFTSKOSTNADER:
Personalkostnader 4 -59 502 -57 246 -64 000 -64 000
Styrehonorar 5 -416 000 -400 000 -416 000 -430 000
Avskrivninger 15 -1305524 -1305524 -1323000 -1323000
Revisjonshonorar 6 -26 366 -55 945 -31 000 -58 000
Andre honorarer -6 000 -6 000 0 -6 000
Forretningsfgrerhonorar -443 063 -422 771 -448 000 -470 000
Konsulenthonorar 7 -84 270 -166 753 -187 000 -187 000
Drift og vedlikehold 8 -6784885 -5276762 -3379000 -4667 657
Forsikringer -795 400 -724 556 -797 000 -956 000
Festeavgift -558 472 -558 472 -558 000 -558 000
Kommunale avgifter 9 -4472163 -3812644 -4441000 -5092000
Ladekostnader EL-bil -26 910 -7 031 -10 000 -150 000
Energi/fyring 10 -5590980 -5942132 -5300000 -5300 000
TV-anlegg/bredband -1522673 -1734041 -1688000 -1756 000
Andre driftskostnader 11 -1980807 -2174471 -2260000 -2 361440
SUM DRIFTSKOSTNADER -24 073 016 -22 644 349 -20902 000 -23 379 097
DRIFTSRESULTAT 45 307 575789 2995000 1969479
FINANSINNTEKTER/-KOSTNADER:
Finansinntekter 12 262 628 292 569 72 000 72 000
Finanskostnader 13 -3040650 -2717771 -3140000 -2 864 000
RES. FINANSINNT./-KOSTNADER 2778023 -2425202 -3068000 -2792000
ARSRESULTAT -2732716 -1849413 -73 000 -822 521
Overfagringer:
Fra opptjent egenkapital -2732716 -1849413
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@KERNBRATEN BORETTSLAG A/L

ORG.NR. 948 056 852, KUNDENR. 5074

BALANSE

Note 2024 2023
EIENDELER
ANLEGGSMIDLER
Bygninger 14 50 039 030 51 344 555
Leiligheter/lokaler 1 1
SUM ANLEGGSMIDLER 50 039 031 51 344 556
OML@PSMIDLER
Restanser felleskostnader/kundefordringer 95 186 127 341
Forskuddsbetalte kostnader 122 454 5911
Driftskonto OBOS-banken 1625344 13104519
Sparekonto OBOS-banken 468 120 0
Innestaende i andre banker 7 130 159 0
SUM OML@PSMIDLER 9441262 13237771
SUM EIENDELER 59 480 294 64 582 326
EGENKAPITAL OG GJELD
EGENKAPITAL
Innskutt egenkapital 386 * 200 77 200 77 200
Opptjent egenkapital 3832062 6564779
SUM EGENKAPITAL 3909262 6641979
GJELD
LANGSIKTIG GJELD
Pante- og gjeldsbrevian 16 51968 130 53241 284
Borettsinnskudd 17 1962 700 1962 700
SUM LANGSIKTIG GJELD 53930 830 55203984
KORTSIKTIG GJELD
Forskuddsbetalte felleskostnader 497 513 931 898
Leverandgrgjeld 898 395 1731399
Palgpte renter 244 293 73 067
SUM KORTSIKTIG GJELD 1640201 2736364
SUM EGENKAPITAL OG GJELD 59 480 294 64 582 326
Pantstillelse 18 73 400 000 73400 000
Garantiansvar 0 0
Oslo, . .2025

Styret i @kernbraten Borettslag A/L
Audun Amundal Frank-lvar Olsen
Gro Tharaldsen Silje Mari Fjeestad
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NOTE: 1

REGNSKAPSPRINSIPPER

Arsregnskapet er satt opp i samsvar med regnskapslovens bestemmelser, god
regnskapsskikk for sma foretak og etter forskrift om arsregnskap og arsberetning i
borettslag.

INNTEKTER
Inntektene inntektsfares etter opptjeningsprinsippet.

HOVEDREGEL FOR KLASSIFISERING OG VURDERING AV EIENDELER OG GJELD
Omlgpsmidler og kortsiktig gjeld omfatter poster som forfaller til betaling innen ett ar.
@vrige poster er klassifisert som anleggsmidler/langsiktig gjeld. Omlgpsmidler vurderes
til anskaffelseskost. Kortsiktig gjeld balansefgres til nominelt belgp pa
etableringstidspunktet. Anleggsmidler vurderes til anskaffelseskost, men nedskrives til
virkelig verdi dersom verdifallet ikke forventes a veere forbigaende. Langsiktig gjeld
balansefares til nominelt belgp pa etableringstidspunktet. Bygninger er ikke avskrevet da
det er gjennomfart vedlikehold som oppveier for verdiforringelse. Tomter avskrives

ikke. Andre varige driftsmidler balansefgres og avskrives linegert over driftsmidlenes
gkonomiske levetid.

FORDRINGER

Kundefordringer og andre fordringer er oppfart i balansen til palydende etter fradrag for
avsetning til forventet tap. Avsetning til tap gjgres pa grunnlag av individuelle vurderinger
av de enkelte fordringene.

SKATTETREKKSKONTO
Selskapet har egen separat skattetrekkskonto i OBOS-banken. Innskuddet tilhgrer
myndighetene og kan ikke disponeres fritt.

NOTE: 2

INNKREVDE FELLESKOSTNADER

Felleskostnader 23 634 948
Leie 77 916
Energi 2 000
SUM INNKREVDE FELLESKOSTNADER 23 714 864
NOTE: 3

ANDRE INNTEKTER

Annet 10 227
Lading av kjgretay 344 455
Ngkler 9 000
Parkering 32776
Utleie 7 000
SUM ANDRE INNTEKTER 403 458
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NOTE: 4

PERSONALKOSTNADER
Arbeidsgiveravgift -59 502
SUM PERSONALKOSTNADER -59 502

Det har verken veert ansatte eller lgnnsutbetalinger i selskapet gjennom aret. Selskapet er
derav ikke pliktig til & ha tjenestepensjonsordning etter lov om obligatorisk tjenestepensjon.
Arbeidsgiveravgiften knytter seg til styrehonoraret.

NOTE: 5
STYREHONORAR
Honorar til styret gjelder for perioden 2023/2024, og er pa kr 416 000.

NOTE: 6
REVISJONSHONORAR
Revisjonshonoraret er i sin helhet knyttet til revisjon og belgper seg til kr 26 366.

NOTE: 7

KONSULENTHONORAR

Tilleggstjenester, OBOS Eiendomsforvaltning AS -59 902
OBOS Prosjekt AS -12 462
Andre konsulenthonorarer -11 906
SUM KONSULENTHONORAR -84 270
NOTE: 8

DRIFT OG VEDLIKEHOLD

Drift/vedlikehold bygninger -265 226
Drift/vedlikehold VVS -781 517
Drift/vedlikehold elektro -44 398
Drift/vedlikehold utvendig anlegg -4 928 903
Drift/vedlikehold fellesanlegg -26 000
Drift/vedlikehold brannsikring -394 904
Drift/vedlikehold parkeringsanlegg -43 500
Annet vedlikehold -281 756
Egenandel forsikring -12 000
Kostnader dugnader -6 680
SUM DRIFT OG VEDLIKEHOLD -6 784 885

Styret mener at det gjennomfarte vedlikeholdet er tilstrekkelig for & oppveie verdiforringelse av
bygningene.

NOTE: 9

KOMMUNALE AVGIFTER

Vann- og avlgpsavgift -3 149 365
Renovasjonsavgift -1 322 798
SUM KOMMUNALE AVGIFTER -4 472 163
NOTE: 10

ENERGI/FYRING

Elektrisk energi -527 032
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Fjernvarme -5 063 948
SUM ENERGI / FYRING -5 590 980
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NOTE: 11
ANDRE DRIFTSKOSTNADER

Lokalleie -9 900
Skadedyrarbeid/soppkontroll -48 591
Datautstyr -3 849
Vaktmestertjenester -1017 058
Renhold ved firmaer -750 390
Sngrydding -43 158
Andre fremmede tjenester -60 453
Kontor- og datarekvisita -1490
Andre kontorkostnader -2 887
Telefon u/mva -40
Kontingenter -4 800
Bank- og kortgebyr -8 880
@reavrunding 64
Velferdskostnader -28 669
Tap pa fordringer, -709
SUM ANDRE DRIFTSKOSTNADER -1 980 807
NOTE: 12

FINANSINNTEKTER

Kundeutbytte fra Gjensidige 78 412
Renter bank 45 885
Renter av for sent innbetalte felleskostnader 9 838
Andre renteinntekter 128 493
SUM FINANSINNTEKTER 262 628
NOTE: 13

FINANSKOSTNADER

Renter og gebyr pa lan i Pantegjeldsrenter -3 040 014
Andre rentekostnader -636
SUM FINANSKOSTNADER -3 040 650
NOTE: 14

BYGNINGER

Kostpris/bokfart verdi 17 475 839
Rehabilitering/tilleggsbebyggelse 32 563 192
SUM BYGNINGER 50 039 030

Tomten er oppfert i 1954.
Gnr.123/bnr.607 M. flere

Tomten er festet av Oslo Kommune i 90 ar fra 1955.
Bygningene er ikke avskrevet. Styret har i stedet vurdert at tilstrekkelig vedlikehold er

gjennomfgart, jf. noten om drift og vedlikehold.

Vedlegg 1

28 av 38

Signed AA, FO, MRA, GT, SMF

Arsregnskap 2024 signert.pdf




NOTE: 15

VARIGE DRIFTSMIDLER
Rehabilitering bad
Tilgang 2008

Avskrevet tidligere
Avskrevet i ar

39 169 648
-19 586 780
-1 305 524

18 277 342

SUM VARIGE DRIFTSMIDLER

18 277 342

SUM ARETS AVSKRIVNINGER

-1 305 524

NOTE: 16

PANTE- OG GJELDSBREVLAN
Handelsbanken 16626

Lanet er innfridd

Opprinnelig 2012

Nedbetalt tidligere

Nedbetalt i ar

Handelsbanken 27822
Lanet er innfridd
Opprinnelig 2017
Nedbetalt tidligere
Nedbetalt i ar

Svenska Handelsbanken AB
Flytende rente

Rentesatsen pr. 31.12.24 var 5,55 %. Lapetiden er 30 ar.

Opprinnelig 2024
Nedbetalt tidligere
Nedbetalt i ar

-53 400 000
15972 115
37 427 885

-20 000 000
4 186 601
15 813 399

-52 196 050
0
227 920

51 968 130

SUM PANTE- OG GJELDSBREVLAN

-51 968 130

NOTE: 17
BORETTSINNSKUDD
Opprinnelig 1954

-1 962 700

SUM BORETTSINNSKUDD

-1 962 700

NOTE: 18
PANTSTILLELSE

Av anleggets bokfarte gjeld er falgende sikret ved pant:

Pantel@n

51 968 130

TOTALT

51 968 130

Eiendommen som er stillet som sikkerhet hadde pr. 31.12.2024 fglgende bokfarte verdi:

Bygninger

50 039 030
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TOTALT 50 039 030
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Bygday Allé 2

0257 Oslo
BDO Postboks 1704 Vika
0121 Oslo

Uavhengig revisors beretning
Til generalforsamlingen i @KERNBRATEN BORETTSLAG A/L

Konklusjon
Vi har revidert arsregnskapet til @KERNBRATEN BORETTSLAG A/L.

Arsregnskapet bestar av: Etter var mening:

« Balanse per 31. desember 2024 - Oppfyller arsregnskapet gjeldende

« Resultatregnskap 2024 lovkrav, og

«  Gir arsregnskapet et rettvisende bilde av

» Oppstilling over endring av disponible . - >c
borettslagets finansielle stilling per 31.

midler
] desember 2024, og av dets resultater for
+ Noter til arsregnskapet, herunder et regnskapsaret i samsvar med
sammendrag av viktige regnskapslovens regler og god
regnskapsprinsipper. regnskapsskikk i Norge.
Andre forhold

Budsjettallene som fremkommer i arsregnskapet er ikke revidert.

Grunnlag for konklusjonen

Vi har gjennomfart revisjonen i samsvar med International Standards on Auditing (ISA-ene). Vare
oppgaver og plikter i henhold til disse standardene er beskrevet nedenfor under Revisors oppgaver og
plikter ved revisjonen av arsregnskapet. Vi er uavhengige av borettslaget i samsvar med kravene i
relevante lover og forskrifter i Norge og International Code of Ethics for Professional Accountants
(inkludert internasjonale uavhengighetsstandarder) utstedt av International Ethics Standards Board for
Accountants (IESBA-reglene), og vi har overholdt vare gvrige etiske forpliktelser i samsvar med disse
kravene. Innhentet revisjonsbevis er etter var vurdering tilstrekkelig og hensiktsmessig som grunnlag for
var konklusjon.

Styret og forretningsferers ansvar for arsregnskapet

Styret og forretningsfarer (ledelsen) er ansvarlig for a utarbeide arsregnskapet og for at det gir et
rettvisende bilde i samsvar med regnskapslovens regler og god regnskapsskikk i Norge. Ledelsen er ogsa
ansvarlig for slik intern kontroll som den finner ngdvendig for a kunne utarbeide et arsregnskap som ikke
inneholder vesentlig feilinformasjon, verken som falge av misligheter eller utilsiktede feil.

Ved utarbeidelsen av arsregnskapet ma ledelsen ta standpunkt til borettslaget evne til fortsatt drift og
opplyse om forhold av betydning for fortsatt drift. Forutsetningen om fortsatt drift skal legges til grunn
for arsregnskapet sa lenge det ikke er sannsynlig at virksomheten vil bli avviklet.

Revisors oppgaver og plikter ved revisjonen av arsregnskapet

Vart mal er a oppna betryggende sikkerhet for at arsregnskapet som helhet ikke inneholder vesentlig
feilinformasjon, verken som falge av misligheter eller utilsiktede feil, og a avgi en revisjonsberetning som
inneholder var konklusjon. Betryggende sikkerhet er en hgy grad av sikkerhet, men ingen garanti for at
en revisjon utfgrt i samsvar med ISA-ene, alltid vil avdekke vesentlig feilinformasjon. Feilinformasjon kan
oppsta som fglge av misligheter eller utilsiktede feil. Feilinformasjon er a anse som vesentlig dersom den
enkeltvis eller samlet med rimelighet kan forventes a pavirke de gkonomiske beslutningene som brukerne
foretar pa grunnlag av arsregnskapet.

For videre beskrivelse av revisors oppgaver og plikter vises det til:
https://revisorforeningen.no/revisjonsberetninger

BDO AS

Hans Petter Urkedal
statsautorisert revisor
(elektronisk signert)

BDO AS, et norsk aksjeselskap, er deltaker i BDO International Limited, et engelsk selskap med begrenset Side 1 av 1
ansvar, og er en del av det internasjonale nettverket BDO, som bestar av uavhengige selskaper i de
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REGISTRERINGSBLANKETT
Deltagelse pa digitalt arsmate 2025

Det ordineere arsmate blir avholdt digitalt pa vibbo.no. Dette skjemaet er for deg som ikke har mulighet til &
avgi stemme digitalt.

Arsmotet apnes 24.03.25 og er &pent for avstemning i 3 dager
Siste dato for avstemning er 28.03.25
Selskapsnummer: 5074 Selskapsnavn: @kernbraten Borettslag A/L

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Fullmakt

| fysisk mate hvor det blir anledning til & levere stemmeseddel, kan eier mgte ved fullmektig. Ingen kan veere
fullmektig for mer enn én eier, men der flere eier en enhet sammen, kan de ha samme fullmektig. En fullmakt
kan trekkes tilbake ndr som helst.

Eier gir herved fullmakt til:

Fullmektigens navn:
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Avstemning

Du stemmer ved a krysse av i boksen til venstre for gnsket alternativ.

Sak1 Valg av mgteleder

Audun Amundal er valgt.

|:| For
|:| Mot

Sak2 Valg av protokollvitner

Fredrick Engebretsen og Henrik Pedersen er valgt.

|:| For
|:| Mot

Sak3 Godkjenning av mgteinnkallingen

Mgteinnkallingen godkjennes

|:| For
|:| Mot

Sak4 Arsrapport og arsregnskap

Arsrapport og arsregnskap godkjennes.

|:| For
|:| Mot

Sak 5 Rehabilitering av kjellere

Generalforsamlingen i @kernbraten borettslag godkjenner rehabilitering av kjellere som beskrevet i
styrets innstilling, med beregnede kostnader pa kr 17.950.000,-, finansiert gjennom laneopptak.

|:| For
|:| Mot
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Sak 6 Opprusting av lekeplasser og uteomrader

Generalforsamlingen i @kernbraten borettslag godkjenner at det i perioden 2025-2029 avsettes inntil
3 millioner kroner til opprusting av lekeplasser og etablering av uteplasser for beboerne, inkludert
beplantning, benker og ngdvendige tilpasninger.

|:| For
|:| Mot

Sak7 Etablering av sykkelparkeringshus og redskapsbod

Generalforsamlingen i @kernbraten borettslag godkjenner etablering av tre sykkelparkeringshus,
inkludert redskapsbod, utekraner og hageslanger for vasking og vedlikehold av sykler. Byggingen av
parkeringshusene finansieres av borettslaget med en total kostnad pa 1 500 000 kroner, og driften
finansieres gijennom en arlig avgift pa 365 kroner per bruker/ngkkelbrikke. Tilgang til parkeringshusene
vil gis via ngkkelbrikke.

|:| For
[] Mot

Sak 8 Valgfrihet for andelseiere til & innglasse balkong

Generalforsamlingen i @kernbraten borettslag godkjenner at borettslaget sender inn byggesgknad til
Oslo kommune for innglassing av balkonger. Hver enkelt andelseier far anledning til & bestemme om
de gnsker a bestille innglassing av sin balkong, under forutsetning av at valg av leverandar og type
innglassing folger retningslinjer fastsatt av styret. Dette for & sikre et sa enhetlig fasadeuttrykk som
mulig.

|:| For
|:| Mot

Sak 9 Infoflyt fra styret til beboere

Styret sender ut kort informasjon om hvilke saker styret jobber med, og hvordan, hver tredje maned.
Ikke i detalj, men mok til & gi andelseierne en kort oversikt.

|:| For
|:| Mot
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Sak10 Forslag om utredning av tiltak mot fukt

Generalforsamlingen vedtar at Styret innen neste generalforsamling skal utrede minimum falgende
alternativer for ventilasjon: 1. Andelseiere med felles ventilkanal far tillatelse til & gad sammen om a
installere automatiske vifter med fuktsensor. Andelseierne betaler selv for oppgraderingen, og styret
godkjenner arbeidet for igangsetting. 2. Borettslaget installerer mekanisk avtrekk med vifte pa takene,
eventuelt i kombinasjon med vifter pa hvert enkelt baderom. 3. Borettslaget installerer et mekanisk
ventilasjonssystem med varmegjenvinning.

|:| For
[] Mot

Sak11 Okt beplantning og/ eller stoyvegg Martin Borrebekkens vei/Refstadveien

Staoyvegg og/eller plante hekk og traer/busker pa enden av Martin Borrebekkens vei.

|:| For
|:| Mot

Sak12 Vedtektsendring: §11 VILKAR FOR BRUKSOVERLATELSE

Vedtektsendringen godkjennes slik den er beskrevet i saken.

|:| For
[] Mot

Sak13 Vedtektsendring: §15 RETT TIL FORANDRINGER

Vedtektsendringen godkjennes slik den er beskrevet i saken.

|:| For
|:| Mot

Sak14 Vedtektsendring: §20 STYRET

Vedtektsendringen godkjennes slik den er beskrevet i saken.

|:| For
[] Mot
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Sak15 Fastsettelse av honorarer

Styrets godtgjorelse settes til kr 480.000,- og valgkomitéens honorar settes til kr 6200,-.

|:| For
|:| Mot

Sak16 Valg av tillitsvalgte

Styreleder (kun 1 skal velges)
|:| Audun Amundal
Styremedlem (kun 2 skal velges)
|:| Frank Olsen

[l Gro Tharaldsen

|:| Sara Nybgo

[] stian Vik

Varamedlem (kun 2 skal velges)
|:| Harald Zeigler

[] KnutErik Heggem

|:| Sara Nybo

[] stian Vik

Valgkomité (kun 2 skal velges)
|:| Eva Larsen

[] Sofie Raiha Erichsen
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OBOS Eiendoms-
forvaltning AS

Hammersborg torg 1

Postboks 6668, St. Olavs plass
0129 Oslo

Telefon: 22 86 55 00
www.obos.no

E-post: oef@obos.no

Ta vare pé& dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.



Vedtekter

VEDTEKTER FOR @GKERNBRATEN BORETTSLAG AL

@kernbraten Borettslag, konstituert 13. oktober 1954, opprinnelig registrert 4.
november 1954.

Vedtekter endret pa generalforsamling 17.4.1980, 21.4.1998, 6.7.2005, 29.3.2007,
8.4.2008, 28.4.2014, 26.4.2017, 25.4.2018, 12.04.2022 og 09.03.2023.

81 FIRMA
Lagets navn skal veere @kernbraten Borettslag.

§2 FORMAL OG DRIFT

@kernbraten Borettslag AL er et andelslag med formal & gi andelseiere bruksrett til
egen bolig i lagets eiendom (borett) pa festet tomt pa @kernbraten tilhagrende Oslo
Kommune, drift av oppfarte bygninger, samt & drive virksomhet som star i
sammenheng med dette. Boligene skal tilbys andelseiere og falger andelen.

Borettslaget har forretningskontor i Oslo Kommune.
Borettslaget er en frittstdende organisasjon, uten binding til andre organisasjoner.

Vedtektene eller vedtak av styret eller generalforsamling kan ikke ta hensyn til
alder, etnisitet, religion, livssyn, graviditet, funksjonsnedsettelse, kjgnn,
kjgnnsidentitet, kjgnnsuttrykk eller seksuell orientering. Slike omstendigheter kan
ikke regnes som saklig grunn til & nekte godkjenning av andelseier eller bruker.

83 ANDELER, INNSKUDD OG ANSVAR
Hver andel lyder pa kr. 200,- fullt innbetalt som andelsinnskudd.

Andelseierne har ikke personlig ansvar for lagets forpliktelser.

84 PANTERETT
Borettslaget har i medhold av borettslagsloven § 5-20, pant i andel og innskudd
foran alle andre panteretter.

Pant i andel og innskudd kan kreves som sikkerhet for & dekke felleskostnader og
andre krav borettslaget har mot mot andelseier. Pantekravet er begrenset til et
belgp som svarer til to ganger folketrygdens grunnbelgp pa tidspunktet da
tvangsdekning besluttes gjennomfart.

Borettslaget kan ikke vike prioritet med disse panteretter til fordel for
pantobligasjoner eller sikkerhetsstillelser andelseieren gnsker a etablere.


https://cdn.filestackcontent.com/sqHKiJpQLy7qzEnltIBB
https://cdn.filestackcontent.com/sqHKiJpQLy7qzEnltIBB

Ved gjennomfaring av pant plikter andelseier a gi avkall pa borett inntil kravet er
dekket.

85 VILKAR FOR ANDELSEIERSKAP

En person kan kun eie eller ha eierandel i 1 andel i borettslaget og bare fysiske
personer kan veere andelseiere. Unntak fra dette er definert av borettslagslovens §
4-2 der det gjgres unntak for fglgende juridiske personer som til sammen erverve
inntil ti prosent, men likevel minst én bolig, i lag som bestar av fem eller flere
andeler:

1. stat,

2. fylkeskommune,

3. kommune,

4. selskap som har til formal & skaffe boliger og som ledes og kontrolleres av
staten, en fylkeskommune eller en kommune,

5. stiftelser som har til formal & skaffe boliger og som er opprettet av staten, en
fylkeskommune eller en kommune,

6. selskap, stiftelser eller andre som har inngatt en avtale med staten, en
fylkeskommune eller en kommune om a skaffe boliger til vanskeligstilte.

Begrensningen i farste ledd gjelder ikke erverv ved ekspropriasjon, arv eller
forskudd pa arv til livsarving eller en kreditors erverv for a redde en fordring som er
sikret med pant i en andel. Andel som er ervervet i anledning pant ma overdras
videre innen to ar fra borettslagets godkjenning av andelseieren.

Har flere arvinger i fellesskap eller et dadsbo ervervet en andel, kan borettslaget
palegge arvingene eller dgdsboet a overdra andelen med borettsinnskudd til en
fysisk person innen 6 maneder.

Andelseier forplikter & opplyse borettslaget om kontaktpunkter (navn, telefon,
epost) til en fysisk person som representerer andelen. Dersom dette ikke er
andelseier selv, gis det rett til a representeres ved fullmektig.

Borettslaget har krav pa skriftlig svar pa henvendelser til andelseier eller dennes
fullmektig innen 15 dager.

86 VILKAR FOR EIERSKIFTE
Andeler kan fritt omsettes med begrensningen at andelen kun kan omsettes
sammen med tilhgrende bolig og innskudd.

87 GODKJENNING AV NY ANDELSEIER

Ved enhver overdragelse, skal sgknad sendes borettslagets styre for skriftlig
godkjenning av erververen for at overdragelsen skal bli gyldig overfor borettslaget
og kan tinglyses.

Borettslaget stiller som vilkar for godkjenning at den nye andelseieren patar seg
personlig ansvar for krav borettslaget har mot overdragende andelseier. Den forrige
andelseieren er solidarisk ansvarlig med erververen for betaling av felleskostnader
inntil styrets godkjenning eller rettskraftig avgjerelse foreligger.



Styret kan nekte godkjenning nar det er saklig grunn til det, for eksempel nar
ervervet vil veere i strid med bestemmelser om husstandens starrelse i forhold til
bolignormer eller lignende forhold som matte veere fastsatt eller godkjent av
offentlig myndighet.

Godkjenning kan ikke nektes dersom andelen er ervervet av andelseierens
ektefelle eller slektninger i rett opp eller nedstigende linje, fosterbarn eller andre
som star i fosterbarns stilling, sasken, eller andre som har har hart til samme
husstand som andelseier i minst to ar eller hadde felles husstand med da
andelseieren dgde.

Erververen har ingen rett til & bruke bolig fer godkjenning er gitt, eller det er
rettskraftig avgjort at erververen har rett til & erverve andelen. Er det reist sgksmal
om godkjenningsnekt eller reist innvendinger mot et salgspalegg etter
borettslagsloven § 4-8, kan tingretten i kjiennelse fastsette at erververen mot
sikkerhetsstillelse kan ta i bruk bolig til spgrsmalet om godkjenning er rettskraftig
avgjort. Forliksradet kan ikke ta beslutninger om slik bruksrett.

Nekter styret & godkjenne overdragelse, ma dette meldes de bergrte partene
senest 20 dager etter at sgknaden ble mottatt med begrunnelse for avslaget.
Dersom det ikke gis noen melding innen fristen, er overdragelsen & anse som
godkjent.

88 EIERSKIFTEGEBYR

Borettslaget kan ta et gebyr for arbeid med a vurdere godkjenning av en ny
andelseier av den som vil avhende andelen. Gebyret fastsettes av styret og kan
ikke overstige fire ganger det offentlige rettsgebyr.

89 BRUK
Hver andel gir rett og plikt til & bruke tilhgrende bolig i borettslagets eiendom, samt
rett til & bruke fellesarealer i henhold til gjeldende regler.

Boliger kan ikke benyttes til annet enn boligformal uten styrets samtykke.

Andelseieren skal behandle bolig og all annen eiendom tilhgrende borettslaget med
tilbgrlig aktsomhet. Bruken av bolig og fellesareal ma ikke pa en urimelig eller
ungdvendig mate veaere til skade eller ulempe for borettslaget eller andre
andelseiere.

810 DYREHOLD
Dyrehold er tillatt i borettslaget sa lenge gjeldende lover og forskrifter, samt
borettslagets regler for dyrehold overholdes.

8§11 VILKAR FOR BRUKSOVERLATELSE
Andelseieren kan ikke uten samtykke fra styret overlate bruken av bolig til andre
(fremleie).

En andelseier som selv bor i boligen, kan overlate bruken av deler av boligen til
andre uten godkjenning.



Med styrets godkjenning kan andelseieren overlate bruken av hele boligen til andre
for en periode av inntil tre &r under forutsetning av at andelseieren selv,
andelseierens ektefelle eller slektning i rett opp- eller nedstigende linje, fosterbarn
av andelseieren eller ektefellen har bodd i boligen i minst ett av de siste to arene.
Godkjenning kan bare nektes dersom brukerens forhold gir saklig grunn til det.
Godkjenning kan nektes dersom brukeren ikke kunne blitt andelseier.

Med styrets godkjenning kan andelseieren overlate bruken av hele boligen til andre
nar

1. andelseieren er en juridisk person, eller

2. andelseieren skal vaere midlertidig borte som fglge av arbeid, utdanning,
militeertjeneste, sykdom eller andre tungtveiende grunner, eller

3. et medlem av den husstand som bruken skal overlates til er andelseierens
ektefelle eller slektning i rett opp- eller nedstigende linje eller fosterbarn av
andelseieren eller ektefellen, eller

4. bruken skal overlates til noen som har bruksrett etter ekteskapsloven 868 eller
lov om husstandsfellesskap 83 andre ledd.

Kreditorer som har ervervet andel for & redde pantesikret fordring og personer som
har kjgpt en andel som ellers ville forbli usolgt i lengre tid, kan ikke nektes a
fremleie uten at forhold hos brukeren gir saklig grunn til nektelsen.

Har borettslaget ikke sendt svar pa skriftlig sgknad om godkjenning av bruker innen
en maned etter at sgknaden har kommet frem til borettslaget, skal brukeren regnes
som godkjent.

Bruksoverlatelse til andre enn andelseier, helt eller delvis, reduserer ikke
andelseierens forpliktelser overfor borettslaget eller andre andelseiere.

Andelseier som er juridisk person skal utpeke en fysisk person som fullmektig som
kan ta i mot meldinger fra borettslaget. Borettslaget kan kreve skriftlig svar pa
meldinger innen 10 dager.

Fysisk andelseier skal holde borettslaget orientert om hvor en kan fa kontakt sa
lenge andelseieren har overlatt bruken av boligen til andre.

Blir bruken overlatt i strid med vedtektene, eller vilkarene for bruksoverlatelse ikke
lenger er til stede, kan borettslaget palegge brukeren a flytte og eventuelt kreve
utkasting etter tvangsfullbyrdelsesloven kapittel 13

8§12 ANDELSEIERENS VEDLIKEHOLDSPLIKT

Andelseier forplikter & holde all eiendom i forsvarlig stand. Vedlikeholdsplikten
gjelder andelens tilhgrende bolig og omfatter ogsa vedlikehold av det
uteareal/fellesareal som er tillagt den enkelte andel som boder og balkong. Med
vedlikehold menes plikt til bAde & utfare og bekoste. Dette inkluderer ogsa
radiatorer med tilhgrende rgropplegg selv om dette er & regne som borettslagets
eiendom.



Andelseier skal vedlikeholde slikt som vinduer, rar, ledninger, inventar, utstyr,
apparat, maling/tapet og innvendige flater innenfor utgangsdgr, yttervegger og
balkong. Innvendige flater er for eksempel, men ikke begrenset til, gulvbelegg,
vegger, gulv- og himlingsplater.

Vedlikeholds omfatter videre all istandsetting og oppussing av boligen med
radiatorer, dgrer, ruter, vinduer, laser, ngkler, elektriske ledninger med tilbehar fra
boligens apparattavle og vannrgr fra stoppekran.

Andelseier har en saerlig vedlikeholdsplikt nar det gjelder vatrom og
vatromsinstallasjoner. Vedlikeholdet skal generelt utfares pa en fagmessig god og
forsvarlig mate slik at lekkasjeskader unngas.

Vedlikehold omfatter ogsa alt vedlikehold av servanter, vannbeholdere, bad med
tilbehgr, klosetter med skaler og spylekasser, samt istandsetting og oppstaking av
innvendige kloakkledninger til egen vannlas, samt sluk frem til borettslagets felles
rerledningsnett. Vedlikeholdet omfatter ogsa rens av sluk pa balkonger samt
ledninger og innretninger som eier selv har satt opp.

Vedlikehold omfatter ogsa utbedring av tilfeldig skade, herunder skader som har
oppstatt pa grunn av uveer, haerverk og innbrudd. Borettslaget skal ikke dekke
kostnader som skyldes haerverk eller annen selvforskyldt skade.

Andelseieren har plikt til & sgrge for at hver bolig har slukningsutstyr og tilstrekkelig
antall rgykvarslere og har plikt til & sgrge for at dette holdes funksjonsdyktig.

Gjeldende andelseier har plikt til & utfere vedlikehold, herunder reparasjoner og
utskiftinger, selv om dette skulle veert utfgrt av den tidligere andelseieren.

Alt arbeid andelseier plikter & utfare skal andelseier foreta uten ugrunnet opphold
og pa en mate som er handverksmessig forsvarlig. Oppfyller ikke andelseier sin
vedlikeholdsplikt eller reparerer andelseier ikke skader som andelseier plikter &
utbedre, kan borettslaget ved styret sgrge for vedlikeholdet for vedkommendes
regning. Det samme gjelder retting av forandringer som styret ikke kan godkjenne.

813 SARSKILT OM SKADEDYR OG UT@Y

Andelseier plikter & holde bolig og det uteareal/fellesareal som er tillagt den enkelte
andel, fri for alle typer skadedyr og utgy. Det anbefales andelseier & sgrge for
innboforsikring som dekker skadedyrsanering.

Andelseier plikter & straks opplyse borettslaget om det oppdages skadedyr eller
utay, og umiddelbart tilkalle skadedyrkontroll for egen regning til & ta hand om
saken.

Dersom det fremkommer at skadedyr eller utgy stammer fra andelseiers eller
tilhgrende eiendom, og skadedyr eller utgy har spredt seg utover egen eiendom, vil
andelseier ogsa bli gjort ansvarlig for bekjempelse ogsa i andre boliger og/eller
andre deler av borettslagets eiendom.



Andelseier plikter & holde borettslaget oppdatert underveis i prosessen og levere
sluttrapport fra skadedyrkontroll som bekrefter utfgrt arbeid. Borettslaget har rett til
& besiktige boligen for & godkjenne at saken kan avsluttes.

814 BORETTSLAGETS VEDLIKEHOLDSPLIKT
Borettslaget har plikt til & vedlikeholde det andelseieren ikke har plikt til &
vedlikeholde. Med vedlikehold menes plikt til bade & utfare og bekoste.

Borettslaget har alt ansvar for vedlikehold av ute- og fellesomrader. Dette omfatter
sikring og oppgradering av bygg, infrastruktur, privat vei og parkering, lekeplasser
og grgntomrader.

Borettslaget plikt omfatter utskifting av vinduer og ytterdgrer til boligen, reparasjon
eller utskifting av tak, bjelkelag, baerende veggkonstruksjoner, skap og
apparattavler, rar, ledninger og kanaler og andre felles installasjoner som gar
gjennom boligen eller som er bygget inn i baerende konstruksjoner. Det inkluderer
0gsa reparasjon og utskifting av boligens radiatorer med tilhgrende ragropplegg.

Borettslagets vedlikeholdsplikt kan overfgres andelseier dersom arsak til
vedlikehold er innenfor andelseiers ansvar som skade, haerverk pa, eller fierning av
vinduer, rgr, radiator, ledninger, inventar, utstyr, og apparat, eller tetting og/eller
ulovlig montering tilknyttet luftekanaler.

815 RETT TIL FORANDRINGER

Andelseier har rett til & gjgre forandringer i bolig tilknyttet egen andel, men har ikke
anledning til & gjare forandringer i felles installasjoner som omfattes av
borettslagets vedlikeholdsplikt eller i byggets baerende konstruksjoner. Dette
gjelder uten hensyn til om endringen innebeerer at installasjoner eller baerende
konstruksjonen blir svekket eller ikke.

Andelseieren har ikke, uten & ha innhentet skriftlig godkjenning pa forhand fra
styret, rett til & foreta noen forandringer ved boligen, dens utstyr og innredning eller
forandringer som pavirker byggets eksterigr eller interigr mot ute- eller
fellesarealer, for eksempel dgrer, vinduer, balkonger, antenner eller postkasser.

Styret kan palegge andelseieren & velge felleslgsninger bestemt av styret, f.eks.
adgangssystem, porttelefon, postkasse, brannutstyr, vindus- eller dartype.

En andelseier kan med godkjenning fra styret, gjennomfare tiltak pa eiendommen
som trengs pa grunn av nedsatt funksjonsevne hos bruker av boligen. Godkjenning
kan ikke nektes uten saklig grunn. Alle ngdvendige tillatelser fra offentlige
myndigheter skal foreligge far ssknad om godkjennelse fremlegges for styret.

Andelseier ma ikke foreta noe som kan betinge forhgyelse av forsikringspremie
eller andre utgifter for borettslaget.

Borettslaget har rett til & fare nye rgr, ledninger, kanaler og andre felles
installasjoner gjennom boligene dersom det ikke er til vesentlig ulempe for
andelseier. Slike tiltak kan ogsa innebeere arbeid og endringer inne i bolig.



Andelseieren har ved fraflytting ikke rett til & fierne inventar, ledninger eller andre
lignende faste installasjoner eller innredninger som andelseieren har satt opp.
Borettslaget har rett til & overta dette uten vederlag. Likesa har borettslaget rett til
laser som andelseieren har satt inn og alle ngkler til laser.

816 PLIKT TIL SKADEMELDING OG UTBEDRING

Andelseier plikter & gi melding til styret innen rimelig tid og uten ungdvendig
forsinkelse om skader som oppdages i egen bolig eller fellesrom uavhengig av
hvem som tilfaller ansvar for utbedring.

Andelseier plikter & gjgre det som med rimelighet kan forventes for & avverge
gkonomisk tap for borettslaget som fglge av skader. Er andelseieren selv ikke skyld
i skaden, kan forsvarlige utgifter ved tiltaket kreves erstattet, sammen med en
rimelig godtgjarelse for utfgrt arbeid.

Unnlater andelseier & gi pliktig melding kan andelseier tape sitt mulige
erstatningskrav og vil settes ansvarlig for all skade som skyldes forsinkelsen.

817 ERSTATNINGSANSVAR

Andelseier ma erstatte tap som fglge av at andelseieren ikke oppfyller sin
vedlikeholdsplikt eller som er forarsaket av annen mangel pa aktsomhet og alll
skade som skyldes andelseier selv, andelseiers husstand, fremleietakere eller
andre som andelseieren har gitt tilgang til bolig eller eiendommen for gvrig uten
skjellig grunn.

Plikten til & betale erstatning gjelder likevel ikke dersom andelseier kan bevise at
misligholdet skyldes en hindring utenfor andelseiers kontroll eller ansvar.

Gjeldende eier av andel er erstatningsansvarlig i forhold til borettslaget og andre
andelseiere pa samme vilkar som foregaende andelseier selv ville veert
erstatningsansvarlig.

Ved skade som skyldes forsett eller uaktsomhet fra andelseier, noen av
andelseierens husstand eller andre eieren har overlatt sin bolig til, kan borettslaget
kreve dekket alle faktiske utgifter og andre utlegg som fglge av skaden, av
andelseieren.

818 FORSIKRING
Andelseieren plikter til enhver tid & ha hjemforsikring som pa vanlig mate dekker
innbrudd, brann, natur-, skadedyr- og vannskade.

Borettslaget kan kreve at andelseieren fremlegger forsikringsbevis med vilkar, og
kvittering for betalt forsikring.

Borettslaget har ikke ansvar for skader eller tap som matte oppsta ved innbrudd,
brann, vannskade m.v., utover det som dekkes av de forsikringer borettslaget har
som huseier. Ansvaret omfatter likevel skader eller tap som skyldes borettslagets
mislighold.



819 BORETTSLAGETS TILGANG TIL BOLIG FOR TILSYN OG ARBEID
Borettslaget har adgang til & foreta tilsyn av bolig for kontroll av at vedlikeholdsplikt
og andre regler overholdes.

Ved overdragelse av andel kan borettslaget kreve tilgang til boligen for & fastsette
hvilke vedlikeholds- eller utbedringsarbeider andelseier er ansvarlig for og ma
bekoste fgr overdragelse av andelen kan godkjennes.

Unnlatelse av inspeksjon farer ikke til tap av krav eller ansvar for borettslaget
verken overfor ny eller ndvaerende andelseier.

Andelseier plikter & gi adgang til bolig til andre som handler pa vegne av
borettslaget i den utstrekning det er nadvendig for & utfare installasjon, vedlikehold
(herunder reparasjon og utskiftning), lovlige forandringer eller arbeid for & forhindre
skade pa bolig eller eiendommen for gvrig.

Andelseier skal varsles i rimelig tid fagr det foretas tilsyn eller vedlikeholdsarbeider,
og gjennomfgres slik at det ikke er til ungdig ulempe eller sjenanse for
andelseieren eller annen bruker av boligen.

820 STYRET

Borettslaget skal ha et styre bestaende av en styreleder og fire andre styremedlem.
| tillegg skal det oppnevnes minst ett varamedlem. Styre- og varamedlemmer
velges av generalforsamlingen. Styreleder velges ved seerskilt valg.

Styremedlemmer kan stille til valg for bade ett og to ar. Styrets leder og
varamedlemmer kan stille til valg for ett ar. Styreleder, styremedlem og
varamedlem kan gjenvelges.

Styrets leder og styremedlemmer skal veere andelseier og registrert bosatt i
borettslaget. Dersom styrets leder eller styremedlem flytter fra eller selger andelen,
skal de fratre vervet senest ved neste valg.

Styret velger sekreteer blant styrets medlemmer.
To styremedlemmer i fellesskap tegner lagets firma (forplikter borettslaget).

Et styremedlem ma ikke vaere med i behandlingen eller avgjgrelse av noe spgrsmal
som medlemmet selv eller noen nzerstaende har en klar personlig eller gkonomisk
seerinteresse |.

Styremedlemmer, varamedlemmer og andre tillitsvalgte har taushetsplikt om det de
far vite i egenskap av a opptre pa vegne av borettslaget om noen personlige
forhold. Taushetsplikten gjelder likevel ikke nar ingen har berettiget interesse av at
opplysningene holdes hemmelig. Taushetsplikten gjelder ogsa etter fratreden fra
tillitsvervet.



Styret er bemyndiget til & handle pa borettslagets vegne i alt som hgrer til den
ordinaere drift av borettslagets eiendommer. Styret sgrger for utarbeidelse av lov-
og forskriftsbestemt regnskap. Styret ansetter eller inngar avtale med
forretningsfarer for borettslaget. Styret kan meddele forretningsfarer prokura.

Et styremedlem kan ikke veere forretningsfarer for borettslaget.

Styret har ansvar for a utarbeide og handheve borettslagets ordensregler og andre
styringsdokument.

Regler og styringsdokument skal veere lett tilgjengelig og gjelder alle som befinner
seg pa borettslagets eiendom. Dette inkluderer, men er ikke begrenset til,
andelseier, andelseiers husstand, leieboere, gjester, handtverkere eller annet
personale som yter service til beboere.

Styret gis rett til & kreve andelseiere for omkostninger for brudd pa regler samt a
kunne ilegge gebyr for feilparkering.

821 FELLESKOSTNADER

Felleskostnader og manedlig belap fastsettes av borettslagets styre etter budsjett.
Borettslagets styre har rett til & endre manedlige belgp med en maneds skriftlig
varsel til andelseier.

Felleskostnadene skal dekke alle borettslagets felles utgifter til normal drift
(Ian/leie/vann/varme/elektrisitet/infrastruktur/
vaktmester/administrasjon/sngmaking/grantomrader og tekniske anlegg),
vedlikeholds-, utbyggings- og utbedringstiltak og hensyn til behov for avsetning av
midler til fremtidig vedlikeholds-, utbyggings- og utbedringstiltak, pakostninger eller
andre fellestiltak pa eiendommen.

Andelseiere plikter & betale sin andel av felleskostnader forskuddsvis innen den 1.
hver maned. Avtalt belgp betaler til forretningsfarers angitte konto. Ved forsinket
betaling vil det tilkomme kompensasjon for inndrivelseskostnader og
forsinkelsesrente etter forsinkelsesrenteloven.

Den forrige andelseieren er solidarisk ansvarlig med en eller flere nye erververe for
betaling av felleskostnader til ny andelseier er godkjent eller det er rettskraftig
avgjort at den nye eier har rett til a erverve andelen.

8§22 ADVARSLER, FRAVIKING OG TVANGSSALG

Hvis en andelseier til tross for advarsel vesentlig misligholder sine plikter overfor
borettslaget, kan borettslaget palegge andelseieren & selge sin andel i henhold til
borettslagsloven 85-22. Advarsel skal gis skriftlig og opplyse om at vesentlig
mislighold gir borettslaget rett til & kreve andelen solgt.



Palegg om salg skal veere skriftlig og opplyse om at andelen med tilknyttet
innskudd, kan kreves tvangssolgt dersom palegget ikke er etterkommet innen en
frist som ikke kan settes kortere enn 3 maneder fra palegget er mottatt.

Medfgrer andelseierens eller brukerens oppfarsel fare for gdeleggelse eller
vesentlig forringelse overfor eiendommens gvrige andelseiere eller brukere, kan
styret kreve utkastelse fra bolig etter reglene i tvangsfullbyrdelsesloven kapittel 13.

Andelseier som blir kastet ut eller som flytter etter krav fra borettslaget pa grunn av
mislighold eller fraviker som falge av konkurs, plikter & betale felleskostnader til ny
andelshaver er pa plass. Betalingsplikten opphgrer fra det tidspunkt annen
andelseier overtar ansvaret for betaling av felleskostnadene. Andelseier ma ogsa
betale de omkostninger som utkastelse, sgksmal, rydding og rengjaring av bolig
farer med seg.

En andelseier kan ikke sette frem motkrav mot borettslaget med mindre motkravet
er erkjent eller rettskraftig avgjort ved dom eller forlik eller det er gitt depositum i
samsvar med egen avtale om dette.

8§23 GENERALFORSAMLING
Den gverste myndighet i borettslaget utgves av generalforsamlingen. Ordinger
generalforsamling avholdes hvert r innen utgangen av juni maned.

Ekstraordinger generalforsamling holdes nar styret finner det ngdvendig. Likesa
skal generalforsamlingen innkalles nar minst en tiendedel av andelseierne skriftlig
krever det og samtidig oppgir hvilke saker de gnsker behandlet.

Innkalling til generalforsamling skal skje skriftlig til medlemmene med varsel pa
minst 8, hayst 20 dager. Ekstraordinger generalforsamling kan likevel innkalles med
kortere frist om ngdvendig men minst 3 dager.

Saker som en andelseier gnsker behandlet pa den ordinaere generalforsamlingen
skal behandles og beskrives i innkallingen nar det settes frem skriftlig krav om det
senest en maned far generalforsamlingen.

8§24 GJENNOMFZRING AV GENERALFORSAMLING
Pa generalforsamlingen har hver andelseier 1 — en — stemme uansett hvor mange
andeler vedkommende eier.

Andelseier og medlem av andelseiers husstand kan mgte som fullmektig for en
annen andelseier. Fullmektig ma veere myndig. Fullmektigen ma veere andelseier
eller medlem av andelseierens husstand. Fullmektigen skal legge frem skriftlig og
datert fullmakt, og fullmakten anses a gjelde pa farstkommende samling med
mindre annet fremgar. Fullmakten kan nar som helst kalles tilbake.

Pa den ordinzere generalforsamlingen skal disse sakene behandles:
1. Konstituering

2. Arsberetning fra styret

3. Arsoppgjer



4. Styrets budsjettforslag for innevaerende ar

5. Spgrsmal om ansvarsfrihet

6. Fastsettelse av godtgjarelse til styret

7. Fastsettelse av godtgjarelse til revisor

8. Valg av styreleder, styremedlem og varamedlemmer.
9. Valg av tre medlemmer til valgkomiteen

10. Eventuelt valg av revisor

11. Andre saker som er nevnt i innkallingen

Generalforsamlingen kan bare treffe beslutninger i saker som er angitt i
innkallingen.

Dersom en sak ikke er nevnt i innkallingen er det ikke til hinder for at det treffes
vedtak om innkalling til ny generalforsamling til avgjgrelse av forslag som er
fremsatt under generalforsamlingen.

Fremmes forslag til avstemming pa generalforsamling ma det fremga klart hvilket
vedtak generalforsamlingen skal stemme pa. Fremmes forslag som krever
beslutning med kvalifisert flertall ma ogsa hovedinnholdet i saken veere beskrevet.

Generalforsamlingen kan med samtykke fra forslagsstiller gjgre mindre endringer i
et fremsatt forslag. Endringene kan ikke innebeere at forslagets prinsipielle innhold
endres.

Star stemmetallet likt, skal styret innkalle til ny generalforsamling hvor saken
fremmes pa nytt.

8§25 GENERALFORSAMLINGENS KOMPETANSE
Beslutninger pa generalforsamling treffes med alminnelig flertall av de avgitte
stemmer. Det kreves likevel minst 2/3 flertall av de avgitte stemmer for vedtak om:

- ombygging, pabygging eller andre endringer av bebyggelsen eller tomten som
etter forholdene i borettslaget gar ut over vanlig forvaltning og vedlikehold

- omgjgring av fellesarealer til nye bruksenheter eller utvidelse av eksisterende
bruksenheter

- salg eller kjgp av fast eiendom som tilhgrer borettslaget

- andre rettslige disposisjoner over fast eiendom som gar ut over vanlig forvaltning
- samtykke til endring av formal av en eller flere bruksenheter fra boligformal til
annet formal eller omvendt

- tiltak som har sammenheng med andelseiernes bo- eller bruksinteresser og som
gar ut over vanlig forvaltning eller vedlikehold nar tiltaket farer med seg gkonomisk
ansvar eller utlegg for andelseierne pa mer enn 5% av de samlede arlige
fellesutgiftene

- endring av vedtektene med mindre annet er saerskilt fastsatt.

Vedtak om salg eller bortfeste av hele eller vesentlige deler av eiendommen, samt
vedtak som innebeerer vesentlige endringer av borettslagets karakter krever
tilslutning fra samtlige andelseiere.



8§26 REVISOR
Regnskapet skal revideres av statsautorisert eller registrert revisor.
Generalforsamlingen velger revisor som tjenestegjar til ny revisor er valgt.

827 ANDELSEIERS AKSEPT

Ved erverv eller besittelse av andel i andelslaget, erkleerer erververen/andelseier &
ha lest, forstatt og akseptert vedtekter, ordensregler og andre styringsdokumenter
som bindende.

Borettslaget har rett til & bruke elektronisk kommunikasjon til meldinger, varsel,
informasjon, dokument og lignende etter Borettslagsloven § 1-6 til andelseier,
dersom andelseier har akseptert dette.

Nar en andelseier skal gi meldinger til borettslaget, kan dette gjgres ved bruk av
post eller elektronisk kommunikasjon pa de mater borettslaget har bestemt for dette
formalet.

Borettslaget gis rett til & lagre og behandle persondata som anses ngdvendig for
driften i henhold til personopplysningsloven.

All dialog mellom andelseier og borettslaget er & anse som fortrolig dersom
andelseier ikke gnsker full apenhet.

Eventuelle bestemmelser i styringsdokument som er i strid med vedtektene, vil ikke
regnes som gyldige fra vedtektenes inntreden.



Protokoll til arsmgte 2025 for @kernbraten Borettslag A/L

Organisasjonsnummer: 948056852
Det ble giennomfgrt digital avstemning med mgte. Avstemningen varte fra 24. mars kl. 20:00 til 28. mars kl.
15:00 og metet ble avholdt 24. mars 2025, Selskapslokalet (gamle barnehagen), Martin Borrebekkens vei 23.

Antall stemmeberettigede som deltok: 219.

Felgende saker ble behandlet pa arsmetet:

1. Valg av mgteleder

Mgtelederen sgrger for at metet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte mgtelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak:
Audun Amundal er valgt.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 164
Antall stemmer mot vedtaket: 6
Antall blanke stemmer: 49
Flertallskrav: Alminnelig (50%)

2. Valg av protokollvitner

Valg av to eiere til & signere protokollen.

Styrets innstilling
Styrets foreslar Fredrick Engebretsen og Henrik Pedersen.

Forslag til vedtak:
Fredrick Engebretsen og Henrik Pedersen er valgt.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 162
Antall stemmer mot vedtaket: 1
Antall blanke stemmer: 56
Flertallskrav: Alminnelig (50%)

3. Godkjenning av mgteinnkallingen

Det ble foreslatt & godkjenne den maten arsmegtet er innkalt pa.

Forslag til vedtak:
Mgteinnkallingen godkjennes

+~ Forslaget ble vedtatt
Antall stemmer for vedtaket: 161

Antall stemmer mot vedtaket: 6
Antall blanke stemmer: 52
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Flertallskrav: Alminnelig (50%)

4. Arsrapport og arsregnskap

a) Godkjenning av arsrapport og arsregnskap
b) Styret foreslar overfering av arets resultat til egenkapital.

Forslag til vedtak:
Arsrapport og arsregnskap godkjennes.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 154
Antall stemmer mot vedtaket: 4
Antall blanke stemmer: 61
Flertallskrav: Alminnelig (50%)

5. Rehabilitering av kjellere

Styret i @kernbraten borettslag har giennomgatt behovet for rehabilitering av kjellere i borettslagets blokker,
som ble bygget i perioden 1954 til 1957. Kjellerne har i dag en rekke utfordringer, inkludert fuktighet, darlig
klima, gjentakende vannlekkasjer fra gamle rar, og en ineffektiv bruk av areal som i stor grad benyttes til lagring
av sgppel og skrot. Disse problemene medferer bade gkonomiske belastninger og redusert bruksverdi for
beboerne.

For & adressere disse utfordringene og sikre en mer funksjonell og fremtidsrettet bruk av fellesarealene,
foreslar styret en omfattende rehabilitering av kjellere. Dette prosjektet vil ta igjen en betydelig del av
vedlikeholdsetterslepet og bidra til bedre klima, gkt sikkerhet og mer effektiv utnyttelse av arealene.

Prosjektets hovedelementer:
Installasjon av ventiler for bedre klima: Dette vil bidra til & redusere fuktighet og forbedre luftkvaliteten i

1. kjellerne.

Nye ror til varmeanlegget og forbruksvannet: Utskifting av gamle rer vil redusere risikoen for vannlekkasjer
2. og fremtidige vedlikeholdskostnader.

3. Ny belysning med bevegelsessensor: Dette vil gi bedre lys og redusere streamforbruket.

Elektronisk las for bedre sikkerhet og tilgang med ngkkelbrikke: Dette inkluderer ogsa loftet og vil gke
4. sikkerheten og tilgjengeligheten for beboerne.

Sterre boder med mer innbruddssikker der og vegger: De nye bodene vil vaere mer sikre og bedre tilpasset

beboernes behov. Starrelsesforskjellen pa de nye bodene vil veere mindre enn dagens inndeling. Andelseiere i

Nordalveien 70 og Martin Borrebekkens vei 23 far ny der og vegger, men er begrenset fra & fa sterre bodareal
5. pga leilighet/selskapslokale i kjelleren.

6. Gulvbehandling: Overflatebehandling som taler fukt, slitasje, og hindrer stov.

Stikkontakt i hver bod: Andelseiere kan aktivere stikkontakt for kr 50,- per maned, for eksempel til bruk av
7. fryser. Muligheten for stikkontakt i kjellerbod vil kunne gjgre leiligheten mer attraktiv ved salg.
Kostnader og finansiering:

De estimerte kostnadene for prosjektet er beregnet til kr17.950.000,-. Dette vil finansieres gjennom laneopptak,
noe som vil medfgre en gkning i andel fellesgjeld pa kr 46.000,- per andelseier.
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Styrets innstilling

Styret anbefaler at generalforsamlingen godkjenner rehabiliteringen av kjellere som foreslatt, inkludert de
nevnte tiltakene og finansieringsmodellen. Dette prosjektet vil veere et viktig steg mot a sikre en beerekraftig
og fremtidsrettet utvikling av borettslagets fellesarealer, samtidig som det vil bidra til & redusere fremtidige
vedlikeholdskostnader og forbedre levekarene for beboerne.

Forslag til vedtak:
X Forslaget falt

Antall stemmer for vedtaket: 95
Antall stemmer mot vedtaket: 99
Antall blanke stemmer: 25
Flertallskrav: To tredjedels (67%)

6. Opprusting av lekeplasser og uteomrader

Styret i @kernbraten borettslag har giennomgatt behovet for opprusting av lekeplasser og uteomrader i
borettslaget. Over tid har lekeplassene blitt slitte, og det er et anske blant beboerne om a skape flere og bedre
uteplasser som kan bidra til gkt trivsel og et bedre bomiljg. | tillegg er det viktig a ferdigstille de prosjektene
som allerede er pabegynt.

For & mate disse behovene foreslar styret en opprusting av lekeplasser og etablering av nye uteplasser,
inkludert beplantning, benker og andre ngdvendige tilpasninger. Dette prosjektet vil gjgre borettslagets
uteomrader mer attraktive og funksjonelle for bade naveerende og fremtidige beboere.

Prosjektets hovedelementer:

Opprusting av lekeplasser: Dette inkluderer utskifting av slitte lekeapparater, reparasjon av underlag og sikring
1. av at lekeplassene oppfyller dagens sikkerhetsstandarder.

Etablering av nye uteplasser: Det vil bli opprettet flere uteplasser med benker, bord og andre fasiliteter som
2. kan brukes til sosialt samveer og rekreasjon.

Beplantning og grentomrader: Grgntgruppen, en frivillig gruppe bestaende av engasjerte beboere, vil veere
involvert i planleggingen av beplantning og utforming av utearealene. Dette vil bidra til & skape et mer
3. innbydende og estetisk tiltalende miljg.

Tilpasninger for universell utforming: Det vil bli sgrget for at uteomradene er tilgjengelige for alle, inkludert
4. personer med nedsatt funksjonsevne.

Kostnader og finansiering:

Den totale kostnadsrammen for prosjektet er beregnet til inntil 3 millioner kroner fordelt over perioden
2025-2029. Dette vil finansieres gjiennom en kombinasjon av lgpende driftsmidler, oppsparte midler og opptak
av lan. Styret vurderer dette som en fornuftig investering som vil bidra til gkt trivsel, bedre bomiljz og potensiell
okning i andelsverdien. @kning i andel fellesgjeld vil veere et sted mellom kr 4000,- og kr 7800,- avhengig av
starrelse pa opptak av lan.

Styrets innstilling

Styret anbefaler at generalforsamlingen godkjenner opprusting av lekeplasser og etablering av uteplasser,
inkludert beplantning, som foreslatt, med en total kostnadsramme pa inntil 3 millioner kroner. Dette prosjektet
vil veere et viktig steg mot a sikre et bedre og mer attraktivt bomiljg for alle beboere.

Forslag til vedtak:
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Generalforsamlingen i @kernbraten borettslag godkjenner at det i perioden 2025-2029 avsettes inntil 3
millioner kroner til opprusting av lekeplasser og etablering av uteplasser for beboerne, inkludert beplantning,
benker og ngdvendige tilpasninger.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 143
Antall stemmer mot vedtaket: 54
Antall blanke stemmer: 22

Flertallskrav: To tredjedels (67%)

7. Etablering av sykkelparkeringshus og redskapsbod

Styret i @kernbraten borettslag fremmer forslaget om & etablere tre sykkelparkeringshus i borettslaget. Disse
parkeringshusene vil gi beboerne en sikker og praktisk lasning for oppbevaring av sykler, spesielt elsykler
som kan veere tunge a frakte opp og ned fra kjelleren. | tillegg vil det etableres utekraner og hageslanger

ved parkeringshusene, slik at beboerne kan vaske og vedlikeholde syklene sine pa en enkel mate. P4 enden

av sykkelparkeringshusene vil det ogsa etableres redskapsboder.

Prosjektets hovedelementer:

Etablering av tre sykkelparkeringshus:
Hvert parkeringshus vil ha plass til flere sykler og vil veere utstyrt med sikre lasesystemer som kun kan dpnes
1. med ngkkelbrikke.

Plassering: Plasseringen er satt til endeveggen pa blokkene, slik at de ikke er i veien for utsikten til beboerne.
2. Devil veere strategisk plassert slik at alle far neerhet til et sykkelparkeringshus.

Utekraner og hageslanger: Ved hvert parkeringshus vil det veere tilgjengelige utekraner og hageslanger for
3. vasking og vedlikehold av sykler.

Redskapsboder: | tilknytning til hvert parkeringshus vil det vaere en redskapsbod som vil inneholde ngdvendig
utstyr som borettslagets arbeidsgrupper kan benytte og far tilgang til via ngkkelbrikken. Dette vil komme alle
4. beboere til gode.

Kostnader og finansiering:

Borettslaget vil dekke byggingen av parkeringshusene med oppsparte midler, med en estimert kostnad pa kr
500.000,- per stykk, totalt kr 1.500.000,-. Denne kostnaden vil over tid (30 ar ved 50 sykler per hus) finansieres
giennom en arlig avgift pa kr 365,- per bruker. Dette tilsvarer 1 krone per dag og vil gi tilgang til parkeringshuset
med ngkkelbrikke.

Byggingen:

Det vil giennomfgres en kartlegging av behovet og antallet som melder interesse vil avgjgre om det bygges 1, 2
eller 3 sykkelparkeringshus til & begynne med.

Fordeler ved sykkelparkeringshus og redskapsbod:

Bedre sikkerhet for sykler:
Sykkelparkeringshusene vil gi en sikrere oppbevaring av sykler, noe som reduserer risikoen for tyveri og
1. haerverk.

Praktisk lgsning for elsykler:
Elsykler, som ofte er tunge og upraktiske a frakte opp og ned fra kjelleren, vil fa en enkel og tilgjengelig
2. oppbevaringslgsning.
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@kt attraktivitet for borettslaget:
Tilbudet om sykkelparkeringshus vil gjgre borettslaget mer attraktivt for bade navaerende og potensielle
3. beboere, spesielt med tanke pa gkende bruk av sykkel og utbygging av sykkelveier i omradet.

Forbedret utseende i uteomradet:

Ved 3 etablere sykkelparkeringshus vil sykler som tidligere kan ha statt spredt rundt inngangene og

fellesarealene, bli samlet pa ett sted. Dette vil gi et ryddigere og mer estetisk tiltalende uteomrade, noe som
4. Dbidrar til et bedre bomiljg for alle beboere.

Selvfinansierende Igsning:
Prosjektet vil over tid finansieres av de som benytter parkeringshusene, noe som sikrer at kostnadene baeres
5. av de som faktisk bruker tjenesten.

Redskapsbod:
Arbeidsgruppene Grentgruppa, Vaktmesterhjelperne og Ryddegruppa vil fa tilgang til godt utstyr som vil hjelpe
6. dem i arbeidet. Dette vil komme alle beboerne i borettslaget til gode.

Styrets innstilling

Styret anbefaler at generalforsamlingen godkjenner etablering av tre sykkelparkeringshus i borettslaget,
inkludert redskapsbod, utekraner og hageslanger for vasking og vedlikehold av sykler. Prosjektet vil finansieres
giennom en arlig avgift pa 365 kroner per bruker, noe som sikrer en rettferdig og selvfinansierende lgsning.

Forslag til vedtak:
X Forslaget falt

Antall stemmer for vedtaket: 130
Antall stemmer mot vedtaket: 66
Antall blanke stemmer: 23

Flertallskrav: To tredjedels (67%)

8. Valgfrihet for andelseiere til & innglasse balkong

Styret i @kernbraten borettslag ansker a legge frem forslag om a gi andelseiere mulighet til 4 bygge innglassede
balkonger. Dette forslaget innebaerer at borettslaget sender inn en byggesgknad til Oslo kommune, og at hver
enkelt andelseier selv kan velge om de gnsker a gjennomfgre innglassing av sin balkong. For & sikre et enhetlig
fasadeuttrykk, vil styret sette retningslinjer for valg av leverandar og type innglassing.

Fordeler ved innglassing av balkonger:

@kt bruksverdi av balkongen:
En innglasset balkong gir et ekstra rom som kan brukes hele aret, uavhengig av veer og temperatur. Dette gir
1. beboerne mer brukbar plass og oker levekvaliteten.

Bedre isolering og energieffektivitet:
Innglassing bidrar til bedre isolering av boligen, noe som kan redusere varmetap og senke energikostnadene
2. for borettslaget. Dette er spesielt gunstig i kaldere maneder.

Beskyttelse mot veer og vind:
Innglassing gir beskyttelse mot regn, sng og vind, noe som gjer balkongen til et mer behagelig oppholdsomrade.
3. Det reduserer ogsa slitasjen pa balkonggulv og eventuelle mgbler.

@kt verdi pa andelen:
Muligheten for innglasset balkong kan gke attraktiviteten og verdien av andelen, noe som kan veere gunstig ved
4. eventuelt salg. Dette er basert pa uttalelser fra eiendomsmegler.
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Ulemper ved innglassing av balkonger:

Fasadeendringer:
Selv med retningslinjer for enhetlig utseende, kan innglassing fagre til synlige endringer pa fasaden. Dette kan
1. potensielt pavirke borettslagets estetikk og samlet uttrykk.

Okt vedlikeholdsbehov:
Innglassede balkonger krever mer vedlikehold, bade for glassflater og mekaniske deler som skyvedgrer og
2. hengsler. Dette kan gi ekstra kostnader og arbeid for andelseierne.

Ulik lysforhold:
3. Noen beboere kan oppleve at innglassing av balkonger skaper skygge, reflekser eller endrer lysforholdene.

Kostnader og finansiering:

Byggeswoknad til Oslo kommune inkludert konsulentbistand er estimert til kr 50.000,- og finansieres av
oppsparte midler i borettslaget. Det vil palgpe et gebyr pa kr 500,- til andelseiere som bestiller innglassing,
slik at det er de som faktisk velger innglassing av balkong som finansierer byggesgknaden til kommunen over
tid.

Dette betyr en byggesgknad for fasadeendring:

A stemme for en byggesoknad betyr at hver andelseier selv far bestemme om de ansker & bestille innglassing
av balkongen. Ingen blir tvunget til & ha innglasset balkong, men andelseier har muligheten til & velge selv.

A stemme imot en byggesoknad betyr at andelseier ikke vil tillate at noen i borettslaget skal fa lov til & bestille
innglassing av balkongen.

Styrets innstilling

Styret anbefaler at generalforsamlingen godkjenner at @kernbraten borettslag sender inn byggesgknad til Oslo
kommune, og at hver enkelt andelseier selv kan velge om de gnsker & bestille innglassing av balkongen. Valg av
leverandgr og type innglassing ma felge retningslinjer satt av styret for a sikre et sa enhetlig fasadeuttrykk som
mulig.

Forslag til vedtak:
>< Forslaget falt

Antall stemmer for vedtaket: 116
Antall stemmer mot vedtaket: 80
Antall blanke stemmer: 23
Flertallskrav: To tredjedels (67%)

9. Infoflyt fra styret til beboere

Fremmet av: Mona Bastiansen Peynot

Det er lite informasjon om hva styret jobber med som formidles til andelseierne, som har liten oversikt over
hvilke tiltak som vurderes iverksatt i borettslaget og eventuell prosess rundt disse.

Styrets innstilling
Styret er positiv til & gi andelseierne bedre innsikt i pagaende saker og vurderer & sende ut en kort oppdatering
hvert kvartal for & gke transparensen uten ungdig detaljering.

Forslag til vedtak:
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Styret sender ut kort informasjon om hvilke saker styret jobber med, og hvordan, hver tredje maned. lkke i
detalj, men mok til & gi andelseierne en kort oversikt.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 185
Antall stemmer mot vedtaket: 7
Antall blanke stemmer: 27
Flertallskrav: Alminnelig (50%)

10. Forslag om utredning av tiltak mot fukt

Fremmet av: Bard Skeie Fuglestveit Sgrheim

Fukt pa badet er en utfordring i mange leiligheter i borettslaget. Det kan fere til mugg- og soppvekst. Dette kan
videre fore til:

* helseskade
 lavere verdi pa leilighetene

+ at andelseiere pa sikt ma gjgre kostbare utbedringer pa badene sine

Dagens ventilasjonssystem trekker ikke ut fuktig luft. Jeg foreslar & utrede konsekvenser av & oppgradere til
mekanisk ventilasjon, som vil redusere fukt pa badet, med de fordelene det medbringer.

Styrets innstilling

Styret anbefaler en utredning av tiltak for bedre ventilasjon pa badene, med vurdering av tekniske og
gkonomiske konsekvenser. Utredningen skal omfatte muligheten for at andelseiere med felles ventilkanal kan
installere automatiske vifter med fuktsensor for egen kostnad, en lasning med mekanisk avtrekk via takvifter,
samt et komplett ventilasjonssystem med varmegjenvinning. Styret vil legge frem konklusjoner og anbefalinger
for generalforsamlingen innen neste ordinaere mgte.

Forslag til vedtak:

Generalforsamlingen vedtar at Styret innen neste generalforsamling skal utrede minimum fglgende
alternativer for ventilasjon: 1. Andelseiere med felles ventilkanal far tillatelse til & gd sammen om & installere
automatiske vifter med fuktsensor. Andelseierne betaler selv for oppgraderingen, og styret godkjenner
arbeidet for igangsetting. 2. Borettslaget installerer mekanisk avtrekk med vifte pa takene, eventuelt i
kombinasjon med vifter pa hvert enkelt baderom. 3. Borettslaget installerer et mekanisk ventilasjonssystem
med varmegjenvinning.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 167
Antall stemmer mot vedtaket: 23
Antall blanke stemmer: 29
Flertallskrav: Alminnelig (50%)

11. Okt beplantning og/ eller stayvegg Martin Borrebekkens vei/Refstadveien

Fremmet av: Line Ravna Daleng

Det er utrolig fint beplantet rundt Nordalsveien og pa enden av Borettslaget Bjerkedalen Park. | enden av Martin
Borrebekkens vei mot Refstadveien er det i dag ganske nakent ut mot veien. Ved & beplante ytterligere her, vil
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borettslaget oppfattes som mer velstelt i tillegg til at det vil redusere stey fra veien. Et annet alternativ er &
bygge en stoyvegg her.

Styrets innstilling

Styret arbeider med en helhetlig plan for forskjenning av uteomradene, der dette omradet inngér. Siden Oslo
kommune planlegger tiltak i Refstadveien, gnsker styret avklaring far sterre arbeider igangsettes. Det er derfor
usikkert om tiltaket kan gjennomfares i 2025, men styret er positiv til at forslaget behandles.

Forslag til vedtak:
Stayvegg og/eller plante hekk og traer/busker pa enden av Martin Borrebekkens vei.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 95
Antall stemmer mot vedtaket: 82
Antall blanke stemmer: 42
Flertallskrav: Alminnelig (50%)

12. Vedtektsendring: §11 VILKAR FOR BRUKSOVERLATELSE

Bakgrunn:

1. januar 2020 tradte det i kraft nye regler for kortidsutleie i borettslag:

"§ 5-4.0verlating av bruken nar andelseigaren sjalv bur i bustaden

Ein andelseigar som sjglv bur i bustaden, kan overlate bruken av delar av bustaden til andre. | tillegg kan
andelseigaren overlate bruken av heile bustaden til andre i opptil 30 degn i lapet av aret.”

Vedtektsendring:

Forste ledd i paragrafen endres fra:

§11 VILKAR FOR BRUKSOVERLATELSE

"Andelseieren kan ikke uten samtykke fra styret overlate bruken av bolig til andre (fremleie)."
Endres til:

§11 VILKAR FOR BRUKSOVERLATELSE

Korttidsutleie:

Andelseieren kan leie ut eller Iane bort boligen i inntil 30 dggn per ar uten styrets godkjennelse. Andelseieren
plikter & informere om ordensreglene i borettslaget og er ansvarlig for at disse overholdes. Dersom det
oppstar gientakende klager pa fremleietakere forbeholder styret seg retten til & innskrenke denne retten ved
at andelseier ma melde inn navn og kontaktinformasjon til fremleietaker i forkant av slikt korttidsutleie.

Langtidsutleie:
Andelseieren kan ikke uten samtykke fra styret overlate bruken av bolig til andre (fremleie).
Videre er paragrafen lik som fgr.

Styrets innstilling

Styret ser det nadvendig & endre formuleringen slik at vedtektene felger norsk lov. Samtidig presiserer
vedtektsendringen at andelseier er ansvarlig for at ordensregler folges og at styret kan innfgre tiltak om
meldeplikt dersom det oppstar gjentakende brudd pa ordensreglene.
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Forslag til vedtak:
Vedtektsendringen godkjennes slik den er beskrevet i saken.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 152
Antall stemmer mot vedtaket: 16
Antall blanke stemmer: 51
Flertallskrav: To tredjedels (67%)

13. Vedtektsendring: §15 RETT TIL FORANDRINGER

Bakgrunn:

Styret hari2024 kartlagt endringer som er gjortileiligheter som innbefatter inngrep i baerende konstruksjoner.
Styret har inngatt en rammeavtale med et byggingenigrfirma som har kontrollert arbeidene og styret gnsker
na & apne for at flere kan gjore tilpasninger i sine leiligheter sa lenge det blir gjort pa en forsvarlig mate og
kontrollert av byggingenigr som borettslaget har avtale med.

Ferste ledd i paragraf §15 sier at andelseier ikke har rett til & gjgre endringer i byggets beerende konstruksjon
uavhengig av om beereevnen svekkes eller ikke. Dette vil bestd, men vi legger til et andre ledd i paragrafen.

Vedtektsendring:
Endres fra:
§15 RETT TIL FORANDRINGER

Andelseier har rett til & gjore forandringer i bolig tilknyttet egen andel, men har ikke anledning til & gjore
forandringer i felles installasjoner som omfattes av borettslagets vedlikeholdsplikt eller i byggets beerende
konstruksjoner. Dette gjelder uten hensyn til om endringen innebzerer at installasjoner eller baerende
konstruksjonen blir svekket eller ikke.

Endres til:
8§15 RETT TIL FORANDRINGER

Andelseier har rett til & gjore forandringer i bolig tilknyttet egen andel, men har ikke anledning til & gjore
forandringer i felles installasjoner som omfattes av borettslagets vedlikeholdsplikt eller i byggets beerende
konstruksjoner. Dette gjelder uten hensyn til om endringen innebzerer at installasjoner eller baerende
konstruksjonen blir svekket eller ikke.

Ved forandringer som involverer inngrep i beerende konstruksjoner, ma andelseier engasjere en byggingenigr
som borettslaget har avtale med. Byggingenigren vil vurdere om endringen er gjennomfarbar, undersgke om
det er nadvendig med sgknad til kommunen, kontrollere at arbeidet utferes korrekt og dokumentere endringen.
Andelseier dekker selv kostnadene for byggingenigrens honorar.

Styrets innstilling

Styret mener det er veldig viktig a ha kontroll pa endringer i baerende konstruksjon som utferes i leilighetene.
Dette med tanke pa sikkerhet og konstruksjonen til byggene. Samtidig mener styret at det er viktig at
andelseiere far utnyttet leiligheten og gjort tilpasninger som passer andelseierens behov. Ved a prosjektere
dette med en byggingeniagr som kontrollerer arbeidene vil det bli gjort pa en kontrollert og forsvarlig mate.

Forslag til vedtak:
Vedtektsendringen godkjennes slik den er beskrevet i saken.

+~ Forslaget ble vedtatt
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|
Antall stemmer for vedtaket: 148

Antall stemmer mot vedtaket: 16
Antall blanke stemmer: 55
Flertallskrav: To tredjedels (67%)

14. Vedtektsendring: §20 STYRET

Bakgrunn:

Dette forslaget er fremmet av valgkomitéen som papeker ngdvendigheten av & formalisere hva som skal gjgres
dersom styret skulle bli stdende uten styreleder. | vedtektene star det at styrets leder og styremedlemmer skal
veere andelseiere og registrert bosatt i borettslaget.

Det foreslas at det legges til et ledd i paragrafen.

"Dersom styret blir stdende uten styreleder kan styret engasjere ekstern styreleder frem til ny kandidat kan
velges ved ekstraordinaer generalforsamling eller ved neste ordingere generalforsamling.”

Styrets innstilling
Styret anbefaler enstemmig at generalforsamlingen godkjenner denne vedtektsendringen for & sikre forsvarlig
kontinuerlig drift dersom styret skulle bli staende uten styreleder.

Forslag til vedtak:
Vedtektsendringen godkjennes slik den er beskrevet i saken.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 156
Antall stemmer mot vedtaket: 13
Antall blanke stemmer: 50
Flertallskrav: To tredjedels (67%)

15. Fastsettelse av honorarer

Godtgjarelse for styret foreslas satt til kr 480.000,-. Summen er beregnet ut fra tall fra Obos som viser at
giennomsnittet for borettslag med flere enn 250 boliger er kr 1192,- per bolig i 2023. KPI justert med 2,2% per
ar til 2025 blir kr 1246,- per bolig.

Honorar til valgkomitéens arbeid foreslas satt til kr 6200,-.

Styrets innstilling
Settes i henhold til budsjett for 2025. Styret mener dette er et rettferdig belgp som fordeles pa samtlige
medlemmer i styret.

Forslag til vedtak:
Styrets godtgjorelse settes til kr 480.000,- og valgkomitéens honorar settes til kr 6200,-.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 149
Antall stemmer mot vedtaket: 22
Antall blanke stemmer: 48
Flertallskrav: Alminnelig (50%)
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16. Valg av tillitsvalgte

Valgkomitéens innstilling til valg i @kernbraten borettslag for 2025:

Valgkomiteen har sendt ut informasjon via styrets kanaler, samt hengt opp lapper pa alle ytterdarer i
borettslaget. Det har vaert publisert informasjon pa facebooksiden «@kernbraten borettslag». | tillegg er det
giennomfart en oppsgkende runde der valgkomiteen har ringt pa et utvalg derer. Det er deretter gjennomfart
intervjuer med interesserte som har returnert utsendt skjema.

| innstillingen er det lagt vekt pa en viss grad av kontinuitet, samtidig som nye bidragsytere snskes velkommen
for & sikre en balansert og representativ sammensetning av styret. Valgkomiteen gnsker en jevn kjgnnsbalanse
i styret. Ved innstilling til vara har valgkomiteen prioritert dem som ogsa viste interesse for a sitte i styret.

Pa bakgrunn av dette har valgkomiteen gjort falgende innstilling til styret i @kernbraten borettslag:
Som styreleder for 1 ar foreslas:

* Audun Amundal (gjenvalg)

«Relevante kvalifikasjoner:

* Naveerende leder i @kernbraten borettslag
* Flere ars erfaring som sittende styremedlem i @kernbraten brl

* 14 ars erfaring innen eiendomsforvaltning i Boligbygg Oslo KF som er Norges starste boligutleier og drifter 360
heleide eiendommer.

» Styreleder for volleyballklubb.
* Prosjektleder for bistandsprosjekt og bygging av bibliotek i Kambodsja.»

Amundal har veert styreleder i @kernbraten borettslag foregadende periode og stiller til gjenvalg for 1 ar.
Som styremedlemmer for 2 ar foreslas:

¢ Mohammad Reza Allahdadi (ikke pa valg)
* Silje Mari Fjeerstad (ikke pa valg)
+ Gro Tharaldsen (gjenvalg)

« Stian Vik: «Jeg gnsker a stille til valg, fordi jeg er engasjert i & skape et godt og fint bomilje for alle beboere.
Jeg har god erfaring fra praktisk styrearbeid, og ensker & forbedre bade de praktiske og sosiale forholdene
i borettslaget. Gjennom a veere aktiv del av styret vil jeg jobbe for transparens og effektiv drift - slik at vi far
mest mulig ut av det vi har. Opprusting av fellesomrader og bygningsmassen vil veere viktige oppgaver for styret
i arene som kommer, og jeg er klar for & legge ned en innsats for & fa det til & skje.»

@vrige kandidater styremedlem:

 Frank-lvar Olsen (gjenvalg)

+ Sara Nybg

Som varamedlemmer for 1 ar foreslas:

» Harald Zeigler (gjenvalg)
* SaraNybg

Q@vrige kandidater vara:
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+ Stian Vik
* Knut Erik Heggem
* Mona B. Peynot

Som valgkomite for 1 ar foreslas:

« Evalarsen

« Sofie Raiha Erichsen

Valgkomiteen vil benytte anledningen til & takke for hyggelig mottakelse, og ikke minst en ekstra takk til alle
interesserte for at de gnsker a stille opp og gnsker a bidra til at @kernbraten borettslag fortsatt skal veere et
attraktivt og godt sted a bo.

Valgkomiteen v/ Eva Larsen og Sofie Raiha Erichsen

Innstilling
Styret stotter valgkomitéens innstilling.

Styreleder (1 ar)
Falgende ble valgt:

ingen

Felgende stilte til valg:
Audun Amundal har valgt a trekke sitt kandidatur til gjengvalg som styreleder.

Styremedlem (2 ar)

Folgende ble valgt:

Gro Tharaldsen (114 stemmer)
Stian Vik (87 stemmer)

Folgende stilte til valg:
Sara Nybg

Frank Olsen

Gro Tharaldsen

Stian Vik

Varamedlem (1 ar)
Falgende ble valgt:

Sara Nybg (84 stemmer)
Harald Zeigler (71 stemmer)

Folgende stilte til valg:
Knut Erik Heggem
Sara Nybg

Stian Vik

Harald Zeigler

Valgkomité (1 ar)
Folgende ble valgt:

Transaction 09222115557543825531 Signed AA, HP, FE




Sofie Raiha Erichsen (138 stemmer)
Eva Larsen (142 stemmer)

Folgende stilte til valg:
Sofie Raiha Erichsen
Eva Larsen

Transaction 09222115557543825531 Signed AA, HP, FE




Husordensregler i @kernbraten borettslag A/L

Vedtatt pa generalforsamling 13. mars 1978. Korrigert iht. generalforsamlingsvedtak 17.
april 1991 og 21. april 1998. Korrigert og vedtatt av styret 29.03.07 og 02.06.25.

Generelt

Husordensreglene inneholder bestemmelser om bruken av bolig og fellesareal, og er til
for & fremme milj@ og trivsel i borettslaget. Andelseieren er ansvarlig for at
ordensreglene blir overholdt av husstanden og andre som gis adgang til leiligheten.

Nattero

e Det skal vaere nattero i boligen fra kl 23:00-06:00.
o |dette tidsrommet skal du vaere ekstra forsiktig med alt som har kontakt
med beaerende konstruksjoner i boligen. Lyden beerer godt til naboen nar

man f.eks. apner skyvedgrsgarderober, skuffer og skap som star i kontakt
med gulv og vegg.

Stgybegrensning - atte-til-atte

o Stagyende aktiviteter som boring, banking, musikkavelser skal ikke forekomme i
tidsrommet 20:00-08:00, og sa langt det lar seg gjgre etter kl 18:00 pa lardager til
kL1 08:00 pa mandager, og pa helligdager.

e lkke spill hgy musikk ved opphold pa balkongen og vis hensyn til naboene.

e Vis hensynitidsrommet 20:00-08:00 (atte-til-atte):
o Viernesten 1000 mennesker som bor i borettslaget og det er mange sma
barn som legger seg tidlig. Skal du kaste sgppel etter klokken atte ma du

apne og lukke avfallsluken forsiktig. Det smeller hgyt inne pa soverommet
til de like ved nar luken faller igjen.

Nabovarsling

e \Ved planlagte stgyende aktiviteter, f.eks oppussing som inkluderer boring og
banking, selskaper og lighende skal du varsle naboene minimum 24 timer far ved
oppslag pa Vibbo og henge opp lapp pad innsiden av oppgangsdgren.

e PaVibbo lager du oppslag for din egen og oppgangen vegg-i-vegg for din bolig.

Ved omfattende oppussing skal oppslaget gjgres synlig for alle oppganger i
blokken du bor.



Balkong

Grilling: Kun gass- eller elektrisk grill er tillatt. Gassbeholder skal oppbevares pa
balkong og ikke inne i bolig eller fellesareal.

Oppbevaring og klestarking: Oppbevaring og klestarking skal holdes under
hgyden pa rekkverket til balkongen.

Belastning: Total belastning pa balkongen skal ikke overskride 600 kg. Tilpass
antall personer og gjenstander etter dette.

Belysning: Blinkende lys er ikke tillatt.

Blomsterkasser: Det er ikke tillatt 8 tamme blomsterkassene ned pa bakken
under. Ikke overvann blomsterkassene slik at det renner vann ned pa balkongen
under.

Rengjoring: Ikke fei smuss utenfor kanten, da noen av dette lett faller inn pa
balkongen under.

Trappeoppgang og fellesareal

Trappeoppgang:

o Ingenting skal oppbevares i trappeoppgangen som kan veere til hinder for
remning eller brannvern.
= Tenk at du skal kunne lape ned trappene uten a kunne se.

o Sappelposer skalikke settes i trappeoppgang. Oppbevar sgppelinne i
boligen til du er klar til & ga ut for & kaste de i avfallsbrannene.

o Barnevogneridaglig bruk kan plasseres i kjeller under trappen.

Fellesarealer (kjeller, loft):

o Fellesareali kjeller og loft skal ikke benyttes til lagring. Kun gjenstander
som er regelmessig i bruk kan oppbevares her.

o Ferdugnader skal gjenstander merkes med navn, bolighummer og
telefonnummer. Umerkede gjenstander kan fjernes.

o Trenger du midlertidig lagring i forbindelse med oppussing skal du sgke
styret om & benytte fellesareal til dette.



Kjaretay og parkering

o Parkeringsbestemmelser: Se borettslagets bestemmelser under tema
«Parkering» pa Vibbo.

o Bilvedlikehold:

o Dekkskift, karosseri- og innvendig vask kan gjares sa lenge det ikke er til
hinder for gaende, trafikk eller parkering.

o Understellspyling, motorvask og bilreparasjoner er ikke tillatt.

Dyrehold

e Dyrehold ertillatt i henhold til norsk lov og politiforskrifter.

o Beboere med dyr skal sgrge for at dyrene ikke utgjer en urimelig belastning for
naboer.

e Hund skal fares i bdnd dersom hunden kan fare mot eller hoppe pa mennesker
eller dyr som ikke gnsker kontakt med hunden, ref. 83b i Lov om forsvarlig
hundehold: “Hundeholderen skal sgrge for at hunden eller hundeholdet ikke er til
urimelig ulempe for folk, dyr, miljo eller andre interesser.”

e Unnga at dyrene gjor fra seg pa lekeplassene og plukk alltid opp avfgringen.

Rayking

e Rayking er forbudt i fellesarealer, trappeoppganger og i umiddelbar naerhet til
inngangspartier.

e Rayking pa balkong skal ikke veere til sjenanse for naboer. Beboere oppfordres til
avise hensyn i forhold til vindretning og andre som oppholder seg pa balkongen
sin.

Avfallshandtering
e Papp/papir, plast og restavfall:

o Avfall skal sorteres i henhold til kommunens retningslinjer.

o Avfall kastes i avfallsbronn og skal ikke settes utenfor beholderen dersom
det er fullt, men kastes i en annen av de 5 avfallsstasjonene pa
borettslagets omrade.

o Glass/metall og tekstiler:
o Glass/metall og tekstiler skal kastes i kommunens returpunkt for dette.
e Annet = Haraldrud gjenvinningsstasjon:

o Starre gjenstander og ting som ikke kan kildesorteres nevnt ovenfor skal
fraktes til Haraldrud gjenvinningsstasjon.



Brannvern

e Alleihusstanden skal veere kjent med gjeldende system for brannalarm. Se tema
«Brannalarm» pa Vibbo.

e Bolig skal veere utstyrt med minst ett brannslokningsapparat som sjekkes arlig.
¢ Branndetektor skal ikke tildekkes eller demonteres.

¢ Ved matlaging som skaper mye stekos kan branndetektor deaktiveres i noen
timer ved a holde inne knappen pa brannpanelet i gangen i 10 sekunder til du far
kvitteringsstemme for “utkoblet”. Du ma veere tilstede og vaken i perioden
branndetektor er utkoblet.

Din bolig
o Kjokken:
o Kun kullfiltervifte er tillatt.
e Bad:
o Luke til stoppekraner skal ikke tildekkes.
o Ventil skal ikke tildekkes.

o Etter dusjing bar det luftes godt ut med dgren litt dpen for & unnga sopp og
mugg.

o Rens slukjevnlig for 8 unnga vannskader.

« Radiatorer:

o Varmeanlegget er dimensjonert for & kunne oppna 22 grader uavhengig av
utetemperatur.

o Sarg for luftsirkulasjon rundt radiator for optimal varmeeffekt.
o Skru ned radiatorer nar du reiser bort eller i rom du ikke benytter.
¢ Postkasse:

o Postkassen skal merkes med beboernes navn. Kun skilt bestilt via lenken
under tema «Postkasser» pa Vibbo er tillatt. Andre lapper er ikke tillatt.

¢ Ringeklokke:

o Borettslaget standardiserer etternavn pa ringetablaet. Bestilling av nytt
skilt gjgres via tema «Ringeklokke» pa Vibbo. Egne skilt er ikke tillatt.




Protokoll til ekstraordineert arsmegte 2025 for @kernbraten Borettslag A/L

Organisasjonsnummer: 948056852
Det ble gjennomfgrt digital avstemning med meate. Avstemningen varte fra 10. juni kl. 20:00 til 13. juni kl. 20:00
og metet ble avholdt 10. juni 2025, Selskapslokalet (gml barnehagen).

Antall stemmeberettigede som deltok: 191.

Felgende saker ble behandlet pa arsmetet:

1. Valg av mgteleder

Mgtelederen sgrger for at metet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte mgtelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak:
Gro Tharaldsen er valgt.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 151
Antall stemmer mot vedtaket: 1
Antall blanke stemmer: 39
Flertallskrav: Alminnelig (50%)

2. Valg av protokollvitner

Valg av to eiere til & signere protokollen.

Forslag til vedtak:
Silje Mari Fjeestad og Stian Wong Vik er valgt.

+ Forslaget ble vedtatt

Antall stemmer for vedtaket: 149
Antall stemmer mot vedtaket: 2
Antall blanke stemmer: 40
Flertallskrav: Alminnelig (50%)

3. Godkjenning av mgteinnkallingen

Det ble foreslatt & godkjenne den maten arsmeatet er innkalt pa.

Forslag til vedtak:
Megteinnkallingen godkjennes

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 150
Antall stemmer mot vedtaket: O
Antall blanke stemmer: 41
Flertallskrav: Alminnelig (50%)

Transaction 09222115557549853004 Signed GT, SMF, SWV




4. Valg av styreleder

Det blir gjennomfart 1 stemmerunde og kandidaten med flest stemmer blir valgt som styreleder. Skulle det bli
likt antall stemmer til de med flest stemmer vil det innkalles til ny avstemming mellom disse kandidatene.

Innstilling
Valgkomitéens instilling:

Valgkomiteens innstilling til valg av styreleder i @kernbraten borettslag — ekstraordinaer generalforsamling
juni 2025.

Valgkomiteen sendte 10.05.25 ut en beskjed via styrets informasjonskanal Vibbo der interesserte til vervet
som styreleder ble bedt om & melde seg. Tre personer meldte interesse for vervet: Frank Ivar Olsen, Knut Erik
Heggem og Audun Amundal. Intervjuer ble gjennomfert i uke 22 og 23.

Valgkomiteen opplever alle kandidater som kvalifiserte for vervet — samtlige med solid erfaring med
styrearbeid og bred kompetanse, og et oppriktig enske om a gjore @kernbraten borettslag til et enda bedre
sted & bo for alle.

I sin innstilling har valgkomiteen lagt vekt pa at naveerende styresammensetning ser ut til & fungere godt. Styret
oppleves som synlige, det legges langsiktige planer om vedlikehold og utvikling, og det er igangsatt tiltak for
trivsel. Valgkomiteen gnsker a sikre kontinuitet ved a innstille den fungerende styrelederen, som ogsa hadde
vervet i forrige periode.

Pa bakgrunn av dette har valgkomiteen gjort falgende innstilling til styret i @kernbraten borettslag:

Som styreleder for 1 ar foreslas:
Audun Amundal (gjenvalg)

Relevante kvalifikasjoner:
» Utdanning: Sivilskonom - Master i strategi, organisasjon og ledelse. Studiepoeng i prosjektledelse. - Navaerende
leder i @kernbraten borettslag
* Flere ars erfaring som sittende styremedlem i @kernbraten brl

* 14 ars erfaring innen eiendomsforvaltning i Boligbygg Oslo KF som er Norges starste boligutleier og drifter 360
heleide eiendommer.

» Styreleder for volleyballklubb.
* Prosjektleder for bistandsprosjekt og bygging av bibliotek i Kambodsja.

Amundal har veert styreleder i @kernbraten borettslag foregdende periode og er for tiden fungerende
styreleder i borettslaget.

Om motivasjon for vervet som styreleder:

«Det er et godt samarbeid i styret nd og jeg er motivert til G fortsette det gode arbeidet og utvikle borettslaget
videre. Jeg vil ha fokus pd periodisert vedlikehold og legge tiltaksplaner for 5 drsperioder fremover. Jeg

kan love at det blir mer dpenhet og informasjon om hva det jobbes med. Bomilje og uteomrddene er jeg
0gsd opptatt av og jeg snsker @ fd i gang Aktivitetsgruppa og Ryddegruppa i tillegg til Grentgruppa og
Vaktmesterhjelperne som eri gang.»

@vrige kandidater:

Knut Erik Heggem

Transaction 09222115557549853004 Signed GT, SMF, SWV




Relevante kvalifikasjoner:

+ Siving. (NTH — NTNU na), maskiningenigr.

» Bedriftsgkonom BI (2 arig deltidsstudium).

» Styreleder i @kernbraten Garasjeforetak

+ Tidligere styreverv i Wartsila Gas Solutions

 Tidligere styreleder Linderud skolekorps i velforening og veiforening over mange ar
« Arbeider med prosjekter med teknisk innhold, kan handtere alt av teknisk

» Erfaring med ledelse og teamarbeid

» Erfaring med a handtere sterre prosjekter

» Forstar og kan lese regnskap

Om motivasjon for vervet som styreleder:

«1) Engasjert beboer, ensker G bidra til at @BBL utvikler seg videre, forblir et godt sted @ bo.
2) Holde orden i skonomien, stikkord er budsjetter, styring, ansvarlig drift.

3) Bidra med dpen kommunikasjon, engasjere beboerne i eget miljo.»

Frank Ivar Olsen

Relevante kvalifikasjoner:

» Elektriker med fagbrev, 24 ar som distriktssjef salg elektro

* Handverker, kurs i styreforeningen og mye styrearbeid.

* 10 ar som styremedlem i @kernbraten borettslag

« 15+ ar som styremedlem i @kernbraten garasjeforetak (ogsa veert styreleder)
* 6 ar som styremedlem i et milliard konsern

 Tidligere president i LEO (Lions) - Hovedtillitsvalgt Handel og Kontor

+ Startet og drevet idrettslag

Om motivasjon for vervet som styreleder:

«Etter over 10 Gr som styremedlem i borettslaget vart, stiller jeg nd som kandidat til vervet som styreleder.
Jeg kjenner bade borettslaget og beboernes behov godt, og ensker @ bidra til en trygg, ekonomisk ansvarlig
og trivelig hverdag for oss alle.»

Styreleder (1 ar)

Fglgende ble valgt:
Audun Amundal (94 stemmer)

Folgende stilte til valg:
Audun Amundal

Knut Erik Heggem
Frank Olsen

Transaction 09222115557549853004 Signed GT, SMF, SWV




Ekstraordinzert
arsmote 2025

Innkalling



Velkommen til arsmeote i @kernbraten Borettslag A/L

Innkallingen inneholder alle sakene som skal behandles pa arsmgtet. Styret haper du leser gjennom heftet og
viser din interesse ved & delta pa arsmaotet.

Digital avstemning med mote:
Avstemningen apner 10. juni kl. 20:00 og lukker 13. juni kl. 20:00.

Du finner avstemningen pa:
https://vibbo.no/5074

Det holdes ogsa et frivillig mate 10. juni kl. 19:00 , Selskapslokalet (gml barnehagen).

Hvordan deltar du digitalt?

* Du faren link via SMS.

* Du kan ogsa finne mgtet ved & ga inn pa vibbo.no

* Du kan se gjennom sakene som skal behandles, komme med sparsmal og avgi din stemme.

« Viktig: Juridiske eiere (firmaer) som gnsker & delta i arsmgtet, ma gjare det giennom en boligforvalter. Kontakt
OBOS support i god tid for a fa lagt til boligforvalteren.

Hvem kan stemme pa arsmgtet?

« Alle eiere har rett til & stemme pa arsmatet.

¢ En stemme avgis pr. eierandel.

Hvordan stemme hvis du ikke kan delta digitalt?

Dersom du ikke kan delta digitalt, ma du benytte analog stemmeseddel som er vedlagt i innkallingen. Dette ma
gjores innen avstemningen lukkes.

Saker til behandling

1. Valg av mgteleder

2. Valg av protokollvitner

3. Godkjenning av mgteinnkallingen

4. Valg av styreleder

Med vennlig hilsen,
Styret i @kernbraten Borettslag A/L

2avi4



Sak1
Valg av mateleder

Krav til flertall:
Alminnelig (50%)

Mgatelederen sgrger for at matet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak

Gro Tharaldsen er valgt.

Sak 2
Valg av protokollvitner

Krav til flertall:
Alminnelig (50%)

Valg av to eiere til & signere protokollen.

Forslag til vedtak
Silje Mari Fjaestad og Stian Wong Vik er valgt.

Sak 3
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmgtet er innkalt pa.

Forslag til vedtak

Mgteinnkallingen godkjennes

Sak 4
Valg av styreleder

Det blir gijennomfart 1 stemmerunde og kandidaten med flest stemmer blir valgt som styreleder. Skulle det bli
likt antall stemmer til de med flest stemmer vil det innkalles til ny avstemming mellom disse kandidatene.

Innstilling

3avild



Valgkomitéens instilling:

Valgkomiteens innstilling til valg av styreleder i @kernbraten borettslag — ekstraordinaer generalforsamling
juni 2025.

Valgkomiteen sendte 10.05.25 ut en beskjed via styrets informasjonskanal Vibbo der interesserte til vervet
som styreleder ble bedt om & melde seg. Tre personer meldte interesse for vervet: Frank Ivar Olsen, Knut Erik
Heggem og Audun Amundal. Intervjuer ble gjennomfart i uke 22 og 23.

Valgkomiteen opplever alle kandidater som kvalifiserte for vervet — samtlige med solid erfaring med
styrearbeid og bred kompetanse, og et oppriktig gnske om a gjgre @kernbraten borettslag til et enda bedre
sted & bo for alle.

I sininnstilling har valgkomiteen lagt vekt pa at naveerende styresammensetning ser ut til & fungere godt. Styret
oppleves som synlige, det legges langsiktige planer om vedlikehold og utvikling, og det er igangsatt tiltak for
trivsel. Valgkomiteen gnsker & sikre kontinuitet ved & innstille den fungerende styrelederen, som ogsé hadde
vervet i forrige periode.

Pa bakgrunn av dette har valgkomiteen gjort falgende innstilling til styret i @kernbraten borettslag:

Som styreleder for 1 ar foreslas:

Audun Amundal (gjenvalg)
Relevante kvalifikasjoner:
« Utdanning: Sivilskonom - Master i strategi, organisasjon og ledelse. Studiepoeng i prosjektledelse. - Navaerende
leder i @kernbraten borettslag
* Flere ars erfaring som sittende styremedlem i @kernbraten brl

» 14 arserfaring innen eiendomsforvaltning i Boligbygg Oslo KF som er Norges stgrste boligutleier og drifter 360
heleide eiendommer.

« Styreleder for volleyballklubb.
* Prosjektleder for bistandsprosjekt og bygging av bibliotek i Kambodsja.

Amundal har veert styreleder i @kernbraten borettslag foregdende periode og er for tiden fungerende
styreleder i borettslaget.

Om motivasjon for vervet som styreleder:

«Det er et godt samarbeid i styret nd og jeg er motivert til & fortsette det gode arbeidet og utvikle borettslaget
videre. Jeg vil ha fokus pd periodisert vedlikehold og legge tiltaksplaner for 5 drsperioder fremover. Jeg

kan love at det blir mer dpenhet og informasjon om hva det jobbes med. Bomilje og uteomrddene er jeg
0gsd opptatt av og jeg ensker @ fd i gang Aktivitetsgruppa og Ryddegruppa i tillegg til Grentgruppa og
Vaktmesterhjelperne som eri gang.»

Qvrige kandidater:
Knut Erik Heggem
Relevante kvalifikasjoner:

+ Siving. (NTH — NTNU na), maskiningenigr.
» Bedriftsgkonom BI (2 arig deltidsstudium).

+ Styreleder i @kernbraten Garasjeforetak
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+ Tidligere styreverv i Wartsila Gas Solutions

 Tidligere styreleder Linderud skolekorps i velforening og veiforening over mange ar
* Arbeider med prosjekter med teknisk innhold, kan handtere alt av teknisk

* Erfaring med ledelse og teamarbeid

* Erfaring med & handtere starre prosjekter

» Forstar og kan lese regnskap

Om motivasjon for vervet som styreleder:

«1) Engasjert beboer, ensker G bidra til at @BBL utvikler seg videre, forblir et godt sted @ bo.
2) Holde orden i skonomien, stikkord er budsjetter, styring, ansvarlig drift.

3) Bidra med dpen kommunikasjon, engasjere beboerne i eget miljg.»

Frank Ivar Olsen

Relevante kvalifikasjoner:

 Elektriker med fagbrev, 24 ar som distriktssjef salg elektro

« Handverker, kurs i styreforeningen og mye styrearbeid.

* 10 ar som styremedlem i @kernbraten borettslag

« 15+ ar som styremedlem i @kernbraten garasjeforetak (ogsa veert styreleder)
* 6 arsom styremedlem i et milliard konsern

 Tidligere president i LEO (Lions) - Hovedtillitsvalgt Handel og Kontor

+ Startet og drevet idrettslag

Om motivasjon for vervet som styreleder:

«Etter over 10 dr som styremedlem i borettslaget vart, stiller jeg nd som kandidat til vervet som styreleder.
Jeg kjenner bdde borettslaget og beboernes behov godt, og gnsker G bidra til en trygg, skonomisk ansvarlig
og trivelig hverdag for oss alle.»

Roller og kandidater

Valg av 1 styreleder Velges for 1 ar
Falgende stiller til valg som styreleder:

¢ Audun Amundal

Innstilt av valgkomitéen.

«Det er et godt samarbeid i styret nd og jeg er motivert til & fortsette det gode arbeidet og utvikle borettslaget
videre. Jeg vil ha fokus pa periodisert vedlikehold og legge tiltaksplaner for 5 arsperioder fremover. Jeg
kan love at det blir mer dpenhet og informasjon om hva det jobbes med. Bomiljg og uteomradene er jeg
ogsa opptatt av og jeg ensker a fa i gang Aktivitetsgruppa og Ryddegruppa i tillegg til Grentgruppa og
Vaktmesterhjelperne someri gang.»

* Frank Olsen

«Etter over 10 ar som styremedlem i borettslaget vart, stiller jeg nd som kandidat til vervet som styreleder.
Jeg kjenner bade borettslaget og beboernes behov godt, og ansker & bidra til en trygg, skonomisk ansvarlig
og trivelig hverdag for oss alle.»

S5avi4d



* Knut Erik Heggem

«1) Engasjert beboer, gnsker a bidra til at @BBL utvikler seg videre, forblir et godt sted & bo.
2) Holde orden i gkonomien, stikkord er budsjetter, styring, ansvarlig drift.
3) Bidra med apen kommunikasjon, engasjere beboerne i eget miljg.»

Vedlegg

1. Valgkomiteens innstilling - ekstraordinaer generalforsamling juni 2025.pdf
2. Vedlegg 2 - Notat Knut Erik Heggem.pdf

3. Vedlegg 3 - Uttalelse fra Frank Olsen.pdf
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Valgkomiteens innstilling til valg av styreleder i @kernbraten borettslag —
ekstraordinzer generalforsamling juni 2025.

Valgkomiteen sendte 10.05.25 ut en beskjed via styrets informasjonskanal Vibbo der
interesserte til vervet som styreleder ble bedt om & melde seg. Tre personer meldte interesse
for vervet: Frank Ivar Olsen, Knut Erik Heggem og Audun Amundal. Intervjuer ble
giennomfgrt i uke 22 og 23.

Valgkomiteen opplever alle kandidater som kvalifiserte for vervet — samtlige med solid
erfaring med styrearbeid og bred kompetanse, og et oppriktig gnske om a gjore @kernbraten
borettslag til et enda bedre sted a bo for alle.

I sin innstilling har valgkomiteen lagt vekt pa at ndvaerende styresammensetning ser ut til 3
fungere godt. Styret oppleves som synlige, det legges langsiktige planer om vedlikehold og
utvikling, og det er igangsatt tiltak for trivsel. Valgkomiteen gnsker a sikre kontinuitet ved a
innstille den fungerende styrelederen, som ogsa hadde vervet i forrige periode.

Pa bakgrunn av dette har valgkomiteen gjort fglgende innstilling til styret i @kernbraten
borettslag:

Som styreleder for 1 ar foreslas:
Audun Amundal (gjenvalg)

Relevante kvalifikasjoner:

- Utdanning: Sivilgkonom - Master i strategi, organisasjon og ledelse. Studiepoeng i
prosjektledelse.

- Naveerende leder i @kernbraten borettslag

- Flere ars erfaring som sittende styremedlem i @kernbraten brl

- 14 ars erfaring innen eiendomsforvaltning i Boligbygg Oslo KF som er Norges stgrste
boligutleier og drifter 360 heleide eiendommer.

- Styreleder for volleyballklubb.

- Prosjektleder for bistandsprosjekt og bygging av bibliotek i Kambodsja.

Amundal har vaert styreleder i @kernbraten borettslag foregdende periode og er for tiden
fungerende styreleder i borettslaget.

Om motivasjon for vervet som styreleder:

«Det er et godt samarbeid i styret nd og jeg er motivert til G fortsette det gode arbeidet og
utvikle borettslaget videre. Jeg vil ha fokus pa periodisert vedlikehold og legge tiltaksplaner
for 5 drsperioder fremover. Jeg kan love at det blir mer Gpenhet og informasjon om hva det
jobbes med. Bomiljg og uteomrddene er jeg ogsd opptatt av og jeg @nsker @ fd i gang
Aktivitetsgruppa og Ryddegruppa i tillegg til Grgntgruppa og Vaktmesterhjelperne som er i
gang.»
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@vrige kandidater:
Knut Erik Heggem

Relevante kvalifikasjoner:

- Siving. (NTH — NTNU na), maskiningenigr.

- Bedriftsgkonom BI (2 arig deltidsstudium).

- Styreleder i @kernbraten Garasjeforetak

- Tidligere styreverv i Wartsila Gas Solutions

- Tidligere styreleder Linderud skolekorps i velforening og veiforening over mange ar
- Arbeider med prosjekter med teknisk innhold, kan handtere alt av teknisk

- Erfaring med ledelse og teamarbeid

- Erfaring med & handtere stgrre prosjekter

- Forstar og kan lese regnskap

Om motivasjon for vervet som styreleder:
«1) Engasjert beboer, gnsker @ bidra til at @BBL utvikler seg videre, forblir et godt sted @ bo.

2) Holde orden i gkonomien, stikkord er budsjetter, styring, ansvarlig drift.

3) Bidra med dpen kommunikasjon, engasjere beboerne i eget milj@.»

Frank Ivar Olsen

Relevante kvalifikasjoner:

- Elektriker med fagbrev, 24 ar som distriktssjef salg elektro

- Handverker, kurs i styreforeningen og mye styrearbeid.

- 10 &r som styremedlem i @kernbraten borettslag

- 15+ &r som styremedlem i @kernbraten garasjeforetak (ogséa veert styreleder)
- 6 ar som styremedlem i et milliard konsern

- Tidligere president i LEO (Lions)

- Hovedtillitsvalgt Handel og Kontor

- Startet og drevet idrettslag

03.06.25
Valgkomiteen i @kernbraten Borettslag
v/ Eva Larsen og Sofie Rdiha Erichsen
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Vedlegg 2 — Knut Erik Heggem

@BBL - Notat ifm sgknad som styreleder

Styreleder:
- Lede et team (styre) hvor beslutninger tas i fellesskap og stemmes over.
- Resultateter oppnas via medarbeidere.
- Fordele oppgaver, hvert medlem far eget ansvarsomrade.
- Akseptere avstemninger, spesielt beslutninger gjort pa BRL" s &rsmgte som er hgyeste
organ.
- Neddstemte saker skal ikke bringes til torgs gang etter gang.
- Fremme saker som flertallet av medlemmene anser som viktige.
- Sarge for at styremgatereferat og arsmateprotokoll blir signert umiddelbart etter mgte.
- Arsmzteprotokoll skal informeres medlemmene umiddelbart.
- Mgtereferat, protokoll, budsjett og vedtekter er styringsdokumenter for styret.

Kommunikasjon:
- Medlemmene i @BBL ma fgle seg ivaretatt.
- Apen, jevnlig informansjon er ryggmargen for god kommuniksjon.
- Henvendelser ma falges opp nar de dukker opp.
- Styret ma gjares tilgjengelig via telefon og nett.

@konomi:

- Sunn gkonomi er grunnlaget for all drift.

- Husleien méa holdes pa et fornuftigt niva.

- Finansstyring; ikke bruke mer penger enn hva budsjettet tilsier.

- Budsjettene skal ikke vaere ekspansive med planlagte underskudd ar for ar.

- Utgiftsbudsjettet ma gjennomgas, formalet er & se om det finnes poster som kan endres
pa.

- Alle forslag som medfgrer stgrre utlegg skal spesifiseres ngye og budsjetteres med
tilbud fra leverandgarer.

- Gjeldsopptak skal ha gode grunner og skal i hovedsak unngas.

- Borettslaget méa beholde en viss buffer av kontanter for hendelser som vil komme.

- @BBL skal forbli et godt sted & bo der folk trives og hvor medlemmene nyter godt av
velfungerende leiligheter, fellesarealer ute og inne.

- Godt sted & bo betyr at boligmassen og utearealene holdes vedlike. Elde ma handteres,
forfall og slitasje ma handteres fortlgpende.

- Godt sted & bo betyr 4 holde det rent rundt oss:

o Kjellere som forsgples og skitnes ned pa grunn av manglende rengjaring og
vedlikehold er ikke akseptabelt. Forsgpling vil matte patales og dersom det ikke
hjelper vil det matte fa konsekvenser for den oppgangen det gjelder.

o Loftsom ikke blir rengjort skitnes ned. Det blir utrivelig. Loftene ma holdes rene
med st@vsuging og vask en gang i aret.

o Oppgangene skal holdes rene og pene.

- Godt sted a bo betyr at medlemmene ma engasjeres for fellesskapet. Kulturen for &
delta pa dugnader ma dyrkes. Det sosiale er viktig.

- Gregntarealene ma vedlikeholdes. Forsgpling ma unngas, sgppel ma fjernes fortlapende.
Treer og planter ma stelles og det bar anlegges nye bed med stauder. Lgker ma settes
ned.

- Sittegrupper ma anrettes slik det blir trivelig og innbydende & veere ute. Ordensregler for
bruken ma innfgres. Stgy sen kveldstid ma unngas.

- Vedtektene ma etterfglges og informeres om.
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Vedlegg 2 — Knut Erik Heggem

@BBL - Notat ifm sgknad som styreleder

Prosjekter:
- Alle prosjekter ma fullfgres 100% far nye settes i gang.
- Alle prosjekter skal veere gkonomisk fundamentert med dedikerte budsjetter og innen
rammer i hovedbudsjettet.

Vaktmester:
- Vaktmestertjenestene er ryggmargen i den daglige driften og vedlikeholdet.
- Vaktmester er gyne og grene for styret. God kommunikasjon er viktig.
- Vaktmesteravtalen ma fglges opp slik de avtalte tjenestene blir levert.

Oslo 22.05.25
Knut Erik Heggem
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Vedlegg 3 - Frank Olsen.

Kjzere naboer

Etter over 10 ar som styremedlem i borettslaget vart, stiller jeg nd som kandidat til vervet som
styreleder. Jeg kjenner bade borettslaget og beboernes behov godt, og gnsker a bidra til en trygg,
gkonomisk ansvarlig og trivelig hverdag for oss alle.

¢ @konomisk styring med ansvar
Jeg vil jobbe for en sunn og forutsigbar gkonomi i borettslaget. Det betyr:

- Aholde faste kostnader som husleie nede gjennom ansvarlig drift og god ressursbruk.

- Abruke oppsparte midler strategisk, slik at vi unngar unadvendige laneopptak og
plutselige okninger i felleskostnader.

- Asikre atviharen langsiktig vedlikeholdsplan og budsjett som gir oss gkonomisk
trygghet.

% Vedlikehold med kvalitet og plan
Vedlikehold er en investering i bade trivsel og boligverdi. Jeg vil:

- Prioritere forebyggende vedlikehold og sikre at vi fglger en oppdatert plan.

- Involvere fagfolk og sgrge for at arbeidet som gjgres er kostnadseffektivt og av hgy
kvalitet.

- Veere apen for innspill fra beboerne om hva som bar prioriteres.

T Trivsel og fellesskap
Et godt bomiljg handler om mer enn bygninger — det handler om mennesker. Jeg gnsker a:

- Styrke fellesskapet gjennom sosiale tiltak og felles prosjekter.

- Forbedre fellesarealer og utemiljg slik at de blir mer innbydende og funksjonelle.

- Sikre god og apen kommunikasjon mellom styret og beboerne.

- Jeghaper pa deres tillit og statte, og ser frem til muligheten til 4 bidra videre — nd som
styreleder.

Med vennlig hilsen,

Frank Olsen
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REGISTRERINGSBLANKETT
Deltagelse pa digitalt ekstraordineert arsmete 2025

Det ekstraordinaert arsmete blir avholdt digitalt pa vibbo.no. Dette skjemaet er for deg som ikke har mulighet
til & avgi stemme digitalt.

Arsmotet pnes 10.06.25 og er &pent for avstemning i 3 dager
Siste dato for avstemning er 13.06.25
Selskapsnummer: 5074 Selskapsnavn: @kernbraten Borettslag A/L

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Fullmakt

| fysisk mate hvor det blir anledning til & levere stemmeseddel, kan eier mgte ved fullmektig. Ingen kan veere
fullmektig for mer enn én eier, men der flere eier en enhet sammen, kan de ha samme fullmektig. En fullmakt
kan trekkes tilbake ndr som helst.

Eier gir herved fullmakt til:

Fullmektigens navn:

12 av 14




Avstemning

Du stemmer ved a krysse av i boksen til venstre for gnsket alternativ.

Sak1 Valg av mgteleder

Gro Tharaldsen er valgt.

|:| For
|:| Mot

Sak2 Valg av protokollvitner
Silje Mari Fjaestad og Stian Wong Vik er valgt.

|:| For
|:| Mot

Sak3 Godkjenning av mgteinnkallingen

Mgteinnkallingen godkjennes

|:| For
|:| Mot

Sak 4 Valg av styreleder

Styreleder (kun 1 skal velges)
[] Audun Amundal
|:| Frank Olsen

|:| Knut Erik Heggem

13av14
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0129 Oslo
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E-post: oef@obos.no

Ta vare pé& dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.




Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 

Index

1. Purpose

2. What is quality digital evidence?

2.1 Integrity

2.2 Accessibility

2.3 Evidence of intent

2.4 Evidence of identity

2.5 Evidence of time

2.6 Event history

2.7 Control

3. Scrive’s solution

3.1 Introduction

3.2 Summary

4. Benchmarking the evidence quality of the Evidence Package

1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.






Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 

Index

1. Purpose

2. What is quality digital evidence?

2.1 Integrity

2.2 Accessibility

2.3 Evidence of intent

2.4 Evidence of identity

2.5 Evidence of time

2.6 Event history

2.7 Control

3. Scrive’s solution

3.1 Introduction

3.2 Summary

4. Benchmarking the evidence quality of the Evidence Package

1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-04-09 09:57:54.680611 UTC ±2 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The initiator Sverre Hermanstad (SH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2025-07-08 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-04-09 09:57:54.680611 UTC ±2 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (audun.amundal@gmail.com) to Audun Amundal (AA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-04-09 09:57:54.680611 UTC ±2 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (henrikpedersen92@hotmail.com) to Henrik Pedersen (HP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-04-09 09:57:54.680611 UTC ±2 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (fredrickengebretsen@hotmail.com) to Fredrick Engebretsen (FE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-04-09 09:57:56.963008 UTC ±2 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Audun Amundal (AA) was delivered.

      


    

  



  

  

    		2025-04-09 09:58:02.653575 UTC ±2 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Henrik Pedersen (HP) was delivered.

      


    

  



  

  

    		2025-04-09 09:58:02.678867 UTC ±2 ms

    		2025-04-09 09:05:19.887341 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Fredrick Engebretsen (FE) was delivered.

      


    

  



  

  

    		2025-04-09 10:17:48.501819 UTC ±7 ms

    		2025-04-09 10:05:22.349173 UTC

    		

      185.176.244.64

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Fredrick Engebretsen (FE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-09 10:20:13.170047 UTC ±7 ms

    		2025-04-09 10:05:22.349173 UTC

    		

      185.176.244.64

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Fredrick Engebretsen (FE) signed the document.

      


    

  



  

  

    		2025-04-09 10:31:09.63362 UTC ±8 ms

    		2025-04-09 10:05:22.349173 UTC

    		

      171.23.129.35

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The party Audun Amundal (AA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-09 10:32:03.796756 UTC ±8 ms

    		2025-04-09 10:05:22.349173 UTC

    		

      171.23.129.35

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Audun Amundal (AA) signed the document.

      


    

  



  

  

    		2025-04-11 14:57:50.628014 UTC ±15 ms

    		2025-04-11 14:07:24.027677 UTC

    		

      51.174.134.88

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Henrik Pedersen (HP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-11 15:00:05.589194 UTC ±15 ms

    		2025-04-11 14:07:24.027677 UTC

    		

      51.174.134.88

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Henrik Pedersen (HP) signed the document.

      


    

  



  

  

    		2025-04-11 15:00:05.589194 UTC ±15 ms

    		2025-04-11 14:07:24.027677 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-04-11 15:00:07.909602 UTC ±15 ms

    		2025-04-11 14:07:24.027677 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-06-18 14:22:03.053518 UTC ±6 ms

    		2025-06-18 14:05:00.245071 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36 Edg/137.0.0.0

      

    

    		

      

        The initiator Sverre Hermanstad (SH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2025-09-16 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-06-18 14:22:03.053518 UTC ±6 ms

    		2025-06-18 14:05:00.245071 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (gro.tharaldsen@gmail.com) to Gro Tharaldsen (GT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-06-18 14:22:03.053518 UTC ±6 ms

    		2025-06-18 14:05:00.245071 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (silje.m.fjaestad@gmail.com) to Silje Mari Fjæstad (SMF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-06-18 14:22:03.053518 UTC ±6 ms

    		2025-06-18 14:05:00.245071 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (stian@discoverpeople.no) to Stian Wong Vik (SWV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-06-18 14:22:08.654037 UTC ±6 ms

    		2025-06-18 14:05:00.245071 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gro Tharaldsen (GT) was delivered.

      


    

  



  

  

    		2025-06-18 14:22:08.672479 UTC ±6 ms

    		2025-06-18 14:05:00.245071 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Silje Mari Fjæstad (SMF) was delivered.

      


    

  



  

  

    		2025-06-18 14:22:08.689107 UTC ±6 ms

    		2025-06-18 14:05:00.245071 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stian Wong Vik (SWV) was delivered.

      


    

  



  

  

    		2025-06-18 15:08:15.195284 UTC ±2 ms

    		2025-06-18 15:05:01.947978 UTC

    		

      46.227.152.15

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/28.0 Chrome/130.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Gro Tharaldsen (GT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-06-18 15:08:56.642826 UTC ±2 ms

    		2025-06-18 15:05:01.947978 UTC

    		

      46.227.152.15

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/28.0 Chrome/130.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Gro Tharaldsen (GT) signed the document.

      


    

  



  

  

    		2025-06-18 16:01:22.803333 UTC ±15 ms

    		2025-06-18 15:05:01.947978 UTC

    		

      77.18.56.18

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Silje Mari Fjæstad (SMF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-06-18 16:02:14.030321 UTC ±15 ms

    		2025-06-18 15:05:01.947978 UTC

    		

      77.18.56.18

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Silje Mari Fjæstad (SMF) signed the document.

      


    

  



  

  

    		2025-06-18 19:01:33.039992 UTC ±18 ms

    		2025-06-18 18:05:07.972702 UTC

    		

      46.46.205.171

      

        Mozilla/5.0 (iPad; CPU OS 17_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/137.0.7151.107 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Stian Wong Vik (SWV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-06-18 19:01:48.027819 UTC ±18 ms

    		2025-06-18 18:05:07.972702 UTC

    		

      46.46.205.171

      

        Mozilla/5.0 (iPad; CPU OS 17_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/137.0.7151.107 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Stian Wong Vik (SWV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-06-18 19:02:02.181493 UTC ±18 ms

    		2025-06-18 18:05:07.972702 UTC

    		

      46.46.205.171

      

        Mozilla/5.0 (iPad; CPU OS 17_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/137.0.7151.107 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Stian Wong Vik (SWV) signed the document.

      


    

  



  

  

    		2025-06-18 19:02:02.181493 UTC ±18 ms

    		2025-06-18 18:05:07.972702 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-06-18 19:02:02.390858 UTC ±18 ms

    		2025-06-18 18:05:07.972702 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.13 ms

		standard deviation: 1.69 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈85.890%

		|e| < 5 ms: ≈99.675%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-02-28 22:29:34.014731 UTC and 2025-04-11 14:07:24.027677 UTC:







  		Time collected

  		Clock offset







  

    		2025-02-28 22:29:34.014731

    		-1.0 ms

  





  

    		2025-02-28 23:29:35.739205

    		1.3 ms

  





  

    		2025-03-01 00:29:38.232872

    		-1.1 ms

  





  

    		2025-03-01 01:29:40.056164

    		1.2 ms

  





  

    		2025-03-01 02:29:42.144812

    		1.3 ms

  





  

    		2025-03-01 03:29:44.165961

    		-1.4 ms

  





  

    		2025-03-01 04:29:46.362784

    		-0.6 ms

  





  

    		2025-03-01 05:29:48.566618

    		-1.1 ms

  





  

    		2025-03-01 06:29:50.629456

    		-0.5 ms

  





  

    		2025-03-01 07:29:52.460413

    		-0.1 ms

  





  

    		2025-03-01 08:29:54.125975

    		-0.3 ms

  





  

    		2025-03-01 09:29:55.865913

    		1.0 ms

  





  

    		2025-03-01 10:29:57.640871

    		-1.1 ms

  





  

    		2025-03-01 11:30:00.287045

    		-0.8 ms

  





  

    		2025-03-01 12:30:01.943913

    		1.0 ms

  





  

    		2025-03-01 13:30:04.977636

    		-0.4 ms

  





  

    		2025-03-01 14:30:08.178631

    		-0.9 ms

  





  

    		2025-03-01 15:30:10.323604

    		1.7 ms

  





  

    		2025-03-01 16:30:12.836492

    		0.4 ms

  





  

    		2025-03-01 17:30:15.105615

    		-0.7 ms

  





  

    		2025-03-01 18:30:18.139933

    		1.2 ms

  





  

    		2025-03-01 19:30:21.420855

    		0.5 ms

  





  

    		2025-03-01 20:30:23.40147

    		-1.8 ms

  





  

    		2025-03-01 21:30:25.577506

    		-0.5 ms

  





  

    		2025-03-01 22:30:27.897737

    		-2.3 ms

  





  

    		2025-03-01 23:30:30.405743

    		-2.1 ms

  





  

    		2025-03-02 00:30:32.583076

    		-1.9 ms

  





  

    		2025-03-02 01:30:34.675225

    		-2.6 ms

  





  

    		2025-03-02 02:30:36.898454

    		-0.9 ms

  





  

    		2025-03-02 03:30:39.083328

    		-1.6 ms

  





  

    		2025-03-02 04:30:40.814799

    		2.7 ms

  





  

    		2025-03-02 05:30:42.797596

    		-0.7 ms

  





  

    		2025-03-02 06:30:45.234314

    		-1.8 ms

  





  

    		2025-03-02 07:30:47.812749

    		0.0 ms

  





  

    		2025-03-02 08:30:49.44015

    		-0.8 ms

  





  

    		2025-03-02 09:30:51.217429

    		-0.3 ms

  





  

    		2025-03-02 10:30:53.696588

    		2.9 ms

  





  

    		2025-03-02 11:30:56.490835

    		1.4 ms

  





  

    		2025-03-02 12:30:58.863824

    		-0.9 ms

  





  

    		2025-03-02 13:31:00.749911

    		1.0 ms

  





  

    		2025-03-02 14:31:03.014128

    		-0.7 ms

  





  

    		2025-03-02 15:31:04.666084

    		1.2 ms

  





  

    		2025-03-02 16:31:07.182964

    		0.6 ms

  





  

    		2025-03-02 17:31:09.450685

    		0.3 ms

  





  

    		2025-03-02 18:31:12.838065

    		1.4 ms

  





  

    		2025-03-02 19:31:15.480198

    		3.4 ms

  





  

    		2025-03-02 20:31:17.779653

    		3.6 ms

  





  

    		2025-03-02 21:31:20.303711

    		-0.7 ms

  





  

    		2025-03-02 22:31:22.69204

    		-0.1 ms

  





  

    		2025-03-02 23:31:24.490619

    		-2.9 ms

  





  

    		2025-03-03 00:31:26.793036

    		-2.4 ms

  





  

    		2025-03-03 01:31:29.010331

    		-1.9 ms

  





  

    		2025-03-03 02:31:31.124067

    		0.3 ms

  





  

    		2025-03-03 03:31:33.33695

    		0.8 ms

  





  

    		2025-03-03 04:31:35.693724

    		-1.4 ms

  





  

    		2025-03-03 05:31:38.074133

    		-0.6 ms

  





  

    		2025-03-03 06:31:40.386103

    		-0.1 ms

  





  

    		2025-03-03 07:31:43.088843

    		1.2 ms

  





  

    		2025-03-03 08:31:46.521408

    		0.2 ms

  





  

    		2025-03-03 09:31:48.141448

    		-0.4 ms

  





  

    		2025-03-03 10:31:49.903908

    		1.0 ms

  





  

    		2025-03-03 11:31:51.745476

    		-0.7 ms

  





  

    		2025-03-03 12:31:54.192242

    		-0.4 ms

  





  

    		2025-03-03 13:31:56.547729

    		-1.6 ms

  





  

    		2025-03-03 14:31:58.177991

    		-0.9 ms

  





  

    		2025-03-03 15:31:59.780412

    		3.3 ms

  





  

    		2025-03-03 16:32:01.59295

    		1.4 ms

  





  

    		2025-03-03 17:32:03.402199

    		1.1 ms

  





  

    		2025-03-03 18:32:05.105612

    		0.0 ms

  





  

    		2025-03-03 19:32:06.717102

    		-2.9 ms

  





  

    		2025-03-03 20:32:08.904813

    		-0.2 ms

  





  

    		2025-03-03 21:32:12.091731

    		0.7 ms

  





  

    		2025-03-03 22:32:14.661028

    		1.6 ms

  





  

    		2025-03-03 23:32:16.377898

    		2.4 ms

  





  

    		2025-03-04 00:32:18.952385

    		-0.9 ms

  





  

    		2025-03-04 01:32:20.756714

    		-0.6 ms

  





  

    		2025-03-04 02:32:22.46361

    		-0.6 ms

  





  

    		2025-03-04 03:32:24.808562

    		-0.9 ms

  





  

    		2025-03-04 04:32:26.73949

    		-0.5 ms

  





  

    		2025-03-04 05:32:28.682189

    		-0.8 ms

  





  

    		2025-03-04 06:32:31.10206

    		1.6 ms

  





  

    		2025-03-04 07:32:33.026341

    		-6.4 ms

  





  

    		2025-03-04 08:32:34.596701

    		-0.6 ms

  





  

    		2025-03-04 09:32:36.306096

    		-0.3 ms

  





  

    		2025-03-04 10:32:37.897186

    		14.8 ms

  





  

    		2025-03-04 11:32:39.90886

    		-0.7 ms

  





  

    		2025-03-04 12:32:41.607556

    		0.2 ms

  





  

    		2025-03-04 13:32:43.908474

    		2.9 ms

  





  

    		2025-03-04 14:32:45.729131

    		1.3 ms

  





  

    		2025-03-04 15:32:47.514089

    		1.7 ms

  





  

    		2025-03-04 16:32:49.131351

    		0.1 ms

  





  

    		2025-03-04 17:32:50.893119

    		-1.1 ms

  





  

    		2025-03-04 18:32:53.024139

    		0.6 ms

  





  

    		2025-03-04 19:32:55.805594

    		-2.4 ms

  





  

    		2025-03-04 20:32:57.486747

    		1.3 ms

  





  

    		2025-03-04 21:33:00.464787

    		1.3 ms

  





  

    		2025-03-04 22:33:02.767759

    		2.0 ms

  





  

    		2025-03-04 23:33:05.144119

    		-0.8 ms

  





  

    		2025-03-05 00:33:07.040572

    		-0.8 ms

  





  

    		2025-03-05 01:33:08.782235

    		-1.4 ms

  





  

    		2025-03-05 02:33:10.909708

    		-0.9 ms

  





  

    		2025-03-05 03:33:12.702847

    		1.1 ms

  





  

    		2025-03-05 04:33:14.486086

    		0.9 ms

  





  

    		2025-03-05 05:33:16.254374

    		-1.1 ms

  





  

    		2025-03-05 06:33:18.288436

    		1.5 ms

  





  

    		2025-03-05 07:33:21.187428

    		-0.7 ms

  





  

    		2025-03-05 08:33:23.245385

    		1.1 ms

  





  

    		2025-03-05 09:33:25.131123

    		1.0 ms

  





  

    		2025-03-05 10:33:26.774237

    		0.0 ms

  





  

    		2025-03-05 11:33:28.644515

    		-0.7 ms

  





  

    		2025-03-05 12:33:30.412462

    		-0.7 ms

  





  

    		2025-03-05 13:33:32.150432

    		-0.5 ms

  





  

    		2025-03-05 14:33:34.065425

    		0.5 ms

  





  

    		2025-03-05 15:33:36.203611

    		0.1 ms

  





  

    		2025-03-05 16:33:38.180172

    		-2.9 ms

  





  

    		2025-03-05 17:33:40.073222

    		0.6 ms

  





  

    		2025-03-05 18:33:42.761035

    		0.7 ms

  





  

    		2025-03-05 19:33:44.721629

    		0.6 ms

  





  

    		2025-03-05 20:33:47.383309

    		0.3 ms

  





  

    		2025-03-05 21:33:49.814878

    		0.8 ms

  





  

    		2025-03-05 22:33:52.613885

    		-1.0 ms

  





  

    		2025-03-05 23:33:54.735946

    		-6.6 ms

  





  

    		2025-03-06 00:33:56.224613

    		-5.7 ms

  





  

    		2025-03-06 01:33:58.203194

    		-0.2 ms

  





  

    		2025-03-06 02:33:59.611405

    		1.8 ms

  





  

    		2025-03-06 03:34:01.279276

    		-1.3 ms

  





  

    		2025-03-06 04:34:02.706182

    		-1.2 ms

  





  

    		2025-03-06 05:34:05.041252

    		-1.3 ms

  





  

    		2025-03-06 06:34:07.411824

    		-1.0 ms

  





  

    		2025-03-06 07:34:10.120665

    		0.2 ms

  





  

    		2025-03-06 08:34:12.280826

    		2.5 ms

  





  

    		2025-03-06 09:34:14.124454

    		1.9 ms

  





  

    		2025-03-06 10:34:16.357861

    		-0.6 ms

  





  

    		2025-03-06 11:34:18.340961

    		-1.0 ms

  





  

    		2025-03-06 12:34:20.61221

    		1.5 ms

  





  

    		2025-03-06 13:34:22.747331

    		1.6 ms

  





  

    		2025-03-06 14:34:24.745055

    		0.7 ms

  





  

    		2025-03-06 15:34:26.421852

    		-0.8 ms

  





  

    		2025-03-06 16:34:28.651392

    		0.9 ms

  





  

    		2025-03-06 17:34:30.768795

    		-0.6 ms

  





  

    		2025-03-06 18:34:33.347177

    		-0.3 ms

  





  

    		2025-03-06 19:34:35.732067

    		-0.9 ms

  





  

    		2025-03-06 20:34:38.110763

    		-2.0 ms

  





  

    		2025-03-06 21:34:40.525818

    		0.3 ms

  





  

    		2025-03-06 22:34:42.611228

    		2.3 ms

  





  

    		2025-03-06 23:34:44.709129

    		2.1 ms

  





  

    		2025-03-07 00:34:46.925464

    		0.3 ms

  





  

    		2025-03-07 01:34:48.885638

    		-0.4 ms

  





  

    		2025-03-07 02:34:50.850209

    		0.4 ms

  





  

    		2025-03-07 03:34:53.324767

    		-1.9 ms

  





  

    		2025-03-07 04:34:54.944614

    		-0.6 ms

  





  

    		2025-03-07 05:34:56.704894

    		2.0 ms

  





  

    		2025-03-07 06:34:58.701856

    		0.4 ms

  





  

    		2025-03-07 07:35:00.119018

    		2.2 ms

  





  

    		2025-03-07 08:35:02.0804

    		0.9 ms

  





  

    		2025-03-07 09:35:04.644696

    		-0.4 ms

  





  

    		2025-03-07 10:35:07.242824

    		-2.1 ms

  





  

    		2025-03-07 11:35:09.237671

    		2.0 ms

  





  

    		2025-03-07 12:35:10.842448

    		3.5 ms

  





  

    		2025-03-07 13:35:13.024104

    		1.2 ms

  





  

    		2025-03-07 14:35:15.527193

    		-0.9 ms

  





  

    		2025-03-07 15:35:17.739749

    		2.6 ms

  





  

    		2025-03-07 16:35:20.872113

    		1.7 ms

  





  

    		2025-03-07 17:35:23.358944

    		0.8 ms

  





  

    		2025-03-07 18:35:24.94331

    		-1.4 ms

  





  

    		2025-03-07 19:35:28.037386

    		0.6 ms

  





  

    		2025-03-07 20:35:30.151647

    		3.4 ms

  





  

    		2025-03-07 21:35:32.573674

    		-0.8 ms

  





  

    		2025-03-07 22:35:34.630074

    		-0.2 ms

  





  

    		2025-03-07 23:35:36.272849

    		1.6 ms

  





  

    		2025-03-08 00:35:38.609246

    		-0.9 ms

  





  

    		2025-03-08 01:35:40.926187

    		-1.4 ms

  





  

    		2025-03-08 02:35:42.63998

    		-0.3 ms

  





  

    		2025-03-08 03:35:44.671469

    		-2.3 ms

  





  

    		2025-03-08 04:35:46.874439

    		-4.5 ms

  





  

    		2025-03-08 05:35:48.365741

    		-3.3 ms

  





  

    		2025-03-08 06:37:04.155933

    		-0.1 ms

  





  

    		2025-03-08 07:37:06.501034

    		2.6 ms

  





  

    		2025-03-08 08:37:09.142819

    		1.4 ms

  





  

    		2025-03-08 09:37:13.363074

    		1.1 ms

  





  

    		2025-03-08 10:37:16.660181

    		1.5 ms

  





  

    		2025-03-08 11:37:18.596751

    		1.2 ms

  





  

    		2025-03-08 12:37:21.962272

    		0.3 ms

  





  

    		2025-03-08 13:37:26.263263

    		1.2 ms

  





  

    		2025-03-08 14:37:30.190336

    		-0.6 ms

  





  

    		2025-03-08 15:37:33.289811

    		1.7 ms

  





  

    		2025-03-08 16:37:36.40238

    		-0.8 ms

  





  

    		2025-03-08 17:37:39.098271

    		1.5 ms

  





  

    		2025-03-08 18:37:40.830629

    		-0.5 ms

  





  

    		2025-03-08 19:37:43.624678

    		1.1 ms

  





  

    		2025-03-08 20:37:45.677813

    		0.7 ms

  





  

    		2025-03-08 21:37:48.327034

    		-1.2 ms

  





  

    		2025-03-08 22:37:50.958006

    		-0.1 ms

  





  

    		2025-03-08 23:37:53.482592

    		-0.4 ms

  





  

    		2025-03-09 00:37:55.268017

    		-2.0 ms

  





  

    		2025-03-09 01:37:57.558308

    		0.9 ms

  





  

    		2025-03-09 02:38:00.165652

    		-0.5 ms

  





  

    		2025-03-09 03:38:01.97828

    		-1.7 ms

  





  

    		2025-03-09 04:38:04.265771

    		-1.2 ms

  





  

    		2025-03-09 05:38:06.405445

    		1.6 ms

  





  

    		2025-03-09 06:38:08.617002

    		-0.5 ms

  





  

    		2025-03-09 07:38:10.354818

    		0.0 ms

  





  

    		2025-03-09 08:38:12.767111

    		0.6 ms

  





  

    		2025-03-09 09:38:15.074418

    		-0.2 ms

  





  

    		2025-03-09 10:38:16.694402

    		-1.4 ms

  





  

    		2025-03-09 11:38:19.735473

    		0.1 ms

  





  

    		2025-03-09 12:38:21.911026

    		-2.4 ms

  





  

    		2025-03-09 13:38:25.539169

    		1.6 ms

  





  

    		2025-03-09 14:38:28.042026

    		-1.2 ms

  





  

    		2025-03-09 15:38:29.904784

    		0.0 ms

  





  

    		2025-03-09 16:38:33.292694

    		-0.2 ms

  





  

    		2025-03-09 17:38:34.925875

    		-0.7 ms

  





  

    		2025-03-09 18:38:36.934466

    		3.7 ms

  





  

    		2025-03-09 19:38:40.626462

    		-1.5 ms

  





  

    		2025-03-09 20:38:43.357347

    		1.5 ms

  





  

    		2025-03-09 21:38:45.184202

    		-0.5 ms

  





  

    		2025-03-09 22:38:47.608266

    		-2.0 ms

  





  

    		2025-03-09 23:38:50.556022

    		-2.7 ms

  





  

    		2025-03-10 00:38:53.60157

    		0.9 ms

  





  

    		2025-03-10 01:38:56.487432

    		0.3 ms

  





  

    		2025-03-10 02:38:58.762101

    		-2.6 ms

  





  

    		2025-03-10 03:39:01.611788

    		0.8 ms

  





  

    		2025-03-10 04:39:03.939408

    		-0.3 ms

  





  

    		2025-03-10 05:39:06.114121

    		-1.1 ms

  





  

    		2025-03-10 06:39:08.59335

    		-0.1 ms

  





  

    		2025-03-10 07:39:10.403817

    		2.4 ms

  





  

    		2025-03-10 08:39:12.118169

    		3.1 ms

  





  

    		2025-03-10 09:39:14.025438

    		1.7 ms

  





  

    		2025-03-10 10:39:15.599745

    		8.3 ms

  





  

    		2025-03-10 11:39:17.232019

    		0.7 ms

  





  

    		2025-03-10 12:39:18.976968

    		2.4 ms

  





  

    		2025-03-10 13:39:20.67204

    		2.5 ms

  





  

    		2025-03-10 14:39:22.718875

    		1.8 ms

  





  

    		2025-03-10 15:39:24.84464

    		4.6 ms

  





  

    		2025-03-10 16:39:26.441276

    		3.3 ms

  





  

    		2025-03-10 17:39:28.13944

    		1.9 ms

  





  

    		2025-03-10 18:39:30.194408

    		1.6 ms

  





  

    		2025-03-10 19:39:32.91182

    		0.9 ms

  





  

    		2025-03-10 20:39:35.760236

    		1.1 ms

  





  

    		2025-03-10 21:39:37.979111

    		1.2 ms

  





  

    		2025-03-10 22:39:40.067424

    		0.6 ms

  





  

    		2025-03-10 23:39:41.987588

    		0.3 ms

  





  

    		2025-03-11 00:39:44.43957

    		-3.4 ms

  





  

    		2025-03-11 01:39:46.726689

    		1.3 ms

  





  

    		2025-03-11 02:39:49.06776

    		2.1 ms

  





  

    		2025-03-11 03:39:51.528741

    		1.7 ms

  





  

    		2025-03-11 04:39:53.697148

    		1.6 ms

  





  

    		2025-03-11 05:39:56.044023

    		2.3 ms

  





  

    		2025-03-11 06:39:58.316622

    		1.7 ms

  





  

    		2025-03-11 07:39:59.90586

    		2.1 ms

  





  

    		2025-03-11 08:40:01.768071

    		2.0 ms

  





  

    		2025-03-11 09:40:03.429782

    		2.5 ms

  





  

    		2025-03-11 10:40:05.612948

    		2.7 ms

  





  

    		2025-03-11 11:40:07.878495

    		1.8 ms

  





  

    		2025-03-11 12:40:10.533146

    		4.3 ms

  





  

    		2025-03-11 13:40:12.103656

    		1.2 ms

  





  

    		2025-03-11 14:40:14.81636

    		1.3 ms

  





  

    		2025-03-11 15:40:17.64861

    		3.0 ms

  





  

    		2025-03-11 16:40:19.514567

    		5.5 ms

  





  

    		2025-03-11 17:40:21.463146

    		-0.2 ms

  





  

    		2025-03-11 18:40:23.89072

    		0.6 ms

  





  

    		2025-03-11 19:40:26.733548

    		-1.1 ms

  





  

    		2025-03-11 20:40:29.066386

    		2.0 ms

  





  

    		2025-03-11 21:40:31.336856

    		-0.5 ms

  





  

    		2025-03-11 22:40:34.039084

    		-1.3 ms

  





  

    		2025-03-11 23:40:36.164397

    		-1.5 ms

  





  

    		2025-03-12 00:40:37.785657

    		-2.4 ms

  





  

    		2025-03-12 01:40:39.477029

    		-2.3 ms

  





  

    		2025-03-12 02:40:41.302244

    		-0.5 ms

  





  

    		2025-03-12 03:40:43.249122

    		-1.3 ms

  





  

    		2025-03-12 04:40:45.331467

    		-1.6 ms

  





  

    		2025-03-12 05:40:47.487294

    		-0.2 ms

  





  

    		2025-03-12 06:40:49.97542

    		-1.2 ms

  





  

    		2025-03-12 07:40:51.895865

    		2.2 ms

  





  

    		2025-03-12 08:40:54.36068

    		-1.2 ms

  





  

    		2025-03-12 09:40:55.970522

    		0.4 ms

  





  

    		2025-03-12 10:40:58.088576

    		2.0 ms

  





  

    		2025-03-12 11:40:59.566503

    		0.7 ms

  





  

    		2025-03-12 12:41:00.913182

    		2.8 ms

  





  

    		2025-03-12 13:41:02.447449

    		0.6 ms

  





  

    		2025-03-12 14:41:04.703569

    		0.5 ms

  





  

    		2025-03-12 15:41:06.284269

    		-0.6 ms

  





  

    		2025-03-12 16:41:07.930126

    		1.1 ms

  





  

    		2025-03-12 17:41:10.550571

    		0.4 ms

  





  

    		2025-03-12 18:41:13.087189

    		-2.4 ms

  





  

    		2025-03-12 19:41:15.719931

    		6.8 ms

  





  

    		2025-03-12 20:41:17.715937

    		7.8 ms

  





  

    		2025-03-12 21:41:20.884529

    		-1.3 ms

  





  

    		2025-03-12 22:41:22.692919

    		-1.3 ms

  





  

    		2025-03-12 23:41:24.687918

    		0.4 ms

  





  

    		2025-03-13 00:41:26.775504

    		-0.6 ms

  





  

    		2025-03-13 01:41:29.009097

    		-1.1 ms

  





  

    		2025-03-13 02:41:30.917785

    		-2.6 ms

  





  

    		2025-03-13 03:41:33.030219

    		0.2 ms

  





  

    		2025-03-13 04:41:34.934118

    		-1.4 ms

  





  

    		2025-03-13 05:41:36.901985

    		-0.3 ms

  





  

    		2025-03-13 06:41:39.242886

    		0.4 ms

  





  

    		2025-03-13 07:41:41.812142

    		1.8 ms

  





  

    		2025-03-13 08:41:44.838215

    		-0.5 ms

  





  

    		2025-03-13 09:41:47.222795

    		5.0 ms

  





  

    		2025-03-13 10:41:49.007131

    		1.5 ms

  





  

    		2025-03-13 11:41:51.288625

    		-0.3 ms

  





  

    		2025-03-13 12:41:52.991512

    		1.2 ms

  





  

    		2025-03-13 13:41:55.475196

    		2.0 ms

  





  

    		2025-03-13 14:41:57.249733

    		0.9 ms

  





  

    		2025-03-13 15:41:59.692796

    		0.7 ms

  





  

    		2025-03-13 16:42:01.579841

    		-0.4 ms

  





  

    		2025-03-13 17:42:03.490979

    		-0.7 ms

  





  

    		2025-03-13 18:42:06.168782

    		-1.7 ms

  





  

    		2025-03-13 19:42:08.163802

    		0.9 ms

  





  

    		2025-03-13 20:42:11.053579

    		-0.3 ms

  





  

    		2025-03-13 21:42:13.052234

    		-2.8 ms

  





  

    		2025-03-13 22:42:14.674089

    		-3.4 ms

  





  

    		2025-03-13 23:42:16.117714

    		-0.1 ms

  





  

    		2025-03-14 00:42:18.680329

    		-2.0 ms

  





  

    		2025-03-14 01:42:20.593286

    		-1.1 ms

  





  

    		2025-03-14 02:42:22.413266

    		1.3 ms

  





  

    		2025-03-14 03:42:24.063338

    		1.8 ms

  





  

    		2025-03-14 04:42:26.063267

    		2.3 ms

  





  

    		2025-03-14 05:42:27.777063

    		1.6 ms

  





  

    		2025-03-14 06:42:29.483027

    		0.9 ms

  





  

    		2025-03-14 07:42:31.775128

    		1.8 ms

  





  

    		2025-03-14 08:42:34.172392

    		0.3 ms

  





  

    		2025-03-14 09:42:36.54435

    		3.2 ms

  





  

    		2025-03-14 10:42:38.107482

    		-1.1 ms

  





  

    		2025-03-14 11:42:39.645494

    		5.5 ms

  





  

    		2025-03-14 12:42:41.177497

    		6.7 ms

  





  

    		2025-03-14 13:42:43.660966

    		1.7 ms

  





  

    		2025-03-14 14:42:45.569598

    		-0.1 ms

  





  

    		2025-03-14 15:42:47.374238

    		1.8 ms

  





  

    		2025-03-14 16:42:49.17644

    		-0.4 ms

  





  

    		2025-03-14 17:42:51.067535

    		0.8 ms

  





  

    		2025-03-14 18:42:53.838743

    		0.7 ms

  





  

    		2025-03-14 19:42:55.889744

    		0.0 ms

  





  

    		2025-03-14 20:42:58.549382

    		-0.4 ms

  





  

    		2025-03-14 21:43:00.836722

    		-1.7 ms

  





  

    		2025-03-14 22:43:03.554475

    		0.5 ms

  





  

    		2025-03-14 23:43:05.519135

    		-1.3 ms

  





  

    		2025-03-15 00:43:07.538204

    		-2.6 ms

  





  

    		2025-03-15 01:43:09.340629

    		-2.2 ms

  





  

    		2025-03-15 02:43:11.676426

    		-1.3 ms

  





  

    		2025-03-15 03:43:14.08511

    		0.3 ms

  





  

    		2025-03-15 04:43:16.518905

    		-1.3 ms

  





  

    		2025-03-15 05:43:18.627602

    		-1.1 ms

  





  

    		2025-03-15 06:43:20.632079

    		-0.3 ms

  





  

    		2025-03-15 07:43:23.54191

    		-2.3 ms

  





  

    		2025-03-15 08:43:26.183101

    		1.3 ms

  





  

    		2025-03-15 09:43:27.799872

    		0.7 ms

  





  

    		2025-03-15 10:43:29.801601

    		-1.2 ms

  





  

    		2025-03-15 11:43:31.893882

    		0.1 ms

  





  

    		2025-03-15 12:43:33.945475

    		0.8 ms

  





  

    		2025-03-15 13:43:36.152084

    		0.0 ms

  





  

    		2025-03-15 14:43:37.811236

    		1.1 ms

  





  

    		2025-03-15 15:43:39.918345

    		2.2 ms

  





  

    		2025-03-15 16:43:41.504219

    		-0.3 ms

  





  

    		2025-03-15 17:43:43.933234

    		-0.8 ms

  





  

    		2025-03-15 18:43:46.412452

    		-2.8 ms

  





  

    		2025-03-15 19:43:48.60599

    		-1.7 ms

  





  

    		2025-03-15 20:43:51.246315

    		-1.1 ms

  





  

    		2025-03-15 21:43:53.278886

    		-1.6 ms

  





  

    		2025-03-15 22:43:55.14543

    		-1.5 ms

  





  

    		2025-03-15 23:43:57.512793

    		-2.0 ms

  





  

    		2025-03-16 00:44:00.001933

    		-1.8 ms

  





  

    		2025-03-16 01:44:02.140038

    		0.5 ms

  





  

    		2025-03-16 02:44:04.159381

    		-1.9 ms

  





  

    		2025-03-16 03:44:06.410099

    		1.0 ms

  





  

    		2025-03-16 04:44:08.944795

    		-0.9 ms

  





  

    		2025-03-16 05:44:11.181214

    		0.2 ms

  





  

    		2025-03-16 06:44:13.247349

    		1.7 ms

  





  

    		2025-03-16 07:44:15.85041

    		0.9 ms

  





  

    		2025-03-16 08:44:17.398162

    		0.0 ms

  





  

    		2025-03-16 09:44:20.311557

    		-0.6 ms

  





  

    		2025-03-16 10:44:21.72272

    		1.1 ms

  





  

    		2025-03-16 11:44:23.280334

    		-0.9 ms

  





  

    		2025-03-16 12:44:25.102891

    		-1.0 ms

  





  

    		2025-03-16 13:44:28.522911

    		-0.2 ms

  





  

    		2025-03-16 14:44:30.157159

    		1.6 ms

  





  

    		2025-03-16 15:44:32.884287

    		-1.9 ms

  





  

    		2025-03-16 16:44:36.350986

    		-3.3 ms

  





  

    		2025-03-16 17:44:38.825903

    		-2.8 ms

  





  

    		2025-03-16 18:44:41.610498

    		-0.6 ms

  





  

    		2025-03-16 19:44:43.938884

    		0.5 ms

  





  

    		2025-03-16 20:44:45.892581

    		-0.6 ms

  





  

    		2025-03-16 21:44:48.586474

    		-0.2 ms

  





  

    		2025-03-16 22:44:50.125889

    		-2.6 ms

  





  

    		2025-03-16 23:44:52.00766

    		-1.3 ms

  





  

    		2025-03-17 00:44:54.485835

    		1.0 ms

  





  

    		2025-03-17 01:44:57.076972

    		1.3 ms

  





  

    		2025-03-17 02:44:59.246301

    		-1.0 ms

  





  

    		2025-03-17 03:45:01.022976

    		-1.2 ms

  





  

    		2025-03-17 04:45:03.589454

    		-0.5 ms

  





  

    		2025-03-17 05:45:05.752495

    		2.2 ms

  





  

    		2025-03-17 06:45:08.173259

    		1.6 ms

  





  

    		2025-03-17 07:45:10.778563

    		1.5 ms

  





  

    		2025-03-17 08:45:12.733219

    		-0.9 ms

  





  

    		2025-03-17 09:45:14.418157

    		1.4 ms

  





  

    		2025-03-17 10:45:16.177241

    		-0.4 ms

  





  

    		2025-03-17 11:45:17.565963

    		1.7 ms

  





  

    		2025-03-17 12:45:19.190194

    		0.2 ms

  





  

    		2025-03-17 13:45:20.815833

    		-0.4 ms

  





  

    		2025-03-17 14:45:22.409067

    		0.9 ms

  





  

    		2025-03-17 15:45:24.042472

    		-0.1 ms

  





  

    		2025-03-17 16:45:25.77267

    		-2.4 ms

  





  

    		2025-03-17 17:45:28.518064

    		0.1 ms

  





  

    		2025-03-17 18:45:30.98772

    		2.7 ms

  





  

    		2025-03-17 19:45:32.544167

    		-0.8 ms

  





  

    		2025-03-17 20:45:34.868535

    		-1.6 ms

  





  

    		2025-03-17 21:45:36.561827

    		-0.6 ms

  





  

    		2025-03-17 22:45:38.553035

    		-0.7 ms

  





  

    		2025-03-17 23:45:40.950025

    		-0.4 ms

  





  

    		2025-03-18 00:45:42.927301

    		-1.1 ms

  





  

    		2025-03-18 01:45:45.227383

    		-1.2 ms

  





  

    		2025-03-18 02:45:47.631583

    		-0.1 ms

  





  

    		2025-03-18 03:45:50.722794

    		1.3 ms

  





  

    		2025-03-18 04:45:52.664349

    		-0.2 ms

  





  

    		2025-03-18 05:45:55.129576

    		-0.4 ms

  





  

    		2025-03-18 06:45:57.361894

    		0.5 ms

  





  

    		2025-03-18 07:45:59.317001

    		-0.8 ms

  





  

    		2025-03-18 08:46:01.734134

    		3.2 ms

  





  

    		2025-03-18 09:46:04.040294

    		0.5 ms

  





  

    		2025-03-18 10:46:06.637804

    		2.9 ms

  





  

    		2025-03-18 11:46:08.654342

    		1.8 ms

  





  

    		2025-03-18 12:46:10.344713

    		-0.7 ms

  





  

    		2025-03-18 13:46:11.783204

    		-0.3 ms

  





  

    		2025-03-18 14:46:13.494768

    		0.3 ms

  





  

    		2025-03-18 15:46:16.025729

    		-0.1 ms

  





  

    		2025-03-18 16:46:17.724066

    		-0.6 ms

  





  

    		2025-03-18 17:46:21.097912

    		-6.4 ms

  





  

    		2025-03-18 18:46:23.394513

    		0.8 ms

  





  

    		2025-03-18 19:46:25.097503

    		-0.7 ms

  





  

    		2025-03-18 20:46:28.080338

    		0.1 ms

  





  

    		2025-03-18 21:46:30.993771

    		1.4 ms

  





  

    		2025-03-18 22:46:32.848144

    		0.0 ms

  





  

    		2025-03-18 23:46:34.501362

    		-2.6 ms

  





  

    		2025-03-19 00:46:36.264993

    		0.2 ms

  





  

    		2025-03-19 01:46:37.818544

    		-1.7 ms

  





  

    		2025-03-19 02:46:39.698614

    		-1.2 ms

  





  

    		2025-03-19 03:46:41.841217

    		-0.2 ms

  





  

    		2025-03-19 04:46:43.846244

    		-0.9 ms

  





  

    		2025-03-19 05:46:45.784441

    		2.0 ms

  





  

    		2025-03-19 06:46:48.327205

    		-0.7 ms

  





  

    		2025-03-19 07:46:50.126003

    		3.8 ms

  





  

    		2025-03-19 08:46:51.978871

    		4.9 ms

  





  

    		2025-03-19 09:46:53.938522

    		5.6 ms

  





  

    		2025-03-19 10:46:55.542726

    		-0.1 ms

  





  

    		2025-03-19 11:46:58.045224

    		-1.3 ms

  





  

    		2025-03-19 12:47:01.041738

    		0.6 ms

  





  

    		2025-03-19 13:47:03.044643

    		1.1 ms

  





  

    		2025-03-19 14:47:04.842523

    		0.1 ms

  





  

    		2025-03-19 15:47:06.333199

    		1.1 ms

  





  

    		2025-03-19 16:47:08.957875

    		1.9 ms

  





  

    		2025-03-19 17:47:10.575523

    		1.2 ms

  





  

    		2025-03-19 18:47:13.298377

    		-0.3 ms

  





  

    		2025-03-19 19:47:16.053745

    		0.2 ms

  





  

    		2025-03-19 20:47:18.314337

    		-0.8 ms

  





  

    		2025-03-19 21:47:20.072058

    		-1.9 ms

  





  

    		2025-03-19 22:47:21.586702

    		-2.1 ms

  





  

    		2025-03-19 23:47:24.294657

    		-0.7 ms

  





  

    		2025-03-20 00:47:27.335353

    		-0.4 ms

  





  

    		2025-03-20 01:47:29.584207

    		-0.1 ms

  





  

    		2025-03-20 02:47:31.51554

    		-0.4 ms

  





  

    		2025-03-20 03:47:34.073209

    		-0.4 ms

  





  

    		2025-03-20 04:47:36.236787

    		-1.6 ms

  





  

    		2025-03-20 05:47:38.724477

    		0.8 ms

  





  

    		2025-03-20 06:47:41.049426

    		1.5 ms

  





  

    		2025-03-20 07:47:43.181704

    		0.4 ms

  





  

    		2025-03-20 08:47:45.628335

    		0.6 ms

  





  

    		2025-03-20 09:47:47.702161

    		1.9 ms

  





  

    		2025-03-20 10:47:49.815495

    		0.9 ms

  





  

    		2025-03-20 11:47:51.623852

    		0.6 ms

  





  

    		2025-03-20 12:47:53.554726

    		0.8 ms

  





  

    		2025-03-20 13:47:55.293872

    		-1.2 ms

  





  

    		2025-03-20 14:47:57.216718

    		-1.3 ms

  





  

    		2025-03-20 15:47:59.080958

    		-1.7 ms

  





  

    		2025-03-20 16:48:01.164628

    		3.0 ms

  





  

    		2025-03-20 17:48:03.432746

    		2.3 ms

  





  

    		2025-03-20 18:48:06.274221

    		0.3 ms

  





  

    		2025-03-20 19:48:09.094793

    		1.5 ms

  





  

    		2025-03-20 20:48:11.566837

    		1.0 ms

  





  

    		2025-03-20 21:48:14.844759

    		-1.5 ms

  





  

    		2025-03-20 22:48:17.188312

    		-0.9 ms

  





  

    		2025-03-20 23:48:19.166164

    		-0.3 ms

  





  

    		2025-03-21 00:48:20.987536

    		-1.5 ms

  





  

    		2025-03-21 01:48:23.018629

    		-0.8 ms

  





  

    		2025-03-21 02:48:25.340693

    		-0.1 ms

  





  

    		2025-03-21 03:48:27.90487

    		-0.8 ms

  





  

    		2025-03-21 04:48:30.712391

    		-1.3 ms

  





  

    		2025-03-21 05:48:32.997143

    		-0.1 ms

  





  

    		2025-03-21 06:48:35.544319

    		-2.1 ms

  





  

    		2025-03-21 07:48:37.310196

    		0.4 ms

  





  

    		2025-03-21 08:48:39.000997

    		0.4 ms

  





  

    		2025-03-21 09:48:40.880318

    		1.8 ms

  





  

    		2025-03-21 10:48:43.142653

    		4.0 ms

  





  

    		2025-03-21 11:48:44.766508

    		-1.1 ms

  





  

    		2025-03-21 12:48:46.272073

    		1.7 ms

  





  

    		2025-03-21 13:48:47.799991

    		0.3 ms

  





  

    		2025-03-21 14:48:49.690378

    		-0.3 ms

  





  

    		2025-03-21 15:48:51.504785

    		0.2 ms

  





  

    		2025-03-21 16:48:53.173988

    		-0.6 ms

  





  

    		2025-03-21 17:48:54.688092

    		0.7 ms

  





  

    		2025-03-21 18:48:56.309526

    		-0.9 ms

  





  

    		2025-03-21 19:48:59.381624

    		-0.7 ms

  





  

    		2025-03-21 20:49:01.409273

    		-0.7 ms

  





  

    		2025-03-21 21:49:03.584544

    		-2.2 ms

  





  

    		2025-03-21 22:49:05.227645

    		0.1 ms

  





  

    		2025-03-21 23:49:07.235411

    		-1.3 ms

  





  

    		2025-03-22 00:49:09.047867

    		-2.3 ms

  





  

    		2025-03-22 01:49:11.434197

    		-1.1 ms

  





  

    		2025-03-22 02:49:13.455848

    		-1.7 ms

  





  

    		2025-03-22 03:49:16.292532

    		-1.4 ms

  





  

    		2025-03-22 04:49:18.481093

    		0.6 ms

  





  

    		2025-03-22 05:49:20.687563

    		-2.0 ms

  





  

    		2025-03-22 06:49:23.327831

    		0.6 ms

  





  

    		2025-03-22 07:49:26.041263

    		2.0 ms

  





  

    		2025-03-22 08:49:28.136743

    		1.5 ms

  





  

    		2025-03-22 09:49:30.770793

    		1.5 ms

  





  

    		2025-03-22 10:49:32.359465

    		3.0 ms

  





  

    		2025-03-22 11:49:34.194616

    		2.2 ms

  





  

    		2025-03-22 12:49:36.163472

    		0.6 ms

  





  

    		2025-03-22 13:49:38.915673

    		0.9 ms

  





  

    		2025-03-22 14:49:40.955952

    		-1.5 ms

  





  

    		2025-03-22 15:49:43.049224

    		1.1 ms

  





  

    		2025-03-22 16:49:45.21724

    		0.3 ms

  





  

    		2025-03-22 17:49:47.317794

    		-0.6 ms

  





  

    		2025-03-22 18:49:49.586405

    		0.4 ms

  





  

    		2025-03-22 19:49:51.149546

    		0.2 ms

  





  

    		2025-03-22 20:49:53.73975

    		-0.8 ms

  





  

    		2025-03-22 21:49:55.745335

    		1.0 ms

  





  

    		2025-03-22 22:49:57.712665

    		-1.6 ms

  





  

    		2025-03-22 23:49:59.679408

    		0.1 ms

  





  

    		2025-03-23 00:50:01.892167

    		0.6 ms

  





  

    		2025-03-23 01:50:03.715755

    		1.1 ms

  





  

    		2025-03-23 02:50:05.94672

    		1.3 ms

  





  

    		2025-03-23 03:50:07.687435

    		-1.0 ms

  





  

    		2025-03-23 04:50:09.971577

    		-0.4 ms

  





  

    		2025-03-23 05:50:11.761516

    		-0.2 ms

  





  

    		2025-03-23 06:50:14.073089

    		1.3 ms

  





  

    		2025-03-23 07:50:16.099487

    		-0.2 ms

  





  

    		2025-03-23 08:50:18.71644

    		-0.3 ms

  





  

    		2025-03-23 09:50:21.045685

    		0.1 ms

  





  

    		2025-03-23 10:50:23.040172

    		-0.1 ms

  





  

    		2025-03-23 11:50:25.301652

    		1.4 ms

  





  

    		2025-03-23 12:50:27.839938

    		-1.5 ms

  





  

    		2025-03-23 13:50:29.720117

    		0.8 ms

  





  

    		2025-03-23 14:50:31.280484

    		-1.6 ms

  





  

    		2025-03-23 15:50:32.959271

    		0.1 ms

  





  

    		2025-03-23 16:50:34.528824

    		0.5 ms

  





  

    		2025-03-23 17:50:37.066194

    		0.0 ms

  





  

    		2025-03-23 18:50:39.845724

    		-0.9 ms

  





  

    		2025-03-23 19:50:42.366833

    		-0.8 ms

  





  

    		2025-03-23 20:50:45.501817

    		1.9 ms

  





  

    		2025-03-23 21:50:48.45371

    		1.1 ms

  





  

    		2025-03-23 22:50:50.666665

    		-0.2 ms

  





  

    		2025-03-23 23:50:52.911591

    		1.5 ms

  





  

    		2025-03-24 00:50:54.910672

    		-1.8 ms

  





  

    		2025-03-24 01:50:57.364213

    		-1.7 ms

  





  

    		2025-03-24 02:51:00.000287

    		1.2 ms

  





  

    		2025-03-24 03:51:02.374159

    		-1.2 ms

  





  

    		2025-03-24 04:51:04.609252

    		2.3 ms

  





  

    		2025-03-24 05:51:06.619946

    		-0.5 ms

  





  

    		2025-03-24 06:51:08.626766

    		0.0 ms

  





  

    		2025-03-24 07:51:11.119196

    		-1.2 ms

  





  

    		2025-03-24 08:51:12.864025

    		2.2 ms

  





  

    		2025-03-24 09:51:14.51465

    		0.3 ms

  





  

    		2025-03-24 10:51:16.036257

    		-0.4 ms

  





  

    		2025-03-24 11:51:18.004727

    		-0.7 ms

  





  

    		2025-03-24 12:51:19.905517

    		1.4 ms

  





  

    		2025-03-24 13:51:22.345827

    		1.3 ms

  





  

    		2025-03-24 14:51:23.789083

    		1.5 ms

  





  

    		2025-03-24 15:51:25.656967

    		3.3 ms

  





  

    		2025-03-24 16:51:28.79027

    		2.1 ms

  





  

    		2025-03-24 17:51:31.345309

    		0.0 ms

  





  

    		2025-03-24 18:51:34.089485

    		-0.2 ms

  





  

    		2025-03-24 19:51:36.152889

    		-0.5 ms

  





  

    		2025-03-24 20:51:38.702329

    		-1.2 ms

  





  

    		2025-03-24 21:51:41.538262

    		0.7 ms

  





  

    		2025-03-24 22:51:43.770558

    		-0.1 ms

  





  

    		2025-03-24 23:51:46.555353

    		-1.8 ms

  





  

    		2025-03-25 00:51:48.459403

    		-0.5 ms

  





  

    		2025-03-25 01:51:50.62232

    		0.4 ms

  





  

    		2025-03-25 02:51:52.8151

    		-0.4 ms

  





  

    		2025-03-25 03:51:55.04783

    		-0.8 ms

  





  

    		2025-03-25 04:51:57.693937

    		0.7 ms

  





  

    		2025-03-25 05:51:59.77199

    		-0.6 ms

  





  

    		2025-03-25 06:52:01.92523

    		-0.1 ms

  





  

    		2025-03-25 07:52:04.533692

    		1.3 ms

  





  

    		2025-03-25 08:52:06.073791

    		-1.0 ms

  





  

    		2025-03-25 09:52:07.706234

    		-0.4 ms

  





  

    		2025-03-25 10:52:09.245567

    		1.6 ms

  





  

    		2025-03-25 11:52:10.911985

    		-1.0 ms

  





  

    		2025-03-25 12:52:14.422714

    		-2.6 ms

  





  

    		2025-03-25 13:52:16.390296

    		-1.4 ms

  





  

    		2025-03-25 14:52:18.01085

    		5.0 ms

  





  

    		2025-03-25 15:52:19.695118

    		-0.6 ms

  





  

    		2025-03-25 16:52:21.41677

    		-0.9 ms

  





  

    		2025-03-25 17:52:22.936165

    		-2.2 ms

  





  

    		2025-03-25 18:52:26.003061

    		-0.1 ms

  





  

    		2025-03-25 19:52:28.23008

    		0.1 ms

  





  

    		2025-03-25 20:52:31.017734

    		0.0 ms

  





  

    		2025-03-25 21:52:33.787456

    		0.5 ms

  





  

    		2025-03-25 22:52:35.710545

    		-1.1 ms

  





  

    		2025-03-25 23:52:37.294547

    		-4.0 ms

  





  

    		2025-03-26 00:52:39.452705

    		-1.0 ms

  





  

    		2025-03-26 01:52:41.749436

    		-0.5 ms

  





  

    		2025-03-26 02:52:43.926794

    		-1.5 ms

  





  

    		2025-03-26 03:52:45.937414

    		0.7 ms

  





  

    		2025-03-26 04:52:47.957483

    		0.8 ms

  





  

    		2025-03-26 05:52:50.475633

    		-2.4 ms

  





  

    		2025-03-26 06:52:53.341312

    		-2.0 ms

  





  

    		2025-03-26 07:52:54.884731

    		1.6 ms

  





  

    		2025-03-26 08:52:57.157296

    		-0.1 ms

  





  

    		2025-03-26 09:52:59.63917

    		-0.6 ms

  





  

    		2025-03-26 10:53:01.252594

    		0.2 ms

  





  

    		2025-03-26 11:53:03.031443

    		1.6 ms

  





  

    		2025-03-26 12:53:04.680667

    		2.3 ms

  





  

    		2025-03-26 13:53:06.104878

    		1.6 ms

  





  

    		2025-03-26 14:53:08.41108

    		-5.3 ms

  





  

    		2025-03-26 15:53:09.910177

    		1.8 ms

  





  

    		2025-03-26 16:53:11.560848

    		2.4 ms

  





  

    		2025-03-26 17:53:13.682026

    		0.6 ms

  





  

    		2025-03-26 18:53:15.720037

    		2.5 ms

  





  

    		2025-03-26 19:53:18.277063

    		-0.1 ms

  





  

    		2025-03-26 20:53:20.430944

    		-2.4 ms

  





  

    		2025-03-26 21:53:22.606639

    		-0.9 ms

  





  

    		2025-03-26 22:53:24.371706

    		-5.7 ms

  





  

    		2025-03-26 23:53:26.471363

    		-5.2 ms

  





  

    		2025-03-27 00:53:28.600898

    		2.4 ms

  





  

    		2025-03-27 01:53:31.107994

    		2.0 ms

  





  

    		2025-03-27 02:53:33.665146

    		2.1 ms

  





  

    		2025-03-27 03:53:35.483236

    		0.9 ms

  





  

    		2025-03-27 04:53:37.356148

    		-4.0 ms

  





  

    		2025-03-27 05:53:39.385185

    		-2.8 ms

  





  

    		2025-03-27 06:53:41.774019

    		1.3 ms

  





  

    		2025-03-27 07:53:43.846978

    		-0.9 ms

  





  

    		2025-03-27 08:53:45.473164

    		1.0 ms

  





  

    		2025-03-27 09:53:47.800626

    		-1.5 ms

  





  

    		2025-03-27 10:53:49.45423

    		5.5 ms

  





  

    		2025-03-27 11:53:51.297363

    		1.5 ms

  





  

    		2025-03-27 12:53:53.169881

    		0.0 ms

  





  

    		2025-03-27 13:53:55.319737

    		1.1 ms

  





  

    		2025-03-27 14:53:57.048433

    		1.5 ms

  





  

    		2025-03-27 15:53:58.752315

    		1.5 ms

  





  

    		2025-03-27 16:54:00.243731

    		1.0 ms

  





  

    		2025-03-27 17:54:01.947926

    		1.1 ms

  





  

    		2025-03-27 18:54:04.244509

    		-1.7 ms

  





  

    		2025-03-27 19:54:06.227635

    		-2.2 ms

  





  

    		2025-03-27 20:54:09.035965

    		-1.0 ms

  





  

    		2025-03-27 21:54:11.564987

    		-4.0 ms

  





  

    		2025-03-27 22:54:13.378486

    		-5.5 ms

  





  

    		2025-03-27 23:54:15.891069

    		-0.9 ms

  





  

    		2025-03-28 00:54:17.66385

    		-1.6 ms

  





  

    		2025-03-28 01:54:19.854713

    		-1.8 ms

  





  

    		2025-03-28 02:54:21.913364

    		-1.3 ms

  





  

    		2025-03-28 03:54:24.287443

    		-3.0 ms

  





  

    		2025-03-28 04:54:26.226287

    		1.6 ms

  





  

    		2025-03-28 05:54:28.643772

    		1.6 ms

  





  

    		2025-03-28 06:54:31.321185

    		4.6 ms

  





  

    		2025-03-28 07:54:34.302738

    		4.0 ms

  





  

    		2025-03-28 08:54:36.452177

    		2.4 ms

  





  

    		2025-03-28 09:54:38.262377

    		0.9 ms

  





  

    		2025-03-28 10:54:40.628842

    		4.2 ms

  





  

    		2025-03-28 11:54:42.471127

    		0.2 ms

  





  

    		2025-03-28 12:54:44.179674

    		0.4 ms

  





  

    		2025-03-28 13:54:45.848824

    		-1.3 ms

  





  

    		2025-03-28 14:54:47.473847

    		0.9 ms

  





  

    		2025-03-28 15:54:49.275546

    		1.7 ms

  





  

    		2025-03-28 16:54:51.381685

    		-0.3 ms

  





  

    		2025-03-28 17:54:53.64477

    		-3.2 ms

  





  

    		2025-03-28 18:54:55.753877

    		0.6 ms

  





  

    		2025-03-28 19:54:58.089729

    		-0.5 ms

  





  

    		2025-03-28 20:55:01.196023

    		1.3 ms

  





  

    		2025-03-28 21:55:03.696741

    		1.0 ms

  





  

    		2025-03-28 22:55:06.145999

    		-1.1 ms

  





  

    		2025-03-28 23:55:08.42681

    		-2.2 ms

  





  

    		2025-03-29 00:55:10.479266

    		-2.8 ms

  





  

    		2025-03-29 01:55:12.647425

    		-0.3 ms

  





  

    		2025-03-29 02:55:14.558422

    		1.2 ms

  





  

    		2025-03-29 03:55:16.866794

    		0.7 ms

  





  

    		2025-03-29 04:55:19.073697

    		2.0 ms

  





  

    		2025-03-29 05:55:21.270192

    		1.6 ms

  





  

    		2025-03-29 06:55:22.732368

    		-1.4 ms

  





  

    		2025-03-29 07:55:25.774512

    		1.0 ms

  





  

    		2025-03-29 08:55:27.903708

    		1.0 ms

  





  

    		2025-03-29 09:55:29.604474

    		-0.8 ms

  





  

    		2025-03-29 10:55:31.183784

    		6.3 ms

  





  

    		2025-03-29 11:55:32.761473

    		-1.3 ms

  





  

    		2025-03-29 12:55:34.749197

    		1.2 ms

  





  

    		2025-03-29 13:55:36.410759

    		0.4 ms

  





  

    		2025-03-29 14:55:38.94357

    		1.1 ms

  





  

    		2025-03-29 15:55:40.556236

    		2.1 ms

  





  

    		2025-03-29 16:55:42.217406

    		1.4 ms

  





  

    		2025-03-29 17:55:44.067445

    		-0.3 ms

  





  

    		2025-03-29 18:55:47.435951

    		2.2 ms

  





  

    		2025-03-29 19:55:50.631955

    		0.7 ms

  





  

    		2025-03-29 20:55:53.016476

    		-0.3 ms

  





  

    		2025-03-29 21:55:55.716131

    		0.6 ms

  





  

    		2025-03-29 22:55:57.96594

    		-0.2 ms

  





  

    		2025-03-29 23:56:00.401641

    		1.0 ms

  





  

    		2025-03-30 00:56:02.777471

    		1.3 ms

  





  

    		2025-03-30 01:56:04.755736

    		-1.6 ms

  





  

    		2025-03-30 02:56:07.299251

    		0.9 ms

  





  

    		2025-03-30 03:56:09.481892

    		-1.4 ms

  





  

    		2025-03-30 04:56:12.076579

    		-1.6 ms

  





  

    		2025-03-30 05:56:14.739298

    		-0.8 ms

  





  

    		2025-03-30 06:56:17.345719

    		-0.3 ms

  





  

    		2025-03-30 07:56:20.053376

    		-0.4 ms

  





  

    		2025-03-30 08:56:21.517643

    		1.1 ms

  





  

    		2025-03-30 09:56:23.326904

    		0.1 ms

  





  

    		2025-03-30 10:56:25.696063

    		1.2 ms

  





  

    		2025-03-30 11:56:27.851378

    		-0.3 ms

  





  

    		2025-03-30 12:56:30.350843

    		-0.6 ms

  





  

    		2025-03-30 13:56:31.914001

    		0.0 ms

  





  

    		2025-03-30 14:56:34.374754

    		0.9 ms

  





  

    		2025-03-30 15:56:37.14453

    		2.4 ms

  





  

    		2025-03-30 16:56:39.674531

    		0.7 ms

  





  

    		2025-03-30 17:56:41.693355

    		1.8 ms

  





  

    		2025-03-30 18:56:44.101673

    		1.8 ms

  





  

    		2025-03-30 19:56:46.092362

    		0.9 ms

  





  

    		2025-03-30 20:56:48.740458

    		-0.8 ms

  





  

    		2025-03-30 21:56:51.494108

    		1.1 ms

  





  

    		2025-03-30 22:56:54.190553

    		2.6 ms

  





  

    		2025-03-30 23:56:55.941417

    		0.5 ms

  





  

    		2025-03-31 00:56:58.468165

    		2.1 ms

  





  

    		2025-03-31 01:57:01.019408

    		4.3 ms

  





  

    		2025-03-31 02:57:03.063186

    		3.5 ms

  





  

    		2025-03-31 03:57:05.421474

    		-1.5 ms

  





  

    		2025-03-31 04:57:08.34366

    		0.1 ms

  





  

    		2025-03-31 05:57:11.247214

    		-1.3 ms

  





  

    		2025-03-31 06:57:13.508209

    		1.1 ms

  





  

    		2025-03-31 07:57:15.816103

    		0.7 ms

  





  

    		2025-03-31 08:57:17.370188

    		0.0 ms

  





  

    		2025-03-31 09:57:18.988925

    		-1.0 ms

  





  

    		2025-03-31 10:57:20.930433

    		3.5 ms

  





  

    		2025-03-31 11:57:22.568005

    		-2.1 ms

  





  

    		2025-03-31 12:57:24.063142

    		-1.0 ms

  





  

    		2025-03-31 13:57:25.873172

    		0.2 ms

  





  

    		2025-03-31 14:57:27.584396

    		-0.2 ms

  





  

    		2025-03-31 15:57:29.206063

    		-2.0 ms

  





  

    		2025-03-31 16:57:30.799099

    		-0.1 ms

  





  

    		2025-03-31 17:57:33.180793

    		-1.6 ms

  





  

    		2025-03-31 18:57:35.63146

    		-0.1 ms

  





  

    		2025-03-31 19:57:37.782549

    		3.1 ms

  





  

    		2025-03-31 20:57:40.35643

    		-0.8 ms

  





  

    		2025-03-31 21:57:43.170395

    		-2.5 ms

  





  

    		2025-03-31 22:57:45.091493

    		-2.5 ms

  





  

    		2025-03-31 23:57:47.156762

    		-0.9 ms

  





  

    		2025-04-01 00:57:49.226158

    		-0.2 ms

  





  

    		2025-04-01 01:57:51.487802

    		-2.4 ms

  





  

    		2025-04-01 02:57:53.31427

    		-1.4 ms

  





  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  





  

    		2025-04-02 07:58:55.628525

    		2.8 ms

  





  

    		2025-04-02 08:58:57.189334

    		0.3 ms

  





  

    		2025-04-02 09:58:58.863596

    		0.4 ms

  





  

    		2025-04-02 10:59:01.137823

    		2.4 ms

  





  

    		2025-04-02 11:59:02.623808

    		1.0 ms

  





  

    		2025-04-02 12:59:04.682641

    		0.7 ms

  





  

    		2025-04-02 13:59:06.192344

    		-0.7 ms

  





  

    		2025-04-02 14:59:08.078916

    		-1.0 ms

  





  

    		2025-04-02 15:59:10.20453

    		1.5 ms

  





  

    		2025-04-02 16:59:11.746414

    		-1.6 ms

  





  

    		2025-04-02 17:59:14.397075

    		-0.6 ms

  





  

    		2025-04-02 18:59:18.308671

    		0.8 ms

  





  

    		2025-04-02 19:59:20.0759

    		-0.9 ms

  





  

    		2025-04-02 20:59:22.788944

    		-1.1 ms

  





  

    		2025-04-02 21:59:24.801077

    		-0.1 ms

  





  

    		2025-04-02 22:59:27.282044

    		0.1 ms

  





  

    		2025-04-02 23:59:29.725049

    		0.5 ms

  





  

    		2025-04-03 00:59:32.017543

    		1.4 ms

  





  

    		2025-04-03 01:59:33.596168

    		3.0 ms

  





  

    		2025-04-03 02:59:35.497891

    		2.3 ms

  





  

    		2025-04-03 03:59:36.869295

    		1.4 ms

  





  

    		2025-04-03 04:59:38.575136

    		0.7 ms

  





  

    		2025-04-03 05:59:40.61822

    		-0.2 ms

  





  

    		2025-04-03 06:59:42.878336

    		2.5 ms

  





  

    		2025-04-03 07:59:46.179624

    		-0.1 ms

  





  

    		2025-04-03 08:59:47.674554

    		1.0 ms

  





  

    		2025-04-03 09:59:50.030433

    		3.5 ms

  





  

    		2025-04-03 10:59:53.358329

    		5.1 ms

  





  

    		2025-04-03 11:59:54.870378

    		0.5 ms

  





  

    		2025-04-03 12:59:56.79511

    		1.4 ms

  





  

    		2025-04-03 13:59:58.833172

    		-0.6 ms

  





  

    		2025-04-03 15:00:01.311136

    		1.1 ms

  





  

    		2025-04-03 16:00:03.946529

    		1.7 ms

  





  

    		2025-04-03 17:00:06.42779

    		1.6 ms

  





  

    		2025-04-03 18:00:07.839248

    		-1.2 ms

  





  

    		2025-04-03 19:00:09.508589

    		-3.0 ms

  





  

    		2025-04-03 20:00:11.838599

    		-3.3 ms

  





  

    		2025-04-03 21:00:14.37854

    		-1.9 ms

  





  

    		2025-04-03 22:00:16.053345

    		1.1 ms

  





  

    		2025-04-03 23:00:17.940249

    		-1.3 ms

  





  

    		2025-04-04 00:00:20.503082

    		-2.4 ms

  





  

    		2025-04-04 01:00:22.884694

    		-2.6 ms

  





  

    		2025-04-04 02:00:25.022619

    		0.3 ms

  





  

    		2025-04-04 03:00:26.59113

    		-1.1 ms

  





  

    		2025-04-04 04:00:28.807361

    		-4.1 ms

  





  

    		2025-04-04 05:00:30.493315

    		-4.8 ms

  





  

    		2025-04-04 06:00:32.629573

    		-3.2 ms

  





  

    		2025-04-04 07:00:35.07483

    		3.5 ms

  





  

    		2025-04-04 08:00:37.00459

    		-0.4 ms

  





  

    		2025-04-04 09:00:40.345642

    		1.6 ms

  





  

    		2025-04-04 10:00:42.409733

    		0.6 ms

  





  

    		2025-04-04 11:00:44.672729

    		1.0 ms

  





  

    		2025-04-04 12:00:47.307219

    		0.1 ms

  





  

    		2025-04-04 13:00:49.403289

    		-1.7 ms

  





  

    		2025-04-04 14:00:51.015092

    		7.7 ms

  





  

    		2025-04-04 15:00:54.108395

    		5.7 ms

  





  

    		2025-04-04 16:00:55.692834

    		1.9 ms

  





  

    		2025-04-04 17:00:58.449243

    		-0.7 ms

  





  

    		2025-04-04 18:01:00.870141

    		-0.3 ms

  





  

    		2025-04-04 19:01:02.894444

    		-0.7 ms

  





  

    		2025-04-04 20:01:04.643655

    		0.6 ms

  





  

    		2025-04-04 21:01:06.735324

    		-0.3 ms

  





  

    		2025-04-04 22:01:08.795951

    		-2.3 ms

  





  

    		2025-04-04 23:01:10.66277

    		-2.4 ms

  





  

    		2025-04-05 00:01:12.799991

    		-2.1 ms

  





  

    		2025-04-05 01:01:15.167707

    		-2.2 ms

  





  

    		2025-04-05 02:01:16.912727

    		1.2 ms

  





  

    		2025-04-05 03:01:19.335304

    		-1.2 ms

  





  

    		2025-04-05 04:01:21.484615

    		-3.4 ms

  





  

    		2025-04-05 05:01:23.425114

    		-0.9 ms

  





  

    		2025-04-05 06:01:25.613418

    		-0.6 ms

  





  

    		2025-04-05 07:01:27.602896

    		1.3 ms

  





  

    		2025-04-05 08:01:31.245712

    		0.9 ms

  





  

    		2025-04-05 09:01:33.338916

    		2.0 ms

  





  

    		2025-04-05 10:01:35.104826

    		0.2 ms

  





  

    		2025-04-05 11:01:37.07978

    		-1.0 ms

  





  

    		2025-04-05 12:01:39.726137

    		2.1 ms

  





  

    		2025-04-05 13:01:42.043603

    		0.0 ms

  





  

    		2025-04-05 14:01:44.299934

    		0.3 ms

  





  

    		2025-04-05 15:01:46.025277

    		3.8 ms

  





  

    		2025-04-05 16:01:48.171921

    		0.1 ms

  





  

    		2025-04-05 17:01:50.411839

    		0.7 ms

  





  

    		2025-04-05 18:01:52.141533

    		1.5 ms

  





  

    		2025-04-05 19:01:54.676719

    		0.0 ms

  





  

    		2025-04-05 20:01:57.763586

    		-3.6 ms

  





  

    		2025-04-05 21:02:00.347568

    		-5.6 ms

  





  

    		2025-04-05 22:02:02.944111

    		-2.2 ms

  





  

    		2025-04-05 23:02:05.712325

    		-2.8 ms

  





  

    		2025-04-06 00:02:07.902017

    		-0.4 ms

  





  

    		2025-04-06 01:02:09.933349

    		-4.5 ms

  





  

    		2025-04-06 02:02:11.738033

    		-3.3 ms

  





  

    		2025-04-06 03:02:13.712616

    		-6.3 ms

  





  

    		2025-04-06 04:02:15.748256

    		2.7 ms

  





  

    		2025-04-06 05:02:17.572017

    		2.0 ms

  





  

    		2025-04-06 06:02:19.380844

    		-1.2 ms

  





  

    		2025-04-06 07:02:21.940336

    		-2.6 ms

  





  

    		2025-04-06 08:02:25.468387

    		0.3 ms

  





  

    		2025-04-06 09:02:28.953595

    		-0.4 ms

  





  

    		2025-04-06 10:02:32.067715

    		8.3 ms

  





  

    		2025-04-06 11:02:34.421007

    		1.8 ms

  





  

    		2025-04-06 12:02:37.753632

    		-0.3 ms

  





  

    		2025-04-06 13:02:39.855558

    		1.1 ms

  





  

    		2025-04-06 14:02:41.661152

    		-1.2 ms

  





  

    		2025-04-06 15:02:43.263663

    		0.1 ms

  





  

    		2025-04-06 16:02:45.634663

    		-1.1 ms

  





  

    		2025-04-06 17:02:48.151628

    		-0.7 ms

  





  

    		2025-04-06 18:02:51.109878

    		0.3 ms

  





  

    		2025-04-06 19:02:54.174753

    		-0.5 ms

  





  

    		2025-04-06 20:02:56.616583

    		-2.0 ms

  





  

    		2025-04-06 21:02:58.663323

    		-3.2 ms

  





  

    		2025-04-06 22:03:00.928766

    		-0.3 ms

  





  

    		2025-04-06 23:03:02.981142

    		2.2 ms

  





  

    		2025-04-07 00:03:05.224433

    		-1.2 ms

  





  

    		2025-04-07 01:03:07.46113

    		0.1 ms

  





  

    		2025-04-07 02:03:09.672339

    		-0.1 ms

  





  

    		2025-04-07 03:03:11.770069

    		-1.0 ms

  





  

    		2025-04-07 04:03:13.610967

    		-0.7 ms

  





  

    		2025-04-07 05:03:16.639015

    		0.0 ms

  





  

    		2025-04-07 06:03:19.497754

    		3.4 ms

  





  

    		2025-04-07 07:03:21.733704

    		0.4 ms

  





  

    		2025-04-07 08:03:25.132753

    		0.8 ms

  





  

    		2025-04-07 09:03:27.522365

    		-0.2 ms

  





  

    		2025-04-07 10:03:29.58077

    		2.0 ms

  





  

    		2025-04-07 11:03:32.128775

    		1.2 ms

  





  

    		2025-04-07 12:03:34.019518

    		2.7 ms

  





  

    		2025-04-07 13:03:36.456667

    		0.9 ms

  





  

    		2025-04-07 14:03:37.972808

    		0.7 ms

  





  

    		2025-04-07 15:03:39.606587

    		0.0 ms

  





  

    		2025-04-07 16:03:41.925756

    		0.0 ms

  





  

    		2025-04-07 17:03:44.814275

    		-0.2 ms

  





  

    		2025-04-07 18:03:46.761802

    		2.4 ms

  





  

    		2025-04-07 19:03:49.264285

    		-0.5 ms

  





  

    		2025-04-07 20:03:51.411804

    		-0.6 ms

  





  

    		2025-04-07 21:03:54.251811

    		-2.5 ms

  





  

    		2025-04-07 22:03:57.649713

    		-2.4 ms

  





  

    		2025-04-07 23:04:00.666997

    		-1.4 ms

  





  

    		2025-04-08 00:04:03.170419

    		-0.5 ms

  





  

    		2025-04-08 01:04:06.015292

    		2.9 ms

  





  

    		2025-04-08 02:04:08.372704

    		0.4 ms

  





  

    		2025-04-08 03:04:10.349572

    		-1.3 ms

  





  

    		2025-04-08 04:04:13.988905

    		-3.4 ms

  





  

    		2025-04-08 05:04:16.13028

    		-4.2 ms

  





  

    		2025-04-08 06:04:18.737006

    		-1.1 ms

  





  

    		2025-04-08 07:04:21.697236

    		2.0 ms

  





  

    		2025-04-08 08:04:23.182111

    		-0.4 ms

  





  

    		2025-04-08 09:04:25.049387

    		-1.4 ms

  





  

    		2025-04-08 10:04:26.777403

    		6.5 ms

  





  

    		2025-04-08 11:04:28.943842

    		1.1 ms

  





  

    		2025-04-08 12:04:30.728481

    		-0.6 ms

  





  

    		2025-04-08 13:04:32.819887

    		1.5 ms

  





  

    		2025-04-08 14:04:34.435209

    		0.5 ms

  





  

    		2025-04-08 15:04:36.69115

    		0.7 ms

  





  

    		2025-04-08 16:04:38.958127

    		1.5 ms

  





  

    		2025-04-08 17:04:41.566813

    		-1.3 ms

  





  

    		2025-04-08 18:04:43.314409

    		3.9 ms

  





  

    		2025-04-08 19:04:45.058522

    		2.0 ms

  





  

    		2025-04-08 20:04:48.217434

    		1.6 ms

  





  

    		2025-04-08 21:04:52.318006

    		1.7 ms

  





  

    		2025-04-08 22:04:54.46896

    		3.5 ms

  





  

    		2025-04-08 23:04:56.824065

    		2.7 ms

  





  

    		2025-04-09 00:04:58.550134

    		-0.1 ms

  





  

    		2025-04-09 01:05:01.25712

    		-6.9 ms

  





  

    		2025-04-09 02:05:03.209776

    		-1.5 ms

  





  

    		2025-04-09 03:05:06.484083

    		1.3 ms

  





  

    		2025-04-09 04:05:09.708901

    		0.8 ms

  





  

    		2025-04-09 05:05:11.762156

    		0.3 ms

  





  

    		2025-04-09 06:05:13.942983

    		0.5 ms

  





  

    		2025-04-09 07:05:15.653775

    		-0.6 ms

  





  

    		2025-04-09 08:05:17.41718

    		1.3 ms

  





  

    		2025-04-09 09:05:19.887341

    		-0.7 ms

  





  

    		2025-04-09 10:05:22.349173

    		5.4 ms

  





  

    		2025-04-09 11:05:24.150306

    		-1.7 ms

  





  

    		2025-04-09 12:05:25.632707

    		3.2 ms

  





  

    		2025-04-09 13:05:27.309316

    		0.6 ms

  





  

    		2025-04-09 14:05:28.791061

    		2.2 ms

  





  

    		2025-04-09 15:05:30.957567

    		-0.1 ms

  





  

    		2025-04-09 16:05:32.483058

    		-1.5 ms

  





  

    		2025-04-09 17:05:35.579376

    		2.8 ms

  





  

    		2025-04-09 18:05:37.565499

    		-2.5 ms

  





  

    		2025-04-09 19:05:39.935535

    		0.2 ms

  





  

    		2025-04-09 20:05:42.554733

    		-3.9 ms

  





  

    		2025-04-09 21:05:45.233121

    		1.2 ms

  





  

    		2025-04-09 22:05:47.138876

    		0.4 ms

  





  

    		2025-04-09 23:05:49.090445

    		3.7 ms

  





  

    		2025-04-10 00:05:51.208653

    		2.2 ms

  





  

    		2025-04-10 01:05:53.419137

    		0.3 ms

  





  

    		2025-04-10 02:05:55.583068

    		3.6 ms

  





  

    		2025-04-10 03:05:57.607415

    		0.7 ms

  





  

    		2025-04-10 04:05:59.834342

    		4.1 ms

  





  

    		2025-04-10 05:06:01.825692

    		2.9 ms

  





  

    		2025-04-10 06:06:04.200159

    		2.9 ms

  





  

    		2025-04-10 07:06:07.065028

    		-4.8 ms

  





  

    		2025-04-10 08:06:09.934052

    		-4.9 ms

  





  

    		2025-04-10 09:06:12.463186

    		-4.1 ms

  





  

    		2025-04-10 10:06:14.108331

    		13.0 ms

  





  

    		2025-04-10 11:06:16.528376

    		3.2 ms

  





  

    		2025-04-10 12:06:18.97767

    		2.4 ms

  





  

    		2025-04-10 13:06:21.395983

    		-2.1 ms

  





  

    		2025-04-10 14:06:24.18997

    		0.6 ms

  





  

    		2025-04-10 15:06:26.333011

    		1.6 ms

  





  

    		2025-04-10 16:06:34.055644

    		1.2 ms

  





  

    		2025-04-10 17:06:36.866612

    		1.2 ms

  





  

    		2025-04-10 18:06:39.955518

    		1.4 ms

  





  

    		2025-04-10 19:06:42.271341

    		-0.5 ms

  





  

    		2025-04-10 20:06:44.049983

    		-3.3 ms

  





  

    		2025-04-10 21:06:46.14392

    		-1.3 ms

  





  

    		2025-04-10 22:06:48.554445

    		0.5 ms

  





  

    		2025-04-10 23:06:50.824131

    		-2.2 ms

  





  

    		2025-04-11 00:06:53.275002

    		0.3 ms

  





  

    		2025-04-11 01:06:55.336986

    		-0.9 ms

  





  

    		2025-04-11 02:06:57.147868

    		-1.6 ms

  





  

    		2025-04-11 03:06:59.766183

    		1.0 ms

  





  

    		2025-04-11 04:07:02.147084

    		-0.7 ms

  





  

    		2025-04-11 05:07:04.279585

    		1.3 ms

  





  

    		2025-04-11 06:07:06.392911

    		-0.5 ms

  





  

    		2025-04-11 07:07:08.190905

    		0.3 ms

  





  

    		2025-04-11 08:07:10.826467

    		2.5 ms

  





  

    		2025-04-11 09:07:12.353985

    		3.7 ms

  





  

    		2025-04-11 10:07:13.796268

    		0.9 ms

  





  

    		2025-04-11 11:07:15.647385

    		0.0 ms

  





  

    		2025-04-11 12:07:18.261319

    		-0.4 ms

  





  

    		2025-04-11 13:07:21.345236

    		-0.7 ms

  





  

    		2025-04-11 14:07:24.027677

    		-0.6 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.05 ms

		standard deviation: 1.65 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.990%

		|e| < 5 ms: ≈99.753%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-05-08 02:31:11.522495 UTC and 2025-06-18 18:05:07.972702 UTC:







  		Time collected

  		Clock offset







  

    		2025-05-08 02:31:11.522495

    		-2.6 ms

  





  

    		2025-05-08 03:31:13.260679

    		-2.0 ms

  





  

    		2025-05-08 04:31:14.988119

    		2.3 ms

  





  

    		2025-05-08 05:31:17.054302

    		1.4 ms

  





  

    		2025-05-08 06:31:19.435828

    		0.7 ms

  





  

    		2025-05-08 07:31:21.284416

    		2.1 ms

  





  

    		2025-05-08 08:31:23.258422

    		0.5 ms

  





  

    		2025-05-08 09:31:24.983343

    		0.5 ms

  





  

    		2025-05-08 10:31:26.951215

    		2.0 ms

  





  

    		2025-05-08 11:31:29.160466

    		2.5 ms

  





  

    		2025-05-08 12:31:31.13973

    		-1.1 ms

  





  

    		2025-05-08 13:31:34.268556

    		2.3 ms

  





  

    		2025-05-08 14:31:37.266175

    		-0.7 ms

  





  

    		2025-05-08 15:31:38.926309

    		2.0 ms

  





  

    		2025-05-08 16:31:40.952714

    		-1.3 ms

  





  

    		2025-05-08 17:31:43.888931

    		-4.4 ms

  





  

    		2025-05-08 18:31:46.259622

    		-2.5 ms

  





  

    		2025-05-08 19:31:48.594062

    		-2.9 ms

  





  

    		2025-05-08 20:31:50.496559

    		0.4 ms

  





  

    		2025-05-08 21:31:52.217396

    		0.7 ms

  





  

    		2025-05-08 22:31:54.199606

    		-0.2 ms

  





  

    		2025-05-08 23:31:56.435278

    		-1.1 ms

  





  

    		2025-05-09 00:31:58.07317

    		-0.3 ms

  





  

    		2025-05-09 01:31:59.813068

    		1.5 ms

  





  

    		2025-05-09 02:32:01.654354

    		-0.9 ms

  





  

    		2025-05-09 03:32:03.801054

    		-1.1 ms

  





  

    		2025-05-09 04:32:05.730422

    		0.9 ms

  





  

    		2025-05-09 05:32:07.436205

    		-1.3 ms

  





  

    		2025-05-09 06:32:09.653933

    		1.8 ms

  





  

    		2025-05-09 07:32:12.188695

    		2.0 ms

  





  

    		2025-05-09 08:32:14.696429

    		1.0 ms

  





  

    		2025-05-09 09:32:16.531838

    		2.9 ms

  





  

    		2025-05-09 10:32:18.707822

    		1.9 ms

  





  

    		2025-05-09 11:32:21.205298

    		3.1 ms

  





  

    		2025-05-09 12:32:23.036316

    		3.0 ms

  





  

    		2025-05-09 13:32:24.647074

    		0.3 ms

  





  

    		2025-05-09 14:32:26.357851

    		-0.8 ms

  





  

    		2025-05-09 15:32:28.987887

    		-2.0 ms

  





  

    		2025-05-09 16:32:31.173042

    		0.3 ms

  





  

    		2025-05-09 17:32:32.91631

    		0.9 ms

  





  

    		2025-05-09 18:32:34.563904

    		-1.9 ms

  





  

    		2025-05-09 19:32:36.11708

    		-2.0 ms

  





  

    		2025-05-09 20:32:38.961217

    		0.5 ms

  





  

    		2025-05-09 21:32:40.636514

    		-2.4 ms

  





  

    		2025-05-09 22:32:42.34811

    		-4.5 ms

  





  

    		2025-05-09 23:32:44.059819

    		-4.1 ms

  





  

    		2025-05-10 00:32:45.789741

    		-1.3 ms

  





  

    		2025-05-10 01:32:47.331337

    		-1.9 ms

  





  

    		2025-05-10 02:32:48.9425

    		-1.9 ms

  





  

    		2025-05-10 03:32:50.669949

    		-2.4 ms

  





  

    		2025-05-10 04:32:52.342613

    		1.2 ms

  





  

    		2025-05-10 05:32:53.878314

    		1.4 ms

  





  

    		2025-05-10 06:32:55.701306

    		1.9 ms

  





  

    		2025-05-10 07:32:58.078084

    		1.6 ms

  





  

    		2025-05-10 08:32:59.565487

    		1.8 ms

  





  

    		2025-05-10 09:33:01.426149

    		1.7 ms

  





  

    		2025-05-10 10:33:03.597013

    		-1.2 ms

  





  

    		2025-05-10 11:33:05.600552

    		0.9 ms

  





  

    		2025-05-10 12:33:07.40334

    		-0.6 ms

  





  

    		2025-05-10 13:33:10.001704

    		0.7 ms

  





  

    		2025-05-10 14:33:11.751442

    		0.0 ms

  





  

    		2025-05-10 15:33:13.590951

    		1.8 ms

  





  

    		2025-05-10 16:33:15.133775

    		-1.4 ms

  





  

    		2025-05-10 17:33:16.673288

    		0.0 ms

  





  

    		2025-05-10 18:33:18.68405

    		0.6 ms

  





  

    		2025-05-10 19:33:20.956415

    		-1.4 ms

  





  

    		2025-05-10 20:33:22.64946

    		-1.3 ms

  





  

    		2025-05-10 21:33:24.313622

    		-4.5 ms

  





  

    		2025-05-10 22:33:25.990227

    		-5.9 ms

  





  

    		2025-05-10 23:33:27.6121

    		-8.5 ms

  





  

    		2025-05-11 00:33:29.880444

    		2.4 ms

  





  

    		2025-05-11 01:33:31.754148

    		4.4 ms

  





  

    		2025-05-11 02:33:33.571039

    		-1.3 ms

  





  

    		2025-05-11 03:33:35.927129

    		0.7 ms

  





  

    		2025-05-11 04:33:37.710699

    		-1.2 ms

  





  

    		2025-05-11 05:33:39.687467

    		-3.5 ms

  





  

    		2025-05-11 06:33:41.715046

    		-1.6 ms

  





  

    		2025-05-11 07:33:43.592099

    		0.8 ms

  





  

    		2025-05-11 08:33:46.042905

    		3.8 ms

  





  

    		2025-05-11 09:33:47.729462

    		1.1 ms

  





  

    		2025-05-11 10:33:50.758961

    		1.2 ms

  





  

    		2025-05-11 11:33:52.763464

    		-1.6 ms

  





  

    		2025-05-11 12:33:55.013975

    		-0.6 ms

  





  

    		2025-05-11 13:33:56.735418

    		0.8 ms

  





  

    		2025-05-11 14:33:59.448014

    		-0.1 ms

  





  

    		2025-05-11 15:34:01.91036

    		0.3 ms

  





  

    		2025-05-11 16:34:03.977933

    		0.2 ms

  





  

    		2025-05-11 17:34:05.839189

    		-0.9 ms

  





  

    		2025-05-11 18:34:07.653498

    		-1.5 ms

  





  

    		2025-05-11 19:34:09.309319

    		-1.2 ms

  





  

    		2025-05-11 20:34:11.191404

    		-2.5 ms

  





  

    		2025-05-11 21:34:13.242931

    		1.0 ms

  





  

    		2025-05-11 22:34:15.087986

    		-1.0 ms

  





  

    		2025-05-11 23:34:17.425981

    		-1.6 ms

  





  

    		2025-05-12 00:34:19.728758

    		0.3 ms

  





  

    		2025-05-12 01:34:21.734038

    		0.5 ms

  





  

    		2025-05-12 02:34:23.889868

    		-7.8 ms

  





  

    		2025-05-12 03:34:26.029957

    		-5.1 ms

  





  

    		2025-05-12 04:34:28.305795

    		-0.8 ms

  





  

    		2025-05-12 05:34:30.221528

    		0.3 ms

  





  

    		2025-05-12 06:34:31.853435

    		-2.5 ms

  





  

    		2025-05-12 07:34:34.633102

    		1.6 ms

  





  

    		2025-05-12 08:34:36.683208

    		2.3 ms

  





  

    		2025-05-12 09:34:38.69496

    		1.8 ms

  





  

    		2025-05-12 10:34:40.41535

    		-1.0 ms

  





  

    		2025-05-12 11:34:42.795312

    		2.6 ms

  





  

    		2025-05-12 12:34:44.606501

    		1.5 ms

  





  

    		2025-05-12 13:34:46.309995

    		-1.0 ms

  





  

    		2025-05-12 14:34:49.459396

    		0.4 ms

  





  

    		2025-05-12 15:34:51.254473

    		2.8 ms

  





  

    		2025-05-12 16:34:53.381992

    		-0.7 ms

  





  

    		2025-05-12 17:34:55.648493

    		1.2 ms

  





  

    		2025-05-12 18:34:57.628762

    		3.7 ms

  





  

    		2025-05-12 19:34:59.42965

    		1.7 ms

  





  

    		2025-05-12 20:35:00.834055

    		-5.3 ms

  





  

    		2025-05-12 21:35:02.296952

    		-1.5 ms

  





  

    		2025-05-12 22:35:03.853935

    		-7.0 ms

  





  

    		2025-05-12 23:35:05.534236

    		-0.4 ms

  





  

    		2025-05-13 00:35:07.128854

    		-1.5 ms

  





  

    		2025-05-13 01:35:08.923696

    		-1.4 ms

  





  

    		2025-05-13 02:35:10.459191

    		-1.2 ms

  





  

    		2025-05-13 03:35:11.934562

    		-1.4 ms

  





  

    		2025-05-13 04:35:13.472377

    		-2.4 ms

  





  

    		2025-05-13 05:35:15.782491

    		-0.9 ms

  





  

    		2025-05-13 06:35:17.677299

    		1.6 ms

  





  

    		2025-05-13 07:35:19.237178

    		1.7 ms

  





  

    		2025-05-13 08:35:20.662422

    		5.1 ms

  





  

    		2025-05-13 09:35:22.146606

    		2.4 ms

  





  

    		2025-05-13 10:35:24.194966

    		-0.6 ms

  





  

    		2025-05-13 11:35:26.077225

    		-0.7 ms

  





  

    		2025-05-13 12:35:27.976224

    		-2.6 ms

  





  

    		2025-05-13 13:35:29.515436

    		0.3 ms

  





  

    		2025-05-13 14:35:31.699074

    		-0.3 ms

  





  

    		2025-05-13 15:35:33.588071

    		1.9 ms

  





  

    		2025-05-13 16:35:36.822102

    		-1.4 ms

  





  

    		2025-05-13 17:35:38.481212

    		0.1 ms

  





  

    		2025-05-13 18:35:40.095102

    		-1.5 ms

  





  

    		2025-05-13 19:35:42.376339

    		1.5 ms

  





  

    		2025-05-13 20:35:43.918171

    		-1.5 ms

  





  

    		2025-05-13 21:35:45.425263

    		1.7 ms

  





  

    		2025-05-13 22:35:46.989205

    		-1.4 ms

  





  

    		2025-05-13 23:35:48.906583

    		-0.6 ms

  





  

    		2025-05-14 00:35:50.67475

    		-2.2 ms

  





  

    		2025-05-14 01:35:52.330867

    		-2.3 ms

  





  

    		2025-05-14 02:35:54.28777

    		1.0 ms

  





  

    		2025-05-14 03:35:55.824656

    		1.1 ms

  





  

    		2025-05-14 04:35:57.439305

    		1.3 ms

  





  

    		2025-05-14 05:35:59.080855

    		-1.3 ms

  





  

    		2025-05-14 06:36:00.788014

    		-1.4 ms

  





  

    		2025-05-14 07:36:02.928384

    		0.3 ms

  





  

    		2025-05-14 08:36:04.625681

    		1.2 ms

  





  

    		2025-05-14 09:36:06.894047

    		-1.4 ms

  





  

    		2025-05-14 10:36:08.762012

    		-0.6 ms

  





  

    		2025-05-14 11:36:10.53652

    		1.8 ms

  





  

    		2025-05-14 12:36:12.909353

    		1.4 ms

  





  

    		2025-05-14 13:36:15.061005

    		-0.2 ms

  





  

    		2025-05-14 14:36:16.784376

    		1.6 ms

  





  

    		2025-05-14 15:36:19.263596

    		-1.1 ms

  





  

    		2025-05-14 16:36:21.906303

    		-0.3 ms

  





  

    		2025-05-14 17:36:24.385965

    		1.0 ms

  





  

    		2025-05-14 18:36:26.939637

    		-2.5 ms

  





  

    		2025-05-14 19:36:28.910886

    		-1.7 ms

  





  

    		2025-05-14 20:36:31.262006

    		1.7 ms

  





  

    		2025-05-14 21:36:32.810945

    		0.9 ms

  





  

    		2025-05-14 22:36:34.386623

    		2.3 ms

  





  

    		2025-05-14 23:36:35.789658

    		2.0 ms

  





  

    		2025-05-15 00:36:38.888342

    		2.4 ms

  





  

    		2025-05-15 01:36:40.643088

    		1.1 ms

  





  

    		2025-05-15 02:36:42.24073

    		-3.7 ms

  





  

    		2025-05-15 03:36:43.777903

    		2.1 ms

  





  

    		2025-05-15 04:36:45.580137

    		0.6 ms

  





  

    		2025-05-15 05:36:47.386765

    		-11.9 ms

  





  

    		2025-05-15 06:36:49.520878

    		-23.6 ms

  





  

    		2025-05-15 07:36:51.822164

    		0.5 ms

  





  

    		2025-05-15 08:36:53.520009

    		-4.8 ms

  





  

    		2025-05-15 09:36:55.001612

    		1.3 ms

  





  

    		2025-05-15 10:36:56.489249

    		1.5 ms

  





  

    		2025-05-15 11:36:58.173128

    		-1.0 ms

  





  

    		2025-05-15 12:37:01.121532

    		8.7 ms

  





  

    		2025-05-15 13:37:03.529731

    		2.5 ms

  





  

    		2025-05-15 14:37:05.170432

    		0.4 ms

  





  

    		2025-05-15 15:37:06.924254

    		-1.2 ms

  





  

    		2025-05-15 16:37:08.895904

    		2.1 ms

  





  

    		2025-05-15 17:37:10.432289

    		-0.9 ms

  





  

    		2025-05-15 18:37:12.997908

    		-2.4 ms

  





  

    		2025-05-15 19:37:14.594393

    		-9.8 ms

  





  

    		2025-05-15 20:37:16.606966

    		1.4 ms

  





  

    		2025-05-15 21:37:18.140858

    		1.8 ms

  





  

    		2025-05-15 22:37:19.599032

    		-0.1 ms

  





  

    		2025-05-15 23:37:21.240056

    		-2.2 ms

  





  

    		2025-05-16 00:37:23.586607

    		1.1 ms

  





  

    		2025-05-16 01:37:25.593224

    		2.9 ms

  





  

    		2025-05-16 02:37:27.023564

    		1.2 ms

  





  

    		2025-05-16 03:37:28.954519

    		1.8 ms

  





  

    		2025-05-16 04:37:30.400529

    		1.4 ms

  





  

    		2025-05-16 05:37:31.997166

    		0.0 ms

  





  

    		2025-05-16 06:37:33.845484

    		0.7 ms

  





  

    		2025-05-16 07:37:35.4452

    		1.2 ms

  





  

    		2025-05-16 08:37:37.584606

    		1.6 ms

  





  

    		2025-05-16 09:37:39.187693

    		1.1 ms

  





  

    		2025-05-16 10:37:40.77711

    		1.7 ms

  





  

    		2025-05-16 11:37:43.131689

    		-0.1 ms

  





  

    		2025-05-16 12:37:44.811333

    		-3.0 ms

  





  

    		2025-05-16 13:37:47.373324

    		1.8 ms

  





  

    		2025-05-16 14:37:49.108317

    		-1.7 ms

  





  

    		2025-05-16 15:37:50.892816

    		0.5 ms

  





  

    		2025-05-16 16:37:53.071274

    		-1.1 ms

  





  

    		2025-05-16 17:37:55.348307

    		0.1 ms

  





  

    		2025-05-16 18:37:56.98874

    		0.9 ms

  





  

    		2025-05-16 19:37:58.602565

    		-2.0 ms

  





  

    		2025-05-16 20:38:00.414609

    		0.2 ms

  





  

    		2025-05-16 21:38:02.160251

    		-0.1 ms

  





  

    		2025-05-16 22:38:04.03614

    		-2.5 ms

  





  

    		2025-05-16 23:38:05.73426

    		-2.4 ms

  





  

    		2025-05-17 00:38:07.640056

    		0.0 ms

  





  

    		2025-05-17 01:38:09.120387

    		0.2 ms

  





  

    		2025-05-17 02:38:10.857845

    		-0.5 ms

  





  

    		2025-05-17 03:38:12.695507

    		1.5 ms

  





  

    		2025-05-17 04:38:14.622651

    		-0.6 ms

  





  

    		2025-05-17 05:38:16.728573

    		0.6 ms

  





  

    		2025-05-17 06:38:18.57119

    		-1.0 ms

  





  

    		2025-05-17 07:38:20.42133

    		2.4 ms

  





  

    		2025-05-17 08:38:22.35629

    		-0.1 ms

  





  

    		2025-05-17 09:38:24.807405

    		-2.5 ms

  





  

    		2025-05-17 10:38:26.630325

    		-1.5 ms

  





  

    		2025-05-17 11:38:29.068287

    		-0.4 ms

  





  

    		2025-05-17 12:38:31.281251

    		-0.6 ms

  





  

    		2025-05-17 13:38:32.716486

    		-1.8 ms

  





  

    		2025-05-17 14:38:35.406183

    		-1.4 ms

  





  

    		2025-05-17 15:38:37.769916

    		0.8 ms

  





  

    		2025-05-17 16:38:40.138668

    		0.5 ms

  





  

    		2025-05-17 17:38:42.582312

    		0.3 ms

  





  

    		2025-05-17 18:38:44.400318

    		-1.0 ms

  





  

    		2025-05-17 19:38:45.944197

    		-2.0 ms

  





  

    		2025-05-17 20:38:49.912207

    		0.7 ms

  





  

    		2025-05-17 21:38:51.686761

    		-0.7 ms

  





  

    		2025-05-17 22:38:53.268926

    		1.0 ms

  





  

    		2025-05-17 23:38:55.453353

    		0.5 ms

  





  

    		2025-05-18 00:38:57.083806

    		-3.8 ms

  





  

    		2025-05-18 01:38:59.963488

    		-0.7 ms

  





  

    		2025-05-18 02:39:02.203519

    		2.0 ms

  





  

    		2025-05-18 03:39:03.824372

    		-0.3 ms

  





  

    		2025-05-18 04:39:06.798506

    		-1.2 ms

  





  

    		2025-05-18 05:39:09.522389

    		1.1 ms

  





  

    		2025-05-18 06:39:12.532798

    		-2.7 ms

  





  

    		2025-05-18 07:39:14.963209

    		-1.7 ms

  





  

    		2025-05-18 08:39:17.287771

    		-0.8 ms

  





  

    		2025-05-18 09:39:18.901237

    		-1.8 ms

  





  

    		2025-05-18 10:39:21.105665

    		-0.2 ms

  





  

    		2025-05-18 11:39:23.065609

    		-1.0 ms

  





  

    		2025-05-18 12:39:24.837253

    		-1.2 ms

  





  

    		2025-05-18 13:39:27.19738

    		0.0 ms

  





  

    		2025-05-18 14:39:29.190485

    		1.5 ms

  





  

    		2025-05-18 15:39:31.993903

    		2.8 ms

  





  

    		2025-05-18 16:39:34.834893

    		1.1 ms

  





  

    		2025-05-18 17:39:37.520568

    		-1.2 ms

  





  

    		2025-05-18 18:39:40.994566

    		-1.1 ms

  





  

    		2025-05-18 19:39:43.340832

    		1.1 ms

  





  

    		2025-05-18 20:39:45.268691

    		0.0 ms

  





  

    		2025-05-18 21:39:47.212592

    		0.8 ms

  





  

    		2025-05-18 22:39:49.056221

    		-2.5 ms

  





  

    		2025-05-18 23:39:50.678784

    		-3.2 ms

  





  

    		2025-05-19 00:39:52.456533

    		-1.8 ms

  





  

    		2025-05-19 01:39:54.185818

    		-0.7 ms

  





  

    		2025-05-19 02:39:56.295106

    		-0.7 ms

  





  

    		2025-05-19 03:39:59.226013

    		1.5 ms

  





  

    		2025-05-19 04:40:00.896764

    		-0.6 ms

  





  

    		2025-05-19 05:40:02.939061

    		2.8 ms

  





  

    		2025-05-19 06:40:05.373296

    		-0.2 ms

  





  

    		2025-05-19 07:40:06.906535

    		1.3 ms

  





  

    		2025-05-19 08:40:08.963901

    		2.5 ms

  





  

    		2025-05-19 09:40:10.358696

    		-1.1 ms

  





  

    		2025-05-19 10:40:12.377573

    		-2.1 ms

  





  

    		2025-05-19 11:40:14.120147

    		-0.5 ms

  





  

    		2025-05-19 12:40:15.932972

    		0.1 ms

  





  

    		2025-05-19 13:40:17.960649

    		0.9 ms

  





  

    		2025-05-19 14:40:19.594631

    		-0.4 ms

  





  

    		2025-05-19 15:40:21.506806

    		-1.3 ms

  





  

    		2025-05-19 16:40:23.107929

    		2.0 ms

  





  

    		2025-05-19 17:40:25.722171

    		-5.0 ms

  





  

    		2025-05-19 18:40:27.35775

    		2.6 ms

  





  

    		2025-05-19 19:40:30.179588

    		0.9 ms

  





  

    		2025-05-19 20:40:32.502344

    		-3.8 ms

  





  

    		2025-05-19 21:40:34.158591

    		-1.2 ms

  





  

    		2025-05-19 22:40:35.756575

    		2.8 ms

  





  

    		2025-05-19 23:40:37.407565

    		1.3 ms

  





  

    		2025-05-20 00:40:39.180445

    		-2.7 ms

  





  

    		2025-05-20 01:40:40.855092

    		-1.5 ms

  





  

    		2025-05-20 02:40:42.501809

    		-1.0 ms

  





  

    		2025-05-20 03:40:44.028982

    		1.6 ms

  





  

    		2025-05-20 04:40:45.72149

    		1.8 ms

  





  

    		2025-05-20 05:40:47.547701

    		0.9 ms

  





  

    		2025-05-20 06:40:49.045959

    		2.5 ms

  





  

    		2025-05-20 07:40:50.824633

    		0.2 ms

  





  

    		2025-05-20 08:40:53.553153

    		0.6 ms

  





  

    		2025-05-20 09:40:55.003733

    		0.7 ms

  





  

    		2025-05-20 10:40:56.851039

    		-0.6 ms

  





  

    		2025-05-20 11:40:59.220796

    		-0.1 ms

  





  

    		2025-05-20 12:41:00.851929

    		0.5 ms

  





  

    		2025-05-20 13:41:02.456016

    		1.1 ms

  





  

    		2025-05-20 14:41:04.062188

    		-1.2 ms

  





  

    		2025-05-20 15:41:05.743326

    		1.0 ms

  





  

    		2025-05-20 16:41:07.501923

    		-1.5 ms

  





  

    		2025-05-20 17:41:09.222647

    		-0.6 ms

  





  

    		2025-05-20 18:41:11.53708

    		2.9 ms

  





  

    		2025-05-20 19:41:13.413298

    		1.7 ms

  





  

    		2025-05-20 20:41:16.035822

    		-1.4 ms

  





  

    		2025-05-20 21:41:17.770745

    		-0.2 ms

  





  

    		2025-05-20 22:41:19.378015

    		0.0 ms

  





  

    		2025-05-20 23:41:20.956213

    		0.2 ms

  





  

    		2025-05-21 00:41:22.533849

    		-1.1 ms

  





  

    		2025-05-21 01:41:24.244774

    		1.3 ms

  





  

    		2025-05-21 02:41:25.917787

    		1.7 ms

  





  

    		2025-05-21 03:41:29.66199

    		0.4 ms

  





  

    		2025-05-21 04:41:31.318258

    		-0.8 ms

  





  

    		2025-05-21 05:41:33.080253

    		2.0 ms

  





  

    		2025-05-21 06:41:35.317462

    		-0.3 ms

  





  

    		2025-05-21 07:41:37.412046

    		1.2 ms

  





  

    		2025-05-21 08:41:39.187068

    		6.6 ms

  





  

    		2025-05-21 09:41:40.933403

    		1.0 ms

  





  

    		2025-05-21 10:41:42.932232

    		0.1 ms

  





  

    		2025-05-21 11:41:44.515418

    		0.2 ms

  





  

    		2025-05-21 12:41:47.160645

    		-0.6 ms

  





  

    		2025-05-21 13:41:48.693368

    		0.0 ms

  





  

    		2025-05-21 14:41:50.321157

    		3.0 ms

  





  

    		2025-05-21 15:41:51.778047

    		-0.8 ms

  





  

    		2025-05-21 16:41:54.790545

    		1.5 ms

  





  

    		2025-05-21 17:41:56.980408

    		1.4 ms

  





  

    		2025-05-21 18:41:58.505191

    		1.8 ms

  





  

    		2025-05-21 19:42:00.364754

    		4.8 ms

  





  

    		2025-05-21 20:42:01.935683

    		3.8 ms

  





  

    		2025-05-21 21:42:03.597335

    		0.1 ms

  





  

    		2025-05-21 22:42:05.363521

    		2.7 ms

  





  

    		2025-05-21 23:42:09.130537

    		0.7 ms

  





  

    		2025-05-22 00:42:10.882873

    		3.5 ms

  





  

    		2025-05-22 01:42:13.094199

    		-10.3 ms

  





  

    		2025-05-22 02:42:14.937169

    		-10.3 ms

  





  

    		2025-05-22 03:42:16.522503

    		-0.5 ms

  





  

    		2025-05-22 04:42:18.500261

    		-1.0 ms

  





  

    		2025-05-22 05:42:20.19855

    		1.3 ms

  





  

    		2025-05-22 06:42:22.84094

    		-0.5 ms

  





  

    		2025-05-22 07:42:24.361987

    		0.2 ms

  





  

    		2025-05-22 08:42:26.267687

    		-1.1 ms

  





  

    		2025-05-22 09:42:27.827402

    		2.9 ms

  





  

    		2025-05-22 10:42:30.019816

    		-5.2 ms

  





  

    		2025-05-22 11:42:31.926998

    		-0.1 ms

  





  

    		2025-05-22 12:42:34.758462

    		1.2 ms

  





  

    		2025-05-22 13:42:36.925256

    		1.4 ms

  





  

    		2025-05-22 14:42:38.490392

    		1.1 ms

  





  

    		2025-05-22 15:42:40.162427

    		-1.5 ms

  





  

    		2025-05-22 16:42:41.868621

    		0.1 ms

  





  

    		2025-05-22 17:42:44.351051

    		0.2 ms

  





  

    		2025-05-22 18:42:47.102136

    		-0.4 ms

  





  

    		2025-05-22 19:42:49.18772

    		2.3 ms

  





  

    		2025-05-22 20:42:53.558403

    		-0.7 ms

  





  

    		2025-05-22 21:42:55.241528

    		0.3 ms

  





  

    		2025-05-22 22:42:56.834536

    		-2.9 ms

  





  

    		2025-05-22 23:43:00.458727

    		-0.9 ms

  





  

    		2025-05-23 00:43:02.518418

    		-1.9 ms

  





  

    		2025-05-23 01:43:04.040937

    		0.6 ms

  





  

    		2025-05-23 02:43:05.506288

    		1.9 ms

  





  

    		2025-05-23 03:43:07.165867

    		1.9 ms

  





  

    		2025-05-23 04:43:08.675438

    		-1.2 ms

  





  

    		2025-05-23 05:43:10.425221

    		-1.7 ms

  





  

    		2025-05-23 06:43:11.882874

    		1.7 ms

  





  

    		2025-05-23 07:43:13.469432

    		3.5 ms

  





  

    		2025-05-23 08:43:15.182113

    		-0.3 ms

  





  

    		2025-05-23 09:43:16.820743

    		2.2 ms

  





  

    		2025-05-23 10:43:18.296023

    		-0.7 ms

  





  

    		2025-05-23 11:43:21.095618

    		-0.7 ms

  





  

    		2025-05-23 12:43:23.104342

    		-1.9 ms

  





  

    		2025-05-23 13:43:26.113399

    		1.1 ms

  





  

    		2025-05-23 14:43:28.512571

    		0.2 ms

  





  

    		2025-05-23 15:43:31.087619

    		-0.4 ms

  





  

    		2025-05-23 16:43:34.014263

    		0.0 ms

  





  

    		2025-05-23 17:43:35.883782

    		-1.3 ms

  





  

    		2025-05-23 18:43:38.225187

    		0.8 ms

  





  

    		2025-05-23 19:43:40.497394

    		1.4 ms

  





  

    		2025-05-23 20:43:42.09799

    		1.5 ms

  





  

    		2025-05-23 21:43:43.657583

    		1.5 ms

  





  

    		2025-05-23 22:43:45.082429

    		-0.8 ms

  





  

    		2025-05-23 23:43:49.080854

    		-0.3 ms

  





  

    		2025-05-24 00:43:50.695358

    		-0.2 ms

  





  

    		2025-05-24 01:43:54.765078

    		1.0 ms

  





  

    		2025-05-24 02:43:56.3103

    		-0.3 ms

  





  

    		2025-05-24 03:43:57.977094

    		1.1 ms

  





  

    		2025-05-24 04:44:00.040701

    		0.8 ms

  





  

    		2025-05-24 05:44:01.827706

    		0.0 ms

  





  

    		2025-05-24 06:44:04.446386

    		-4.2 ms

  





  

    		2025-05-24 07:44:06.161544

    		1.4 ms

  





  

    		2025-05-24 08:44:08.011613

    		-0.9 ms

  





  

    		2025-05-24 09:44:09.653932

    		-1.9 ms

  





  

    		2025-05-24 10:44:11.40617

    		4.7 ms

  





  

    		2025-05-24 11:44:14.05526

    		0.1 ms

  





  

    		2025-05-24 12:44:15.908035

    		-0.2 ms

  





  

    		2025-05-24 13:44:17.373739

    		-1.4 ms

  





  

    		2025-05-24 14:44:18.861882

    		0.1 ms

  





  

    		2025-05-24 15:44:20.483512

    		1.1 ms

  





  

    		2025-05-24 16:44:22.97741

    		0.4 ms

  





  

    		2025-05-24 17:44:26.621468

    		-1.2 ms

  





  

    		2025-05-24 18:44:28.820677

    		1.9 ms

  





  

    		2025-05-24 19:44:30.921538

    		1.6 ms

  





  

    		2025-05-24 20:44:33.161259

    		1.4 ms

  





  

    		2025-05-24 21:44:34.828644

    		-0.8 ms

  





  

    		2025-05-24 22:44:36.336263

    		1.8 ms

  





  

    		2025-05-24 23:44:40.020675

    		-1.4 ms

  





  

    		2025-05-25 00:44:41.852498

    		0.2 ms

  





  

    		2025-05-25 01:44:46.270434

    		1.2 ms

  





  

    		2025-05-25 02:44:47.987607

    		1.3 ms

  





  

    		2025-05-25 03:44:52.497914

    		-1.9 ms

  





  

    		2025-05-25 04:44:54.08417

    		-2.5 ms

  





  

    		2025-05-25 05:44:55.942042

    		-0.5 ms

  





  

    		2025-05-25 06:44:58.6099

    		0.4 ms

  





  

    		2025-05-25 07:45:00.366411

    		1.0 ms

  





  

    		2025-05-25 08:45:02.155996

    		2.2 ms

  





  

    		2025-05-25 09:45:03.982663

    		1.2 ms

  





  

    		2025-05-25 10:45:06.023576

    		0.0 ms

  





  

    		2025-05-25 11:45:08.068663

    		0.9 ms

  





  

    		2025-05-25 12:45:09.790103

    		-2.8 ms

  





  

    		2025-05-25 13:45:11.861558

    		1.1 ms

  





  

    		2025-05-25 14:45:14.275092

    		1.0 ms

  





  

    		2025-05-25 15:45:16.690324

    		0.8 ms

  





  

    		2025-05-25 16:45:18.647911

    		1.2 ms

  





  

    		2025-05-25 17:45:22.544458

    		-0.8 ms

  





  

    		2025-05-25 18:45:24.419659

    		-1.6 ms

  





  

    		2025-05-25 19:45:26.800885

    		1.8 ms

  





  

    		2025-05-25 20:45:28.498383

    		-0.5 ms

  





  

    		2025-05-25 21:45:30.278799

    		-0.8 ms

  





  

    		2025-05-25 22:45:32.172212

    		0.3 ms

  





  

    		2025-05-25 23:45:33.885727

    		-1.4 ms

  





  

    		2025-05-26 00:45:35.656847

    		-1.5 ms

  





  

    		2025-05-26 01:45:37.612763

    		-1.2 ms

  





  

    		2025-05-26 02:45:39.45628

    		-1.6 ms

  





  

    		2025-05-26 03:45:41.047913

    		-1.8 ms

  





  

    		2025-05-26 04:45:42.652738

    		-0.7 ms

  





  

    		2025-05-26 05:45:45.050264

    		1.1 ms

  





  

    		2025-05-26 06:45:46.664325

    		-16.0 ms

  





  

    		2025-05-26 07:45:48.26841

    		0.8 ms

  





  

    		2025-05-26 08:45:49.889159

    		-1.7 ms

  





  

    		2025-05-26 09:45:52.427321

    		-2.2 ms

  





  

    		2025-05-26 10:45:54.140797

    		-3.0 ms

  





  

    		2025-05-26 11:45:56.773926

    		2.9 ms

  





  

    		2025-05-26 12:45:59.2562

    		1.6 ms

  





  

    		2025-05-26 13:46:00.72154

    		0.3 ms

  





  

    		2025-05-26 14:46:02.608982

    		0.1 ms

  





  

    		2025-05-26 15:46:04.117518

    		1.0 ms

  





  

    		2025-05-26 16:46:06.803476

    		-1.8 ms

  





  

    		2025-05-26 17:46:09.225492

    		-0.8 ms

  





  

    		2025-05-26 18:46:13.208246

    		2.8 ms

  





  

    		2025-05-26 19:46:14.799732

    		-1.1 ms

  





  

    		2025-05-26 20:46:16.547815

    		-1.8 ms

  





  

    		2025-05-26 21:46:18.258288

    		-1.0 ms

  





  

    		2025-05-26 22:46:20.198512

    		1.0 ms

  





  

    		2025-05-26 23:46:21.818925

    		-0.8 ms

  





  

    		2025-05-27 00:46:23.978301

    		0.3 ms

  





  

    		2025-05-27 01:46:25.951833

    		0.9 ms

  





  

    		2025-05-27 02:46:29.779183

    		-1.9 ms

  





  

    		2025-05-27 03:46:31.572545

    		-0.1 ms

  





  

    		2025-05-27 04:46:33.070001

    		0.1 ms

  





  

    		2025-05-27 05:46:34.788545

    		-1.2 ms

  





  

    		2025-05-27 06:46:36.226909

    		-14.1 ms

  





  

    		2025-05-27 07:46:38.063262

    		1.3 ms

  





  

    		2025-05-27 08:46:40.280618

    		-2.0 ms

  





  

    		2025-05-27 09:46:41.820307

    		-1.0 ms

  





  

    		2025-05-27 10:46:43.691382

    		0.5 ms

  





  

    		2025-05-27 11:46:45.228022

    		-0.2 ms

  





  

    		2025-05-27 12:46:46.779861

    		1.2 ms

  





  

    		2025-05-27 13:46:48.968233

    		2.9 ms

  





  

    		2025-05-27 14:46:50.722259

    		-0.8 ms

  





  

    		2025-05-27 15:46:52.230079

    		0.1 ms

  





  

    		2025-05-27 16:46:53.720839

    		0.1 ms

  





  

    		2025-05-27 17:46:55.305446

    		2.3 ms

  





  

    		2025-05-27 18:46:57.472442

    		1.2 ms

  





  

    		2025-05-27 19:47:00.534512

    		-0.9 ms

  





  

    		2025-05-27 20:47:02.803188

    		1.4 ms

  





  

    		2025-05-27 21:47:04.412879

    		-0.7 ms

  





  

    		2025-05-27 22:47:06.002033

    		-1.8 ms

  





  

    		2025-05-27 23:47:07.589335

    		-2.9 ms

  





  

    		2025-05-28 00:47:10.201398

    		-1.6 ms

  





  

    		2025-05-28 01:47:11.730568

    		-1.1 ms

  





  

    		2025-05-28 02:47:13.214646

    		0.2 ms

  





  

    		2025-05-28 03:47:14.632396

    		0.9 ms

  





  

    		2025-05-28 04:47:18.670695

    		-2.2 ms

  





  

    		2025-05-28 05:47:21.144845

    		1.0 ms

  





  

    		2025-05-28 06:47:23.10098

    		-0.8 ms

  





  

    		2025-05-28 07:47:24.86753

    		8.1 ms

  





  

    		2025-05-28 08:47:27.428746

    		0.1 ms

  





  

    		2025-05-28 09:47:29.285799

    		1.4 ms

  





  

    		2025-05-28 10:47:30.989036

    		-0.1 ms

  





  

    		2025-05-28 11:47:32.441275

    		-1.0 ms

  





  

    		2025-05-28 12:47:33.974917

    		0.9 ms

  





  

    		2025-05-28 13:47:35.535481

    		-0.7 ms

  





  

    		2025-05-28 14:47:37.228084

    		2.6 ms

  





  

    		2025-05-28 15:47:38.963068

    		0.8 ms

  





  

    		2025-05-28 16:47:41.323099

    		-1.4 ms

  





  

    		2025-05-28 17:47:45.100589

    		-0.6 ms

  





  

    		2025-05-28 18:47:47.463582

    		0.1 ms

  





  

    		2025-05-28 19:47:49.845063

    		0.7 ms

  





  

    		2025-05-28 20:47:51.38072

    		1.3 ms

  





  

    		2025-05-28 21:47:52.906879

    		1.3 ms

  





  

    		2025-05-28 22:47:54.516813

    		1.7 ms

  





  

    		2025-05-28 23:47:56.43454

    		-2.3 ms

  





  

    		2025-05-29 00:47:57.969024

    		-1.6 ms

  





  

    		2025-05-29 01:47:59.923395

    		-2.3 ms

  





  

    		2025-05-29 02:48:01.466104

    		-2.3 ms

  





  

    		2025-05-29 03:48:03.520444

    		1.8 ms

  





  

    		2025-05-29 04:48:05.178764

    		0.9 ms

  





  

    		2025-05-29 05:48:06.917546

    		1.4 ms

  





  

    		2025-05-29 06:48:08.561395

    		-0.5 ms

  





  

    		2025-05-29 07:48:10.306574

    		0.3 ms

  





  

    		2025-05-29 08:48:13.278843

    		1.1 ms

  





  

    		2025-05-29 09:48:14.738243

    		-0.8 ms

  





  

    		2025-05-29 10:48:16.81252

    		0.8 ms

  





  

    		2025-05-29 11:48:18.767239

    		-0.6 ms

  





  

    		2025-05-29 12:48:20.362582

    		3.6 ms

  





  

    		2025-05-29 13:48:21.994235

    		2.2 ms

  





  

    		2025-05-29 14:48:24.635489

    		0.3 ms

  





  

    		2025-05-29 15:48:27.11875

    		1.7 ms

  





  

    		2025-05-29 16:48:30.145758

    		-0.1 ms

  





  

    		2025-05-29 17:48:33.352042

    		-0.1 ms

  





  

    		2025-05-29 18:48:35.651981

    		-0.2 ms

  





  

    		2025-05-29 19:48:37.508336

    		-0.8 ms

  





  

    		2025-05-29 20:48:39.37196

    		-0.7 ms

  





  

    		2025-05-29 21:48:42.785852

    		0.5 ms

  





  

    		2025-05-29 22:48:44.448486

    		-2.8 ms

  





  

    		2025-05-29 23:48:46.33669

    		-4.2 ms

  





  

    		2025-05-30 00:48:48.044094

    		-1.7 ms

  





  

    		2025-05-30 01:48:49.60559

    		-2.2 ms

  





  

    		2025-05-30 02:48:51.367589

    		1.7 ms

  





  

    		2025-05-30 03:48:55.10025

    		1.0 ms

  





  

    		2025-05-30 04:48:56.656593

    		-1.9 ms

  





  

    		2025-05-30 05:48:58.373006

    		-0.5 ms

  





  

    		2025-05-30 06:49:00.147373

    		1.6 ms

  





  

    		2025-05-30 07:49:01.832852

    		1.6 ms

  





  

    		2025-05-30 08:49:03.405325

    		6.0 ms

  





  

    		2025-05-30 09:49:04.94683

    		5.8 ms

  





  

    		2025-05-30 10:49:06.548371

    		0.1 ms

  





  

    		2025-05-30 11:49:08.531272

    		-1.1 ms

  





  

    		2025-05-30 12:49:10.29039

    		1.5 ms

  





  

    		2025-05-30 13:49:12.3966

    		0.2 ms

  





  

    		2025-05-30 14:49:14.012551

    		-0.4 ms

  





  

    		2025-05-30 15:49:15.48809

    		-0.4 ms

  





  

    		2025-05-30 16:49:17.388694

    		1.1 ms

  





  

    		2025-05-30 17:49:19.127006

    		-1.0 ms

  





  

    		2025-05-30 18:49:21.55676

    		-0.4 ms

  





  

    		2025-05-30 19:49:23.237761

    		-3.4 ms

  





  

    		2025-05-30 20:49:25.546179

    		-1.2 ms

  





  

    		2025-05-30 21:49:27.502729

    		-0.7 ms

  





  

    		2025-05-30 22:49:29.418363

    		-1.2 ms

  





  

    		2025-05-30 23:49:31.032151

    		-1.3 ms

  





  

    		2025-05-31 00:49:32.674474

    		0.4 ms

  





  

    		2025-05-31 01:49:36.354993

    		0.0 ms

  





  

    		2025-05-31 02:49:37.893787

    		-1.4 ms

  





  

    		2025-05-31 03:49:39.514325

    		0.4 ms

  





  

    		2025-05-31 04:49:41.160156

    		-1.6 ms

  





  

    		2025-05-31 05:49:43.59465

    		0.5 ms

  





  

    		2025-05-31 06:49:45.346574

    		-1.4 ms

  





  

    		2025-05-31 07:49:48.039608

    		2.1 ms

  





  

    		2025-05-31 08:49:51.043128

    		-0.2 ms

  





  

    		2025-05-31 09:49:52.905015

    		0.2 ms

  





  

    		2025-05-31 10:49:54.878723

    		0.0 ms

  





  

    		2025-05-31 11:49:56.65867

    		2.6 ms

  





  

    		2025-05-31 12:49:58.541773

    		2.8 ms

  





  

    		2025-05-31 13:50:00.285904

    		0.5 ms

  





  

    		2025-05-31 14:50:03.246888

    		0.9 ms

  





  

    		2025-05-31 15:50:06.248256

    		-0.1 ms

  





  

    		2025-05-31 16:50:08.500301

    		-1.1 ms

  





  

    		2025-05-31 17:50:10.711631

    		0.7 ms

  





  

    		2025-05-31 18:50:12.546176

    		0.5 ms

  





  

    		2025-05-31 19:50:14.291465

    		0.6 ms

  





  

    		2025-05-31 20:50:16.158633

    		-1.0 ms

  





  

    		2025-05-31 21:50:17.943733

    		-1.7 ms

  





  

    		2025-05-31 22:50:19.768475

    		1.0 ms

  





  

    		2025-05-31 23:50:21.306668

    		-1.8 ms

  





  

    		2025-06-01 00:50:22.999183

    		-1.2 ms

  





  

    		2025-06-01 01:50:25.715435

    		-2.4 ms

  





  

    		2025-06-01 02:50:28.722474

    		1.5 ms

  





  

    		2025-06-01 03:50:30.2196

    		1.7 ms

  





  

    		2025-06-01 04:50:33.129726

    		3.0 ms

  





  

    		2025-06-01 05:50:35.506783

    		-0.3 ms

  





  

    		2025-06-01 06:50:37.639407

    		1.4 ms

  





  

    		2025-06-01 07:50:39.270935

    		0.8 ms

  





  

    		2025-06-01 08:50:41.245739

    		2.4 ms

  





  

    		2025-06-01 09:50:42.876786

    		-1.1 ms

  





  

    		2025-06-01 10:50:45.527105

    		1.6 ms

  





  

    		2025-06-01 11:50:47.86846

    		0.0 ms

  





  

    		2025-06-01 12:50:49.995891

    		-0.7 ms

  





  

    		2025-06-01 13:50:51.772284

    		0.7 ms

  





  

    		2025-06-01 14:50:53.433966

    		-0.2 ms

  





  

    		2025-06-01 15:50:55.454399

    		1.2 ms

  





  

    		2025-06-01 16:50:57.4761

    		0.6 ms

  





  

    		2025-06-01 17:51:00.129465

    		0.8 ms

  





  

    		2025-06-01 18:51:02.917923

    		0.6 ms

  





  

    		2025-06-01 19:51:05.482457

    		0.4 ms

  





  

    		2025-06-01 20:51:07.740677

    		-0.9 ms

  





  

    		2025-06-01 21:51:09.627557

    		-3.1 ms

  





  

    		2025-06-01 22:51:11.523745

    		-1.5 ms

  





  

    		2025-06-01 23:51:13.747482

    		-0.4 ms

  





  

    		2025-06-02 00:51:17.38255

    		-1.8 ms

  





  

    		2025-06-02 01:51:19.794207

    		-1.2 ms

  





  

    		2025-06-02 02:51:22.990943

    		-1.0 ms

  





  

    		2025-06-02 03:51:24.768049

    		1.1 ms

  





  

    		2025-06-02 04:51:26.745358

    		-1.1 ms

  





  

    		2025-06-02 05:51:28.479413

    		0.2 ms

  





  

    		2025-06-02 06:51:30.82464

    		0.0 ms

  





  

    		2025-06-02 07:51:33.007362

    		0.4 ms

  





  

    		2025-06-02 08:51:34.855923

    		-1.7 ms

  





  

    		2025-06-02 09:51:36.53167

    		1.3 ms

  





  

    		2025-06-02 10:51:38.544373

    		-0.4 ms

  





  

    		2025-06-02 11:51:40.53899

    		0.3 ms

  





  

    		2025-06-02 12:51:42.056559

    		2.7 ms

  





  

    		2025-06-02 13:51:44.034328

    		0.5 ms

  





  

    		2025-06-02 14:51:46.172226

    		0.5 ms

  





  

    		2025-06-02 15:51:47.944173

    		-3.1 ms

  





  

    		2025-06-02 16:51:50.091085

    		-7.1 ms

  





  

    		2025-06-02 17:51:51.710756

    		-4.0 ms

  





  

    		2025-06-02 18:51:55.617983

    		1.8 ms

  





  

    		2025-06-02 19:51:58.659954

    		1.4 ms

  





  

    		2025-06-02 20:52:00.391277

    		-0.3 ms

  





  

    		2025-06-02 21:52:01.904648

    		-0.1 ms

  





  

    		2025-06-02 22:52:03.370168

    		0.4 ms

  





  

    		2025-06-02 23:52:04.782988

    		-0.8 ms

  





  

    		2025-06-03 00:52:07.752509

    		-3.1 ms

  





  

    		2025-06-03 01:52:09.109088

    		0.2 ms

  





  

    		2025-06-03 02:52:11.721303

    		1.4 ms

  





  

    		2025-06-03 03:52:14.76804

    		1.4 ms

  





  

    		2025-06-03 04:52:16.318415

    		-1.8 ms

  





  

    		2025-06-03 05:52:18.124733

    		-2.3 ms

  





  

    		2025-06-03 06:52:19.887888

    		1.7 ms

  





  

    		2025-06-03 07:52:22.465127

    		2.0 ms

  





  

    		2025-06-03 08:52:24.284139

    		2.1 ms

  





  

    		2025-06-03 09:52:26.0629

    		1.2 ms

  





  

    		2025-06-03 10:52:28.817163

    		0.7 ms

  





  

    		2025-06-03 11:52:30.395536

    		-0.5 ms

  





  

    		2025-06-03 12:52:32.166404

    		0.3 ms

  





  

    		2025-06-03 13:52:33.908757

    		1.8 ms

  





  

    		2025-06-03 14:52:35.656524

    		-1.0 ms

  





  

    		2025-06-03 15:52:37.553307

    		-0.5 ms

  





  

    		2025-06-03 16:52:39.086879

    		-0.1 ms

  





  

    		2025-06-03 17:52:40.835774

    		-1.2 ms

  





  

    		2025-06-03 18:52:42.616136

    		-2.6 ms

  





  

    		2025-06-03 19:52:44.621139

    		0.9 ms

  





  

    		2025-06-03 20:52:46.845741

    		0.1 ms

  





  

    		2025-06-03 21:52:48.549818

    		-0.8 ms

  





  

    		2025-06-03 22:52:50.75899

    		0.3 ms

  





  

    		2025-06-03 23:52:53.625909

    		-1.1 ms

  





  

    		2025-06-04 00:52:55.326521

    		-0.6 ms

  





  

    		2025-06-04 01:52:58.496438

    		2.0 ms

  





  

    		2025-06-04 02:53:00.186898

    		2.3 ms

  





  

    		2025-06-04 03:53:01.992753

    		1.0 ms

  





  

    		2025-06-04 04:53:03.532416

    		-0.6 ms

  





  

    		2025-06-04 05:53:06.663242

    		0.6 ms

  





  

    		2025-06-04 06:53:09.394692

    		1.3 ms

  





  

    		2025-06-04 07:53:10.909674

    		-2.4 ms

  





  

    		2025-06-04 08:53:12.924886

    		-1.4 ms

  





  

    		2025-06-04 09:53:14.594255

    		1.1 ms

  





  

    		2025-06-04 10:53:16.732271

    		1.9 ms

  





  

    		2025-06-04 11:53:18.1883

    		-0.8 ms

  





  

    		2025-06-04 12:53:20.622017

    		1.1 ms

  





  

    		2025-06-04 13:53:22.468909

    		-0.7 ms

  





  

    		2025-06-04 14:53:24.77545

    		-4.3 ms

  





  

    		2025-06-04 15:53:26.526398

    		-5.8 ms

  





  

    		2025-06-04 16:53:29.305623

    		2.1 ms

  





  

    		2025-06-04 17:53:31.522957

    		-0.5 ms

  





  

    		2025-06-04 18:53:34.150273

    		-0.8 ms

  





  

    		2025-06-04 19:53:36.300298

    		-1.0 ms

  





  

    		2025-06-04 20:53:38.127031

    		0.9 ms

  





  

    		2025-06-04 21:53:40.048693

    		-0.4 ms

  





  

    		2025-06-04 22:53:42.162781

    		-1.7 ms

  





  

    		2025-06-04 23:53:43.980455

    		-2.1 ms

  





  

    		2025-06-05 00:53:45.725633

    		1.0 ms

  





  

    		2025-06-05 01:53:47.210604

    		1.2 ms

  





  

    		2025-06-05 02:53:48.784669

    		-0.4 ms

  





  

    		2025-06-05 03:53:50.449329

    		1.1 ms

  





  

    		2025-06-05 04:53:52.338794

    		-0.6 ms

  





  

    		2025-06-05 05:53:54.350718

    		-1.3 ms

  





  

    		2025-06-05 06:53:56.328918

    		0.2 ms

  





  

    		2025-06-05 07:53:57.993864

    		1.8 ms

  





  

    		2025-06-05 08:53:59.889316

    		2.7 ms

  





  

    		2025-06-05 09:54:01.467068

    		-1.0 ms

  





  

    		2025-06-05 10:54:03.779956

    		3.1 ms

  





  

    		2025-06-05 11:54:05.367584

    		-1.1 ms

  





  

    		2025-06-05 12:54:06.905781

    		1.9 ms

  





  

    		2025-06-05 13:54:08.869134

    		-1.3 ms

  





  

    		2025-06-05 14:54:10.694661

    		-1.7 ms

  





  

    		2025-06-05 15:54:14.411568

    		-0.2 ms

  





  

    		2025-06-05 16:54:16.810395

    		0.9 ms

  





  

    		2025-06-05 17:54:18.771062

    		-1.7 ms

  





  

    		2025-06-05 18:54:21.078379

    		0.3 ms

  





  

    		2025-06-05 19:54:22.846654

    		-1.8 ms

  





  

    		2025-06-05 20:54:24.881207

    		0.8 ms

  





  

    		2025-06-05 21:54:26.482691

    		-0.5 ms

  





  

    		2025-06-05 22:54:28.336495

    		0.1 ms

  





  

    		2025-06-05 23:54:30.784955

    		-1.5 ms

  





  

    		2025-06-06 00:54:33.963299

    		-6.3 ms

  





  

    		2025-06-06 01:54:35.697124

    		-6.3 ms

  





  

    		2025-06-06 02:54:37.33329

    		-0.8 ms

  





  

    		2025-06-06 03:54:38.996923

    		0.6 ms

  





  

    		2025-06-06 04:54:40.610291

    		0.2 ms

  





  

    		2025-06-06 05:54:42.587864

    		-1.9 ms

  





  

    		2025-06-06 06:54:44.934906

    		0.9 ms

  





  

    		2025-06-06 07:54:46.951503

    		1.9 ms

  





  

    		2025-06-06 08:54:49.792776

    		1.3 ms

  





  

    		2025-06-06 09:54:51.295516

    		1.8 ms

  





  

    		2025-06-06 10:54:53.63743

    		-0.6 ms

  





  

    		2025-06-06 11:54:55.717712

    		1.9 ms

  





  

    		2025-06-06 12:54:57.579788

    		-0.3 ms

  





  

    		2025-06-06 13:55:00.504438

    		1.0 ms

  





  

    		2025-06-06 14:55:02.378315

    		-1.6 ms

  





  

    		2025-06-06 15:55:03.97667

    		-0.4 ms

  





  

    		2025-06-06 16:55:05.715213

    		0.8 ms

  





  

    		2025-06-06 17:55:09.06025

    		1.3 ms

  





  

    		2025-06-06 18:55:11.790945

    		-0.6 ms

  





  

    		2025-06-06 19:55:14.299705

    		-2.0 ms

  





  

    		2025-06-06 20:55:16.220119

    		-1.0 ms

  





  

    		2025-06-06 21:55:17.778039

    		-1.4 ms

  





  

    		2025-06-06 22:55:19.333971

    		-0.6 ms

  





  

    		2025-06-06 23:55:21.576973

    		-2.0 ms

  





  

    		2025-06-07 00:55:23.289905

    		0.8 ms

  





  

    		2025-06-07 01:55:27.003892

    		-1.6 ms

  





  

    		2025-06-07 02:55:28.604092

    		0.6 ms

  





  

    		2025-06-07 03:55:30.633057

    		0.5 ms

  





  

    		2025-06-07 04:55:32.486066

    		1.3 ms

  





  

    		2025-06-07 05:55:36.135367

    		0.4 ms

  





  

    		2025-06-07 06:55:38.407827

    		2.8 ms

  





  

    		2025-06-07 07:55:40.189046

    		-0.5 ms

  





  

    		2025-06-07 08:55:42.155474

    		2.1 ms

  





  

    		2025-06-07 09:55:43.79474

    		0.9 ms

  





  

    		2025-06-07 10:55:45.352304

    		1.5 ms

  





  

    		2025-06-07 11:55:46.977474

    		0.7 ms

  





  

    		2025-06-07 12:55:48.85103

    		2.1 ms

  





  

    		2025-06-07 13:55:52.585837

    		-1.1 ms

  





  

    		2025-06-07 14:55:54.737677

    		-1.9 ms

  





  

    		2025-06-07 15:55:56.563784

    		-1.7 ms

  





  

    		2025-06-07 16:55:59.689621

    		-1.4 ms

  





  

    		2025-06-07 17:56:02.086202

    		-1.9 ms

  





  

    		2025-06-07 18:56:05.130969

    		-1.1 ms

  





  

    		2025-06-07 19:56:06.772215

    		-1.2 ms

  





  

    		2025-06-07 20:56:09.982351

    		-2.3 ms

  





  

    		2025-06-07 21:56:11.645606

    		-1.2 ms

  





  

    		2025-06-07 22:56:13.349533

    		-1.7 ms

  





  

    		2025-06-07 23:56:14.907394

    		-0.9 ms

  





  

    		2025-06-08 00:56:16.784459

    		1.8 ms

  





  

    		2025-06-08 01:56:18.3033

    		-1.3 ms

  





  

    		2025-06-08 02:56:21.170979

    		-1.5 ms

  





  

    		2025-06-08 03:56:23.14492

    		0.7 ms

  





  

    		2025-06-08 04:56:25.245103

    		0.8 ms

  





  

    		2025-06-08 05:56:26.944323

    		-0.7 ms

  





  

    		2025-06-08 06:56:28.830589

    		1.4 ms

  





  

    		2025-06-08 07:56:30.728508

    		0.0 ms

  





  

    		2025-06-08 08:56:33.492302

    		1.0 ms

  





  

    		2025-06-08 09:56:35.833328

    		1.3 ms

  





  

    		2025-06-08 10:56:38.094499

    		1.0 ms

  





  

    		2025-06-08 11:56:40.485956

    		0.6 ms

  





  

    		2025-06-08 12:56:42.240451

    		1.7 ms

  





  

    		2025-06-08 13:56:44.166025

    		2.8 ms

  





  

    		2025-06-08 14:56:46.34828

    		2.2 ms

  





  

    		2025-06-08 15:56:48.060333

    		-2.5 ms

  





  

    		2025-06-08 16:56:50.610074

    		0.8 ms

  





  

    		2025-06-08 17:56:52.294742

    		0.3 ms

  





  

    		2025-06-08 18:56:54.192235

    		1.5 ms

  





  

    		2025-06-08 19:56:57.361904

    		-0.5 ms

  





  

    		2025-06-08 20:57:00.048468

    		-0.3 ms

  





  

    		2025-06-08 21:57:01.921435

    		0.4 ms

  





  

    		2025-06-08 22:57:05.712767

    		0.0 ms

  





  

    		2025-06-08 23:57:07.48821

    		-1.5 ms

  





  

    		2025-06-09 00:57:09.454255

    		0.9 ms

  





  

    		2025-06-09 01:57:11.285608

    		-0.9 ms

  





  

    		2025-06-09 02:57:12.961974

    		0.2 ms

  





  

    		2025-06-09 03:57:14.675069

    		-0.8 ms

  





  

    		2025-06-09 04:57:16.998877

    		1.0 ms

  





  

    		2025-06-09 05:57:19.099769

    		0.2 ms

  





  

    		2025-06-09 06:57:21.153581

    		4.0 ms

  





  

    		2025-06-09 07:57:22.806764

    		0.8 ms

  





  

    		2025-06-09 08:57:24.353238

    		1.3 ms

  





  

    		2025-06-09 09:57:26.091603

    		1.1 ms

  





  

    		2025-06-09 10:57:28.364142

    		1.5 ms

  





  

    		2025-06-09 11:57:30.426456

    		0.7 ms

  





  

    		2025-06-09 12:57:32.35113

    		1.0 ms

  





  

    		2025-06-09 13:57:34.443705

    		1.0 ms

  





  

    		2025-06-09 14:57:36.530463

    		-0.2 ms

  





  

    		2025-06-09 15:57:38.455359

    		2.4 ms

  





  

    		2025-06-09 16:57:40.805162

    		-0.3 ms

  





  

    		2025-06-09 17:57:43.39103

    		2.2 ms

  





  

    		2025-06-09 18:57:47.320242

    		1.6 ms

  





  

    		2025-06-09 19:57:50.449844

    		-7.2 ms

  





  

    		2025-06-09 20:57:52.505053

    		-7.4 ms

  





  

    		2025-06-09 21:57:54.51942

    		-9.4 ms

  





  

    		2025-06-09 22:57:56.868059

    		-6.7 ms

  





  

    		2025-06-09 23:57:58.717509

    		-1.4 ms

  





  

    		2025-06-10 00:58:00.270089

    		-2.7 ms

  





  

    		2025-06-10 01:58:01.762305

    		-1.1 ms

  





  

    		2025-06-10 02:58:03.225771

    		1.8 ms

  





  

    		2025-06-10 03:58:04.724653

    		1.3 ms

  





  

    		2025-06-10 04:58:06.471045

    		-0.9 ms

  





  

    		2025-06-10 05:58:08.390925

    		-1.1 ms

  





  

    		2025-06-10 06:58:10.091903

    		2.0 ms

  





  

    		2025-06-10 07:58:11.83891

    		1.2 ms

  





  

    		2025-06-10 08:58:13.434317

    		-0.5 ms

  





  

    		2025-06-10 09:58:15.268885

    		-0.9 ms

  





  

    		2025-06-10 10:58:16.790961

    		0.6 ms

  





  

    		2025-06-10 11:58:18.591811

    		1.4 ms

  





  

    		2025-06-10 12:58:21.426985

    		2.2 ms

  





  

    		2025-06-10 13:58:23.046937

    		-0.3 ms

  





  

    		2025-06-10 14:58:25.33317

    		0.9 ms

  





  

    		2025-06-10 15:58:26.793614

    		-1.6 ms

  





  

    		2025-06-10 16:58:28.594853

    		0.3 ms

  





  

    		2025-06-10 17:58:30.954853

    		-1.0 ms

  





  

    		2025-06-10 18:58:34.530509

    		-1.2 ms

  





  

    		2025-06-10 19:58:36.639558

    		-0.3 ms

  





  

    		2025-06-10 20:58:39.041786

    		-1.0 ms

  





  

    		2025-06-10 21:58:41.068392

    		1.1 ms

  





  

    		2025-06-10 22:58:42.627616

    		-1.8 ms

  





  

    		2025-06-10 23:58:44.163829

    		1.2 ms

  





  

    		2025-06-11 00:58:45.816993

    		-1.4 ms

  





  

    		2025-06-11 01:58:47.169175

    		-3.0 ms

  





  

    		2025-06-11 02:58:48.920829

    		-2.4 ms

  





  

    		2025-06-11 03:58:52.047898

    		-2.2 ms

  





  

    		2025-06-11 04:58:54.289944

    		-1.8 ms

  





  

    		2025-06-11 05:58:56.394054

    		0.2 ms

  





  

    		2025-06-11 06:58:59.578542

    		-1.0 ms

  





  

    		2025-06-11 07:59:01.555832

    		1.6 ms

  





  

    		2025-06-11 08:59:03.087005

    		2.3 ms

  





  

    		2025-06-11 09:59:04.8253

    		-0.4 ms

  





  

    		2025-06-11 10:59:07.358987

    		-1.9 ms

  





  

    		2025-06-11 11:59:09.788746

    		-2.7 ms

  





  

    		2025-06-11 12:59:11.210194

    		0.0 ms

  





  

    		2025-06-11 13:59:13.080758

    		0.8 ms

  





  

    		2025-06-11 14:59:14.688925

    		-0.6 ms

  





  

    		2025-06-11 15:59:16.636378

    		-2.2 ms

  





  

    		2025-06-11 16:59:19.489858

    		0.6 ms

  





  

    		2025-06-11 17:59:20.927053

    		2.8 ms

  





  

    		2025-06-11 18:59:22.507718

    		1.8 ms

  





  

    		2025-06-11 19:59:25.02733

    		-2.2 ms

  





  

    		2025-06-11 20:59:27.007262

    		-0.1 ms

  





  

    		2025-06-11 21:59:28.961528

    		-0.7 ms

  





  

    		2025-06-11 22:59:30.751385

    		0.3 ms

  





  

    		2025-06-11 23:59:32.46666

    		0.4 ms

  





  

    		2025-06-12 00:59:34.222824

    		0.3 ms

  





  

    		2025-06-12 01:59:35.6709

    		-2.2 ms

  





  

    		2025-06-12 02:59:37.131632

    		-0.6 ms

  





  

    		2025-06-12 03:59:39.554888

    		1.2 ms

  





  

    		2025-06-12 04:59:41.040573

    		1.6 ms

  





  

    		2025-06-12 05:59:44.238971

    		-0.7 ms

  





  

    		2025-06-12 06:59:45.872171

    		-0.4 ms

  





  

    		2025-06-12 07:59:48.684974

    		-0.3 ms

  





  

    		2025-06-12 08:59:51.060047

    		1.7 ms

  





  

    		2025-06-12 09:59:52.919705

    		1.7 ms

  





  

    		2025-06-12 10:59:55.340592

    		-0.3 ms

  





  

    		2025-06-12 11:59:57.340603

    		0.3 ms

  





  

    		2025-06-12 12:59:58.937742

    		0.7 ms

  





  

    		2025-06-12 14:00:00.701953

    		1.5 ms

  





  

    		2025-06-12 15:00:02.846988

    		-0.2 ms

  





  

    		2025-06-12 16:00:04.606489

    		-1.0 ms

  





  

    		2025-06-12 17:00:06.270993

    		0.6 ms

  





  

    		2025-06-12 18:00:08.839391

    		0.2 ms

  





  

    		2025-06-12 19:00:10.930368

    		0.9 ms

  





  

    		2025-06-12 20:00:12.736328

    		0.0 ms

  





  

    		2025-06-12 21:00:14.570224

    		-1.4 ms

  





  

    		2025-06-12 22:00:16.620892

    		-0.9 ms

  





  

    		2025-06-12 23:00:18.326232

    		-1.0 ms

  





  

    		2025-06-13 00:00:20.580643

    		-3.5 ms

  





  

    		2025-06-13 01:00:22.034581

    		-4.1 ms

  





  

    		2025-06-13 02:00:23.648089

    		-2.7 ms

  





  

    		2025-06-13 03:00:27.214842

    		0.1 ms

  





  

    		2025-06-13 04:00:28.658146

    		1.9 ms

  





  

    		2025-06-13 05:00:31.51027

    		-1.1 ms

  





  

    		2025-06-13 06:00:34.409141

    		-2.1 ms

  





  

    		2025-06-13 07:00:36.072842

    		1.2 ms

  





  

    		2025-06-13 08:00:38.174403

    		1.0 ms

  





  

    		2025-06-13 09:00:39.846456

    		-0.5 ms

  





  

    		2025-06-13 10:00:41.467731

    		-1.3 ms

  





  

    		2025-06-13 11:00:43.017612

    		0.4 ms

  





  

    		2025-06-13 12:00:44.581106

    		0.4 ms

  





  

    		2025-06-13 13:00:46.454153

    		2.4 ms

  





  

    		2025-06-13 14:00:48.603445

    		2.1 ms

  





  

    		2025-06-13 15:00:51.091274

    		0.6 ms

  





  

    		2025-06-13 16:00:52.830445

    		-1.6 ms

  





  

    		2025-06-13 17:00:54.369739

    		-0.7 ms

  





  

    		2025-06-13 18:00:57.963756

    		1.0 ms

  





  

    		2025-06-13 19:00:59.966832

    		0.2 ms

  





  

    		2025-06-13 20:01:01.505062

    		1.5 ms

  





  

    		2025-06-13 21:01:03.436648

    		0.4 ms

  





  

    		2025-06-13 22:01:05.212071

    		-0.3 ms

  





  

    		2025-06-13 23:01:06.837694

    		-0.1 ms

  





  

    		2025-06-14 00:01:09.871493

    		-0.9 ms

  





  

    		2025-06-14 01:01:11.666624

    		-2.2 ms

  





  

    		2025-06-14 02:01:13.18708

    		-1.4 ms

  





  

    		2025-06-14 03:01:14.82647

    		0.9 ms

  





  

    		2025-06-14 04:01:16.330491

    		2.2 ms

  





  

    		2025-06-14 05:01:20.434054

    		-0.7 ms

  





  

    		2025-06-14 06:01:22.920523

    		0.5 ms

  





  

    		2025-06-14 07:01:25.047443

    		0.1 ms

  





  

    		2025-06-14 08:01:27.821959

    		-0.3 ms

  





  

    		2025-06-14 09:01:29.644612

    		1.3 ms

  





  

    		2025-06-14 10:01:31.401727

    		0.8 ms

  





  

    		2025-06-14 11:01:33.243791

    		0.7 ms

  





  

    		2025-06-14 12:01:36.376017

    		0.4 ms

  





  

    		2025-06-14 13:01:38.399422

    		1.1 ms

  





  

    		2025-06-14 14:01:40.195834

    		-0.3 ms

  





  

    		2025-06-14 15:01:42.131486

    		0.4 ms

  





  

    		2025-06-14 16:01:45.471582

    		-11.4 ms

  





  

    		2025-06-14 17:01:48.504118

    		-2.2 ms

  





  

    		2025-06-14 18:01:51.347845

    		-0.4 ms

  





  

    		2025-06-14 19:01:53.959679

    		-0.5 ms

  





  

    		2025-06-14 20:01:56.069601

    		-0.7 ms

  





  

    		2025-06-14 21:01:57.938461

    		-0.9 ms

  





  

    		2025-06-14 22:02:01.467539

    		-1.0 ms

  





  

    		2025-06-14 23:02:02.992105

    		-2.2 ms

  





  

    		2025-06-15 00:02:04.626736

    		-1.6 ms

  





  

    		2025-06-15 01:02:06.442196

    		-1.1 ms

  





  

    		2025-06-15 02:02:08.441865

    		0.0 ms

  





  

    		2025-06-15 03:02:10.124016

    		-0.9 ms

  





  

    		2025-06-15 04:02:11.72713

    		-1.4 ms

  





  

    		2025-06-15 05:02:13.434299

    		-0.3 ms

  





  

    		2025-06-15 06:02:15.977112

    		-0.9 ms

  





  

    		2025-06-15 07:02:18.562245

    		-0.1 ms

  





  

    		2025-06-15 08:02:22.031101

    		0.1 ms

  





  

    		2025-06-15 09:02:24.789097

    		-0.2 ms

  





  

    		2025-06-15 10:02:27.266674

    		-1.0 ms

  





  

    		2025-06-15 11:02:28.744774

    		-1.1 ms

  





  

    		2025-06-15 12:02:30.242653

    		-2.2 ms

  





  

    		2025-06-15 13:02:32.32462

    		-1.9 ms

  





  

    		2025-06-15 14:02:34.027929

    		-1.0 ms

  





  

    		2025-06-15 15:02:35.676946

    		0.8 ms

  





  

    		2025-06-15 16:02:37.200862

    		-3.3 ms

  





  

    		2025-06-15 17:02:39.548564

    		-2.3 ms

  





  

    		2025-06-15 18:02:41.850709

    		-1.0 ms

  





  

    		2025-06-15 19:02:43.911204

    		0.6 ms

  





  

    		2025-06-15 20:02:46.007138

    		-0.4 ms

  





  

    		2025-06-15 21:02:48.161882

    		-0.3 ms

  





  

    		2025-06-15 22:02:51.163772

    		-0.9 ms

  





  

    		2025-06-15 23:02:52.957388

    		-0.7 ms

  





  

    		2025-06-16 00:02:55.083575

    		-1.5 ms

  





  

    		2025-06-16 01:02:56.862429

    		-1.5 ms

  





  

    		2025-06-16 02:02:58.735231

    		-1.4 ms

  





  

    		2025-06-16 03:03:00.589084

    		-0.2 ms

  





  

    		2025-06-16 04:03:03.388996

    		0.6 ms

  





  

    		2025-06-16 05:03:05.334767

    		0.2 ms

  





  

    		2025-06-16 06:03:07.318755

    		0.3 ms

  





  

    		2025-06-16 07:03:10.563232

    		0.8 ms

  





  

    		2025-06-16 08:03:12.639014

    		1.1 ms

  





  

    		2025-06-16 09:03:14.588071

    		1.0 ms

  





  

    		2025-06-16 10:03:16.344634

    		2.0 ms

  





  

    		2025-06-16 11:03:17.833721

    		0.1 ms

  





  

    		2025-06-16 12:03:19.671002

    		-0.5 ms

  





  

    		2025-06-16 13:03:21.268263

    		0.8 ms

  





  

    		2025-06-16 14:03:23.573463

    		1.4 ms

  





  

    		2025-06-16 15:03:25.167502

    		1.4 ms

  





  

    		2025-06-16 16:03:27.775303

    		2.4 ms

  





  

    		2025-06-16 17:03:29.615497

    		-2.0 ms

  





  

    		2025-06-16 18:03:31.279269

    		-1.2 ms

  





  

    		2025-06-16 19:03:33.211996

    		-1.2 ms

  





  

    		2025-06-16 20:03:35.028263

    		-1.5 ms

  





  

    		2025-06-16 21:03:37.866903

    		0.3 ms

  





  

    		2025-06-16 22:03:39.730016

    		-0.9 ms

  





  

    		2025-06-16 23:03:41.547941

    		-2.1 ms

  





  

    		2025-06-17 00:03:43.208898

    		-1.3 ms

  





  

    		2025-06-17 01:03:44.685619

    		-3.9 ms

  





  

    		2025-06-17 02:03:46.365611

    		-2.4 ms

  





  

    		2025-06-17 03:03:50.657447

    		0.9 ms

  





  

    		2025-06-17 04:03:52.36763

    		0.1 ms

  





  

    		2025-06-17 05:03:54.264785

    		0.2 ms

  





  

    		2025-06-17 06:03:55.751753

    		0.8 ms

  





  

    		2025-06-17 07:03:57.470527

    		2.0 ms

  





  

    		2025-06-17 08:03:59.208537

    		0.9 ms

  





  

    		2025-06-17 09:04:01.007627

    		1.2 ms

  





  

    		2025-06-17 10:04:03.367389

    		-0.6 ms

  





  

    		2025-06-17 11:04:05.071644

    		-0.7 ms

  





  

    		2025-06-17 12:04:07.50155

    		1.3 ms

  





  

    		2025-06-17 13:04:09.357707

    		-1.1 ms

  





  

    		2025-06-17 14:04:11.545686

    		-1.4 ms

  





  

    		2025-06-17 15:04:12.979354

    		0.6 ms

  





  

    		2025-06-17 16:04:15.057866

    		-0.1 ms

  





  

    		2025-06-17 17:04:17.675249

    		-0.1 ms

  





  

    		2025-06-17 18:04:20.023969

    		-0.8 ms

  





  

    		2025-06-17 19:04:22.607999

    		-0.5 ms

  





  

    		2025-06-17 20:04:25.667912

    		3.0 ms

  





  

    		2025-06-17 21:04:27.683114

    		0.8 ms

  





  

    		2025-06-17 22:04:30.750315

    		-0.6 ms

  





  

    		2025-06-17 23:04:33.1126

    		-1.4 ms

  





  

    		2025-06-18 00:04:34.60385

    		-0.2 ms

  





  

    		2025-06-18 01:04:37.339995

    		-1.0 ms

  





  

    		2025-06-18 02:04:39.116731

    		-3.2 ms

  





  

    		2025-06-18 03:04:42.214583

    		-1.9 ms

  





  

    		2025-06-18 04:04:43.699863

    		-1.3 ms

  





  

    		2025-06-18 05:04:45.359877

    		1.0 ms

  





  

    		2025-06-18 06:04:46.895517

    		0.8 ms

  





  

    		2025-06-18 07:04:48.32691

    		1.8 ms

  





  

    		2025-06-18 08:04:50.092169

    		-0.2 ms

  





  

    		2025-06-18 09:04:51.965118

    		-0.2 ms

  





  

    		2025-06-18 10:04:53.975388

    		1.1 ms

  





  

    		2025-06-18 11:04:55.37986

    		0.7 ms

  





  

    		2025-06-18 12:04:56.930601

    		2.0 ms

  





  

    		2025-06-18 13:04:58.679526

    		0.8 ms

  





  

    		2025-06-18 14:05:00.245071

    		-1.1 ms

  





  

    		2025-06-18 15:05:01.947978

    		1.3 ms

  





  

    		2025-06-18 16:05:03.904627

    		-1.0 ms

  





  

    		2025-06-18 17:05:06.237222

    		-0.9 ms

  





  

    		2025-06-18 18:05:07.972702

    		1.6 ms
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-04-09 10:17:49.642 UTC

    		185.176.244.64

    		Fredrick Engebretsen (FE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-09 10:20:12.305 UTC

    		185.176.244.64

    		Fredrick Engebretsen (FE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-01 14:21:39 UTC.

  

  

    		2025-04-09 10:31:11.574 UTC

    		171.23.129.35

    		Audun Amundal (AA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-09 10:32:03.735 UTC

    		171.23.129.35

    		Audun Amundal (AA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-01 14:21:39 UTC.

  

  

    		2025-04-11 14:57:52.916 UTC

    		51.174.134.88

    		Henrik Pedersen (HP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-11 15:00:05.302 UTC

    		51.174.134.88

    		Henrik Pedersen (HP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-01 14:21:39 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-06-18 15:08:15.359 UTC

    		46.227.152.15

    		Gro Tharaldsen (GT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-06-18 15:08:55.317 UTC

    		46.227.152.15

    		Gro Tharaldsen (GT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-06-04 12:58:26 UTC.

  

  

    		2025-06-18 16:01:23.757 UTC

    		77.18.56.18

    		Silje Mari Fjæstad (SMF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-06-18 16:02:13.582 UTC

    		77.18.56.18

    		Silje Mari Fjæstad (SMF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-06-11 15:38:43 UTC.

  

  

    		2025-06-18 19:01:48.556 UTC

    		46.46.205.171

    		Stian Wong Vik (SWV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-06-18 19:02:01.125 UTC

    		46.46.205.171

    		Stian Wong Vik (SWV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-06-11 15:38:43 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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