Snolia 5,
1470 LORENSKOG

Tilstandsrapport
Eierskifte

Boligtype: Boligblokk
Byggear:2021

BRA: 45 m2
BRA-i: 39 m2
BRA-e: 6 m2

Samlet vurdering

TG-0 TG-1 TG-2 TG-3 TG-IU

o 1N KN

& Supertakst

Tore Haugstulen th@din-takst.no Snelia 5, 1470 LORENSKOG

GNR: 106 BNR: 254 Snr: 79 Din-takst AS 90418516




TG-2

& Supertakst

1. Tilstandsgradene

Tilstandsgrad O: Ingen avvik
Bygningsdelen skal veere tilnzermet ny, ikke vise tegn pa slitasje og det skal veere lagt
frem dokumentasjon pa faglig god utferelse. Det er ingen merknader til delen.

Tilstandsgrad 1: Mindre eller moderate avvik

Bygningsdelen skal bare ha normal slitasje, og strakstiltak skal ikke anses som ngdvendig.
Graden kan ogsa brukes nar delen er ny, men der dokumentasjon pa faglig god utfarelse
mangler.

Tilstandsgrad 2: Bygningsdelen har vesentlige avvik

Bygningsdelen skal enten ha feil utferelse, en skade eller symptomer pa skade, sterk
slitasje eller nedsatt funksjon. Graden gis nar bygningsdelen trenger vedlikehold eller
tiltak i neer fremtid. Graden skal ogsé brukes nar delen er gammel og det er grunn til &
varsle om faren for skader pa grunn av alderen, eller nar det er grunn til & overvake delen
spesielt pa grunn av fare for sterre skader eller falgeskader

Tilstandsgrad 3: Store eller alvorlige avvik

Bygningsdelen har kraftige symptomer pa forhold som man mé& regne med trenger
utbedring straks eller innen kort tid. Graden skal ogsa brukes ved pavist funksjonssvikt
eller ssmmenbrudd

Tilstandsgrad ikke undersgkt (TGIU) skal kun brukes unntaksvis. Eksempler kan veere
snedekket tak eller krypkjeller uten inspeksjonsmulighet pa undersekelsestidspunktet;
eller bygningsdelen eller arealet eller rommet er ikke tilgjengelig for inspeksjon pa
tidspunktet for analysen. Dersom TGIU omfatter saerlig fuktutsatte konstruksjoner, skal
dette angis seerlig.
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2. Om rapporten

Om rapporten

Struktur og referanseniva

Takstrapporten

Dokumentasjon pa
handverkertjenester

Hvordan undersokelsene skal
skje

& Supertakst

Rapporten folger kravene i ny forskrift til avhendingsloven (tryggere bolighandel) fastsatt av Kommunal- og
moderniseringsdepartementet 21.06.2021. | tillegg beskriver rapporten falgende kontrollpunkter utover
minimumskravet i forskriften; stattemurer, tilleggsbygninger ( garasje mm ), etasjeskillere, renner / nedlgp,
toalettrom, ildsted / piper og trapper. Formalet med rapporten er & kartlegge boligens tekniske tilstand
med tanke péa behov for tiltak, samt & vise resultatene av en utfert tilstandsanalyse for & bidra til ekt
trygghet og redusert konfliktniva ved eierskifte.

Rapporten erstatter ikke selgers opplysningsplikt eller kjspers undersokelsesplikt ved eierskifte.
Tilstandsrapporten gir en beskrivelse og vurdering av byggverk og bygningsdeler som bygningssakkyndig
har observert, og som har betydning ved eierskifte. Tilbakeholdt eller uriktig informasjon som har
betydning for vurderingen, er ikke bygningssakkyndig sitt ansvar. Rapporten gir normalt ingen vurdering av
boligens tilbehar, som hvitevarer, brunevarer og annet inventar. Dette gjelder ogsé om tilbeheret er
integrert.

Rapportens omfang, struktur, metode og begrepsbruk felger i hovedsak Norsk Standard NS 3600

Normalt vil referansenivaet veere byggeskikken og tilstanden ved byggeéret for boligen eller
bygningsdelen. Rapporten beskriver avvik, altsa en tilstand som er darligere enn referansenivaet.
Rapporten framhever normalt ikke positive sider ved boligen ut over det som kommer frem av
tilstandsgraden pa rom og bygningsdeler.

Ved tilstandsgrad O og 1 gis det normalt ingen begrunnelse for valg av tilstandsgrad, fordi bygningen eller
bygningsdelen da bare har normal slitasje.

Hvis et rom eller en bygningsdel gis tilstandsgrad 2 eller 3 skal den bygningssakkyndige redegjere for
arsaken til og konsekvensen av dette. Den bygningssakkyndige skal ogsa gi et sjablongmessig anslag pa
hva det vil koste & utbedre rom eller bygningsdeler som gis tilstandsgrad 3.

| tillegg kan det gis TG3 iht. NS3600 pa enkelte bygningsdeler slik som etasjeskiller og terrengforhold uten
at det nedvendigvis krever umiddelbare tiltak.

Kunden/rekvirenten skal lese gjennom dokumentet far bruk og gi tilbakemelding til den
bygningssakkyndige hvis det finnes feil/mangler som ber rettes opp. Rapporten kan ikke veere eldre enn 1
ar pa det tidspunkt Kjgperen binder seg til & kjgpe boligen. Ved utgatt rapport ber bygningssakkyndig
kontaktes for ny befaring og oppdatering.

Dersom det har veert utfert reparasjoner, vedlikehold, installasjoner, ombygging eller lignende i boligen de
siste fem &rene, og arbeidet er utfert av kvalifiserte handverkere, skal den bygningssakkyndige be eieren
dokumentere bruken av kvalifiserte handverkere. Som dokumentasjon regnes blant annet skriftlig
bekreftelse fra den eller de handverkerne som ble brukt.

Med mindre det fremgar at et rom eller en bygningsdel skal undersgkes med malinger, at det skal bores
hull, at det skal stikkes i treverk eller annet, skal den bygningssakkyndige basere sine undersgkelser pa det
som er synlig. Den bygningssakkyndige skal flytte pa tepper, mebler og annet inventar nar det er
nadvendig for & komme til det rommet eller den bygningsdelen som skal undersgkes. Dette gjelder likevel
ikke for seerlig tunge mgbler og inventar, nar disse ikke skjuler vesentlige installasjoner eller innretninger, og
det heller ikke er andre grunner til & mistenke at flytting vil kunne avdekke vesentlige forhold.
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3. Rapportsammendrag

Alle bygningsdeler angitt med tilstandsgrad TG2, TG3 eller TGIU (ikke undersekt) er angitt i rapportsammendraget. Ytterligere opplysninger er gitt i hovedrapporten.

Bygningsdeler med TG3
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Bygningsdeler med TG2
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4. Informasjon om oppdraget

Befaringsdato Rapportdato
26.11.2025 26.11.2025

Hjemmelshavere

Navn: Sara Khazaeni Tilstede ved inspeksjon:  Ja

Er selgers egenerklaering fremlagt og gjennomgatt av bygningssakkyndig? Nei

Informasjon om bygningssakkyndig

Navn: Tore Haugstulen Telefon: 90418516
Firma: Din Takst AS Epost: th@din-takst.no
Adresse: Fjellrabben 12b, 2022 Gjerdrum

Informasjon om boligen

Adresse: Snolia 5, 1470 LORENSKOG

Kommunenr: 3222 Gardsnr: 106 Bruksnr: 254 Festenr:
Seksjonsnr: 79 Andelsnr: Leilighetsnr:

Byggear: 2021- Kilde Norges Eiendom

Boligtype: Boligblokk

Byggemate

Bygningen er utfgr i henhold til bygningslovens bestemmelser, bestemmelseri teknisk forskrift (TEK) av 2017, og i samsvar med forskriftenes krav til
tilgjengelighet. Garasjeanlegg utfert i betong. Leilighetene er oppfert i stal, betong eller i en kombinasjon av disse materialer. Tak og terrasser tekkes
med membraner tilegnet formalet.

Byggemate er hentet fra leveransebeskrivelsen.

Utebod i kjeller merket 79. Ca 6m2 Vestvendt balkong fra stue pa ca 7m2.. Gulvvarme pa badet.

5. Arealinformasjon

4 etg.

Entre : Eikeparkett pa gulv, malt gips vegger og malt himling. glatte derer. sikringsskap. garderobeskap.

Soverom 1 : Eikeparkett pa gulv, malt gips pa vegger og malt himling, garderobeskap.

Bad : Beige 20x20 fliser pa gulv med varme, beige 20x40 fliser pa vegger, Innfellbare dusjvegger, malt himling, hvit vask med mgbel under,
speilskap, innebygd wc, opplegg for vaskemaskin. Mekanisk avtrekk. Rgrfordelingsskap i tak.

Kjokken : Hvit Norema kjgkkeninnredning, med hvit laminat benkeplate, integrerte hvitevarer. Mekanisk avtrekk. Radiator.

Stue : Eikeparkett pa gulv, malt gips pa vegger og malt himling. Utgang til ca 7m2 vestvendt balkong .

Takheyde malt i stue til 2,5 meter.
Utebod i kjeller merket 79.
Gulvvarme pa badet.
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Arealmalingen er basert pa Norsk standard 3940:2023 Areal- og volum-beregninger av bygninger. Arealet gjelder for tidspunktet da boligen ble malt.
Rommene kan veere maleverdige selv om bruken er i strid med byggteknisk forskrift

Arealet beskriver boligens bruksareal i tre definerte kategorier:

Internt

bruksareal BRA-i Bruksareal innenfor boenhetens omsluttende vegger. Bruksenheten kan besta av flere boenheter.

Eksternt = Bruksareal av rom som tilherer boenheten med adkomst via fellesarealer eller utvendig adkomst. Veggareal mellom
bruksareal € BRA-i og BRA-e legges til BRA-e hvis dette ligger vegg i vegg.

Innglasset BRAD Innglassede balkong tilknyttet boenheten. Veggareal mellom innglasset balkong og annet bruksareal tillegges areal
balkong innglasset balkong.

Terrasse- og balkongareal (TBA) dekker areal som apne balkonger, altaner og verandaer. Dette arealet vil ikke bli inkludert i boligens bruksareal.

Ikke maéleverdige arealer som skyldes skréatak eller lav himlingshayde (ALH) kan opplyses som tilleggsinformasjon. Slike arealer skal ikke oppferes alene,
men skal alltid opplyses sammen med korrekt malt BRA. BRA og ALH kan summeres, og utgjer boligens gulvareal (GUA).

For mer informasjon se her: https://eiendomnorge.no/nyheter/viktig-informasjon-om-arealmaling-article2588-919.html

Tabellen som viser fordelingen av P-ROM og S-ROM er basert pa den tidligere arealstandarden (NS 3940:2012) og inneholder ulike definisjoner for maling i
forhold til den naveerende standarden (NS 3940:2023). Eksempel skal ikke boder via fellesareal veere med som S-ROM, men i ny standard er dette med
som BRA-e og summert i bruksarealet (BRA). Oversikten over P-ROM og S-ROM er kun ment som informasjon og for sammenligning, og skal ikke brukes i
markedsfaring av boliger. Tallene er omtrentlige og kan avvike fra faktiske malinger; de er ikke juridisk bindende. Rombenevnelsen er vurdert med tanke pa
dagens bruksomrader og tar ikke hensyn til kravene i byggeforskriftene.

Bygning: Hovedbygg

Hovedareal

BRA BRA-i (internt bruksareal) BRA-e (eksternt bruksareal) = BRA-b (Innglasset balkong) TBA (terrasse- og balkongareal)

4. etasje 45 39 6 0 v

Totalt m?2 45 39 6 (o} 7

Fordeling mellom P-ROM og S-ROM

Beskrivelse P-Rom Beskrivelse S-Rom

4. etasje 39 39 0 1 Soverom, Entre, Stue, Kjgkken og 1 bad.

Totalt m?2 39 39 (1}

Kommentar til arealberegning

"Arealer for balkong/veranda/terrasse (TBA) er malt etter beste evne. Det kan ikke utelukkes avvik over 2%. Arealene ma anses som omtrentlige.”
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6. Hovedrapport

6.4 Balkong, terrasse, platting

Type Balkong
Er det gjennomfert arbeider etter opprinnelig byggear? Nei
Er det synlig tegn pa skjevheter/konstruksjonssvikt? Nei
Er det tegn pa sopp/rateskader i treverk eller skader i betong? Nei
Er det krav til rekkverk? Ja
Er det avvik pa rekkverkshayde og &pninger i rekkverket i forhold til gjeldene byggteknisk Nei

forskrift pa befaringstidspunktet?

Er balkong / terrassen tekket? Nei

Oppsummering av balkong, terrasse, platting

6.11 Etasjeskille og gulv pa grunn

Type Betongdekke
Oppsummering av etasjeskille og gulv pa grunn

Heydemalinger pa etasjeskiller er tilfredstillende etter NS3600 tolleransekrav.

Ved enkel nivellering pa tilfeldige steder med linjelaser ble falgende rom malt:

Stue méales en maksimal haydeforskijell pa ca. 4mm over en lengde pa 500cm(hele rommet) og
ca 2mm over 2m.

Entre méales en maksimal haydeforskjell pa ca. 2mm over en lengde pa 200cm(hele rommet)
og 1mm over 2m.
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612 lldsted/Skorstein

613 Kjokken

Overflater og innredning

Er det pavist fukt /skader rundt vask/kjeleskap/oppvaskmaskin? Nei

Er det pavist skader pa kjskkeninnredning utover normal slitasje? Nei

Oppsummering av overflater og innredning

Kjokkeninnredning fra Norema med glatte fronter. Laminat benkeplate med nedfelt vaskekum. Integrerte
hvitevarer

Avtrekk

Type avtrekk Mekanisk

Oppsummering av avtrekk

614 Lovlighet

Er det manglende samsvar mellom dagens bruk og godkjente byggetegninger? Nei

Rombenevnelse er iht dagens bruk pa befaringstidspunkt, uten hensyn til byggeforskriftens krav. Det
er bruken av rommet péa befaringstidspunktet som avgjer om rommet defineres som P-ROM eller S-
ROM. Dette betyr at rommet bade kan veere i strid med byggteknisk forskrift og mangle godkjennelse
i kommmunen for den aktuelle bruken, uten at dette vil f& betydning for takstmannens valg.
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Er det avdekt forhold som tyder pé at boenhet ikke er delt opp i brannceller etter kravene i Nei

teknisk forskrift?

Er det manglende ferdigattest / midlertidig brukstillatelse? Nei
Er det avvik pa krav til remning, dagslysforhold eller takhgyde? Nei
Er det manglende brannslukkingsutstyr og reykvarsler i boligen iht forskrift? Nei

6.15 Vinduer og dgrer

Beskrivelse

Vinduer med 3-lags isolerglass fra 2021. Balkongder med
3-lags isolerglass, Hvite innerdarer.

Er det gjennomfart arbeider etter opprinnelig byggear? Nei
Er det pavist punkterte eller sprukne glass? Nei
Er det pavist veerslitte karmer, fuktskader eller rateskader? Nei
Er det ved stikkprever registrert avvik ved dpne/lukkemekanismen? Nei
Er det pavist avvik ved utvendig tetting som beslag, vannbord, og omramming? Nei

Oppsummering av vinduer og derer
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©6.18 Elektrisk

Er det foretatt kontroll av det lokale el tilsyn i lepet av de siste 5 ar Nei
Type sikringer Automatsikringer
Type anlegg Skjult
Er det gjennomfert arbeider etter opprinnelig byggear? Nei
Er det manglende samsvarserkleering pa arbeider utfert etter 01.011999? Nei
Er det manglende kursfortegnelse? Nei
Er det manglende samsvar mellom kursfortegnelse og antall sikringer? Nei
Er det tegn pé varmgang (termiske skader) pa kabler, brytere, downlight, stikkkontakter, og Nei

elektrisk utstyr?

Er kabler utilstrekkelig festet? Nei
Er det tegn til at kabelinnfgringer og hull i inntak og sikringsskap ikke er tette? Nei
Spersmal til eier: Lases sikringene ofte ut? Nei
Spersmal til eier: Har det veert brann, branntillgp eller varmgang i anlegget? Nei

Oppsummering av elektrisk

Dette er en forenklet kontroll begrenset til de sporsmal og undersokelser som forskrift til avhendingslova (tryggere
bolighandel) § 2-18 inneholder. Dette kan ikke sammenlignes med en kontroll utfort av offentlig myndighet (Det
lokale eltilsyn) eller registrert elektrovirksomhet, og en bygningssakkyndig har verken kompetanse eller lov til &
foreta en slik kontroll etter retningslinjer fra FEL (forsirkrift for elektrisk lavspenningsanlegg) da dette krever
spesiell kompetanse og autorisasjon.

Iht. veileder fra direktoratet for byggkvalitet skal ikke den bygningssakkyndige sette tilstandsgrad pé det elektriske
anlegget (https://www.dibk.no/regelverk/forskrift-til-avhendingslova-tryggere-bolighandel).

6.19 Avlgpsrer

Type avlepsrer Stal

Er det gjennomfart arbeider pa anlegget etter byggear? Nei
Er det manglende lufting av kloakk over tak? Nei
Er det sen avrenning fra tappested? Nei
Mangler det stakemuligheter pa avlgpsanlegget? Nei
Har avlgpsrer nadd en alder som gir ekt risiko for skader eller felgeskader? Nei

Oppsummering av avlgpsrer

Staking kan gjennomfgres via avlgp til installasjoner og sluk.
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6.20 Vannledninger

Skap i fellesgang med ;toppekran

6.21 Ventilasjon

Er det utfert arbeider pa anlegget etter byggear?

Har vannrer nddd en alder som gir gkt risiko for skader eller falgeskader?

Er det manglende isolering av vannrgr hvor det er risiko for frost eller kondens?

Er det registrert tegn til lekkasjer eller skader pa vannrer?

Er det redusert vanntrykk ved preving av to tappesteder samtidig?

Er det manglende tilgjengelighet til stoppekran?

Er det darlig funksjon pa stoppekran?

Oppsummering av vannledninger

Stoppekran er plassert i fellesgang og fungerer som tiltenkt.

Plast

Nei

Nei

Nei

Nei

Nei

Nei

Nei

& Supertakst

Type ventilering

Oppsummering av ventilasjon

Mekanisk avtrekksvifte pa bad.

Snelia 5, 1470 LORENSKOG
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6.22 Vatrom:

Beige 20x20 fliser pa gulv med varme, beige 20x40 fliser pa vegger, Innfellbare dusjvegger,
malt himling, hvit vask med meabel under, speilskap, innebygd wc, opplegg for vaskemaskin.
Mekanisk avtrekk. Rarfordelingsskap i tak.

Er det foretatt hulltaking fra tilstetende rom? Nei
Det er baderomskabin.

Er det registrert fukt eller andre skader ved hulltaking? Nei

Oppsummering av bad

mekanisk avtrekksvifte pa bad .

Sanitaerutstyr
Beskrivelse
Badet er utstyr med gulvvarme, mekanisk avtrekk og dusjvegger,ett greps dusjbatteri.

Vegghengt toalett. servant skap med glatte fronter. hvit servant med ett greps
blandebatteri. Speil over servanten.

Er det skader pa utstyr og innredning? Nei

Er det innebygd sisterne til klosett? Ja

Oppsummering av sanitaerutstyr

Saniteert utstyr fungerer som tiltenkt

Ventilasjon
Type ventilering Mekanisk avtrekk

Rommet har mekanisk avtrekk og tilluft ved der.

Er ventilasjonen funksjonstestet? Ja

Oppsummering av ventilasjon

Avtrekk er testet med papir og fungerer som tiltenkt

Fuktmaling
Er det foretatt hulltaking fra tilstatende rom? Nei
Er det registrert fukt eller andre skader ved fuktmaling? Nei

Oppsummering av fukt

Det registreres ingen fukt og fungerer som tiltenkt
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Dokumentasjon

Fremlagt dokumentasjon Nei

6.23 Overflater

Alle overflater Nye 2021

Oppsummering av overflater
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ENERGIATTEST

N2
> enovo

Adresse Snglia 5
Postnummer 1470

Sted LORENSKOG
Kommunenavn Larenskog
Gardsnummer 106

Bruksnummer 254
Seksjonsnummer 79
Andelsnummer =

Festenummer —
Bygningsnummer 300672266
Bruksenhetsnummer H0408
Merkenummer Energiattest-2025-193520
Dato 27.11.2025
Innmeldt av OBOS Prosjekt AS

Energimerket angir boligens energistandard.
Energimerket bestar av en energikarakter og en opp-
varmingskarakter, se i figuren. Energimerket

symboliseres med et hus, hvor fargen viser oppvarmings-

karakter, og bokstaven viser energikarakter.

Energikarakteren angir hvor energieffektiv boligen er,
inkludert oppvarmingsanlegget. Energikarakteren er
beregnet ut fra den typiske energibruken for boligtypen.
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Oppvarmingskarakter (andel el og fossilt)

boligen er lite energieffektiv. En bolig bygget etter
byggeforskriftene vedtatt i 2010 vil normalt fa C.

Oppvarmingskarakteren forteller hvor stor andel av
oppvarmingsbehovet (romoppvarming og varmtvann)
som dekkes av elektrisitet, olje eller gass.

Grgnn farge betyr lav andel el, olje og gass,

mens rgd farge betyr hgy andel el, olje og gass.
Oppvarmingskarakteren skal stimulere til gkt bruk

Beregningene er gjort ut fra normal bruk ved et gjennom- av varmepumper, solenergi, biobrensel og fiernvarme.
snittlig klima. Det er boligens energimessige standard og
ikke bruken som bestemmer energikarakteren.

A betyr at boligen er energieffektiv, mens G betyr at

Om bakgrunnen for beregningene, se
www.enova.no/energimerking.

Malt energibruk

Brukeren har valgt & ikke oppgi malt energibruk.


https://www.enova.no/energimerking/

Hvordan boligen benyttes har betydning for energibehovet

Energibehovet pavirkes av hvordan man benytter boligen, - deler av boligen ikke er i bruk,

og kan forklare avvik mellom beregnet og malt - feerre personer enn det som regnes som normalt
energibruk. Gode energivaner bidrar til at energibehovet bruker boligen, eller

reduseres. Energibehovet kan ogsa bli lavere enn normalt - den ikke brukes hele aret.

dersom:

Gode energivaner

Ved & folge enkle tips kan du redusere ditt energibehoyv, Energimerkingen kan kun endres gjennom fysiske endringer
men dette vil ikke pavirke boligens energimerke. pa boligen.

Tips 1: Folg med pa energibruken i boligen
Tips 2: Luft kort og effektivt

Tips 3: Redusér innetemperaturen

Tips 4: Bruk varmtvann fornuftig



Boligdata som er grunnlag for energimerket

Energimerket og andre data i denne attesten
er beregnet ut fra opplysninger som er gitt av boligeier

Der opplysninger ikke er oppgitt, brukes typiske stan-
dardverdier for den aktuelle bygningstypen. For mer

informasjon om beregninger, se
https://www.enova.no/energimerking/om-energimerkeordningen/om-
energiattesten/beregning-av-energikarakteren/.

da attesten ble registrert. Nedenfor er en oversikt over
oppgitte opplysninger, som boligeier er ansvarlig for.

Bygningskategori: Boligblokker
Bygningstype: Leilighet
Byggear 2021
Bygningsmateriale:

BRA: 39

Ant. etg. med oppv. BRA:

Detaljert vegger: Ja

Detaljert vindu: Ja

For oversikt over bygnings-/beregnings-data, se Vedlegg 1.

Teknisk installasjon

Ventilasjon


https://www.enova.no/energimerking/om-energimerkeordningen/om-energiattesten/beregning-av-energikarakteren/
https://www.enova.no/energimerking/om-energimerkeordningen/om-energiattesten/beregning-av-energikarakteren/

Om grunnlaget for energiattesten

Oppgitte opplysninger om boligen kan finnes

ved a ga inn pa www.enova.no/energimerking, og logge

inn via ID-porten/Altinn. Pa siden "Eiendommer" kan du

sgke opp bygninger og hente fram energiattester som er
laget tidligere. For & se detaljer for en bolig hvor

det er brukt detaljert registrering ma du velge "Gjenbruk"

Om energimerkeordningen

Enova er ansvarlig for energimerkeordingen. Energimerket
beregnes pa grunnlag av oppgitte opplysninger om
boligen. For informasjon som ikke er oppgitt, brukes
typiske standardverdier for den aktuelle bygningstypen

fra tidsperioden den ble bygd i. Beregningsmetodene

for energikarakteren baserer seg pa NS 3031

av aktuell attest under Offisielle energiattester i
skjermbildet "Valgt eiendom”. Boligeier er ansvarlig

for at det blir brukt riktige opplysninger. Eventuelle gale
opplysninger ma derfor tas opp med selger eller utleier da
dette kan ha betydning for prisfastsettelsen.

Det kan nar som helst lage en ny energiattest.

Sparsmal om energiattesten, energimerkeordningen
eller giennomfaring av energieffektivisering og
tilskuddsordninger kan rettes til Enova Svarer pa

tIf. 24 24 08 95 eller svarer@enova.no.

(https.//www.enova.no/energimerking/om-energimerkeordningenPitkteratitienjergimerking er beskrevet i

energimerkeforskriften (bygninger).

Neaermere opplysninger om energimerkeordningen
kan du finne p& www.enova.no/energimerking.

For ytterligere rad og veiledning om effektiv energibruk, vennligst se www.enova.no/hjemme

eller ring Enova svarer pa tif. 24 24 08 95.



https://www.enova.no/energimerking/
https://www.enova.no/energimerking/om-energimerkeordningen/standarder
tel:24240895
mailto:svarer@enova.no
https://www.enova.no/energimerking/
https://www.enova.no/hjemme
tel:24240895

Bygningsdata: Vedlegg til energiattesten

Attesten gjelder for felgende eiendom

Adresse Bygningsnummer Bruksenhetsnummer Seksjonsnummer Festenummer Andelsnummer
Snglia 5 300672266 H0408 79 0
Enhet Inngangsverdi
Bygningskategori BOLIGBLOKKER
Bygningskategori-ld (NVE-Id) 2
Bygningstype LEILIGHET
Byggear 2021
Byggstandard
Type bygg Eksisterende
TEK standard

Energivurdering

Pliktig energivurdering Nei
Kjelanlegg Nei
Er vurdering opplastet Nei
Dato for opplastning

Varmeanlegg Nei
Er vurdering opplastet Nei
Dato for opplastning

Kjoleanlegg Nei
Er vurdering opplastet Nei
Dato for opplastning

Ventilasjonsanlegg Nei
Er vurdering opplastet Nei
Dato for opplastning

Areal yttervegger 3 m?
Areal tak 0 m?
Areal gulv 0 m?
Areal vinduer, dgrer og glassfelt 10 m?
Oppvarmet BRA 39 m?
Totalt BRA 39 m?
Oppvarmet luftvolum 101 m?
U-verdi for yttervegger 0,18 W/(m*K)
U-verdi for tak 0,00 W/(m*K)
U-verdi for gulv 0,00 W/(m*K)
U-verdi for vinduer, derer og glassfelt 0,90 W/(m*K)
Arealandel for vinduer, derer og glassfelt 26,3 %
Normalisert kuldebroverdi 0,09 W/(m*K)
Normalisert varmekapasitet 218,9 Wh/(m?>K)
Lekkasjetall 0,60 1/h
Dato for maling av lekkasjetall (en forutsetning for & kunne fa karakter A) 25.06.2021
Temperaturvirkningsgrad for varmegjenvinner 81 %
Estimert arsgjennomsnittlig temperaturvirkningsgrad for varmegjenvinner pga. frostsikring 81 %

Spesifikk vifteeffekt (SFP) relatert til luftmengder i driftstiden

1,20 kW/(m3/s)

Spesifikk vifteeffekt (SFP) relatert til luftmengder utenfor driftstiden

1,20 kW/(m3/s)

Gjennomshnittlig spesifikk ventilasjonsluftmengde i driftstiden

3,27 m*/(m?h)

Arsgjennomsnittlig systemvirkningsgrad for oppvarmingssystemet 83 %
Installert effekt for romoppvarming og ventilasjonsvarme (varmebatteri) 80 W/m?
Settpunkt-temperatur for oppvarming i driftstiden 21,0 °C
Arsgjennomsnittlig kjglefaktor for kjglesystemet 250 %
Settpunkt-temperatur for kjaling 22,0°C
Installert effekt for romkjgling og ventilasjonskjeling 0 W/m?

Spesifikk pumpeeffekt oppvarming (SPP)

0,50 KW/(I/s)




Driftstider, antall timer i degn med drift

Driftstid ventilasjon 24 h
Driftstid oppvarming 16 h
Driftstid kjsling 24 h
Driftstid lys 16 h
Driftstid utstyr 16 h
Driftstid varmtvann 16 h
Driftstid personer 24 h
Spesifikt effektbehov for belysning i driftstiden 1,95 W/m?
Spesifikt varmetilskudd fra belysning i driftstiden 1,95 W/m?
Spesifikt effektbehov for utstyr i driftstiden 3,00 W/m?
Spesifikt varmetilskudd fra utstyr i driftstiden 1,80 W/m?
Spesifikt effektbehov for varmtvann i driftstiden 5,10 W/m?
Spesifikt varmetilskudd fra varmtvann i driftstiden 0,00 W/m2
Spesifikt varmetilskudd fra personer i driftstiden 1,50 W/m2
Total solfaktor for vindu og solskjerming (d/S/V/N) 0,75
Gjennomshnittlig karmfaktor 0,25
Solskjermingsfaktor pga. horisont, naerliggende bygninger, vegetasjon og eventuelle bygningsutspring 1,00
Oppvarmingssystem(er) Direk}g elektrisk;

jernvarme

Varmefordelingssystem

Vannbaren oppvarming

Eventuell varmekilde for varmepumpe og fordeling

Manuell eller automatisk solskjerming MANUELL
Andeler og arsgjennomsnittlige systemvirkningsgrader for beregning av levert elektrisitet

Andel av netto energibehov for romoppvarming og ventilasjonsvarme som dekkes av elektrisk varmesystem 0,21
Andel av netto energibehov for romoppvarming og ventilasjonsvarme som dekkes av varmepumpe 0,00
Andel av netto energibehov for romoppvarming og ventilasjonsvarme som dekkes av solfangeranlegg 0,00
Andel av netto energibehov for oppvarming av tappevann som dekkes av elektrisk varmesystem 0,00
Andel av netto energibehov for oppvarming av tappevann som dekkes av elektrisk varmepumpe 0,00
Andel av netto energibehov for oppvarming av tappevann som dekkes av solfangeranlegg 0,00
Arsgjennomsnittlig systemvirkningsgrad for elektrisk varmesystem 0,88
Arsgjennomsnittlig effektfaktor for varmepumpeanlegg 2,10
Arsgjennomsnittlig systemvirkningsgrad for termisk solfangeranlegg 9,00
Andeler og arsgjennomsnittlige systemvirkningsgrader for beregning av levert olje

Andel av netto energibehov for romoppvarming og ventilasjonsvarme som dekkes av oljebasert varmesystem 0,00
Andel av netto energibehov for oppvarming av tappevann som dekkes av et oljebasert varmesystem 0,00
Arsgjennomsnittlig systemvirkningsgrad for det oljebaserte varmesystemet 0,80
Andeler og arsgjennomsnittlige systemvirkningsgrader for beregning av levert gass

Andel av netto energibehov for romoppvarming og ventilasjonsvarme som dekkes av gassbasert varmesystem 0,00
Andel av netto energibehov for oppvarming av tappevann som dekkes av et gassbasert varmesystem 0,00
Arsgjennomsnittlig systemvirkningsgrad for det gassbaserte varmesystemet 0,85
Andeler og arsgjennomsnittlige systemvirkningsgrader for beregning av levert fiernvarme

Andel av netto energibehov for romoppvarming og ventilasjonsvarme som dekkes av fiernvarmebasert varmesystem 0,79
Andel av netto energibehov for oppvarming av tappevann som dekkes av fiernvarmebasert varmesystem 1,00
Arsgjennomsnittlig systemvirkningsgrad for det fiernvarmebaserte varmesystemet 0,83
Andeler og arsgjennomsnittlige systemvirkningsgrader for beregning av levert biobrensel

Andel av netto energibehov for romoppvarming og ventilasjonsvarme som dekkes av biobrenselbasert varmesystem 0,00
Andel av netto energibehov for oppvarming av tappevann som dekkes av biobrenselbasert varmesystem 0,00
Arsgjennomsnittlig systemvirkningsgrad for det biobrenselbaserte varmesystemet 0,77
Andeler og arsgjennomsnittlige systemvirkningsgrader for beregning av levert annen energivare

Andel av netto energibehov for romoppvarming og ventilasjonsvarme som dekkes av varmesystem basert pa andre 0.00
energivarer !
Andel av netto energibehov for oppvarming av tappevann som dekkes av et varmesystem basert pa andre energivarer 0.00
Arsgjennomsnittlig systemvirkningsgrad for varmesystem for andre energibzerere 0,98

Klimastasjon / kilde

Oslo (MeteoNorm)

Dato for beregning

1.2.2024




Henvisning til dokumentasjon for inndata eller begrunnelse for avvik fra normative tillegg til NS 3031 eller andre forhold

vedr. beregningene

Beregningsprogram

Navn programvare SIMIEN
Versjon 6.017
Produsent / leverander ProgramByggerne

Beskrivelse: Manedsberegning / timesberegning / dynamisk

Dynamisk timesberegning

Energiradgiver
Firma

OBOS Prosjekt AS

Beregningsresultater som er input til attestgenerator i EMS

Netto energibudsjett

Romoppvarming 15,7 kWh/ar
Ventilasjonsvarme 8,3 kWh/ar
Varmtvann 29,8 kWh/ar
Vifter 9,5 kWh/ar
Pumper 0,9 kWh/ar
Belysning 11,4 kWh/ar
Teknisk utstyr 17,5 kWh/ar
Romkjaling 0,0 kWh/ar
Ventilasjonskjaling 0,0 kWh/ar
TotaltNettoEnergibehov 93,2 kWh/ar

Beregnet levert energi ved normalisert klima

3 821 kWh/ar

Beregnet spesifikk levert energi ved normalisert klima

97,99 KWh/(m?ar)

Beregnet levert energi til oppvarming og varmtvann ved normalisert klima

2 286 kWh/ar

Beregnet spesifikk levert energi ved lokalt klima

97,99 kWh/(m?ar)

Beregnet levert energi ved lokalt klima

3 821 kWh/ar

Malt energibruk (levert energi), temperaturkorrigert malt energi for et ar.

Elektrisitet 0 kWh/ar
Olje 0 liter/ar
Gass 0,0 Sm?ar
Fjernvarme 0 kWh/ar
Biobrensel 0 kg/ar
Annen energivare 0 kWh/ar
Totalt 0 kWh/ar

Beregnet levert energi ved normalklima

Elektrisitet 1755 kWh/ar
Olje 0 kWh/ar
Gass 0 kWh/ar
Fjernvarme 2 066 kWh/ar
Biobrensel 0 kWh/ar
Annen energivare 0 kWh/ar
Totalt 3 821 kWh/ar

Sum andel elektrisitet, olje og gass

27,3 %




035
@DEGARDEN FELT B14-B2-B3-B5
BESTEMMELSER TIL DETALJREGULERINGSPLAN - PRIVAT

§1. Avgrensning
Det regulerte omradet er vist med reguleringsgrense pa plankart datert 30.08.2017

§2. Formal
Omradet reguleres til:

PBL §12-5.1 Bebyggelse og anlegg
e Boligbebyggelse, blokkbebyggelse, felt B14, B2, B3 og B5
o vrige kommunaltekniske anlegg, teknisk infrastruktur

PBL §12-5.2 Samferdselsanlegg og teknisk infrastruktur
Vei, f V1,V3

Kjorevei, o_V2

Gang-og sykkelvei o_GS

Fortau,o0 FT

Gatetun, offentlige og felles deler

Annen veggrunn — grgntareal

Annen veggrunn —tekniske anlegg, overvannskanal

PBL §12.5.3 Gregnnstruktur
e Turvei, T1-2
e Gronnstruktur, F1-4
§3. Omrader for bebyggelse og anlegg, felt B14, B2, B3 og B5

Maksimal tillatt utnyttelse er:

Felt B14: 6600 m? BRA

Felt B2: 4500 m? BRA
Felt B3: 3350 m? BRA
Felt B5: 6600 m? BRA

Kjelleretasjer skal ikke veere synlige over terrengniva og skal heller ikke medregnes i BRA.
§4. Omrader for bebyggelse og anlegg, felt for teknisk infrastruktur

| omradet skal det innpasses nettstasjon for elforsyning, trykkgkningsstasjon for
vannforsyning og nedgravede fordrgyningsmagasiner for overvann. Endelig plassering skal
godkjennes av kommunen.

Omradet skal ha adkomst fra vei V1.

Ferdig terreng skal tilpasses tilstatende omrader. Omradet skal opparbeides parkmessig.
Endelig utforming skal godkjennes av kommunen.
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§5. Samferdselsanlegg, veier
Felles veg V1 er felles for felt B14 samt gnr. 106, bnr. 6, 13, 121, 197, 201 og senere utskilte
parseller fra disse.

Alle veianlegg med kjgrebane, fortau, gang-/sykkelvei, gatetun, annen veigrunn og
grontareal skal utformes med materialer av god estetisk utforming. Detaljert plan for
offentlige veier skal godkjennes av kommunen.

Langs gatetun skal utformingen av offentlig veg V2 tilpasses gatetunets utforming nar det
gjelder materialbruk og detaljering. Endelig utforming skal godkjennes av kommunen.

Veg V3 skal benyttes til adkomst til gnr. 106/130.

§6. Gatetun

Gatetunomradet er felles for boligene i felt B2, 3 og 5, samt omrade B4 i kommunedelplan for
Jdegarden, plan 11-2-01. Gatetunet skal ha en urban utforming og gis identitet ved bruk av

vegetasjon, skulpturelle elementer, materialbruk/dekke, lyssetting og vannelementer eller en
kombinasjon av disse. Gatetunet skal veere allment tilgjengelig, det tillates ikke oppsetting av
gjerder eller stengsler som hindrer dette.

Det skal anlegges sykkelparkering i tilknytning til boliginngangene. Anlegg for ivaretagelse av
overvann skal integreres i utformingen. Nivaer og hagydeforskjeller skal Igses slik at
tilstatende innganger far god tilgjengelighet. Gatetunet skal opparbeides med god kvalitet i
utfgrelse og materialvalg. Bruk av asfaltdekke skal minimeres, og det skal veere vesentlig
innslag av treer og annen vegetasjon pa gatetunet.

Nedgravede avfallssiloer kan tillates i grupper pa inntil 3 enheter. Oppstikkende nedkast skal
maksimalt utgjere 1x1 m for hver enhet. Avfallssiloer skal skjermes fra oppholdsarealene pa
gatetunet sa langt det er mulig. Materialbruk, form og farge skal tilpasses gatetunets
utforming for avrig.

§7.  Gronnstruktur

| omrader avsatt til grennstruktur skal naturpreget opprettholdes, eksisterende terreng og
vegetasjon skal i stgrst mulig grad bevares. | tillegg il tiltak som spesifisert nedenfor tillates
tilrettelegging for lek.

Innenfor felt T1 og T2 skal det etableres sammenhengende turvei fra @degards vei i nord til
planens avgrensning i sar som skal kobles pa eksisterende turdrag ser for planomradet.
Bredde pa turveien skal vaere minimum 3,5 meter inkludert skulder. Turveien skal ha
grusdekke og belysning.

| omradet kan det innpasses anlegg for apen fordrayning av overvann. Omradet skal ivareta
fordrgyning av overvann fra planomradet fra 200-ars regn med klimafaktor 1,5. Det skal ogsa
kunne ivareta fordrgyning av overvann fra 200-ars regn med klimafaktor 1,5 fra feltene B6,
B7 og Af3 i kommunedelplan for @degarden.

Det skal opparbeides sti mellom turvei T1 og gatetun i omradet mellom felt B3 og B5.
Jst for B3 i omrade F2 skal det opparbeides ballfelt med minimum starrelse pa 18x33m.

§8. Plassering og hoyder

Byggegrenser i plankartet gjelder for ny bebyggelse. Murer, gjerder, stayskjermer,
avfallssiloer, terrenginngrep, internveier, lekeplasser og andre tiltak som ikke kan forstas
som bebyggelse, tillates plassert utenfor regulert byggegrense. Mot vei og fortau kan slike
tiltak plasseres inntil 0,5 m fra regulert formalsgrense, forutsatt at siktforhold og andre
relevante hensyn er tilfredsstillende ivaretatt.
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Hayeste tillatte gesims er angitt pa plankartet. | tillegg skal maksimalt etasjetall ikke
overstige:

Felt B14: Hvert bygg kan oppfares med 6 etasjer og skal trappes ned til 4 etasjer mot vest.
B2 og 3: 4 etasjer
B5: 5 etasjer

Takoppbygg tillates i inntil 3 meters hgyde over maksimal kotehgyde med en maksimal
utstrekning pa 20% av den samlede takflate. Der det er behov for heis opp til tak kan denne
delen av takoppbygget tillates i inntil 4 meter over maksimal kotehgyde. Takoppbygg for
heis- og trappehus tillates etablert i fasadeliv.

Oppbygg, installasjoner og andre elementer pa tak skal integreres i en helhetlig arkitektonisk
lasning med hensyn pa materialvalg, farger og formgivning.

Kjeller under terreng skal plasseres innenfor vist bestemmelseslinje.

§9. Utforming

Bebyggelse og tilhgrende anlegg skal utformes slik at det oppnas gode uterom og god
arkitektonisk kvalitet. Bygg skal gis en orientering som forholder seg til kurvatur pa
tilgrensende veier, gatetun og @vrige tundannelser. Planomradet skal gis en helhetlig
utforming. Det skal sikres variasjoner mellom hvert delfelt gjennom blant annet materialbruk,
formgivning, fargebruk og volumer. Fasader kan kles med tegl, tre, murpuss, glass eller en
kombinasjon av disse, og skal brytes opp ved hjelp av variert formuttrykk og fasadesprang.
Bebyggelse innenfor ett delfelt skal ha et enhetlig uttrykk slik at hvert delfelt far en egen
karakter. Alternativt kan bebyggelsen som ligger i tilknytning til gatetunet gis et samlet uttrykk
som avviker fra bakenforliggende bebyggelse og bidrar til & knytte plassen sammen pa tvers
av @degards vei.

§10. Leilighetsfordeling
Samlet skal planomradet ha fglgende leilighetsfordeling:

- maksimum 20 % av leilighetene skal veere under 45 m? BRA
- minimum 25 % av leilighetene skal vaere over 75m? BRA

Minimumssterrelse pa leilighetene er 35m?. Innenfor hvert delomrade skal det sikres en
variert sammensetning av leilighetsstarrelser.

§11. Adkomst

Adkomst til parkeringskjeller vises med piler pa plankartet. Plassering av adkomstpiler er
veiledende og endelig plassering av disse avgjgres i forbindelse med rammesgknad for det
enkelte felt. Felt B14 skal ha adkomst via regulert avkjarsel til felt 5 i detaljreguleringsplan
025 - Larenskog Vinterpark. Utforming og endelig plassering av avkjgrslene skal godkjennes
av kommunen. Alle avkjgrsler, herunder frisiktlinjer, skal utformes iht. Larenskog kommunes
krav.

§12. Bilparkering
Antall parkeringsplasser for bil skal utbygges iht. til falgende norm, inkludert gjesteparkering:

- 0,8-1,25 pl/ bolig for leiligheter under 45 m? BRA
- 0,9-1,2 pl/ bolig for gvrige leiligheter

Minimum 5 % av plassene skal tilrettelegges forflytningshemmede.
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Minimum 50 % av biloppstillingsplassene ha framlagt mulighet for lading av el-biler.
Parkeringsanlegget skal bygges slik at det senere er mulig a tilrettelegge samtlige p-plasser
for lading av el-biler.

Parkeringsanlegg skal anlegges under terreng, parkering pa bakkeplan tillates ikke.

§13. Sykkelparkering

Det skal etableres 2 sykkelparkeringsplasser pr. boenhet. Minimum 50% av plassene skal
etableres som sykkelstativer pa terreng i tilknytning til boliginnganger. @vrige plasser kan
etableres i kjeller.

§14. Uteoppholdsareal

Det skal settes av tilstrekkelig plass til lek, minimum en lekeplass for hvert felt. Starrelse skal
utgjgre minst 5 m? pr bolig. Lekeplasser skal tilrettelegges for variert lek for alle
aldersgrupper og med gode sittemuligheter. Det skal vaere hay kvalitet pa mgblering og
materialbruk pa lekeplassene.

Nodvendig uteoppholdsareal skal Igses innenfor det enkelte delfelt eller tilstatende del av

gatetun. Hoveddelen av uteoppholdsarealet skal veere pa terrengniva. Der uteoppholdsareal
etableres pa dekke over garasjekjeller, skal vekstjord i omrader for vegetasjon ha minimum
0,5 m tykkelse. Minimum 50% av dette skal ha tykkelse pa minst 0,8 m for planting av treer.

Minste tillatte uteoppholdsareal pr. bolig er 25 m? per boenhet inkl. privat balkong og
terrasse. Internveier som ikke er tilrettelagt for vanlig kjgretrafikk kan medregnes. Arealer
brattere enn 1:3 skal ikke regnes med i uteoppholdsareal. Uteoppholdsarealer skal ha gode
lysforhold og ikke ha stgyniva over anbefalte grenseverdier.

§15. Plan for utomhusomrader

Ved sgknad om rammetillatelse sgknad skal det innsendes og godkjennes detaljert
utomhusplan for hvert delfelt. Planen skal blant annet vise avkjarsel fra offentlig vei,
overvannstiltak, utforming av tilharende deler av gatetun, tiltak for & sikre trafikksikkerheten
ved krysning av Jdegards vei i forbindelse med gatetunet og andre viktige forbindelser
innenfor planomradet, omfang av terrenginngrep innenfor arealer avsatt til grennstruktur,
bevaring av eksisterende terreng og vegetasjon, eventuelle stgyskjermingstiltak, plassering
og utforming av turvei og andre viktige forbindelser, samt plassering og adkomstlgsning for
trafo og trykkgkningsstasjon. | forbindelse med turveien mot Luhr skole skal utomhusplanen
vise hvordan hensyn til registrert viktig naturtype med graor-almeskog innenfor f_Friomrade
F4 er ivaretatt. Planen skal ogsa vise hvordan det tilrettelegges for utrykningskjgretgy med
adkomst, oppstillingsplasser og plassering av slokkevannsuttak.

§16. Stoy

For utenders steyniva gjeres Miljgverndepartementets "Retningslinje for behandling av stay i
arealplanlegging” (T-1442/2016), tabell 3 eller senere vedtatte forskrifter/ retningslinjer som
erstatter disse, gjeldende.

For innendgars steyniva gjeres Miljgverndepartementets "Retningslinje for behandling av stgy
i arealplanlegging” (T-1442/2016), punkt 3.3, 4. ledd, punktum 1, eller senere vedtatte
forskrifter/ retningslinjer som erstatter disse, gjeldende.

| byggetiden gjgres Miljgverndepartementets "Retningslinje for behandling av stay i
arealplanlegging” (T-1442/2016), kapittel 4, eller senere vedtatte forskrifter/ retningslinjer
som erstatter disse, gjeldende.

Boliger i rad og gul staysone iht. Miljgverndepartementets “Retningslinje for behandling av
sty i arealplanlegging” T-1442/2016 eller senere vedtatte forskrifter/ retningslinjer som
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erstatter disse, skal veere gjennomgaende og ha en stille side (stgyniva under Lden 55 dB
utenfor fasade/ vindu). Minst 50% av soverom og minst ett i hver boenhet skal ha vindu mot
stille side.

| felt B14 kan inntil 50 % av det totale antall leiligheter med stgyniva tilsvarende gul sone ved
fasade tillates uten tilgang til stille side forutsatt at minst ett oppholdsrom ha mulighet til
naturlig lufting med stgydemping slik at innendars stgyniva ivaretas i trad med intensjonene i
retningslinjen.

Det skal ikke settes opp stayskjerm langs @degards vei gjennom planomradet.

§17. Overvannshandtering

Lokal overvannshandtering skal legges til grunn ved detaljprosjektering. Planomradets
overvannslgsning skal vaere dimensjonert slik at det kan handtere 200-ars regn med
klimafaktor pa 1,5 for hele planomradet. Overvannslgsningen skal veere en del av en
helhetlig overvannshandtering for ddegarden. Lgsninger for overvannshandtering skal
fortrinnsvis vaere apne og planlegges slik at det kan innga som et bruks- og trivselselement i
utearealene. Krav om lokal overvannshandtering gjelder ogsa under bygge- og
anleggsperioden.

§18. Rekkefolgebestemmelser

Far det gis igangsettingstillatelse innenfor det enkelte boligfelt, skal det utarbeides en
massehandteringsplan for utbygging av feltet i henhold til fgringer fra regional plan for
masseforvaltning i Akershus. | planen skal det blant annet vektlegges gjenbruk av masser og
a minimere transportavstander.

Far boliger tillates tatt i bruk skal ddegards vei (0_V2) med fortau og/eller gang- og sykkelvei
vaere opparbeidet til og langs det aktuelle boligfeltet.

Eventuelle stgybeskyttelsestiltak for det enkelte byggetrinn skal veere ferdigstilt far
bebyggelsen tas i bruk.

Uteoppholdsarealer for hvert enkelt byggetrinn skal vaere ferdig opparbeidet i henhold til
godkjent plan for utomhusomrader fgr bebyggelsen tas i bruk. Dersom arstiden vanskeliggjar
dette, kan midlertidig brukstilllatelse gis. Uteoppholdsarealene skal da ferdigstilles senest i
forbindelse med neste vekstsesong.

Sendre del av gatetun skal veere ferdig opparbeidet far boligene i felt B3 tas i bruk.

Nordre del av gatetun skal veere ferdig opparbeidet far boligene i felt B5 tas i bruk.
Ballplass i omrade F2 skal veere opparbeidet far boligene i felt B3 tas i bruk.

Far det gis brukstillatelse for boliger innenfor hvert felt skal det veere sikret trygge og
helhetlige ferdselsforbindelser mellom det aktuelle feltet og skole. Dersom anleggsarbeider
berarer eksisterende ferdselsforbindelser, skal det sikres alternative Igsninger.

Offentlig turvei i omrade o_T1 og o_T2 kan opparbeides trinnvis. Far bebyggelse innenfor
felt B3 tas i bruk skal turvei innenfor felt o_T1 og o_T2 fra planens avgrensning i ser til og
med hele lengden av felt B3 veere ferdig opparbeidet iht. § 7. Pa samme tidspunkt skal turvei

med tilsvarende standard veere ferdig opparbeidet fra grense mot Luhr skole og koblet
sammen med turvei i felt o_T1. Turveien skal veere koblet til skoleomradet pa egnet sted.

Basert pa mal fra Larenskog kommune, sist revidert: 09.11.12



Far bebyggelse innenfor felt B5 tas i bruk skal resterende del av turvei innenfor felt o_T2
frem til ddegards vei veere ferdig opparbeidet iht. § 7.

Byggeplan for turveien skal godkjennes av kommunen fgr det gis rammetillatelse for turveien
og tilhgrende del av bebyggelsen.

Far bebyggelse innenfor felt B3 tas i bruk skal stiforbindelse innenfor omrade f_F1frao_T2
til f_gatetun veere ferdig opparbeidet.

Trykkekningsstasjon for vannforsyning skal veere etablert far bebyggelse innenfor
planomradet tas i bruk.

Overvannshandtering skal veere lgst i henhold til § 17 for det enkelte byggetrinn for
bebyggelsen tas i bruk. Dersom det er ngdvendig for & sikre overvannslgsninger skal
flomanlegg nedstrgms for planomradet veere ferdig etablert og i drift for det gis
igangsettingstillatelse for tiltak innenfor planomradet.

Jernbaneundergang (kulvert) ved Haneborgveien ma veere ferdigstilt og tatt i bruk far
brukstillatelse for nye boenheter kan gis.

Vedtatt av Larenskog kommunestyre i sak 018/18 den 14.03.2018.

Se ogsa verbalvedtak som oversendes administrasjonen.

Basert pa mal fra Larenskog kommune, sist revidert: 09.11.12



Lorenskog kommune &

Betonmasthzehre Boligbygg AS
Postboks 9416 Grgnland

0135 OSLO
Saksbehandler / telefon Var referanse: Deres referanse: Dato:
Nirosh Theva Ranjan / 969 47 042 18/5453- 77 21.06.2023

Ferdigattest - Ny boligblokk

Adresse Gnr./bnr./fnr./snr. Bygning

Snglia 1,3 0g 5 106/254//

Ansvarlig seker Tiltakshaver

Betonmastheehre Boligbygg AS Selvaag Bolig Vinterportalen AS

Postboks 9416 Grgnland Postboks 13 @vre Ullern

0135 OSLO 0311 OSLO

Tiltakets art: Bygningstype:

Boligblokker Stort sammenh.boligbygg pa 5 -> etasjer eller over (5
boliger eller mer)

Ferdigattest er gitt med bakgrunn i mottatt seknad.
Sweknad om ferdigattest er mottatt 25.04.2022.

Det ble gitt rammetillatelse den 18.01.2019 for oppfaring av ny boligblokk med parkeringsanlegg. Det
er foretatt mindre innvendige endringer av planlgsningen, «som bygget» tegninger er vedlagt.

Du har bekreftet at alle krav og betingelser som er stilt i tillatelsen, plan- og bygningsloven (pbl.) og
tilharende forskrifter, er oppfylt. Ferdigattest gis pa dette grunnlaget.

Det er ikke gitt opplysninger om at det forekommer endringer i forhold til godkjent dokumentasjon for
tiltaket. Tiltaket forutsettes utfart i trdd med gitt tillatelse og godkjente kart og tegninger.

Tiltaket, eller deler av tiltaket, ma ikke tas i bruk til annet formal enn det tillatelsen fastsetter (jf. plan-
og bygningsloven § 20-1).

Klageadgang

Vedtaket kan paklages til statsforvalteren i Oslo og Viken i medhold av plan- og bygningsloven § 1-9
og forvaltningslovens kap. VI. Klage sendes Larenskog kommune, postboks 304, 1471 Lgrenskog
eller postmottak@lorenskog.kommune.no

Klagefristen er 3 uker fra den dag melding om avgjgrelsen er kommet frem til klageren. En klage kan
fore til at avgjarelsen blir omgjort.

Med hilsen

byggesaksavdelingen

Na Stephansen Nirosh Theva Ranjan

avdelingsleder saksbehandler
Postadresse: 67 93 40 00 Besgksadresse: Dokument-ID:
Larenskog kommune postmottak@lorenskog.kommune.no Legrenskog hus, Festplassen 1 23/56281
Postboks 304 www.lorenskog.kommune.no 1473 LORENSKOG

1471 Larenskog Org.nr.: 842 566 142 (mva)


mailto:postmottak@lorenskog.kommune.no

Dette dokumentet er elektronisk godkjent og sendes uten signatur.

Vedlegg:

Tak Plan 9 - Hus C
Tak Plan 9 - Hus D
Plan U2 - Hus DE
Plan U3 - Hus DE
Takplan 7 - Hus E
Gjennomfgringsplan

Kopi til:
Selvaag Bolig Vinterportalen AS Postboks 13 @vre Ullern 0311 OSLO

Intern kopi til:

Lerenskog kommune Dokument-ID: 23/56281 Side2/2



EMERA NO2 AS

Emera Oslo Qst v/Anders Eggen Mogseth
Lgvenskiolds vei 4E, 1358 JAR

E-post: anders.mogseth@emera.no

Deres ref.: 02250206 . Var ref.: 7978-1-079 Dato: 27.11.2025

Megleropplysninger

Boligselskap: Sameiet Snglia 1-3-5
Organisasjonsnr: 927658704

Seksjonseier: Khazaeni, Sara

Medeier:

Leilighetsnummer: 079

Adresse: Snglia 5, 1470 LARENSKOG
Seksjonsnummer: 79

Gnr. 106

Bnr. 254

Opplysninger om boligselskapet:

Forkjgpsrett: Nei

Styregodkjenning: Nei

Forsikret hos: Tryg Forsikring- polisenummer 7959107.

Mulighet for individuell nedbetaling pa hele eller deler av fellesgjeld: Nei

Sikringsordning: Nei

Selskapets vedtekter kan inneholde bestemmelser om styregodkjennelse ved overdragelse og/eller bruksoverlating,

samt eventuelt andre bestemmelser/begrensninger av betydning. Se ogsa selskapets husordensregler for

eventuelle bestemmelser om husdyrhold og lignende.

e Manedlige felleskostnader som ikke er spesifiserte, dekker boligselskapets driftskostnader. For ytterligere
spesifikasjon, vennligst se regnskapet i arsrapporten.

e Pakostninger/utbedringer i boligselskapet: Se arsrapporten.

e Vigjer oppmerksom pa at innkallingen kan gjelde for et magte som ikke er avholdt. Protokoll méa eventuelt

etterbestilles. Vi tar forbehold om at regnskapet blir godkjent av arsmate.

Boligselskapet har avtale med Techem om leveranse av energiservicetjenester. OBOS fakturerer den enkelte beboer a
konto pa vegne av Techem sammen med ordinger innkreving av felleskostnader. Techem avregner faktisk energiforbruk
pr. &r mot innkrevd akontobelgp. Avregning og evt. justering av akontobelgp skjer arlig. Ved salg av boligen ma
kjeper/selger lese av maler og selv sende inn avlesningsskjema til Techem Norge AS. Skjemaet kan lastes ned fra
Techem sine sider: https://www.techem.com/no/no/info-og-service/eierskifteskjema. For spgrsmal om innhenting av
malerdata i forbindelse med eierskifte, kontakt Techem pa telefon 22 02 14 59, kl 09.00 — 14.00 pa hverdager, eller e-
post: kundeservice@techem.no https://www.lorenskog.kommune.no/tjenester/tekniske-tjenester/gebyrer/kommunale-
arsgebyrer/okning-i-kommunale-gebyrer-2021/ Techem slutter med avregning strem El-bil. Dette overfares derfor il
annen leverandgr og gar ikke lenger over felleskostnadene

Innkreving for kabel-tv og bredband gkes med kr 91 fra 01.03.2025.

Selskapets totale lan og vilkar:
Ingen lan registrert pa selskap.

@konomiske opplysninger om leiligheten:

Totale felleskostnader pr. Manedlig intervall: 3 204,40,-

Herav:
Pr. dags dato Evt. fremtidig endring:
Akonto fiernvarme 533,00
TV og Internett 491,00
Felleskostnader 2 180,40 2 377,00 fra 01.01.2026

Ved oppgjer bes megler ta kontakt med OBOS Innbetalingsservice per tlIf. 22 86 56 25 eller e-post
restanseforesporsel@obos.no for a fa oppgitt eventuelle utestaende felleskostnader/andre heftelser iht. boligselskapets
legalpant.
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Ligningsposter pr. 31.12.2024 (med forbehold om endringer):
Ligningsverdi fas pa ligningskontoret

Innberetningspliktige inntekter: 15,-
Fradragsberettigede kostnader: 54,-
Annen formue: 0,-
Gjeld: 4 185,-

Fellesgjeld, kapitalkostnader og eventuell avdragsfrihet:
Ingen I1an registrert for leilighet.

Kontaktinformasjon:
Ved ytterligere sparsmal angaende fellesgjeld, bes megler vennligst ta kontakt med radgiver Gine Andrea Kronberg pr.
e-post: gine.kronberg@obos.no eller telefon via OBOS sentralbord 22 86 55 00.

Annen informasjon:

Opplysninger gitt i dette brev er basert pa de opplysninger forretningsfgrer har pa tidspunktet for avgivelsen. Selger og
megler ma kontrollere de tall som framgéar av dette brev mot den informasjon han selv sitter inne med, seerlig tidligere
ligningsoppgaver. Dersom det oppdages avvik mellom oppgitte belgp i dette brevet og det som fremgér av andre
dokumenter selger har, s ma dette meldes skriftlig inn til forretningsferer i god tid fgr salget. Det ma henvises til hvilke
dokumenter det er avvik mellom. Forretningsfarer aksepterer intet erstatningsansvar for feil i de gitte opplysninger med
mindre det er utvist grov uaktsomhet.

Melding fra megler ved salg:

Ved krav om styregodkjennelse av ny eier sendes sgknad til styret v/Jafar Safar, e-post: snolia@styrerommet.no
Melding om ny eier sendes samtidig OBOS Eiendomsforvaltning AS pr. e-post: eierskifte@obos.no.

Meldingen ma inneholde kjgpers navn, naveerende adresse, fedsels- og personnummer, overtakelsesdato samt selgers
nye adresse. Vi ber ogsa om a fa oppgitt kjgpers e-postadresse og mobilnummer. Er det flere kjgpere ma vi fa
tilsvarende informasjon pr. kjgper.

Vi gjor oppmerksom pa at all informasjon som sendes pr. e-post ber krypteres og sendes pa en sikker mate.

Elektronisk kommunikasjon:

Styret/OBOS Eiendomsforvaltning vil kommunisere med eierne elektronisk (pt via Vibbo, e-post, SMS) med mindre
eieren har reservert seg mot dette. Reservasjon skjer pa Vibbo, der det under «min profil» vil vaere en knapp for
reservasjon. Har du flere eieforhold og @nsker du & reservere deg, ma du gjgre dette pr eieforhold.

Alternativt kan boligeier sende krav om reservasjon til reservasjon.oef@obos.no

Priser og gebyrer p.t.:

Eierskiftegebyr er kr 6 570,— inkl. mva. Faktura ettersendes nar eierskiftet er registrert. Vennligst vent med betaling til
denne er mottatt, da KID nummer ma oppgis ved betaling. Vi gjer oppmerksom pa at det kan palape ytterligere
kostnader i forbindelse med eventuell overfaring av garasje, parkering eller lignende forhold.

Vi gjer oppmerksom pa at det blir en liten gkning/endring av priser pa vare tjenester med virkning fra 1.1.2026.

Vi ser fram til et hyggelig samarbeid.

Vennlig hilsen OBOS Eiendomsforvaltning AS
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Eierskifterelaterte
tienester 2025

B oBOS

Tjenester Pris inkludert mva.

Megleropplysninger i Ambita Infoland:

Meglerpakke 1 med energimerke 4 758 kr
Meglerpakke 1 4 038 kr
Meglerpakke 2 2 750 kr
Hastegebyr (tillegg til ordinaert gebyr) 1063 kr
Enkeltprodukter i Ambita Infoland:

Pantattest Boligaksjeselskap 390 kr
Arsmelding/protokoll/vedtekter/husordensregler 525 kr
Eierskifter:

Borettslag / Sameier 6 570 kr
Boligaksjeselskap m/transportgebyr 10 043 kr
Pafer/fiern medeier og overfaring til slektning i BRL/sameier/boligAS 4 928 kr
Forkjgpsrettsgebyr der OBOS avklarer 8212 kr
Forkjgpsrettsgebyr der styret avklarer 6 570 kr
Administrasjon:

Parkeringsplass, uten dokumenter 850 kr
Parkeringsplass, inkl. dokumentbehandling 1 700kr
Notering:

Noteringsgebyr Boligaksjeselskap 4 150 kr
Andre tjenester:

Mortifikasjon (i tillegg til 0,8 R til byfogden)

(Rettsgebyret er kr 1 314, 0g 0,8 R = kr 1 051) 6000 kr + 0,8R

Sist oppdatert 4.12.24



Eiendomsforvaltning

Arsmote 2025

Innkalling



Velkommen til arsmeote i SAMEIET SNOLIA 1-3-5

Innkallingen inneholder alle sakene som skal behandles pa arsmgtet. Styret haper du leser gjennom heftet og
viser din interesse ved & delta pa arsmaotet.

Dato for arsmgtet:
6. mai 2025 kl. 18:30, Thon Hotel Sna.

Hvem kan stemme pa arsmgtet?

Alle eiere har rett til & delta i mgte med forslags-, tale- og stemmerett.

» Eiers ektefelle, samboer eller et annet medlem i husstanden har ogsa rett til & vaere til stede og til & uttale seg.
* En stemme avgis pr. eierandel.

» Eieren kan ta med seg en radgiver til mgte. Radgiveren har bare rett til & uttale seg dersom et flertall pa
arsmgtet tillater det.

« Eieren kan mate ved fullmektig.

Registreringsblanketten leveres i utfylt stand ved inngangen.

Saker til behandling

1. Valg av mgteleder

2. Godkjenning av de stemmeberettigede

3. Valg av en til & fore protokoll og minst en eier som protokollvitne
4. Godkjenning av mgteinnkallingen

5. Arsrapport og arsregnskap

6. Fastsettelse av honorarer

7. Innhenting av ekstra kapital fra seksjonseiere for sameiets gkonomisk situasjon.
8. Begrensning pa antall biler per parkeringsplass.

9. Vedlikeholdsutgift ved innflytting

10. Vedtekter 2. Rettslig disposisjonsrett endres

11. Valg av tillitsvalgte

Med vennlig hilsen,
Styret i SAMEIET SN@LIA 1-3-5
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Sak1
Valg av mateleder

Krav til flertall:
Alminnelig (50%)

Mgatelederen sgrger for at matet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak

Gine fra OBOS velges som mgteleder.

Sak 2
Godkjenning av de stemmeberettigede

Krav til flertall:
Alminnelig (50%)

Deltakere i magtet er registrert i en frammgteliste etter innleverte registreringsblanketter og fullmakter, og listen
legges til grunn for opptelling av de stemmeberettigede.

Forslag til vedtak

Det ble foreslatt & anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at
vedkommende eier er til stede.

Sak 3
Valg av en til & fore protokoll og minst en eier som protokollvitne

Krav til flertall:
Alminnelig (50%)

Det er mgtelederen som er ansvarlig for arsmateprotokollen, men av praktiske hensyn kan det velges en
protokollfarer. Etter loven skal det ogsa velges minst en eier til & signere protokollen sammen med meateleder.

Forslag til vedtak

Velges pa arsmgte
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Sak 4
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmeatet er innkalt pa.

Forslag til vedtak

Mgteinnkallingen godkjennes

Sak 5
Arsrapport og arsregnskap

Krav til flertall:
Alminnelig (50%)

Arets regnskap viser et underskudd pa ca kr 1 millioner. Dette skyldes at styret i fjor ikke gkte felleskostnader i
forhold til gkingen i kommunale utgifter. Felles kostnader ble gkt med 5% den 01.01.2024 mens kommunale
utgifter okte med nesten 25%.

a) Godkjenning av arsrapport og arsregnskap

b) Styret foreslar overfering av arets resultat til Udekket tap.

Styrets innstilling

Arsrapport og arsregnskap godkjennes.

Forslag til vedtak

Arsrapport og arsregnskap godkjennes. Se egen sak for innhenting av kapital fra seksjonseiere.

Vedlegg
1. Arsregskap med vedlegg.pdf

Sak 6
Fastsettelse av honorarer

Krav til flertall:
Alminnelig (50%)

Godtgjerelse for styret foreslas satt til kr 350000.

Styrets innstilling
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Det ble i fior pga en feil beregning utbetalt kr 10000 for mye i styre honorar totalt kr 360000 istedenfor kr
350000. Det er tatt hensyn til dette i ar ved & holde styre honoraret pa kr 350000 som gjenspeiler arbeid som
styret gjor for sameiet.

Forslag til vedtak

Fjorarets styre godtgjgrelse godkjennes med en gkning pa kr 10000. Styrets godtgjarelse for 2024/25 settes
til kr 350000.

Sak7
Innhenting av ekstra kapital fra seksjonseiere for sameiets gkonomisk situasjon.

Krav til flertall:
Alminnelig (50%)

Arets regnskap viser et underskudd pa ca kr 1 millioner. Dette skyldes at styret i fjor ikke okte felleskostnader i
forhold til gkingen i kommunale utgifter. Felles kostnader ble gkt med 5% den 01.01.2024 mens kommunale
utgifter gkte med nesten 25%. Dette ble rettet i August 2024 da felleskostnader ble gkt med ytterligere 15%. For
a kompensere for dette og fa akonomisk situasjonen til sameiet pa rett kjor sa foreslar styret at det innbetales
en ekstra husleie fra alle seksjonseiere i juli 2025. Styret vil samtidig gjere oppmerksom pa at husleien for 2025
er gkt med 15% mens kommunale utgifter har gkt med ca 20%

Styrets innstilling

Styrets innstilling er at det innbetales 1 ekstra husleie av alle seksjonseiere i juli 2025.

Forslag til vedtak

Alle seksjonseiere innbetaler en ekstra husleie i juli 2025 .

Sak 8
Begrensning pa antall biler per parkeringsplass.

Forslag fremmet av:
Mudassar Yaqoob

Krav til flertall:
Alminnelig (50%)

Jeg opplever at det blir trangt pa parkeringsplassene nar enkelte parkerer to biler pa en plass. Dette gjor det
utfordrende for meg a parkere, og jeg har lagt merke til at enkelte beboere ma ga forbi min bil for & komme
seg inn og ut av sin egen. Dette gker risikoen for riper eller skader pa bilen min, noe jeg gnsker & unnga.

Derfor mener jeg det er viktig & sikre at hver plass brukes slik at det ikke pavirker naboens mulighet til trygg
parkering. En regel som begrenser antall biler per plass vil bidra til bedre fremkommelighet og redusert risiko
for skader pa kjoretgy. Dette vil ogsa fore til mer rettferdig blant alle beboere.

Styrets innstilling
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Styret mener at sa lenge motorvognen parkeres innenfor markert omrade pa garasjeplassen seksjonseiere
har hjemmel til bar det veere greit. Det gjelder alle plassene i garasje sameiet inkludert HC, MC samt vanlig
garasjeplasser. Vi har allerede underdekning av plasser i sameiet.

Forslag til vedtak

Alle motorvogner skal parkeres innenfor markert omrade pa plassen. Det gjelder badde MC plasser og bilplasser
i garasje sameiet.

Sak 9
Vedlikeholdsutgift ved innflytting

Krav til flertall:
To tredjedels (67%)

Det viser seg at de fleste vedlikeholds skader skjer i forbindelse med inn og utflytting. For & fa dekket disse
kostnadene som oppstar vil styret at det skal betales kr 3900 av ny seksjons eier som flytter inn i Sameiet
Snglia 1-3-5. Styret foreslar & endre vedtektene ved a legg til punkt 12:

VEDLIKEHOLDSUTGIFTER VED INNFLYTTING

1) Ved innflytting skal det betales Kr 3900,- til sameiet for vedlikeholdsutgift ved innflytting.

Styrets innstilling

Styret foreslar at arsmgte godkjenner dette.

Forslag til vedtak

Folgende legges til eksisterende vedtekter: VEDLIKEHOLDSUTGIFTER VED INNFLYTTING 1) Ved innflytting skal
det betales Kr 3900,- til sameiet for vedlikeholdsutgift ved innflytting.

Sak 10
Vedtekter 2. Rettslig disposisjonsrett endres

Krav til flertall:
To tredjedels (67%)

Styret bruker mye tid pa & finne ut hvem som er beboer i de forskjellige seksjoner. Grunnen er at seksjonseiere
ikke oppdaterer Vibbo tross for flere paminnelser. Det gjelder spesielt seksjoner som leies ut. Det kan skape
store forvirringer ved ngdsituasjon som feks. brann eller hvis styret eller myndigheter feks Politiet gnsker &
komme i kontakt med en bestemt person i sameiet.

Styrets innstilling

Endringer godkjennes av arsmete.
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Forslag til vedtak

Vedtekter 2. Rettslig disposisjonsrett endres til: (3) Sameiets styre skal underrettes skriftlig om alle
overdragelser og leieforhold. Det samme gjelder ny seksjonseiers/leietakers navn og kontaktinformasjon.
Ved eierskifte betales et eierskifte gebyr. Ved utleie star seksjonseier selv ansvarlig, og ma registrere sine
leietakere i Vibbo. Alle leietakere plikter & akseptere invitasjonen/ registreringen. Dette bar stemme med navn
pa postkassen. Ved brudd pa dette vil seksjonseier belastes med et gebyr pa kr 1500

Sak 11
Valg av tillitsvalgte

Folgende listen er mottatt (navn i tilfeldig rekkefalge) av valg komiteen.
1. Milaim Velija

2. Vegar Johnsen

3. Adham Fahrat

4. Marya Younus

5. Havard Siegel Haukeberg

Innstilling

Styrearbeid er meget tidskrevende og de som velges ma ha tid til & delta pa mgter samt ta ansvar for forskjellige
arbeidsoppgaver som fordeles mellom alle styremedlemmer. Styret innstilling basert pa tidligere erfaring er
at seksjonseiere som bor i sameiet og gnsker a sitte i styret bar velges siden de er tilgjengelig i sameiet mest
parten av tiden og kan handtere problemer og utfordringer raskt. Ved avstemning ber arsmgte legge stor vekt
pa dette.

Roller og kandidater

Valg av 2 styremedlem Velges for 2 ar
Falgende stiller til valg som styremedlem:
* Adham Fahrat
» Havard Haukeberg
* Marya Younus
* Milaim Velija

* Vegar Johnsen

Valg av 1 varamedlem Velges for 2 ar
Falgende stiller til valg som varamedlem:

* Ingen pameldte

Valg av 1 valgkomite Velges for 1 ar
Falgende stiller til valg som valgkomite:
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* Inger Rastad Lund
* Thuy Ngoc Thi Le

Vedlegg
1. Innstilling fra valgkomite til arsmgtet 06.05.2025 Snglia 1-3-5 (2).pdf
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SAMEIET SN@LIA 1-3-5
ORG.NR. 927 658 704, KUNDENR. 7978

RESULTATREGNSKAP
Note Regnskap Regnskap Budsjett Budsjett
2024 2023 2024 2025
DRIFTSINNTEKTER:
Innkrevde felleskostnader 2 7 140 785 7 292 393 9762 200 8 763 420
Ladeinntekter EL-bil 249 268 0 0 150 000
Andre inntekter 3 69 444 18 969 150 000 75 000
SUM DRIFTSINNTEKTER 7 459 497 7 311 362 9912 200 8 988 420
DRIFTSKOSTNADER:
Personalkostnader 4 -50 760 -43 005 -50 000 -52 000
Styrehonorar 5 -360 000 -305 000 -320 000 -350 000
Revisjonshonorar 6 -18 628 -19 165 -25 000 -26 000
Forretningsfarerhonorar -265 295 -251 940 -267 000 -280 000
Konsulenthonorar 7 -36 969 -126 798 -160 000 -70 000
Drift og vedlikehold 8 -877 708 -492 742 -1050000 -1105000
Forsikringer -373 461 -315 665 -380 000 -456 000
Kommunale avgifter 9 -3482083 -3264981 -2380000 -3300000
Energi/fyring 10 -824 573 -942 373 -2 750 000 -900 000
TV-anlegg/bredband -998 011 -944 137 -982 000 -1 100 000
Andre driftskostnader 11 -1195162 -1176409 -1215000 -1274000
SUM DRIFTSKOSTNADER -8482651 -7882214 -9579000 -8913 000
DRIFTSRESULTAT -1 023 153 -570 851 333 200 75 420
FINANSINNTEKTER/-KOSTNADER:
Finansinntekter 12 4129 7275 0 1500
Finanskostnader 13 -15 050 -11 183 0 -15 000
RES. FINANSINNT./-KOSTNADER -10 920 -3 908 0 -13 500
ARSRESULTAT -1 034 074 -574 759 333 200 61 920
Overfgringer:
Fra opptjent egenkapital 0 -441 465
Udekket tap -1 034 074 -133 294
Vedlegg 1 9av18 Arsregskap med vedlegg.pdf



SAMEIET SN@LIA 1-3-5
ORG.NR. 927 658 704, KUNDENR. 7978

BALANSE

Note 2024 2023
EIENDELER
OML@PSMIDLER
Restanser felleskostnader/kundefordringer 29 037 28 630
Forskuddsbetalte kostnader 159 039 285 427
Driftskonto OBOS-banken 159 472 1 338 300
SUM OML@PSMIDLER 347 548 1 652 356
SUM EIENDELER 347 546 1 652 356
EGENKAPITAL OG GJELD
EGENKAPITAL
Udekket tap 14 -1 167 368 -133 294
SUM EGENKAPITAL -1167 368 -133 294
GJELD
KORTSIKTIG GJELD
Forskuddsbetalte felleskostnader 280 137 238 922
Leverandgrgjeld 779 635 1162 089
Kassekreditt (totalt innvilget kreditt kr 250 000) 0 0
Energiavregning 15 455 142 384 640
SUM KORTSIKTIG GJELD 1514914 1785 650
SUM EGENKAPITAL OG GJELD 347 546 1 652 356
Pantstillelse 0 0
Garantiansvar 0 0

Larenskog, 20.04.2025
Styret i Sameiet Snglia 1-3-5

Sanjay Malhotra/s/ Jafar Safar/s/ Axel Sebastian Viefers/s/

Erik Andre Widlund/s/
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NOTE: 1

REGNSKAPSPRINSIPPER

Arsregnskapet er satt opp i samsvar med regnskapslovens bestemmelser og god
regnskapsskikk for sma foretak.

INNTEKTER
Inntektene inntektsfares etter opptjeningsprinsippet.

HOVEDREGEL FOR KLASSIFISERING OG VURDERING AV EIENDELER OG GJELD
Omlgpsmidler og kortsiktig gjeld omfatter poster som forfaller til betaling innen ett ar.
@vrige poster er klassifisert som anleggsmidler/langsiktig gjeld. Omlgpsmidler vurderes
til anskaffelseskost. Kortsiktig gjeld balansefgres til nominelt belap pa
etableringstidspunktet. Anleggsmidler vurderes til anskaffelseskost, men nedskrives til
virkelig verdi dersom verdifallet ikke forventes & vaere forbigaende. Langsiktig gjeld
balansefares til nominelt belap pa etableringstidspunktet. Andre varige driftsmidler
balansefgres og avskrives linegert over driftsmidlenes gkonomiske levetid.

FORDRINGER

Kundefordringer og andre fordringer er oppfart i balansen til palydende etter fradrag for
avsetning til forventet tap. Avsetning til tap gjgres pa grunnlag av individuelle vurderinger
av de enkelte fordringene.

SKATTETREKKSKONTO
Selskapet har egen separat skattetrekkskonto i OBOS-banken. Innskuddet tilhgrer
myndighetene og kan ikke disponeres fritt.

NOTE: 2

INNKREVDE FELLESKOSTNADER

Felleskostnader 5853 396
TV/Internett 1 007 489
Garasje 251 700
Bodleie 28 200
SUM INNKREVDE FELLESKOSTNADER 7 140 785
NOTE: 3

ANDRE INNTEKTER

Fjerne seng fra fellesareal 2000
Viderefakrurering fra Snglia 5 866
Service port 1260
Garasjeleie 750
Opprydding kundereskontro 1820
Nedfrysing grunnet skadedyr 43 096
Ngkler 15 000
Skilt -350
Regnskapskorrigeringer 2
SUM ANDRE INNTEKTER 69 444

Vedlegg 1 Tav18 Arsregskap med vedlegg.pdf



NOTE: 4

PERSONALKOSTNADER
Arbeidsgiveravgift -50 760
SUM PERSONALKOSTNADER -50 760

Det har verken veert ansatte eller lannsutbetalinger i selskapet gjennom aret. Selskapet er
derav ikke pliktig til & ha tjenestepensjonsordning etter lov om obligatorisk tjienestepensjon.
Arbeidsgiveravgiften knytter seg til styrehonoraret.

NOTE: 5
STYREHONORAR
Honorar til styret gjelder for perioden 2023/2024, og er pa kr 360 000.

NOTE: 6
REVISJONSHONORAR
Revisjonshonoraret er i sin helhet knyttet til revisjon og belgper seg til kr 18 628.

NOTE: 7

KONSULENTHONORAR

Juridisk bistand -20 967
Tilleggstjenester, OBOS Eiendomsforvaltning AS -16 003
SUM KONSULENTHONORAR -36 969
NOTE: 8

DRIFT OG VEDLIKEHOLD
Drift/vedlikehold bygninger 111 352
Drift/vedlikehold elektro -10 288

Drift/vedlikehold utvendig anlegg -196 445
Drift/vedlikehold heisanlegg -206 640
Drift/vedlikehold fyringsanlegg 2172
Drift/vedlikehold brannsikring -71 996
Drift/vedlikehold ventilasjonsanlegg -189 554
Drift/vedlikehold parkeringsanlegg -12
Drift/vedlikehold garasjeanlegg -90 575
Kostnader dugnader -3018
SUM DRIFT OG VEDLIKEHOLD -877 708
NOTE: 9

KOMMUNALE AVGIFTER

Vann- og avlgpsavgift -2 443 929
Renovasjonsavgift -1 038 154
SUM KOMMUNALE AVGIFTER -3 482 083
NOTE: 10

ENERGI/FYRING

Elektrisk energi -618 714
Andre fyringskostnader -205 858
SUM ENERGI / FYRING -824 573
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NOTE: 11
ANDRE DRIFTSKOSTNADER

Lokalleie -6 095
Skadedyrarbeid/soppkontroll -69 510
Annet driftsmateriale -8 260
Vaktmestertjenester -260 988
Vakthold -162 556
Renhold ved firmaer -655 534
Sngrydding -6 793
Andre fremmede tjenester -9 065
Mgter, kurs, oppdateringer mv. -6 882
Andre kontorkostnader -74
Bank- og kortgebyr -4 774
@reavrunding 5
Tap pa fordringer, -4 638
SUM ANDRE DRIFTSKOSTNADER -1 195 162
NOTE: 12

FINANSINNTEKTER

Renter bank 1904
Renter av for sent innbetalte felleskostnader 2225
SUM FINANSINNTEKTER 4129
NOTE: 13

FINANSKOSTNADER

Renter og gebyr pa lan -2 000
Renter pa leverandgrgjeld -1710
Renter og provisjon pa kassekreditt -11 340
SUM FINANSKOSTNADER -15 050
NOTE: 14

UDEKKET TAP (NEGATIV EGENKAPITAL)
Udekket tap betyr at egenkapitalen i selskapet er negativ. Det skyldes at selskapet fra
stiftelsen og frem til 31.12. i regnskapsaret, har hatt hgyere kostnader enn inntekter.

| eierseksjonssameier fares ikke verdien av bygget i balansen. Arsaken er at den enkelte
sameier, og ikke selve sameiet, str som eier av boligene. Det medfarer at all rehabilitering,
ogsa evt. pakostning, kostnadsfares i perioden arbeidene utfgres. Eventuelle verdigkninger
som fglge av tiltakene, tilfaller den enkelte sameier uten at det fares i sameiets balanse.

NOTE: 15

ENERGIAVREGNING

INNTEKTER

Forskuddsinnbetalinger (a konto) -1 223519
SUM INNTEKTER -1 223519
KOSTNADER

Techem 92 893
Fjernvarme 680 161
SUM KOSTNADER 773 054
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Uoppgjorte avregninger -4 677

SUM ENERGIAVREGNING -455 142

Oppstillingen ovenfor viser hvilke energikostnader som avregnes etter hver enkelts forbruk.
For & dekke de lgpende kostnadene, krever selskapet inn et forskuddsbelap fra hver enkelt.
Pa fastsatte frister, blir deretter inntektene avregnet mot kostnadene. For lite innbetalt blir
krevd inn, og for mye innbetalt blir tilbakebetalt. P& den maten betaler hver enkelt kun for
sitt eget forbruk.

Ettersom disse inntektene og kostnadene avregnes etter hver enkelts forbruk, blir de bokfart i
balansen, og ikke via resultatregnskapet. De pavirker derfor likviditeten, og ikke resultatet.
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Bygday Allé 2

0257 Oslo
BDO Postboks 1704 Vika
0121 Oslo

Uavhengig revisors beretning

Til arsmatet i SAMEIET SN@LIA 1-3-5

Konklusjon

Vi har revidert arsregnskapet til SAMEIET SN@LIA 1-3-5.

Arsregnskapet bestar av: Etter var mening:

« Balanse per 31. desember 2024 - Oppfyller arsregnskapet gjeldende

« Resultatregnskap 2024 lovkrav, og

«  Gir arsregnskapet et rettvisende bilde av

sameiets finansielle stilling per 31.
desember 2024, og av dets resultater for

- Noter til arsregnskapet, herunder et
sammendrag av viktige

regnskapsprinsipper. o '
regnskapsaret i samsvar med
regnskapslovens regler og god
regnskapsskikk i Norge.
Andre forhold

Budsjettallene som fremkommer i arsregnskapet er ikke revidert.

Grunnlag for konklusjonen

Vi har gjennomfart revisjonen i samsvar med International Standards on Auditing (ISA-ene). Vare
oppgaver og plikter i henhold til disse standardene er beskrevet nedenfor under Revisors oppgaver og
plikter ved revisjonen av arsregnskapet. Vi er uavhengige av sameiet i samsvar med kravene i relevante
lover og forskrifter i Norge og International Code of Ethics for Professional Accountants (inkludert
internasjonale uavhengighetsstandarder) utstedt av International Ethics Standards Board for Accountants
(IESBA-reglene), og vi har overholdt vare gvrige etiske forpliktelser i samsvar med disse kravene.
Innhentet revisjonsbevis er etter var vurdering tilstrekkelig og hensiktsmessig som grunnlag for var
konklusjon.

Styret og forretningsferers ansvar for arsregnskapet

Styret og forretningsfarer (ledelsen) er ansvarlig for a utarbeide arsregnskapet og for at det gir et
rettvisende bilde i samsvar med regnskapslovens regler og god regnskapsskikk i Norge. Ledelsen er ogsa
ansvarlig for slik intern kontroll som den finner ngdvendig for a kunne utarbeide et arsregnskap som ikke
inneholder vesentlig feilinformasjon, verken som falge av misligheter eller utilsiktede feil.

Ved utarbeidelsen av arsregnskapet ma ledelsen ta standpunkt til sameiet evne til fortsatt drift og
opplyse om forhold av betydning for fortsatt drift. Forutsetningen om fortsatt drift skal legges til grunn
for arsregnskapet sa lenge det ikke er sannsynlig at virksomheten vil bli avviklet.

Revisors oppgaver og plikter ved revisjonen av arsregnskapet

Vart mal er a oppna betryggende sikkerhet for at arsregnskapet som helhet ikke inneholder vesentlig
feilinformasjon, verken som falge av misligheter eller utilsiktede feil, og a avgi en revisjonsberetning som
inneholder var konklusjon. Betryggende sikkerhet er en hgy grad av sikkerhet, men ingen garanti for at
en revisjon utfgrt i samsvar med ISA-ene, alltid vil avdekke vesentlig feilinformasjon. Feilinformasjon kan
oppsta som fglge av misligheter eller utilsiktede feil. Feilinformasjon er a anse som vesentlig dersom den
enkeltvis eller samlet med rimelighet kan forventes a pavirke de gkonomiske beslutningene som brukerne
foretar pa grunnlag av arsregnskapet.

For videre beskrivelse av revisors oppgaver og plikter vises det til:
https://revisorforeningen.no/revisjonsberetninger

BDO AS

Sven Mozart Aarvold
statsautorisert revisor
(elektronisk signert)

BDO AS, et norsk aksjeselskap, er deltaker i BDO International Limited, et engelsk selskap med begrenset Side 1 av 1
ansvar, og er en del av det internasjonale nettverket BDO, som bestar av uavhengige selskaper i de

Arsregskap med vedlegg.pdf

Penneo Dokumentngkkel: SM6TS-AKDME-7506/-QSN7M-B26JF-6NG5]/



Vedlegg 2

7978 Sameiet Snealia 1-3-5

VALGKOMITEEN INNSTILLER FGLGENDE PERSONER PA ARSMG@TET DEN 06.05.2025:

A. Som styremedlemmer foreslas at det velges kandidat 1 og 2:

1. Milaim Velija

2.Vegar Johnsen

3. Adham Fahrat

4. Marya Younus

5. Havard Siegel Haukeberg

Beboer
E-postadresse; mila_vel@hotmail.com

Delvis beboer
E-postadresse; vegar1969johnsen@gmail.com

Beboer
E-postadresse; f.adham@outlook.com

Ikke beboer
E-postadresse; maryayounus@hotmail.no

Ikke beboer
E-postadresse; hsh@haukeberg.com

Styremedlemmer som ikke er pa valg (Alle 1 ar igjen):

Sanjay Malhotra (leder)

Jafar Safar

Aksel Viefers

B. Som varamedlem foreslas:
Ikke lykkes med & fa noen til 8 melde seg.

Navn:

Varamedlem som ikke er pa valg (1 ar igjen):

Navn: Stuti Lakshmi Malhotra-Gunro

C. Som valgkomité sa foreslas:

Ikke beboer
E-postadresse;

Beboer
E-postadresse; jafii_g@hotmail.com

Beboer
E-postadresse; axelviefers@icloud.com

Adresse;
E-postadresse;

Ikke beboer
E-postadresse; Stuti.l.malhotra@gmail.com

Ingen meldt seg sa valgkomite sier seg villig til 4 ta gjenvalg.

Inger Rastad Lund

Thuy Ngoc Thi Le

Beboer
E-postadresse; inger.rastad@outlook.com

Beboer
E-postadresse; t.l.frisor@gmail.com

Dato 14.04.2025 Valgkomiteen for Sameiet Snglia 1-3-5

Inger Rastad-Lund Thuy Ngoc Thi Le

lithatillidg fra valgkomite til &rsmatet 06.05.2025 Sneglia 1-3-5 (2).pdf
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Deltagelse pa arsmate 2025

Arsmgtet avholdes 6.05.25
Selskapsnummer: 7978 Selskapsnavn: SAMEIET SN@LIA 1-3-5

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Fullmakt
Eier kan mate ved fullmektig. En fullmakt kan trekkes tilbake nar som helst.
Eier gir herved fullmakt til:

Fullmektigens navn:
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D oBOS

OBOS Eiendoms-
forvaltning AS

Hammersborg torg 1

Postboks 6668, St. Olavs plass
0129 Oslo

Telefon: 22 86 55 00
www.obos.no

E-post: oef@obos.no

Ta vare pé& dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.



HUSORDENSREGLER
For
Snglia 1-3-5
Vedtatt pa ekstraordinaert sameiermgte 14.12.2021

Endret pa arsmgte 27.4.2022

Endret pa arsmgte 05.03.24

Husordensreglene er & anse som et supplement til de vedtekter som til enhver tid gjelder for
sameiet.

81. Hensikt

Husordensreglene har til hensikt & skape gode forhold innen sameiet og mellom naboer, i
tillegg til & verne om eiendommen, anlegg og fellesutstyr, samt & bevare et enhetlig preg i
eiendommen. Vis ngdvendig hensyn overfor de gvrige som bor eller oppholder seg pa
sameiets eiendom. Et godt forhold mellom beboerne utvikler seg best ved at man tar direkte
kontakt med hverandre Et godt naboskap kjennetegnes ved at man fgler ansvar for
hverandre og at alle bidrar til & lage et godt bomiljg.

Sameier plikter & falge husordensreglene og er ansvarlig for at de overholdes av alle i
husstanden og gjares kjent for leietakere og andre som gis adgang til boligen.

8§ 2. Hensynet til gvrige beboere

Bruken av bruksenheten og fellesarealene ma ikke pa en urimelig eller ungdvendig mate
veere til skade eller ulempe for andre sameiere eller beboere.

Det skal veere alminnelig ro mellom kl 23.00 og 07.00, pa fredager, lgrdager og helligdager
mellom Kkl. 24.00 og 07.00. Ved starre private arrangementer bgr naboer varsles i god tid, og
vinduer og darer skal holdes lukket under arrangementet.

Beboerne skal pase at fellesdgrer/ytterdgrer er last til enhver tid.

Det er ikke tillatt med r@gyking innendgrs i fellesarealene.

Hvis du rayker i egen leilighet, sgrg for & holde ytterderen lukket.

Bruk av ulovlige substanser i fellesomradene politianmeldes.

Det er strengt forbudt & rgyke foran ventilasjonsinntaket pa takterrassen. Dette omradet er
merket med ragyking forbudt skilt.

Hamring, boring og annet arbeid som skaper stay ma skije til tider der det er til minst mulig
sjenanse for naboene.

Eventuelle stgyproblemer er en sak mellom bergrte naboer. Det vises for gvrig til paragraf 1



§3. Ordenifellesomradene

Sykler, barnevogner, sportsutstyr, leker og lignende skal hensettes der det er merket for
barnevognparkering. Private gjenstander skal ikke oppbevares i oppganger og korridorer.

Forbudt mot a sette sko og barnevogner i fellesomradene hvor det ikke er merket for dette.

Det ma utvises forsiktighet nar innbo bzeres inn og ut av bygget i forbindelse med flytting.
Sameier er ansvarlig for enhver skade som han eller hun paferer eiendommen. Beboerne
oppfordres til, i egen interesse, & verne om fellesarealene og alle ma medvirke til at omradet
i 0og rundt eiendommen holdes ryddig og pent.

Skader forarsaket av beboer belastes seksjonseier selvkost for utbedring av vaktmester.
Dette inkluderer & tukle med dgrmekanikken.

Ved grilling pa utekjgkkenet skal beboere vaske og rydde etter seg. Sgl, griseri og sgppel
belastes seksjonseier selvkostgebyr fra vaktmester for opprydding.

De som bruker grillene, plikter a barste grillen etter bruk med stalbgrste.

Postkasseskilt med leilighetsnummer og H-nummer tilhgrer og falger seksjonen. Dette skal til
enhver tid veere synlig i postkassen. Tapt skilt ma erstattes av seksjonseier.

Det er ikke tillatt & mate fulger fra takterrassen. Det ma ikke hensettes mat uten oppsyn pa
taket.

Beboerne plikter a holde ytre og indre inngangsdarer lukket og last til enhver tid. Hvis man
kortvarig har behov for & blokkere en dar i apen stilling, er det kun tillatt & gjgre dette ved a
bruke flyttebryteren ved dgrpumpen (der det er flyttebryter). Denne holder dgren i apen
stilling. Dgren ma ikke sperres i apen stilling. Armene til darpumpene ma ikke frakobles.

Barn/ungdommer har ikke anledning til & bruke garasjene som lekeplass eller oppholdssted.
All kjgring i garasjene skal skje med spesiell aktsomhet.

Inngangsdarene til bodomrader skal lukkes manuelt og alle beboere ma pase at de er lukket
nar de forlater omradet.

§4. Avfallshandtering

Enhver forsgpling av eiendommen herunder fortau, ganger, trapper, fellesareal og
sgppeldeponi er ikke tillatt. Hensetting av sgppel, gjenstander og ting i fellesarealer og
utenfor sgppelbrgnner uansett stgrrelse fiernes av vaktmester og kostnader belastes
seksjonseier. Pappen ma deles opp slik at den fgres helt ned i papp/ papir brgnnen og disse
ikke blir tette.

Husholdningsavfall skal kildesorteres etter kommunens anvisning. Avfallsbeholder skal kun
inneholde kildesortert husholdningsavfall i bla, granne og restavfallsposer. Papp, kartong,
papir og gavepapir ma legges i egen papirbeholder. Glass og metallemballasje skal leveres
pa egne returpunkter eller gjenbruksstasjoner utenfor sameiets omrade. Hageavfall, store
gjenstander og byggeavfall skal leveres til kommunens gjenbruksstasjoner.

Det ma ikke settes avfall utenfor sgppelcontainerne. Det ma heller ikke hensettes avfall i
fellesarealene eller utenfor egen inngangsdear.



Det skal ikke settes sgppelposer utenfor dgrene, uansett tidshorisont. Sgppel utenfor dgrene
fiernes og belastes gjeldende kostnad fra vaktmester.

Det er forbudt & rayke i innendgrs fellesarealer. Det er heller ikke lov a kaste sigarettsneiper
fra terrassene eller pa fellesomradene.

Overtredelse av overnevnte pabud medfarer at den ansvarlige ma dekke de palapte
kostnadene for opprydning.

85. Arbeider som krever autorisert personell

Arbeider pa bad, vaskerom og kjgkken, som inkluderer rgropplegg, ma kun utfares av
autoriserte firmaer pga. fare for lekkasje til underliggende leiligheter. Uvedkommende
gjenstander skal ikke kastes i vask og WC slik at avlgpsrgr tilstoppes. Elektrikerarbeid skal
utfgres av autoriserte firmaer.

Beboere kan ikke selv montere elbillader, dette kan kun gjgres i regi av sameiet sin
kvalifiserte leverandar.

Avtrekk/lufteventiler pa kjgkken og bad/dusjrom ma holdes rene og i orden. Ventilene skal
ikke justeres pa egenhand, da dette kan forstyrre den balanserte ventilasjonen i blokka.

Ekstra avtrekksvifte ma ikke monteres da dette skaper overtrykk i lufteanlegget og farer til at
anlegget mister sin funksjon. Samtidig er det viktig & pase at ventilasjonsrister i gvrige rom
ikke er tildekket, slik at lufteanlegget kan fungere som normalt.

8§ 6. Brannforebyggende sikkerhet
Hver enkelt seksjonseier plikter & pase at det finnes minst ett

brannslukningsapparat/brannslange og en eller flere raykvarslere i de(n) seksjonen(e) han
eller hun rar over. Det bar veere raykvarsler pa alle soverom. Seksjonseier er ansvarlig for at
det utfgres funksjonskontroll pd egne raykvarslere minst en gang pr. ar.

Beboere skal under ingen omstendigheter skru av brannvarslere uten a melde i fra til Styret.
Dette forstyrrer ventilasjonsanlegget. Dersom beboer gjgre dette vil det bli belastet et gebyr
for vaktmester til & nullstille brannsentralen og starte ventilasjonsanlegget pa nytt

Seksjonseier er ansvarlig for at det utfares funksjonskontroll pd egne raykvarslere minst en
gang pr. ar.

Seksjonseier som utlgser falsk brannalarm i bygget, plikter & erstatte tapet dette pafarer
Sameiet. Sameiets tap tilsvar inngatt avtale om fastpris med tredjepart om utrykning ved
utlgst brannalarm. Seksjonseier star ansvarlig pa samme mate for utlgsning forarsaket av
leietaker, gjester eller andre som befinner seg pa Sameiets omrade etter
Seksjonseier/leietakers initiativ.

87. Brukav grill

Det er kun tillatt med elektrisk- eller gassgrill pa balkong/terrasse. Gassbeholdere ma
oppbevares forskriftsmessig.

Ved grilling ma det tas saerskilt hensyn til naboene.



§8. Dyrehold

Det er tillatt & holde dyr sa lenge dyreholdet ikke er til sjenanse eller ulempe for de gvrige
beboerne.

Ved dyrehold gjelder folgende bestemmelser:

1. Det forutsettes at eier av dyret er kjent med politivedtektene angaende dyrehold og
straffebestemmelsene som gjelder for & holde dyr. Hunder skal fares i band innenfor
sameiets omrade.

2. Eier av dyret skal straks fierne ekskrementer som dyret matte etterlate pa
eiendommen.

3. Eier ma pase at dyret ikke tisser i garasjen.

4. Dyr ma holdes borte fra lekeplasser og sandkasser.

Hunder pé skal ikke fares igjennom garasjeanlegget pa luftetur eller ut. Hunder i
garasjeanlegget skal holdes i band og eier skal streve etter & unnga at hunden

markerer innendgrs. Ved gjentatte brudd pa regel vil seksjonseier bli belastet for renhold.
§9. Brudd pahusordensreglene

Eventuelle klager pa nabo for brudd pa husordensreglene eller p& grunn av andre
sjenerende forhold bgar rettes direkte til naboen selv. Kanskje er vedkommende ikke klar over
forholdet og problemet kan pa den maten lgses gjennom samtaler partene imellom. Gjentatte
og/eller grove overtredelser av husordensreglene kan rapporteres skriftlig til styret. Styret
kan velge a gi palegg om overholdelse av husordensreglene. Det skal gis en rimelig frist for
etterlevelse av palegg som gis. Dersom palegget ikke etterleves, innen rimelig tid, gis styret
adgang til & ta de nagdvendige steg for at husordensreglene blir overholdt. Kostnadene for
dette, dekkes av seksjonseieren.

§ 10. Endring av husordensreglene

Husordensreglene kan endres av sameiermgtet. Vedtak om endring skjer med alminnelig
flertall av de avgitte stemmer.
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VEDTEKTER

for
Sameiet Snglia 1-3-5 org. nr.927658704
Endret pa arsmgte 27.4.2022

Endret pa arsmgte 05.03.2024

Vedtektene er fastsatt i forbindelse med seksjoneringen av sameiet.

1. Innledende bestemmelser

1-1 Navn og opprettelse
Sameiets navn er Sameiet Snglia 1-3-5. Sameiet er opprettet ved tinglysing av vedtak om
seksjonering fra kommunen, tinglyst 28.5.2021

1-2 Hva sameiet omfatter

(1) Sameiet er et kombinert sameie som bestar av 203 boligseksjoner og 1
neeringsseksjon parkering, og 47 neeringsseksjoner bod pa eiendommen gnr. 106, bnr.
254 i Lgrenskog kommune.

(2) Den enkelte bruksenhet bestar av en hoveddel, og en eller flere tilleggsdeler.
Hoveddelen bestar av en sammenhengende og klart avgrenset del av en bygning, med egen
inngang. Seksjonerte tilleggsdeler bestar av

e Bod

e markterrasser

e P-plasser tilhgrende naeringsseksjon parkering

(3) De deler av eiendommen som ikke inngar i de enkelte bruksenheter er fellesareal.

1-3 Sameiebrgk

(1) Sameiebrgken er seksjonseiers forholdsmessige eierandel i sameiet. For
neeringsseksjon (parkering) fastsettes en vektet sameiebrgk basert pa antall p-plasser i
seksjonen eller vektet i forhold til seksjonens stgrrelse. For naeringsseksjon (bod) er det
fastsatt at teller i sameierbrak er lik 1. Sameiebrgken fremgar av seksjoneringssgknaden.

(2) Sameiebrgken bygger pa hoveddelens BRA areal. Balkonger/terrasser/uteareal/boder og
parkeringsplasser er ikke med i hoveddelenes BRA.

1-4 Videoovervaking

(1) Sameiet kan montere overvakningskamera i bygget der det er behov. Behovet er fastsatt
av styret ved normalt flertall.

(2) Det er dedikert en representant i styret som har ansvar for kameraanlegget.
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(3) Sameiet kan samarbeide med Tribunen om kameraovervaking der det er hensiktsmessig

(4) Lovverket for kameraovervaking skal fglges

2. Rettslig disposisjonsrett

2-1Rettslig disposisjonsrett
(1) Seksjonseieren disponerer fritt over egen seksjon og kan fritt selge, pantsette og leie ut
denne med mindre noe annet fglger av lov, avtaler eller disse vedtektene.

(2) Ingen kan kjape eller pa annen mate erverve flere enn to boligseksjoner.

(3) Sameiets styre skal underrettes skriftlig om alle overdragelser og leieforhold. Det
samme gjelder ny seksjonseiers/leietakers navn og kontaktinformasjon. Ved eierskifte
betales et eierskiftegebyr. Seksjonseier star selv ansvarlig, og ma registrere sine
leietakere i Vibbo. Alle leietakere plikter & akseptere invitasjonen/ registreringen.

(4) Korttidsutleie av hele boligseksjonen i mer enn 90 daggn arlig er ikke tillatt. Med
korttidsutleie menes utleie i inntil 30 dggn sammenhengende.

(5) Neeringsseksjon (bod) kan kun selges eller overfgres til andre seksjonseiere i Sameiet
Snglia 1-3-5.

(6) Nye begrensninger i rettslig disposisjonsrett krever samtykke fra de som bergres.

3. Seksjonseierens rett til & bruke bruksenheten og fellesarealene

3-1 Rett til bruk

(1) Seksjonseieren har enerett til & bruke sin bruksenhet. Seksjonseieren har ogsa rett til
& bruke fellesarealene til det de er beregnet til, eller vanligvis brukes til, og til annet som
er i samsvar med tiden og forholdene.

(2) En seksjonseier kan med samtykke fra styret gjennomfgre tiltak pa fellesarealene som
er ngdvendige pa grunn av seksjonseierens eller husstandsmedlemmenes nedsatte
funksjonsevne. Styret kan bare nekte & samtykke dersom det foreligger en saklig grunn.

(3) Bruksenheten og fellesarealene ma ikke brukes slik at andre seksjonseiere
pafares skade eller ulempe pa en urimelig eller ungdvendig mate.

(4) Bruksenheten kan bare brukes i samsvar med formalet. Endring av bruksformalet krever
reseksjonering etter eierseksjonslovens § 21 annet ledd.

(5) Seksjonseier har ikke rett til & foreta arbeider som pavirker/bergrer sameiets fellesarealer,
fellesanlegg og utvendig tilleggsareal uten forhandsgodkjenning fra styret/arsmatet.

Dette gjelder tiltak som:

2
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e Alle installasjoner, herunder oppsetting/montering av antenner, varmepumper,
sol/vindavskjerming, skillevegger/gjerder, plattinger, flislegging eller annet fast belegg
pa balkonger/terrasser, innglassing, boblebad/badestamp, fastmontert belysning og
lignende.

o Oppsetting av skilt for virksomhet i naeringsseksjonen. Samtykke til oppsetting av skilt
kan ikke nektes uten saklig grunn.

Endring av utomhusplanen som anleggelse/utvidelse av plattinger, heller, flytting av
eksisterende beplanting, nyplanting og lignende skal pa forhand godkjennes av
styret/arsmgtet. Dette gjelder ogsa innenfor tilleggsdel til den enkelte seksjon. Styret
kan gi bestemmelser om hgyde pa hekker og annen beplantning ogsa innenfor
tilleggsdel.

(6) Kostnader til de- og remontering av installasjoner/utstyr som naveerende eller tidligere
seksjonseier har montert, slik som nevnt i (5) 2. avsnitt, ma ved rehabilitering og andre felles
tiltak pa eiendommen, belastes den seksjon installasjonen tilhgrer. Styret/arsmeatet avgjgr om
remontering skal tillates.

(7) Forandringer som skjer i strid med de til enhver tid gjeldende bygningsforskrifter og andre
offentlige bestemmelser er ikke tillatt.

(8) Alt permanent montert utstyr pa utsiden av fasaden og pa balkong bgr avklares med
styret. Utstyr ma falge byggets struktur, farge og fasong. Brudd péa vedtekten medfarer
fierning pa seksjonseier sin bekostning.

(9) Avfall som tilstopper sgppelsluk og kan spores tilbake til beboer, farer til varsel. Gjentatte
ganger farer til belastning av opprydding. Kostnaden for tjenesten er fastsatt av vaktmester pa
generelt grunnlag.

3-2 Ordensregler og dyrehold
(1) Arsmatet kan fastsette vanlige ordensregler for eiendommen.

(2) Dyrehold er tillatt s& lenge dette ikke pa en urimelig eller ungdvendig mate er til skade
eller ulempe for de gvrige brukerne av eiendommen.

(3) Igjensatte artikler som kan spores tilbake til seksjonseier eller leietaker blir belastet
den aktuelle seksjonen. Priser for sgppelservice er satt av vaktmester.

(4) Husordensreglene heter HUSORDENSREGLER 7978 Snglia 1-3-5 og ma falges av
alle.

4. Sameiets parkeringsplasser

4-1 Organisering

Det er ca 131 parkeringsplasser i sameiets garasjekjeller. Disse er organisert egen
naeringsseksjon i sameiet, seksjon 251, som utgjar et tingsrettslige sameie mellom eierne av
denne.

4-2 B Rettslig disposisjonsrett over p-plasser i neeringsseksjon parkering
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Eierandel i neeringsseksjon parkering kan dersom den ikke selges eller overfgres sammen
med eierseksjon i Sameiet Snglia 1-3-5 bare selges eller overfgres til andre seksjonseiere i
Sameiet Snglia 1-3-5

Vognfarer forplikter & parkere kjaretgy i garasjen slik at hele kjgretayet er innenfor de
fysiske avgrensningene av plassen. Kjgretgy som parkeres utenfor oppmerkingen utgjar
ulovlig bruk og mislighold av eier sine plikter. Ulovlig bruk farer til at kjgretay kan bli
batelagt. Gjentatte mislighold kan medfare bortauing. Ved alvorlige feilparkeringer kan
kjgretay taues umiddelbart.

Beboer kan via P-service gi gebyrer til biler feilparkert pa sin egen parkeringsplass
Flere rettigheter og plikter er beskrevet i husordensreglene

4-3 Vedlikehold

Sameiet Snglia 1-3-5 er ansvarlig for drift, vedlikehold og administrasjon av neeringsseksjon
251, garasjeanlegget med adkomst, kjgrebane og parkeringsarealer, jfr neeringsseksjonens
vedtekter

4-4 Felleskostnader

Felleskostnader knyttet til drift og vedlikehold av garasjeanlegget, fordeles mellom sameierne
i naeringsseksjon parkering i forhold til hvor mange parkeringsplasser den enkelte eier
disponerer. Felleskostnader for garasjeplass

Dette gjelder for eksempel kostnader til:
e sngrydding/feiing
rengjgring av garasjekjeller
reparasjon av garasjeport
forsikring
strgm
kjgre- og adkomstarealer
tekniske anlegg
andre drifts og administrasjonskostnader for naeringsseksjon 251

4-5 Ladepunkt for el-bil og ladbare hybrider

(1) En seksjonseier kan med samtykke fra styret anlegge ladepunkt for elbil og ladbare
hybrider i tilknytning til en parkeringsplass seksjonen disponerer, eller andre steder som
styret anviser. Styret kan bare nekte samtykke dersom det foreligger en saklig grunn.

(2) Kostnader til etablering av ladepunkt, vedlikehold og stram dekkes av den enkelte
seksjonseier. Stram betales etter malt forbruk der maler er installert, eller ved et belap
fastsatt av styret dersom det ikke er egen maler.

4-6 Parkeringsplasser for personer med nedsatt funksjonsevne

(1) Har en seksjonseier, leietaker eller en i husstanden nedsatt funksjonsevne, kan denne
kreve at styret palegger en annen seksjonseier & bytte parkeringsplass. Bytteretten gjelder
bare dersom den som krever bytte, allerede disponerer en parkeringsplass i sameiet. Styret
ber tilstrebe at bytteplassen ligger i neerheten av sgkers seksjon. Retten til & bruke en
tilrettelagt plass varer sa lenge et dokumentert behov er til stede.
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(2) Retten gjelder bare parkeringsplasser som i vedtak etter plan- og bygningsloven er
krevet opparbeidet til bruk av personer med nedsatt funksjonsevne.

(3) Denne bestemmelsen kan bare endres dersom samtlige seksjonseiere uttrykkelig sier
seg enige. Kommunen har vetorett mot endring av vedtektsbestemmelsen. Vedtekten ma
registreres i Foretaksregisteret.
5. Vedlikeholdsplikt og erstatningsansvar
5-1 Seksjonseierens plikt til & vedlikeholde bruksenheten
(1) Seksjonseieren skal vedlikeholde bruksenheten slik at skader pa fellesarealene og
andre bruksenheter forebygges, og slik at de gvrige seksjonseierne slipper ulemper.
Vedlikeholdsplikten omfatter ogsa eventuelle tilleggsdeler til bruksenheten.
(2) Seksjonseierens vedlikeholdsplikt omfatter slikt som

a) inventar

b) utstyr, som vannklosett, varmtvannsbereder, badekar og vasker

c) apparater, for eksempel brannslukkingsapparat

d) skap, benker, innvendige dgrer med karmer Sameiet Snglia 1-3-5

e) listverk, skillevegger, tapet

e) gulvbelegg, varmekabler, membran og sluk

f) vegg-, gulv- og himlingsplater

g) rar, ledninger, sikringsskap fra og med farste hovedsikring eller inntakssikring

)innsiden av vinduer, veranda- og ytterdgrer til boligen
(3) Seksjonseieren skal vedlikeholde vatrom slik at lekkasjer unngas.
(4) Vedlikeholdet omfatter ogsad ngdvendig reparasjon og utskifting av det som er nevnt
ovenfor, men ikke utskifting av sluk, vinduer, veranda- og ytterdgrer til bolig. Seksjonseier er
likevel ansvarlig for utskifting av gdelagte vindusruter (f.eks. punkterte), dersom dette er et

teknisk og gkonomisk forsvarlig alternativ til a skifte ut hele vinduet.

(5) Seksjonseieren skal rense sluk og holde avigpsrer apne frem til fellesledningen.
Dette gjelder ogsa sluk pa balkong eller lignende som ligger til bruksenheten.

(6) Vedlikeholdsplikten omfatter ikke reparasjon eller utskifting av tak, bjelkelag, baerende
veggkonstruksjoner og rgr eller ledninger som er bygget inn i baerende konstruksjoner.

(7) Vedlikeholdsplikten omfatter ogsa utbedring av tilfeldige skader, for eksempel skader
som er forarsaket av uvaer, innbrudd eller haerverk.

(8) Oppdager seksjonseieren skade i bruksenheten som sameiet er ansvarlig for &
utbedre, plikter seksjonseieren straks & sende skriftlig varsel til styret.
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(9) Seksjonseieren skal holde bruksenheten fri for insekter og skadedyr. Ved mistanke
om innsekter og skadedyr plikter seksjonseier straks & sende skriftlig varsel til styret.

(10) Ny eier av seksjonen har plikt til & utfare vedlikehold, inkludert reparasjoner og
utskifting i seksjonen, selv om vedlikeholdet skulle veert utfart av den tidligere
seksjonseier.

(11) En seksjonseier som ikke oppfyller vedlikeholdsplikten, skal erstatte tap dette
pafarer sameiet eller andre seksjonseiere, jf. eierseksjonsloven § 34.

(12)  Alle postkasser ma vaere merket med postkasseskilt. Beboer plikter & skaffe
postkasseskilt senest 1 maned etter innflytting. Hvis beboer ikke kjgper skilt vil sameiet
gjgre dette og belaste seksjonseier. Skilt skal inneholde navn og/eller seksjonsnummer,
eller Navn og/eller H-nummer.
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5-2 Sameiets plikt til & vedlikeholde og utbedre fellesarealer m.m.

(1) Sameiet skal holde utvendige og innvendige fellesarealer, inkludert bygningen og felles
installasjoner, forsvarlig ved like. Vedlikeholdet skal utfgres slik at skader pa fellesarealene
og de enkelte bruksenhetene forebygges, og slik at seksjonseierne slipper ulemper.
Vedlikeholdsplikten omfatter alt som ikke faller inn under den enkelte seksjonseiers
vedlikeholdsplikt, jf. punkt 5-1. Vedlikeholdsplikten omfatter ogsa reparasjon og utskifting nar
det er ngdvendig, og utbedring av tilfeldige skader.

(2) Vedlikeholdsplikten omfatter ogsa felles installasjoner som gar gjennom bruksenheter,
slik som rar, ledninger, kanaler og felles varmeanlegg inklusive radiatorer. Sameiet har rett til
a fare nye slike installasjoner gjennom bruksenhetene hvis det ikke skaper vesentlig ulempe
for den aktuelle seksjonseieren. Sameiets vedlikeholdsplikt omfatter ogsa utvendig
vedlikehold av vinduer, veranda- og ytterdgrer til boligene.

(3) Sameiets vedlikeholdsplikt omfatter ogsa slikt som utskifting av sluk, vinduer, veranda- og
ytterdgrer til boligene eller reparasjon og utskifting av tak, bjelkelag, baerende
veggkonstruksjoner, samt rgr eller ledninger som er bygd inn i beerende konstruksjoner med
unntak av varmekabler.

(4) Seksjonseieren skal gi sameiet adgang til bruksenheten for & vedlikeholde, installere
og kontrollere felles installasjoner.

Kontroll og arbeid i bruksenhetene skal varsles i rimelig tid og gjennomfgres slik at det ikke
skaper ungdvendig ulempe for seksjonseieren eller andre brukere

(5) Et sameie som ikke oppfyller sin vedlikeholdsplikt, skal erstatte tap dette pafgrer
seksjonseierne giennom skader pa bruksenhetene, jf. eierseksjonsloven § 35.

6. Felleskostnader, pantesikkerhet og heftelsesform

6-1 Felleskostnader

(1) Kostnader med eiendommen som ikke knytter seg til den enkelte bruksenhet, er
felleskostnader. Felleskostnader skal fordeles mellom seksjonseierne etter sameiebrgken
med mindre annet fglger av disse vedtektene.

(2) Dersom seerlige grunner taler for det, kan kostnadene fordeles etter nytten for
den enkelte bruksenhet eller etter forbruk.

Kostnader forbundet med kollektivt bredband og tv fordeles med en lik andel pr. tilknyttet
seksjon.

Kostnader til fiernvarme inngar i felleskostnadene, herunder kostnader til varmt tappevann i
leilighetene, radiatoranlegg etc. Det er installert individuell maling for hver eierseksjon.
Kostnadene fordeles int. malt forbruk. Det kreves inn et manedlig akontobelgp som avregnes
iht avtalt periode.
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Kostnader til p-plasser i naeringsseksjon parkering betales med likt belgp pr p-plass som
disponeres, se vedtektenes pkt. 4-4 og 11-4, jf. naeringsseksjonens vedtekter, se vedlegg X

Neeringsseksjoner 204-250 (boder), skal betale kr 50 pr mnd pr seksjon. Belgpet
indeksreguleres hvert femte ar farste gang 2025. Styret kan endre belgpet dersom det er
vesentlig avvik i forhold til faktiske kostnader knyttet til neeringsseksjonene (boder)

(3) Dersom de seksjonseierne som bergres, uttrykkelig sier seg enige, kan det i vedtektene
fastsettes en annen fordeling enn den som falger av (1).

(4) Enhver endring av fordelingsngkkelen som utfgres i strid med denne bestemmelse er
ugyldig.

6-2 Betaling av felleskostnader
(1) Den enkelte seksjonseier skal forskuddsvis betale et akontobelgp som fastsettes
pa arsmgtet, eller av styret, for & dekke sin andel av felleskostnadene.

(2) Akontobelgpet kan ogsa dekke avsetning av midler til framtidig vedlikehold,
pakostninger eller andre fellestiltak pa eiendommen dersom arsmgatet har vedtatt slik
avsetning. Midlene skal settes pa egen bankkonto. Avsetning til vedlikehold er en
felleskostnad og innbetalingene skal fglge sameiebrgk.

6-3 Panterett for seksjonseiernes forpliktelse

De andre seksjonseierne har lovbestemt panterett i seksjonen for krav mot seksjonseieren
som folger av sameieforholdet, jf. eierseksjonslovens § 31. Pantekravet kan ikke overstige et
belgp som for hver bruksenhet svarer til to ganger folketrygdens grunnbelgp pa det
tidspunktet tvangsdekning besluttes gjennomfart. Panteretten omfatter ogsa krav som skulle
ha veert betalt etter at det er kommet inn en begjeering til namsmyndighetene om
tvangsdekning.

6-4 Seksjonseierens heftelse for sameiets ansvar og forpliktelser utad
Den enkelte seksjonseier hefter for felles ansvar og forpliktelser etter sin sameierbrgk.

7 Palegg om salg og fravikelse av bruksenheten (utkastelse)

7-1 Mislighold

Seksjonseiers brudd pa sine forpliktelser overfor sameiet utgjar mislighold. Som mislighold
regnes blant annet manglende betaling av felleskostnader, forsgmt vedlikeholdsplikt, ulovlig
bruk og brudd pé ordensregler

7-2 Palegg om salg av seksjonen

Hvis en seksjonseier til tross for skriftlig advarsel vesentlig misligholder sine plikter, kan
styret palegge vedkommende a selge seksjonen, jf. eierseksjonsloven § 38. Advarselen skal
opplyse om at vesentlig mislighold gir styret rett til & kreve seksjonen solgt.



Sameiet Snglia 1-3-5

7-3 Palegg om fravikelse av bruksenheten (utkastelse)

Hvis seksjonseierens eller brukerens oppfarsel medfgrer fare for gdeleggelse eller vesentlig
forringelse av eiendommen, eller seksjonseierens eller brukerens oppfarsel er til alvorlig
plage eller sjenanse for eiendommens @gvrige brukere, kan styret kreve fravikelse av
seksjonen etter bestemmelsene i tvangsfullbyrdelsesloven kapittel 13, jf. eierseksjonsloven
§ 39.

8. Styret og dets vedtak

8-1 Styret — Sammensetning, valg, tjenestetid og vederlag
(1) Sameiet skal ha et styre. Styret skal besta av en leder og to til fire andre medlemmer.
Det kan velges inntil 2 varamedlemmer.

(2) Styremedlemmene tjenestegjer i to ar hvis ikke arsmatet har bestemt noe annet.
Varamedlemmer velges for ett ar. Styremedlem og varamedlem kan gjenvelges.

(3) Arsmatet skal velge styret med vanlig flertall av de avgitte stemmer. Styreleder skal
velges seerskKilt.

(4) Arsmatet skal fastsette eventuelt vederlag til styret for foregéende styreperiode. Styret
bestemmer fordelingen av vederlaget.

(5) Nar seerlige forhold foreligger, har et styremedlem rett til & fratre far tjenestetiden er
ute. Styret skal ha et rimelig forhandsvarsel om fratredelsen. Ved fratreden ma
forretningsfarer varsles.

(6) Arsmatet kan med vanlig flertall beslutte at et medlem av styret skal fratre.

8-2 Styremgter
(1) Styreleder skal sgrge for at styret mates sa ofte det trengs. Et styremedlem eller
forretningsfareren kan kreve at styret sammenkalles.

(2) Styremgtet skal ledes av styrelederen. Er ikke styrelederen til stede, og det ikke er valgt
noen nestleder, skal styret velge en mgteleder.

(3) Styret er beslutningsdyktig nar mer enn halvparten av alle styremedlemmene er til stede.
Beslutninger kan treffes med mer enn halvparten av de avgitte stemmene. Star stemmene
likt, gjer matelederens stemme utslaget. De som stemmer for en beslutning, ma likevel
utgjgre mer enn en tredjedel av alle styremedlemmene

(4) Styret skal fare protokoll fra styremgtene. Alle de fremmagtte styremedlemmene skal
undertegne protokollen. Protokollen kan undertegnes elektronisk. Protokollen skal sendes til
forretningsfarer.

8-3 Styrets oppgaver
Styret skal sgrge for vedlikehold og drift av eiendommen og ellers sgrge for forvaltningen av
sameiets anliggender i samsvar med lov, vedtekter og beslutninger pa arsmgtet.

Styret skal som hovedregel benytte seg av kommunikasjonsplatformen Vibbo ved
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opplysninger/klage/sparsmal til seksjonseier. OBOS skal kun benyttes til klagebrev ved
grovt vedtektsbrudd.

8-4 Styrets beslutningsmyndighet

(1) Styret skal ta alle beslutninger som ikke i loven eller vedtektene er lagt til andre
organer. Beslutninger som kan tas med et vanlig flertall pa arsmgtet, kan ogsa tas av styret
om ikke annet fglger av lov, vedtekter eller rsmgtets beslutning i det enkelte tilfelle.

(2) Styret kan ikke ta beslutninger eller handle pa en méate som er egnet til & gi noen
seksjonseiere eller utenforstaende en urimelig fordel pa andre seksjonseieres bekostning.

8-5 Inhabilitet

Et styremedlem kan ikke delta i behandlingen eller avgjgrelsen av noe spgrsmal som
medlemmet selv eller dennes neerstaende har en fremtredende personlig eller
gkonomisk saerinteresse |.

8-6 Styrets representasjonsadgang og ansvar

(1) Styret har rett til & representere seksjonseierne og forplikte dem med sin underskrift i
saker som gjelder seksjonseiernes felles rettigheter og plikter. Dette omfatter ogsa a
giennomfare beslutninger truffet av arsmatet eller styret, og rettigheter og plikter som
ellers angar fellesareal og fast eiendom.

(2) Styret kan ogsa gjare gjeldende krav seksjonseiere har mot utbyggeren dersom kravet
knytter seg til mangler ved fellesarealene eller forsinket ferdigstillelse av disse.

(3) Seksjonseierne forpliktes ved underskrift av styreleder og ett styremedlem i
fellesskap.
9. Arsmatet

9-1 Arsmagtets myndighet og mindretallsvern.
(1) Arsmgtet har den gverste myndigheten i sameiet.

(2) Et flertall pa arsmatet kan ikke ta beslutninger som er egnet til & gi noen seksjonseiere
eller utenforstadende en urimelig fordel pa andre seksjonseieres bekostning.

9-2 Tidspunkt for &rsmagtet

(1) Ordinzert arsmgte skal holdes hvert ar innen utgangen av juni. Styret skal pa forhand
varsle seksjonseierne om dato for matet og om siste frist for a innlevere saker som gnskes
behandlet.

(2) Ekstraordingert arsmgte skal holdes nar styret finner det ngdvendig, eller nar minst
to seksjonseiere som til sammen har minst ti prosent av stemmene, krever det og
samtidig oppgir hvilke saker de gnsker behandlet.

9-3 Innkalling til arsmate

(1) Styret innkaller til arsmate med et varsel som skal veere pa minst atte og hgyst tjue
dager. Styret kan om ngdvendig innkalle til ekstraordinaert &rsmate med kortere varsel,
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men varselet kan aldri vaere kortere enn tre dager. Innkallingen skal samtidig sendes til
forretningsfarer.

(2) Innkallingen skjer skriftlig. Som skriftlig regnes ogsa elektronisk kommunikasjon.

(3) Innkallingen skal tydelig angi de sakene arsmgtet skal behandle. Skal arsmgtet
kunne behandle et forslag som etter loven eller vedtektene ma vedtas med minst to
tredjedels flertall av de avgitte stemmene, ma hovedinnholdet vaere angitt i innkallingen.

(4) Saker som en seksjonseier gnsker behandlet i det ordinaere arsmgtet, skal nevnes i
innkallingen nar styret har mottatt krav om det far fristen i vedtektenes punkt 9-2 (1).

9-4 Saker arsmgtet skal behandle
(1) Arsmgtet skal behandle de sakene som er angitt i innkallingen til matet.

(2) Uten hensyn til om sakene er nevnt i innkallingen, skal det ordinaere arsmgtet:
e behandle styrets arsrapport
e behandle og eventuelt godkjenne styrets regnskap for foregaende kalenderar
e velge styremedlemmer
¢ behandle vederlag til styret

(3) Arsberetning, regnskap og eventuell revisjonsberetning skal senest en uke for ordinzert
arsmgte sendes ut til alle sameiere med kjent adresse. Dokumentene skal dessuten vaere
tilgjengelige i arsmatet.

(4) Bortsett fra saker som skal behandles av ordinzert arsmgte, kan arsmgtet bare ta
beslutning om saker som er angitt i innkallingen til matet. Hvis alle seksjonseiere er til stedet
pa arsmgtet og stemmer for det, kan arsmgtet ogsa ta beslutning i saker som ikke star i
innkallingen. At saken ikke er nevnt i innkallingen, er ikke til hinder for at styret beslutter &
innkalle til nytt arsmete for & avgjere forslag som er fremsatt i matet.

9-5 Hvem kan delta i arsmgtet

(1) Alle seksjonseiere har rett til & delta pa arsmgtet med forslags-, tale- og stemmerett.
Ektefelle, samboer, eller annet medlem av husstanden til eieren av en boligseksjon har rett til
a veere til stedet pa arsmgtet og uttale seg.

(2) Styremedlemmer, forretningsferer, revisor og leier av boligseksjon har rett til & veere
til stede pa arsmatet og til & uttale seg. Styreleder og forretningsferer har plikt til & veere
til stede med mindre det er apenbart ungdvendig eller de har gyldig forfall.

(3) En seksjonseier kan mate ved fullmektig. Fullmakten kan nar som helst tilbakekalles.
Fullmakten kan ikke angi hva fullmektigen skal stemme. Seksjonseieren har rett til & ta med
en radgiver til arsmatet. Radgiveren har bare rett til & uttale seg dersom et flertall pa
arsmgtet tillater det.

9-6 Mgteledelse og protokoll

(1) Styrelederen leder arsmgtet med mindre arsmgtet velger en annen mgteleder. Mateleder
behgver ikke & veere seksjonseier.
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(2) Mgtelederen har ansvar for at det fares protokoll over alle saker som behandles, og alle
beslutninger som tas pa arsmgatet. Matelederen og minst én seksjonseier som utpekes av
arsmgatet blant dem som er til stede, skal underskrive protokollen. Protokollen skal til enhver
tid holdes tilgjengelig for seksjonseierne.

9-7 Beregning av flertall og opptelling av stemmer pa drsmate
(1) | arsmgtet har hver seksjon én stemme, og flertallet regnes etter antall avgitte stemmer.

Neeringsseksjon 318 parkering har ikke stemmerett. Naeringsseksjon 319-353 (nod) har ikke
stemmerett

(2) For en seksjon med flere eiere kan det bare avgis en stemme.

(3) Ved opptelling av stemmer anses blanke stemmer som ikke avgitt. Star stemmene likt,
avgjeres saken ved loddtrekning.

9-8 Flertallskrav ved ulike beslutninger pa arsmatet

(1) Beslutninger pa arsmeatet tas med vanlig flertall av de avgitte stemmene hvis ikke annet
flertallskrav er fastsatt i eierseksjonsloven eller vedtektene. Vedtektene kan ikke fastsette
strengere flertallskrav enn det som er fastsatt i loven.

(2) Det kreves et flertall pa minst to tredjedeler av de avgitte stemmene pa arsmatet for a ta
beslutning om
a)ombygging, pabygging eller andre endringer av bebyggelsen eller tomten som gar ut
over vanlig forvaltning og vedlikehold i det aktuelle sameiet

b)omgjering av fellesarealer til nye bruksenheter eller utvidelse av eksisterende
bruksenheter

c) salg, kjgp, utleie eller leie av fast eiendom, inkludert seksjoner i sameiet som tilhgrer
eller skal tilhgre seksjonseierne i fellesskap, eller andre rettslige disposisjoner over
fast eiendom som gar ut over vanlig forvaltning

d) samtykke til at formalet for én eller flere bruksenheter endres fra boligformal til annet
formal eller omvendt

e)samtykke til reseksjonering som nevnt i eierseksjonslovens § 20 annet ledd annet
punktum

f) Overfgring av vedlikeholdsplikt fra seksjonseier til sameiet, jf. eierseksjonsloven § 32
attende ledd.

g)endring av vedtektene

(3) Vedtak om overfgring av vedlikeholdsplikt fra sameiet til en eller flere seksjonseiere
kreves i tillegg til to tredjedeler av de avgitte stemmer, ogsa samtykke fra de bergrte, jf.
eierseksjonsloven § 33 tredje ledd.

9-9 Flertallskrav for seerlige bomiljgtiltak
(1) Tiltak som har sammenheng med seksjonseierens bo- eller bruksinteresser, og som gar

ut over vanlig forvaltning, og som fgrer med seg gkonomisk ansvar eller utlegg for
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seksjonseierne i fellesskap pa mindre enn fem prosent av de arlige felleskostnadene,
besluttes med vanlig flertall av de avgitte stemmene pa arsmgatet. Hvis tiltaket farer med seg
gkonomisk ansvar eller utlegg for seksjonseierne i fellesskap pa mer enn fem prosent av de
arlige felleskostnadene, kreves det flertall pA minst to tredjedeler av de avgitte stemmene pa
arsmgtet.
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(2) Huvis tiltakene fgrer med seg et samlet gkonomisk ansvar eller utlegg for enkelte
seksjonseiere p& mer enn halvparten av folketrygdens grunnbelgp pa det tidspunktet tiltaket
besluttes, kan tiltaket bare gjennomfares hvis disse seksjonseierne uttrykkelig sier seg enige.

9-10 Beslutninger som krever enighet fra alle seksjonseiere
(1) Alle seksjonseiere ma, enten pa arsmgtet eller pa et annet tidspunkt, uttrykkelig si seg
enige hvis sameiet skal kunne ta beslutning om

a) salg eller bortfeste av hele eller vesentlige deler av eiendommen

b) opplgsning av sameiet

c) tiltak som medfgrer vesentlig endring av sameiets karakter

d) tiltak som gar ut over seksjonseiernes bo- eller bruksinteresser, uavhengig av
stgrrelsen pa kostnaden som tiltaket medfarer, og uavhengig av hvor stort gkonomisk
ansvar eller utlegg tiltaket medfarer for de enkelte seksjonseiere.

9-11 Inhabilitet
Ingen kan delta i en avstemning om

a) et sgksmal mot en selv eller ens neerstdende

b) ens eget eller ens neerstdendes ansvar overfor sameiet

c) et sgksmal mot andre eller andres ansvar overfor sameiet dersom egen interesse
i saken er vesentlig og kan stride mot sameiets interesser

d) palegg eller krav etter eierseksjonsloven §8§ 38 og 39 som er rettet mot en selv eller
ens neerstaende.

Dette gjelder ogsa for den som opptrer ved eller som fullmektig.

10 Forretningsfarer, regnskap, revisjon og forsikring

10-1 Forretningsfarer
Sameiet skal ha forretningsfarer. Styret ansetter forretningsfarer og andre funksjonaerer i
samsvar med eierseksjonsloven § 61.

10-2 Regnskap og revisjon

Styret skal sgrge for ordentlig og tilstrekkelig regnskapsfarsel.

Regnskapet skal revideres av en revisor valgt av arsmgtet. Revisor tjenestegjar inntil annen
revisor blir valgt.

10-3 Forsikring

(1) Styret er ansvarlig for at eiendommen til enhver tid er forsvarlig forsikret i et godkjent
forsikringsselskap. Forsikringen skal ogs& omfatte huseieransvarsforsikring,
styreansvarsforsikring og rettshjelpsforsikring. Innboforsikring er den enkelte sameier

selv ansvarlig for & tegne

(2) Selv om sameiets forsikring brukes, skal styret palegge seksjonseier a betale
egenandelen dersom skadearsaken ligger innenfor seksjonseiers ansvar.
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11 Diverse opplysninger

11-1 Definisjoner

| disse vedtektene menes med

a) eierseksjon: eierandel i en bebygd eller planlagt bebygd og seksjonert eiendom, med
enerett for eieren til & bruke en bestemt bruksenhet i eiendommen.

b) bruksenhet: et avgrenset areal av en seksjonert eiendom som en seksjonseier har
enerett til & bruke til bolig eller annet formal. En bruksenhet bestar av en hoveddel
og kan ogsa ha tilleggsdeler. Bruksenheten ma ha innvendige arealer og kan ogsa
ha utvendige arealer.

c) bruksenhetens hoveddel: en sammenhengende og klart avgrenset del av en bygning,
med egen inngang.

d) bruksenhetens tilleggsdel: de delene av bruksenheten som ikke er hoveddel.

e) fellesareal: de delene av eiendommen som ikke inngar i bruksenhetene.

f) boligseksjon: en seksjon som skal brukes til helarsbolig eller fritidsbolig.

g) neeringsseksjon: en seksjon som skal brukes til annet enn bolig.

h) samleseksjon: en seksjon som omfatter alle bruksenheter med samme formal.

i) sameiebrgk: seksjonseierens forholdsmessige eierandel i sameiet.

i) seksjonering: & dele en eiendom i flere bruksenheter etter reglene i loven her.

k) reseksjonering: en ny seksjonering av en eller flere seksjoner i en allerede seksjonert
eiendom.

[) sameiet (eierseksjonssameiet): fellesskapet av alle seksjonseierne.

11-2 Hjemmelshaver til formuesgode

Sameie kan registreres som hjemmelshaver til et formuesgode som er registrert i et
realregister.

11-3 Endringer i vedtektene
Endringer i sameiets vedtekter kan besluttes av arsmgtet med minst to tredjedeler av de
avgitte stemmer om ikke disse vedtektene eller eierseksjonsloven stiller strengere krav.

11-4 Seerskilt bestemmelse vedr administrasjon av neeringsseksjon nr 251 (Parkering)
Seerskilt bestemmelse vedr administrasjon av naeringsseksjon nr 251 (Parkering)
Parkeringsplasser (og evt. kjgre- og adkomstarealer i garasjeanlegget) utgjar en egen
naeringsseksjon nr 251, med tilleggsdeler. Neeringsseksjon nr 251 (parkering) blir et eget
tingsrettlig sameie mellom de ideelle eierne i denne. For naeringsseksjon nr 251 (parkering)
vil utbygger fastsette egne vedtekter/avtale, med neermere bestemmelser om bruk, raderett
mv.

Styret i Sameiet Snglia 1-3-5 er pliktig til & sagrge for forsvarlig drift, vedlikehold og

administrasjon av naeringsseksjon nr 251 (parkering) , med mindre de ideelle eierne i
naeringsseksjon nr 251 (parkering) velger sitt eget styre og ivaretar dette selv.
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Sa lenge styret i Sameiet Snglia 1-3-5 sgrger for forsvarlig drift, vedlikehold og
administrasjon av garasjeanlegget med kjgre- adkomstarealer, skal de ideelle eierne av
naeringsseksjon nr 251 betale utgiftsbidrag, iht sin eierbrgk i seksjonen, til Sameit Snglia 1-
35 Inntekter og kostnader vedr. naeringsseksjon nr 251 med parkering og kjare- og
adkomstarealer i garasjeanlegget kan fgres i et eget underregnskap under Sameiet Snglia
13-5 regnskap.

De ideelle eierne av naeringsseksjon 251 (parkering) skal kun dekke kostnader forbundet
med innvendig drift og vedlikehold av parkeringsarealet samt kjgre- og adkomstarealer,
porter, dgrer og tekniske anlegg m.v, stram, fiernvarme, forsikringskostnader,
administrasjonskostnader og gvrige driftskostnader som kan tilknyttes naeringsseksjon nr
251 (parkering) og kjgre- og adkomstarealer i garasjeanlegget.

11-5 Generelle plikter

Seksjonseierne plikter & overholde bestemmelsene som falger av kommunens
seksjoneringsvedtak, lov om eierseksjoner, disse vedtekter samt eventuelle ordensregler
fastsatt av arsmgtet. Dersom ikke annet falger av disse vedtekter, gjelder reglene i
eierseksjonsloven av 16. juni 2017 nr 65.

ooOoo0
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VEDTEKTER
FOR
Snglia Garasjesameie

Fastsatt av utbygger «Selvaag Bolig AS» som hjemmelshaver, ifo med salg av p-
plasser i prosjektet "Snglia”

Gnr.106, bnr. 254, snr. 251, i Lgrenskog kommune

§1
Navn
Sameiets navn er Snglia Garasjesameie.

§2
Hva sameiet omfatter
Sameiet omfatter eiendommen gnr. 106, bnr. 254, snr. 251 i Larenskog som er en
neeringsseksjon med tilleggsdeler bestdende av biloppstillingsplasser og med evt. kjgrebane
og adkomstarealer i Sameiet Snglia

Sameierne eier en ideell andel av sameiets eiendom, og er i henhold til vedtektene tildelt
spesielle rettigheter og plikter til deler av sameiets eiendom.

Sameiet bestar av andeler med en sameiebrgk, som fordeler seg som falger;

andel for p-plass til bil, hver utgjgrende 2/ 289 til sammen 262/289
andel for p-plass til mc, hver utgjgrende 1/289 til sammen 71289
andel for bil/mc (ikke fordelt)* utgjgrende 20/289 til sammen 20/289

Til sammen 289/289

*er ekstraplasser for bil/mc som eies og disponeres av utbygger, og som kan selges.
3
Formal
Sameiets formal er & drifte og forvalte seksjon 251, parkeringsarealet med kjgrebane og
adkomstarealer til det beste for eierne av sameiet.

§4
Fysisk bruk av sameiets eiendom
Den enkelte sameier har enerett til bruk av en eller flere p-plasser i seksjonen slik det
naermere er bestemt i disse vedtekter, jf. & 6, og har for gvrig lik rett til & utnytte
parkeringskjellerens fellesarealer til det de er beregnet eller vanligvis brukt til.

Som vedlegg 1 falger en tegning over garasjen med angivelse av parkeringsplassene med
nummerering. Styret/forretningsfarer farer oversikt over hvem som til enhver tid er disponerer
eksklusiv bruksrett av de ulike p-plasser.

Det kan ikke fattes vedtak i sameiet som bergrer fordelingen av parkeringsplasser uten at de
bergrte sameierne har gitt sitt samtykke til dette, med mindre annet fremkommer av disse
vedtekter.

Sameiets eiendom kan, uten hensyn til om det er undergitt eksklusiv bruksrett eller utgjar
fellesareal, bare nyttes i samsvar med formalet, jf. § 3, og innenfor de rammer og
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begrensninger som falger av disse vedtekter. Bruken av eiendommen ma ikke pa en
urimelig eller ungdvendig mate veere til skade eller ulempe for andre sameiere.

All ferdsel i sameiets eiendom og i kjgrebane og adkomstarealer skal skje hensynsfullt
og slik at annen ferdsel ikke ungdig hindres eller skade ungdig forvoldes. Det er ikke
tillatt & parkere utenfor oppmalte parkeringsplasser.

Det er ikke tillatt & drive naeringsvirksomhet i eller fra sameiets eiendom. Det er heller ikke
tillatt & drive verksted eller utave verkstedsliknende aktiviteter i tilknytning til biler som er
parkert pd sameiets eiendom. For gvrig vises til evt. ordensreglement fastsatt av styret
iht. § 12.

(1) En seksjonseier/sameier kan med samtykke fra styret i Sameiet Snglia evt. fra styret i
Snglia Garasjesameie anlegge ladepunkt for elbil og ladbare hybrider i tilknytning til en
parkeringsplass seksjonen disponerer, eller andre steder som styret anviser. Styret kan bare
nekte samtykke dersom det foreligger en saklig grunn.

(2) Kostnader til etablering av ladepunkt, vedlikehold og stream dekkes av den enkelte
seksjonseier. Strgm betales etter malt forbruk der maler er installert, eller ved et belgp
fastsatt av styret i Sameiet Snglia evt. fra styret i Snglia Garasjesameie dersom det ikke er
egen maler.

Alle sameiere i garasjesameiet ma innrette seg etter bestemmelser fastsatt i Sameiet Snglias
vedtekter for bruk av kjelleren og for atkomst til sameiets eiendom.

§5
Rettslige disposisjoner
Alle sameierne har en ideell andel i sameiet iht. eierbrgk angitt i tinglyst skjgte. Utbygger av
prosjektet "Snglia” vil eie de parkeringsplasser/boder som ikke er solgt.

Sameieandel med rett til parkeringsplass i seksjon 251 kan bare pantsettes, selges og for
avrig disponeres over innenfor rammen av disse vedtekter jf. 8 6. Skjgte pa slik sameieandel
skal paferes egen erkleering om dette.

Enhver rettslig disponering av sameieandel skal uten ugrunnet opphold meldes skriftlig til
styret i Sameiet Snglia eller til sameiets styret eller til forretningsfarer med opplysning
om hva disponeringen gjelder og mellom hvilke parter disponeringen gjelder.

Sameierne har ikke forkjgps eller innlgsningsrett til gvrige sameieres sameieandel utover det
som uttrykkelig felger av disse vedtekter. Det vises dog til styrets rett til & kreve salg av
sameieandel med rett til parkeringsplass iht. 8 6 under.

Sameierne kan ikke kreve opplgsning eller bruksdeling av sameiet iht. sameielovens §§ 14
og 15.
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§6
Disposisjonsrett over sameieandel med rett til parkeringsplass
En sameieandel gir bruksrett til en eller flere bestemte p-plasser i sameiets eiendom i forhold
til eierbrgk. Rettigheten til bruk av den enkelte p-plass er fordelt av utbygger
forbindelse med det farste salget av p-plassene/sameieandelene, herunder fordeling av HC-
plasser.

Parkeringsplassene i sameiets garasjeanlegg er fordelt pa sameierne slik det fremgar av
vedlagte bruksplan - Vedlegg 1.

Eierandel i sameiet kan dersom den ikke selges eller overfgres sammen med eierseksjon i
Gnr 106, bnr 254 Sameiet Snglia kun selges eller overfgres til andre sa langt dette er i
samsvar med gjeldende regulering.

Utbygger vil eie og disponere p-plasser som ikke er solgt.

Dersom eier av sameieandel med rett til parkeringsplass overdrar sin eierseksjon og flytter
fra eierseksjonssameiet uten samtidig & overdra sin andel i sameiet, kan styret i Sameiet
Snglia evt styret i Snglia Garasjesameie nar som helst senere kreve at vedkommendes
andel i sameiet selges, dersom styret kan fremskaffe en kjgper som tilfredsstiller vilkarene
for & vaere sameier, evt. kan sameiet kjgpe andelen selv.

Har en seksjonseier/sameier, leietaker eller en i husstanden nedsatt funksjonsevne, kan
denne kreve at styret palegger en annen seksjonseier & bytte parkeringsplass. Bytteretten
gjelder bare dersom den som krever bytte, allerede disponerer en parkeringsplass i sameiet,
dette gjelder dok likvele ikke p-plass som markert med Bokstav, jfr vedlegg 1. Styret bar
tilstrebe at bytteplassen ligger i naerheten av sgkers seksjon. Retten til & bruke en tilrettelagt
plass varer sa lenge et dokumentert behov er til stede.

Retten gjelder bare parkeringsplasser som i vedtak etter plan- og bygningsloven er krevet
opparbeidet til bruk av personer med nedsatt funksjonsevne.

Denne bestemmelsen kan bare endres dersom samtlige seksjonseiere i Sameiet Snglia
uttrykkelig sier seg enige.

Styret kan ogsa, nar andre seerlige grunner tilsier det, foreta ombytting av p-plasser ved a
endre parkeringsoversikten, vedlegg 1. Styret kan ikke ved slik ombytting endre det antall p-
plasser som rettighetshaverne disponerer.

87
Ordineert sameiermgte
Sameiets gverste myndighet utgves av sameiermgtet.

Sameiermgte holdes nar styret finner det ngdvendig eller nar en eller flere sameiere som til
sammen har minst en tiendedel av stemmene fremsetter skriftlig krav om det, og samtidig
oppgir hvilke saker de gnsker behandlet.

Alle sameiere har rett til & delta i sameiermgte med forslags-, tale-, og stemmerett. En
sameier kan mgte med fullmektig og har ogsa rett til & ta med en radgiver til sameiermgtet.

Styret skal pa forhand varsle sameierne om dato for matet og siste frist for innlevering av
saker som gnskes behandlet. Sameiermgtet innkalles skriftlig av styret med minst 8 og hgyst
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20 dagers varsel. Innkallingen skal angi tid og sted for mgtet samt bestemt angi de saker
som skal behandles i sameiermgtet. Dersom et forslag som etter loven eller vedtektene ma
vedtas med minst to tredjedels flertall skal behandles, ma& hovedinnholdet vaere gjengitt i
innkallingen. Med innkallingen skal ogsa falge styrets beretning med revidert regnskap.
Innkalling kan sendes pr e-post, forutsatt at sameiers e-postadresse er registrert hos
styret/forretningsfarer.

Bare saker nevnt i innkallingen kan behandles pa sameiermgtet. Uten hensyn til dette skal
det ordineere sameiemgtet behandle:

1. Styrets arsberetning
2. Styrets regnskap for foregaende kalenderar
3. Valg av styre

Arsberetning, regnskap og evt revisjonsberetning skal senest en uke fgr ordinaert
sameiermgte sendes ut til alle sameiere med kjent adresse. Dokumentene skal dessuten
veere tilgjengelige i sameiermgtet.

§8
Ekstraordineert sameiermgte
Ekstraordineert sameiermgte holdes nar styret finner det nadvendig eller nar to eller flere
sameiere som til sammen har minst en tiendedel av stemmene fremsetter skriftlig krav om
det, og samtidig oppgir hvilke saker de gnsker behandlet. Styret innkaller skriftlig til ekstra-
ordineert sameiermgte med minst 3 og hgyst 20 dagers varsel. Innkallingen skal skje pa
samme mate som for ordinaert sameiermgte, jf. § 7.

8§89
Sameiermgtets vedtak
Ved avstemninger regnes flertallet etter sameiebrgken. Hver sameier har stemmerett iht. sin
sameiebrgk, jf. § 2 over.

Med mindre annet fglger av vedtektene, gjelder som sameiermgtets beslutning det som
flertallet av stemmene beregnet etter sameiebrgken er avgitt for. Blanke stemmer anses som
ikke avgitt.

Det kreves minst to tredjedels flertall i sameiermgtet for vedtak om blant annet:

a) endring av vedtektene,

b) ombygging, pabygging eller andre endringer av bebyggelsen som etter forholdene
i sameiet gar ut over vanlig forvaltning og vedlikehold,

C) andre rettslige disposisjoner over fast eiendom som gar ut over vanlig forvaltning,

d) tiitak som har sammenheng med sameiernes bruksinteresser og som gar ut over

vanlig forvaltning og vedlikehold, nar tiltaket farer med seg gkonomisk ansvar eller
utlegg for sameierne pa mer enn fem prosent av de arlige fellesutgiftene.

e) samtykke til at avtale om forretningsfarsel gjagres uoppsigelig for et lengre tidsrom
enn 6 maneder

Falgende beslutninger krever tilslutning fra de sameiere det gjelder:

1) at bestemte sameiere eller grupper av disse skal ha plikt til & holde deler av
fellesarealet ved like,
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2) innfaring og endring av vedtektsbestemmelse om en annen fordeling av kostnader
enn bestemt i § 14.
3) endring av denne bestemmelse

Det kreves tilslutning fra samtlige sameiere for vedtak om salg eller bortfeste av hele eller
vesentlige deler av eiendommen.

Sameiermgtet kan ikke treffe beslutning som er egnet til & gi visse sameiere eller andre en
urimelig fordel p& andre sameieres bekostning.

§10
Styret
Sameiet skal ha et styre. Styret i Sameiet Snglia utgjgr sameiets styre med mindre
sameiermgtet fastsetter at garasjesameiet selv skal velge et styre.

Styret skal i sa fall besta av 3 medlemmer som velges av sameiermgtet. Styrets leder
velges seerskilt.

Styret skal sgrge for administrasjon, vedlikehold og drift av eiendommen (seksjon 251), og
ellers sgrge for forvaltingen av sameiets anliggender i samsvar med lov, vedtekter og vedtak
i sameiermgtet. Styret kan ansette forretningsfarer. Avtalen ma ha en oppsigelsesfrist som
ikke ma overstige seks maneder.

Dersom sameiermgtet har truffet vedtak om det, kan styret ansette andre funksjoneerer. Det
pahviler styret & gi forretningsfarer og andre funksjoneerer instruks, fastsette
lgnn/godtgjarelse, fare tilsyn med at de oppfyller sine plikter, samt si dem opp eller gi dem
avskjed.

Styret er vedtaksfgrt ndr mer enn halvparten av alle styremedlemmer er tilstede. Vedtak
treffes med alminnelig flertall. Ved stemmelikhet gjelder det som mgtelederen har stemt for.
De som stemmer for et vedtak, ma likevel utgjgre mer enn en tredjedel av alle
styremedlemmene.

Styret skal fgre protokoll over sine forhandlinger. Protokollen skal underskrives av de
fremmgtte styremedlemmer.
§11
Styrets adgang til & forplikte sameiet
Med mindre sameiermgtet beslutter noe annet, representerer det samlede styret sameiet.
Styreleder og ett styremedlem i felleskap forplikter sameiet med sin underskrift.

8§12
Ordensregler
Sameiets styre kan fastsette ordensregler for bruken av sameiets eiendom innenfor rammen
av sameiets formal.

§13
Vedlikehold
Sameiets eiendom skal holdes forsvarlig ved like.

Utbedring av heerverk pa fellesomrade i garasjen falger loven.
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Styret kan gjennomfare palegg gitt av offentlige myndigheter vedrarende
eiendommen. .
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§14
Felleskostnader og regnskap
Kostnader med eiendommen som ikke seerskilt knytter seg til en sameieandel, jf. pkt 2 under,
skal fordeles mellom sameierne etter sameiebrgken.

Dette gjelder utgifter til blant annet:

eiendomsforsikring, jf § 17

kostnader til indre vedlikehold av sameiets eiendom

stram til lys/oppvarming/ventilasjon

drift og vedlikehold mv av sprinkleranlegg og ventilasjonsanlegg
renhold av fellesarealer

kostnader ved forretningsfarsel, underregnskap, vaktmester, revisorhonorar
og styrehonorarer

g. Garasjeport

h. GSM-key el. tilsvarende

[

J

k

~Poo0oTp

Feiing og rengjgring av p-plasser og kjgresoner
Oppmerking av p-plasser
Sngsmelteanlegg til garasjekjelleren

Plikt til kostnadsdekning iht. pkt over begynner a lgpe straks sameieandel med rett til
parkeringsplass eller er overlevert til kjgper av p-plass.

Sameiet Snglia skal gjennom egen avdeling (underregnskap) i sitt regnskap lage en oversikt
over alle inntekter og kostnader forbundet med seksjon 251 og fordele kostnadene pa
sameierne i denne. Kostnader for dette skal dekkes av sameierne i Seksjon 251.

Snglia Garasjesameie er pliktig til & etablere egen regnskapsfarsel dersom dette ikke
ivaretas av Sameiet Snglia. Se ogsa vedtektene for Sameiet Snglia.

§15
Betaling av felleskostnader
Den enkelte sameier skal manedlig innbetale et akontobelgp til dekning av sin andel av de
arlige felleskostnadene. Belgpets starrelse fastsettes av sameiermatet eller styret slik at de
samlede akontobelgp med rimelig margin dekker de felleskostnader som antas a ville palgpe
i lgpet av ett ar.

8§16
Ansvar utad
Overfor sameiets kreditorer er sameierne solidarisk ansvarlig. Den enkelte sameier hefter
imidlertid i regressomgangen ikke for en annen sameiers andel av sameiets forpliktelser.
Dersom en sameier saledes har mattet baere en stagrre andel av felleskostnader enn han
etter sameieforholdet er forpliktet til, kan det overskytende kreves dekket av de som har
betalt for lite.
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§17
Forsikring
Eiendommen skal til enhver tid holdes betryggende forsikret forsikringsselskap som er
godkjent til & drive forsikringsvirksomhet i Norge. Styret er ansvarlig for at forsikring tegnes
og at forsikringspremie betales.

§18
Sameieloven
Sameielovens alminnelige regler gjelder i den utstrekning naerveerende vedtekter ikke
regulerer forholdet.

00000
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Vedlegg 1
Oversikt over ekstra P-plasser til bil og MC pa Snglia.

Plass Kommentar

A Plass til bil.

B Plass til MC.

C Mulig plass til to biler.

D Tildeles sameiet.

E Plass til MC.

F Mulig plass til to biler, men trang.
G Plass til MC-romslig.

H Plass til bil.

| Plass til MC.

J Mulig plass til to biler.

K Solgt til kunde i Tribunen.

L Plass til bil.

M Plass til MC.

N Plass til MC-romslig.

(0] Solgt til kunde i Tribunen.

P Mulig med bil, men trang. Har i tillegg et godt tillegsareal.
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Fellesgang /rapperom

27

Fangrepsvei

P /027 P/026

P /001 | P/002 J} P/003 | P/004 |} P/005 | P/006 |} P/007 | P/008 ||} P/009 | P/010 | P/011 | P/012
F
Garasje U1 Hus D
P/025 P/024 P/023 P/022 P/021 P/020 P/019 P/018 P/017 P/016 HC-P /015

P /013

P /014

Snglia
Hus D

TEGNFORKLARING

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Tilleggsdel

Neeringsseksjon

F = Fellesareal

S = Seksjonsnr.
01 2 3 4 5m
T = Tilleggsdel
TYPETEGNING SEKSJONERING
ADRESSE: Snglia 3 PROSJEKT NR:
Gnr. 106 Bnr. 254 2420013
TEGNET:
SN@LIA HUS D HK
TEGNING: KONTROLL:
SSV
Plan U1 Hus D oATO
10.12.20
TEGN.NR MALESTOKK
S-DU102 1: 300

BETONMAST BOLIGBYGG AS
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Angrepsvei
P /043 P/044 | P1045 || Pro46 | P/oa7 || Pross | Pro4d || Proso |Prost || Pros2 | Pros3 |  HC-P /o054
Sluse
Varme - og sprinklersentral
F
Garasje U2 Hus D F
F
Sluse/ heis
F
Stusel heis P/o67 | P/066 | P65 |P/o64 || Pro63 |Pros2 || Prost | Proso || Prose | Pross || Pros7 | Prose || HC-Pio55
P /068 F
Trapperom
LUFTBEHANDLING GARASJE
T a pperom
28

Snglia
Hus D

Cc
D
E
TEGNFORKLARING
Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Tilleggsdel

Neeringsseksjon

F = Fellesareal

S = Seksjonsnr.
01 2 3 4 5m
T = Tilleggsdel
GNING
TYPE TEGNIN SEKSIONERING
ADRESSE: Snglia 3 PROSJEKT NR:
Gnr. 106 Bnr. 254 2420013
TEGNET:
SN@LIAHUSD H K
TEGNING: KONTROLL:
SSV
Plan U2 Hus D oATO
10.12.20
TEGN.NR MALESTOKK
S-DU202 1: 300

BETONMAST BOLIGBYGG AS
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Sluse/ heis

P /130

29

P /103

Trapperom

F
Angrepsvei
P/104 P/105 P/106 P/107 P/108 P/109 P/110 P/111 P/112 P/113 HC-P /114
S\useF
F
Garasje U3 Hus D
P /129 |P/128 P/127 | P/126 || P/125 | P/124 || P/123 | P/122 || P/121 | P/120 || P/119 | P/118 HC-P /117

Sluse/ heis

F

Trspperom|

P /115

P /116

Snglia
Hus D

TEGNFORKLARING

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Tilleggsdel

Neeringsseksjon

F = Fellesareal

S = Seksjonsnr.
01 2 3 4 5m
T = Tilleggsdel
TYPETEGNING SEKSJONERING
ADRESSE: Snglia 3 PROSJEKT NR:
Gnr. 106 Bnr. 254 2420013
TEGNET:
SN@LIA HUS D HK
TEGNING: KONTROLL:
SSV
Plan U3 Hus D oATO
10.12.20
TEGN.NR MALESTOKK
S-DU302 1: 300

BETONMAST BOLIGBYGG AS
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Felles innkjgring til
Snglia og Tribunen

Innkjgring til
Tribunen

30

P /028 P/029

P /030P /031

P /032 P/033 P/034

P/079 P/078 pjo77 PjO76  P/075

F

Rampe til U3

P /035 P /036P /037

Garasje U2 Hus E

P /074 P /073P /072

P /038P /039

P/071P /070

P/O4OP /041  HC-P/042
P /069 P/068 F
Sluse/ heis
F
Trapperom

Snglia
Hus E

P /043

TEGNFORKLARING

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Tilleggsdel

Neeringsseksjon

F = Fellesareal

S = Seksjonsnr.
01 2 3 4 5m
T = Tilleggsdel
TYPETEGNING SEKSJONERING
ADRESSE: Snglia 1 PROSJEKT NR:
Gnr. 106 Bnr. 254 2420013
TEGNET:
SNO@LIA HUS E HK
TEGNING: KONTROLL:
SSV
Plan U2 Hus E oATO
10.12.20
TEGN.NR MALESTOKK
S-EU203 1: 300

BETONMAST BOLIGBYGG AS
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P /088 P/089 P /090 P/091

P /092 P/093

P /087 P/086 pjog5 P/os4

P /094 P /095

=

Garasje U3 Hus E

P /083 P /082

P /096

P /081

P/097 P /098 P/099

P /080

P /100 P/101 HC-P /102

P /131

P /130 F

Sluse/ heis

[ Trapperom

Snglia
Hus E

TEGNFORKLARING

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Bolig

Bolig (Balkonger,mark- og takterrasser)

Tilleggsdel

Neeringsseksjon

F = Fellesareal

S = Seksjonsnr.
01 2 3 4 5m
T = Tilleggsdel
TYPETEGNING SEKSJONERING
ADRESSE: Snglia 1 PROSJEKT NR:
Gnr. 106 Bnr. 254 2420013
TEGNET:
SNO@LIA HUS E HK
TEGNING: KONTROLL:
SSV
Plan U3 Hus E oATO
10.12.20
TEGN.NR MALESTOKK
S-EU303 1: 300

BETONMAST BOLIGBYGG AS
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Protokoll til ekstraordinaert arsmete 2025 for SAMEIET SNOLIA 1-3-5

Organisasjonsnummer: 927658704
Mgatet ble giennomfart heldigitalt fra 1. oktober kl. 09:00 til 4. oktober kl. 09:00.

Antall stemmeberettigede som deltok: 60.

Folgende saker ble behandlet pa arsmgtet:

1. Valg av mgteleder

Mgtelederen sarger for at metet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mgteleder.

Forslag til vedtak:
Gine Kronberg i OBOS er valgt

+ Forslaget ble vedtatt

Antall stemmer for vedtaket: 46
Antall stemmer mot vedtaket: 1
Antall blanke stemmer: 13
Flertallskrav: Alminnelig (50%)

2. Valg av protokollvitner

Valg av to eiere til & signere protokollen.

Forslag til vedtak:
Jafar Safar og Arild Harrang Lund er valgt

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 45
Antall stemmer mot vedtaket: 1
Antall blanke stemmer: 14
Flertallskrav: Alminnelig (50%)

3. Godkjenning av mgteinnkallingen

Det ble foreslatt & godkjenne den maten arsmegtet er innkalt pa.

Forslag til vedtak:
Mgteinnkallingen godkjennes

+ Forslaget ble vedtatt

Antall stemmer for vedtaket: 46
Antall stemmer mot vedtaket: 1
Antall blanke stemmer: 13
Flertallskrav: Alminnelig (50%)

4. Valg av tillitsvalgte

Document ID 09222115557558972725 Signert MGK, PJS, PAHL




Styremedlem Adham Farahat har valgt & trekke seg fra sitt styreverv. Styret foreslar at ndveerende
varamedlem Anita Maxharraj velges inn som styremedlem for resten av perioden. Vervet utlyses ikke da styret
vurderer det som hensiktsmessig at varamedlem trer inn, blant annet for & sikre kontinuitet i styret.

Nar et styremedlem trekker seg midt i perioden og det ikke finnes vedtektsfestet mulighet for automatisk
opprykk, ma det avholdes et ekstraordinzert arsmgte for a giennomfgre et nytt valg. Dette er en formalitet,
men ngdvendig for a sikre at styresammensetningen er lovlig og gyldig.

Styremedlem (1 ar)

Falgende ble valgt:
Anita Maxharraj (45 stemmer)

Folgende stilte til valg:
Anita Maxharraj

Document ID 09222115557558972725 Signert MGK, PJS, PAHL




Ekstraordinzert
arsmote 2025

Innkalling



Velkommen til arsmeote i SAMEIET SNOLIA 1-3-5

Innkallingen inneholder alle sakene som skal behandles pa arsmgtet. Styret haper du leser gjennom heftet og
viser din interesse ved & delta pa arsmaotet.

Digital avstemning:
Avstemningen apner 1. oktober kl. 09:00 og lukker 4. oktober kl. 09:00.

Du finner avstemningen pa:

https://vibbo.no/7978

Hvordan deltar du digitalt?

* Dufaren link via SMS.

* Du kan ogsa finne mgtet ved a ga inn pa vibbo.no

* Du kan se gijennom sakene som skal behandles, komme med sparsmal og avgi din stemme.

 Viktig: Juridiske eiere (firmaer) som gnsker & delta i arsmgtet, ma gjore det gjennom en boligforvalter. Kontakt
OBOS support i god tid for a fa lagt til boligforvalteren.

Hvem kan stemme pa arsmgotet?
¢ Alle eiere har rett til & stemme pa arsmatet.

* En stemme avgis pr. eierandel.

Hvordan stemme hvis du ikke kan delta digitalt?

Dersom du ikke kan delta digitalt, ma du benytte analog stemmeseddel som er vedlagt i innkallingen. Dette ma
gjores innen avstemningen lukkes.

Saker til behandling

1. Valg av mgteleder

2. Valg av protokollvitner

3. Godkjenning av mgteinnkallingen

4. Valg av tillitsvalgte

Med vennlig hilsen,
Styret i SAMEIET SN@LIA 1-3-5

2avb6



Sak1
Valg av mateleder

Krav til flertall:
Alminnelig (50%)

Mgatelederen sgrger for at matet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak
Gine Kronberg i OBOS er valgt

Sak 2
Valg av protokollvitner

Krav til flertall:
Alminnelig (50%)

Valg av to eiere til & signere protokollen.

Forslag til vedtak

Jafar Safar og Arild Harrang Lund er valgt

Sak 3
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmgtet er innkalt pa.

Forslag til vedtak

Mgteinnkallingen godkjennes

Sak 4
Valg av tillitsvalgte

Styremedlem Adham Farahat har valgt a trekke seg fra sitt styreverv. Styret foreslar at naveerende

varamedlem Anita Maxharraj velges inn som styremedlem for resten av perioden. Vervet utlyses ikke da styret
vurderer det som hensiktsmessig at varamedlem trer inn, blant annet for a sikre kontinuitet i styret.

3avb



Nar et styremedlem trekker seg midt i perioden og det ikke finnes vedtektsfestet mulighet for automatisk
opprykk, ma det avholdes et ekstraordinaert arsmete for & giennomfare et nytt valg. Dette er en formalitet,
men ngdvendig for a sikre at styresammensetningen er lovlig og gyldig.

Roller og kandidater

Valg av 1 styremedlem Velges for 1 ar
Falgende stiller til valg som styremedlem:

* Anita Maxharraj
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REGISTRERINGSBLANKETT
Deltagelse pa digitalt ekstraordineert arsmete 2025

Det ekstraordinaert arsmete blir avholdt digitalt pa vibbo.no. Dette skjemaet er for deg som ikke har mulighet
til & avgi stemme digitalt.

Arsmotet apnes 1.10.25 og er pent for avstemning i 3 dager
Siste dato for avstemning er 410.25
Selskapsnummer: 7978 Selskapsnavn: SAMEIET SN@LIA 1-3-5

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Avstemning

Du stemmer ved & krysse av i boksen til venstre for gnsket alternativ.

Sak1 Valg av mgteleder
Gine Kronberg i OBOS er valgt

|:| For
|:| Mot

Sak2 Valg av protokollvitner

Jafar Safar og Arild Harrang Lund er valgt

|:| For
|:| Mot

Sak3 Godkjenning av mateinnkallingen

Mgteinnkallingen godkjennes

|:| For
|:| Mot

Sak 4 Valg av tillitsvalgte

Styremedlem (kun 1 skal velges)

[l Anita Maxharraj
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D oBOS

OBOS Eiendoms-
forvaltning AS

Hammersborg torg 1

Postboks 6668, St. Olavs plass
0129 Oslo

Telefon: 22 86 55 00
www.obos.no

E-post: oef@obos.no

Ta vare pé& dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.



Protokoll til arsmete 2025 for SAMEIET SNOLIA 1-3-5

Organisasjonsnummer: 927658704
Mgatet ble avholdt 6. mai kl. 18:30, Thon Hotel Sng.

Antall stemmeberettigede som deltok: 59
Antall stemmeberettigede som deltok med fullmakt: 23

Felgende saker ble behandlet pa arsmetet:

1. Valg av mgteleder

Mgtelederen sgrger for at metet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte mgtelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak:
Gine fra OBOS velges som mgteleder.

+~ Vedtatt.

2. Godkjenning av de stemmeberettigede

Deltakere i mgtet er registrert i en frammgateliste etter innleverte registreringsblanketter og fullmakter, og listen
legges til grunn for opptelling av de stemmeberettigede.

Forslag til vedtak:
Det ble foreslatt & anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at
vedkommende eier er til stede.

+ Vedtatt.

3. Valg av en til & fore protokoll og minst en eier som protokollvitne

Det er mgtelederen som er ansvarlig for arsmgteprotokollen, men av praktiske hensyn kan det velges en
protokollfarer. Etter loven skal det ogsa velges minst en eier til & signere protokollen sammen med mgteleder.

Forslag til vedtak:
Gine Kronberg ble valgt som protokollfgrer og Havard Siegel Haukeberg ble valgt som protokollvitne

+ Vedtatt.

4. Godkjenning av mgteinnkallingen

Det ble foreslatt & godkjenne den maten arsmeatet er innkalt pa.

Forslag til vedtak:
Megteinnkallingen godkjennes

+~ Vedtatt.
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5. Arsrapport og arsregnskap

Arets regnskap viser et underskudd pa ca kr 1 millioner. Dette skyldes at styret i fjor ikke gkte felleskostnader i
forhold til gkingen i kommunale utgifter. Felles kostnader ble gkt med 5% den 01.01.2024 mens kommunale
utgifter okte med nesten 25%.

a) Godkjenning av arsrapport og arsregnskap
b) Styret foreslar overfering av arets resultat til Udekket tap.

Styrets innstilling
Arsrapport og arsregnskap godkjennes.

Forslag til vedtak:
Arsrapport og arsregnskap godkjennes. Styret foreslar at underskuddet dekkes ved overfering fra
egenkapital.

+/ Vedtatt.

6. Fastsettelse av honorarer

Godtgjarelse for styret foreslas satt til kr 350000.

Styrets innstilling

Det ble i fior pga en feil beregning utbetalt kr 10000 for mye i styre honorar totalt kr 360000 istedenfor kr
350000. Det er tatt hensyn til dette i ar ved & holde styre honoraret pa kr 350000 som gjenspeiler arbeid som
styret gjor for sameiet.

Felgende forslag var til avstemning:

Forslag til vedtak 1:
Fjorarets styre godtgjerelse godkjennes med en gkning pa kr 10000. Styrets godtgjorelse for 2024/25 settes
til kr 350000.

X Ikke vedtatt.

Forslag til vedtak 2:

Benkeforslag: Styrets godtgjarelse settes til kr 340 000.
Vedtatt. Forsamlingen voterte kun over benkeforslaget.
Benkeforslag: Godkjent med overveldende flertall.

7. Innhenting av ekstra kapital fra seksjonseiere for sameiets gkonomisk situasjon.

Arets regnskap viser et underskudd pé ca kr 1 millioner. Dette skyldes at styret i fior ikke gkte felleskostnader i
forhold til gkingen i kommunale utgifter. Felles kostnader ble gkt med 5% den 01.01.2024 mens kommunale
utgifter gkte med nesten 25%. Dette ble rettet i August 2024 da felleskostnader ble gkt med ytterligere 15%. For
a kompensere for dette og fa akonomisk situasjonen til sameiet pa rett kjor sa foreslar styret at det innbetales
en ekstra husleie fra alle seksjonseiere i juli 2025. Styret vil samtidig gjere oppmerksom pa at husleien for 2025
er gkt med 15% mens kommunale utgifter har gkt med ca 20%

Styrets innstilling
Styrets innstilling er at det innbetales 1 ekstra husleie av alle seksjonseiere i juli 2025.

Forslag til vedtak:

Transaksjon 09222115557546084723 Signert MopGK, PHSH




Alle seksjonseiere innbetaler en ekstra husleie i juli 2025 .

+ Vedtatt.

8. Begrensning pa antall biler per parkeringsplass.

Fremmet av: Mudassar Yagoob

Jeg opplever at det blir trangt pa parkeringsplassene nar enkelte parkerer to biler pa en plass. Dette gjor det
utfordrende for meg a parkere, og jeg har lagt merke til at enkelte beboere ma ga forbi min bil for & komme
seg inn og ut av sin egen. Dette gker risikoen for riper eller skader pa bilen min, noe jeg gnsker & unnga.

Derfor mener jeg det er viktig & sikre at hver plass brukes slik at det ikke pavirker naboens mulighet til trygg
parkering. En regel som begrenser antall biler per plass vil bidra til bedre fremkommelighet og redusert risiko
for skader pa kjgretgy. Dette vil ogsa fare til mer rettferdig blant alle beboere.

Styrets innstilling

Styret mener at sa lenge motorvognen parkeres innenfor markert omrade pa garasjeplassen seksjonseiere
har hjemmel til ber det veere greit. Det gjelder alle plassene i garasje sameiet inkludert HC, MC samt vanlig
garasjeplasser. Vi har allerede underdekning av plasser i sameiet.

X Ikke vedtatt.

Folgende forslag var til avstemning:

Forslag til vedtak 1:
Alle motorvogner skal parkeres innenfor markert omrade pa plassen. Det gjelder bade MC plasser og
bilplasser i garasje sameiet.

Forslag til vedtak 2:

Benkeforslag: Sameiet innfarer en regel om at det kun er tillatt & parkere en bil per parkeringsplass. Det vil
fortsatt veere tillatt & parkere en bil og en motorsykkel pd samme plass, s& samt det lar seg gjare, men ikke
to biler. Det skal veere lov & parkere 2 biler pa handicap plasser.

9. Vedlikeholdsutgift ved innflytting

Det viser seg at de fleste vedlikeholds skader skjer i forbindelse med inn og utflytting. For a fa dekket disse
kostnadene som oppstar vil styret at det skal betales kr 3900 av ny seksjons eier som flytter inn i Sameiet
Snglia 1-3-5. Styret foreslar & endre vedtektene ved & legg til punkt 12:

VEDLIKEHOLDSUTGIFTER VED INNFLYTTING
1) Ved innflytting skal det betales Kr 3900,- til sameiet for vedlikeholdsutgift ved innflytting.

Styrets innstilling
Styret foreslar at arsmgte godkjenner dette.

Forslag til vedtak:
X Ikke vedtatt. Styret foreslo a trekke saken. Dette ble godkjent av arsmgte.

10. Vedtekter 2. Rettslig disposisjonsrett endres
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Styret bruker mye tid pa & finne ut hvem som er beboer i de forskjellige seksjoner. Grunnen er at seksjonseiere
ikke oppdaterer Vibbo tross for flere paminnelser. Det gjelder spesielt seksjoner som leies ut. Det kan skape
store forvirringer ved ngdsituasjon som feks. brann eller hvis styret eller myndigheter feks Politiet gnsker &
komme i kontakt med en bestemt person i sameiet.

Styrets innstilling
Endringer godkjennes av arsmgte.

Forslag til vedtak:
>< Ikke vedtatt.

11. Valg av tillitsvalgte

Falgende listen er mottatt (navn i tilfeldig rekkefalge) av valg komiteen.
1. Milaim Velija

2. Vegar Johnsen

3. Adham Farahat

4. Marya Younus

5. Havard Siegel Haukeberg

Innstilling

Styrearbeid er meget tidskrevende og de som velges ma ha tid til & delta pa meter samt ta ansvar for forskjellige
arbeidsoppgaver som fordeles mellom alle styremedlemmer. Styret innstilling basert pa tidligere erfaring er
at seksjonseiere som bor i sameiet og gnsker a sitte i styret bar velges siden de er tilgjengelig i sameiet mest
parten av tiden og kan handtere problemer og utfordringer raskt. Ved avstemning ber arsmgte legge stor vekt
pa dette.

Styremedlem (2 ar)

Fglgende ble valgt:
Adham Farahat
Vegar Johnsen

Folgende stilte til valg:
Adham Farahat
Vegar Johnsen

Milaim Velija

Marya Younus

Varamedlem (2 ar)

Fglgende ble valgt:
Anita Maxharraj

Folgende stilte til valg:
Anita Maxharraj

Valgkomite (1 ar)
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Falgende ble valgt:
Inger Rastad Lund
Thuy Ngoc Thi Le

Folgende stilte til valg:

Inger Rastad Lund
Thuy Ngoc Thi Le
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-10-06 07:34:44.981402 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      54.72.249.47

      

        Scrive eSign GO

      

    

    		

      

        The initiator Gine Kronberg (GK) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-10-20 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-10-06 07:34:44.981402 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+4795822290) to Møteleder: Gine Kronberg (MGK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-10-06 07:34:44.981402 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jafii_g@hotmail.com) and SMS (+4792471633) to Protokollvitne: Jafar Safar (PJS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-10-06 07:34:44.981402 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (arildlund@outlook.com) and SMS (+4794524444) to Protokollvitne: Arild Harrang Lund (PAHL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-10-06 07:34:49.321793 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Protokollvitne: Jafar Safar (PJS) was delivered.

      


    

  



  

  

    		2025-10-06 07:34:51.940849 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Møteleder: Gine Kronberg (MGK) was delivered.

      


    

  



  

  

    		2025-10-06 07:34:51.954648 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Protokollvitne: Jafar Safar (PJS) was delivered.

      


    

  



  

  

    		2025-10-06 07:34:51.9841 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Protokollvitne: Arild Harrang Lund (PAHL) was delivered.

      


    

  



  

  

    		2025-10-06 07:34:54.981335 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Protokollvitne: Arild Harrang Lund (PAHL) was delivered.

      


    

  



  

  

    		2025-10-06 07:35:14.2815 UTC ±4 ms

    		2025-10-06 06:35:17.996725 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_6_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Møteleder: Gine Kronberg (MGK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-10-06 07:35:23.026288 UTC ±4 ms

    		2025-10-06 07:35:20.457974 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_6_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Møteleder: Gine Kronberg (MGK) signed the document.

      


    

  



  

  

    		2025-10-06 07:47:33.677005 UTC ±9 ms

    		2025-10-06 07:35:20.457974 UTC

    		

      83.108.122.154

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_6_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Protokollvitne: Arild Harrang Lund (PAHL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-10-06 07:49:28.291879 UTC ±9 ms

    		2025-10-06 07:35:20.457974 UTC

    		

      83.108.122.154

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_6_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Protokollvitne: Arild Harrang Lund (PAHL) signed the document.

      


    

  



  

  

    		2025-10-06 09:58:06.860531 UTC ±9 ms

    		2025-10-06 09:35:23.620096 UTC

    		

      104.28.105.25

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_6_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Protokollvitne: Jafar Safar (PJS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-10-06 09:58:54.406276 UTC ±10 ms

    		2025-10-06 09:35:23.620096 UTC

    		

      104.28.105.25

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_6_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Protokollvitne: Jafar Safar (PJS) signed the document.

      


    

  



  

  

    		2025-10-06 09:58:54.406276 UTC ±10 ms

    		2025-10-06 09:35:23.620096 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-10-06 09:58:54.61084 UTC ±10 ms

    		2025-10-06 09:35:23.620096 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-05-07 07:28:56.759134 UTC ±16 ms

    		2025-05-07 06:30:30.893605 UTC

    		

      52.208.49.53

      

        Scrive eSign GO

      

    

    		

      

        The initiator Gine Kronberg (GK) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-05-21 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-05-07 07:28:56.759134 UTC ±16 ms

    		2025-05-07 06:30:30.893605 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+4795822290) to Møteleder og protokollfører: Gine Kronberg (MopGK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-05-07 07:28:56.759134 UTC ±16 ms

    		2025-05-07 06:30:30.893605 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hsh@haukeberg.com) and SMS (+4795786094) to Protokollvitne: Håvard Siegel Haukeberg (PHSH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-05-07 07:29:04.471615 UTC ±16 ms

    		2025-05-07 06:30:30.893605 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Møteleder og protokollfører: Gine Kronberg (MopGK) was delivered.

      


    

  



  

  

    		2025-05-07 07:29:04.486582 UTC ±16 ms

    		2025-05-07 06:30:30.893605 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Protokollvitne: Håvard Siegel Haukeberg (PHSH) was delivered.

      


    

  



  

  

    		2025-05-07 07:29:05.439982 UTC ±16 ms

    		2025-05-07 06:30:30.893605 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Protokollvitne: Håvard Siegel Haukeberg (PHSH) was delivered.

      


    

  



  

  

    		2025-05-07 07:29:17.963906 UTC ±16 ms

    		2025-05-07 06:30:30.893605 UTC

    		

      46.15.106.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Møteleder og protokollfører: Gine Kronberg (MopGK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-07 07:29:29.370629 UTC ±16 ms

    		2025-05-07 06:30:30.893605 UTC

    		

      46.15.106.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Møteleder og protokollfører: Gine Kronberg (MopGK) signed the document.

      


    

  



  

  

    		2025-05-07 07:36:09.161552 UTC ±3 ms

    		2025-05-07 07:30:33.043069 UTC

    		

      77.16.34.56

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/135.0.3179.98 Version/18.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Protokollvitne: Håvard Siegel Haukeberg (PHSH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-07 10:38:11.491011 UTC ±3 ms

    		2025-05-07 10:30:37.904993 UTC

    		

      77.16.34.56

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/135.0.3179.98 Version/18.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Protokollvitne: Håvard Siegel Haukeberg (PHSH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-07 10:40:57.255729 UTC ±4 ms

    		2025-05-07 10:30:37.904993 UTC

    		

      77.16.34.56

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/135.0.3179.98 Version/18.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Protokollvitne: Håvard Siegel Haukeberg (PHSH) signed the document.

      


    

  



  

  

    		2025-05-07 10:40:57.255729 UTC ±4 ms

    		2025-05-07 10:30:37.904993 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-05-07 10:40:57.515429 UTC ±4 ms

    		2025-05-07 10:30:37.904993 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]
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4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.12 ms

		standard deviation: 1.31 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈94.275%

		|e| < 5 ms: ≈99.986%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-08-25 18:01:20.700198 UTC and 2025-10-06 09:35:23.620096 UTC:







  		Time collected

  		Clock offset







  

    		2025-08-25 18:01:20.700198

    		-1.6 ms

  





  

    		2025-08-25 19:01:22.305491

    		-0.5 ms

  





  

    		2025-08-25 20:01:24.081796

    		0.6 ms

  





  

    		2025-08-25 21:01:27.091368

    		1.4 ms

  





  

    		2025-08-25 22:01:28.655904

    		-0.8 ms

  





  

    		2025-08-25 23:01:30.335061

    		-2.6 ms

  





  

    		2025-08-26 00:01:32.530044

    		-4.0 ms

  





  

    		2025-08-26 01:01:34.207751

    		-3.1 ms

  





  

    		2025-08-26 02:01:35.77479

    		-0.1 ms

  





  

    		2025-08-26 03:01:37.441312

    		2.9 ms

  





  

    		2025-08-26 04:01:39.611654

    		2.8 ms

  





  

    		2025-08-26 05:01:41.177074

    		0.9 ms

  





  

    		2025-08-26 06:01:43.069007

    		-0.1 ms

  





  

    		2025-08-26 07:01:44.841925

    		1.3 ms

  





  

    		2025-08-26 08:01:46.640737

    		0.8 ms

  





  

    		2025-08-26 09:01:48.12807

    		-0.2 ms

  





  

    		2025-08-26 10:01:49.873829

    		-0.9 ms

  





  

    		2025-08-26 11:01:52.090934

    		0.6 ms

  





  

    		2025-08-26 12:01:53.522075

    		1.8 ms

  





  

    		2025-08-26 13:01:55.18008

    		1.4 ms

  





  

    		2025-08-26 14:01:57.689134

    		0.7 ms

  





  

    		2025-08-26 15:01:59.442777

    		-0.2 ms

  





  

    		2025-08-26 16:02:01.167759

    		-2.9 ms

  





  

    		2025-08-26 17:02:03.479212

    		1.4 ms

  





  

    		2025-08-26 18:02:05.506318

    		0.2 ms

  





  

    		2025-08-26 19:02:07.70063

    		0.0 ms

  





  

    		2025-08-26 20:02:11.107498

    		-1.0 ms

  





  

    		2025-08-26 21:02:13.225884

    		-0.7 ms

  





  

    		2025-08-26 22:02:14.827124

    		-1.8 ms

  





  

    		2025-08-26 23:02:16.521306

    		-1.0 ms

  





  

    		2025-08-27 00:02:18.45875

    		-1.9 ms

  





  

    		2025-08-27 01:02:19.958748

    		-0.7 ms

  





  

    		2025-08-27 02:02:21.381011

    		-0.8 ms

  





  

    		2025-08-27 03:02:23.049006

    		-1.5 ms

  





  

    		2025-08-27 04:02:24.946202

    		2.0 ms

  





  

    		2025-08-27 05:02:26.586717

    		4.7 ms

  





  

    		2025-08-27 06:02:29.468834

    		3.2 ms

  





  

    		2025-08-27 07:02:31.43858

    		2.0 ms

  





  

    		2025-08-27 08:02:32.959612

    		-0.3 ms

  





  

    		2025-08-27 09:02:34.411943

    		0.5 ms

  





  

    		2025-08-27 10:02:35.840621

    		0.5 ms

  





  

    		2025-08-27 11:02:37.372039

    		0.9 ms

  





  

    		2025-08-27 12:02:39.265661

    		-0.3 ms

  





  

    		2025-08-27 13:02:41.042563

    		0.4 ms

  





  

    		2025-08-27 14:02:43.278274

    		0.3 ms

  





  

    		2025-08-27 15:02:44.82238

    		-2.0 ms

  





  

    		2025-08-27 16:02:46.566212

    		0.4 ms

  





  

    		2025-08-27 17:02:49.236356

    		1.0 ms

  





  

    		2025-08-27 18:02:51.323385

    		0.1 ms

  





  

    		2025-08-27 19:02:53.470419

    		6.4 ms

  





  

    		2025-08-27 20:02:55.199577

    		-0.2 ms

  





  

    		2025-08-27 21:02:57.387644

    		-2.2 ms

  





  

    		2025-08-27 22:02:59.462531

    		-0.5 ms

  





  

    		2025-08-27 23:03:01.287643

    		-0.7 ms

  





  

    		2025-08-28 00:03:03.267047

    		-5.0 ms

  





  

    		2025-08-28 01:03:04.977703

    		-8.1 ms

  





  

    		2025-08-28 02:03:06.673548

    		-6.3 ms

  





  

    		2025-08-28 03:03:08.476054

    		0.8 ms

  





  

    		2025-08-28 04:03:10.223763

    		-0.2 ms

  





  

    		2025-08-28 05:03:12.162697

    		0.5 ms

  





  

    		2025-08-28 06:03:14.704063

    		1.2 ms

  





  

    		2025-08-28 07:03:16.158491

    		0.0 ms

  





  

    		2025-08-28 08:03:17.596552

    		0.5 ms

  





  

    		2025-08-28 09:03:19.748236

    		-0.1 ms

  





  

    		2025-08-28 10:03:21.224328

    		0.5 ms

  





  

    		2025-08-28 11:03:23.179909

    		-0.4 ms

  





  

    		2025-08-28 12:03:25.249167

    		0.8 ms

  





  

    		2025-08-28 13:03:26.984

    		0.9 ms

  





  

    		2025-08-28 14:03:28.511546

    		1.2 ms

  





  

    		2025-08-28 15:03:31.523328

    		0.2 ms

  





  

    		2025-08-28 16:03:33.719259

    		-0.2 ms

  





  

    		2025-08-28 17:03:36.777914

    		2.1 ms

  





  

    		2025-08-28 18:03:39.102535

    		2.0 ms

  





  

    		2025-08-28 19:03:40.789031

    		0.1 ms

  





  

    		2025-08-28 20:03:42.639999

    		-2.2 ms

  





  

    		2025-08-28 21:03:44.709587

    		2.1 ms

  





  

    		2025-08-28 22:03:46.641898

    		3.3 ms

  





  

    		2025-08-28 23:03:48.517287

    		0.9 ms

  





  

    		2025-08-29 00:03:49.952865

    		0.4 ms

  





  

    		2025-08-29 01:03:51.755791

    		-0.7 ms

  





  

    		2025-08-29 02:03:54.19007

    		0.2 ms

  





  

    		2025-08-29 03:03:55.634205

    		1.4 ms

  





  

    		2025-08-29 04:03:56.971361

    		-0.7 ms

  





  

    		2025-08-29 05:03:58.59691

    		1.9 ms

  





  

    		2025-08-29 06:04:00.729988

    		-0.7 ms

  





  

    		2025-08-29 07:04:02.734854

    		0.4 ms

  





  

    		2025-08-29 08:04:04.285776

    		4.9 ms

  





  

    		2025-08-29 09:04:06.927898

    		9.6 ms

  





  

    		2025-08-29 10:04:08.563307

    		1.9 ms

  





  

    		2025-08-29 11:04:10.939167

    		-0.1 ms

  





  

    		2025-08-29 12:04:13.166586

    		1.1 ms

  





  

    		2025-08-29 13:04:15.045155

    		-0.6 ms

  





  

    		2025-08-29 14:04:16.619725

    		0.4 ms

  





  

    		2025-08-29 15:04:18.22847

    		0.2 ms

  





  

    		2025-08-29 16:04:20.59162

    		0.4 ms

  





  

    		2025-08-29 17:04:22.863121

    		-1.9 ms

  





  

    		2025-08-29 18:04:24.730046

    		0.3 ms

  





  

    		2025-08-29 19:04:27.900227

    		-1.2 ms

  





  

    		2025-08-29 20:04:29.812592

    		-0.5 ms

  





  

    		2025-08-29 21:04:31.721547

    		0.9 ms

  





  

    		2025-08-29 22:04:33.235766

    		0.3 ms

  





  

    		2025-08-29 23:04:35.10978

    		0.5 ms

  





  

    		2025-08-30 00:04:36.888893

    		0.2 ms

  





  

    		2025-08-30 01:04:40.034041

    		2.6 ms

  





  

    		2025-08-30 02:04:42.109664

    		2.9 ms

  





  

    		2025-08-30 03:04:43.678757

    		2.2 ms

  





  

    		2025-08-30 04:04:45.465688

    		0.8 ms

  





  

    		2025-08-30 05:04:46.958443

    		-0.4 ms

  





  

    		2025-08-30 06:04:49.421313

    		-1.0 ms

  





  

    		2025-08-30 07:04:51.84545

    		2.3 ms

  





  

    		2025-08-30 08:04:53.777737

    		0.7 ms

  





  

    		2025-08-30 09:04:55.546415

    		0.3 ms

  





  

    		2025-08-30 10:04:57.275495

    		1.3 ms

  





  

    		2025-08-30 11:04:58.710251

    		0.5 ms

  





  

    		2025-08-30 12:05:00.500377

    		1.4 ms

  





  

    		2025-08-30 13:05:02.183697

    		0.5 ms

  





  

    		2025-08-30 14:05:04.601045

    		0.5 ms

  





  

    		2025-08-30 15:05:06.512585

    		3.1 ms

  





  

    		2025-08-30 16:05:09.1527

    		-1.0 ms

  





  

    		2025-08-30 17:05:11.825873

    		-3.6 ms

  





  

    		2025-08-30 18:05:15.558094

    		-0.1 ms

  





  

    		2025-08-30 19:05:18.351931

    		-0.2 ms

  





  

    		2025-08-30 20:05:20.67696

    		0.2 ms

  





  

    		2025-08-30 21:05:22.467287

    		1.0 ms

  





  

    		2025-08-30 22:05:24.247883

    		3.1 ms

  





  

    		2025-08-30 23:05:26.030797

    		-0.4 ms

  





  

    		2025-08-31 00:05:27.629142

    		-0.7 ms

  





  

    		2025-08-31 01:05:29.431424

    		-0.3 ms

  





  

    		2025-08-31 02:05:31.04426

    		-2.4 ms

  





  

    		2025-08-31 03:05:32.704657

    		-1.4 ms

  





  

    		2025-08-31 04:05:34.667461

    		-1.1 ms

  





  

    		2025-08-31 05:05:36.121177

    		-0.9 ms

  





  

    		2025-08-31 06:05:38.077344

    		-0.9 ms

  





  

    		2025-08-31 07:05:41.322616

    		0.3 ms

  





  

    		2025-08-31 08:05:43.440229

    		2.4 ms

  





  

    		2025-08-31 09:05:45.902479

    		0.2 ms

  





  

    		2025-08-31 10:05:48.707326

    		1.5 ms

  





  

    		2025-08-31 11:05:51.420054

    		-0.4 ms

  





  

    		2025-08-31 12:05:53.889474

    		0.5 ms

  





  

    		2025-08-31 13:05:55.647302

    		0.6 ms

  





  

    		2025-08-31 14:05:57.56338

    		0.7 ms

  





  

    		2025-08-31 15:06:00.31256

    		-0.8 ms

  





  

    		2025-08-31 16:06:02.44394

    		-0.6 ms

  





  

    		2025-08-31 17:06:04.564072

    		0.0 ms

  





  

    		2025-08-31 18:06:07.049932

    		-1.4 ms

  





  

    		2025-08-31 19:06:09.372358

    		-0.3 ms

  





  

    		2025-08-31 20:06:11.709881

    		0.5 ms

  





  

    		2025-08-31 21:06:13.310039

    		0.0 ms

  





  

    		2025-08-31 22:06:15.010433

    		-1.4 ms

  





  

    		2025-08-31 23:06:16.747643

    		-0.2 ms

  





  

    		2025-09-01 00:06:18.715655

    		-2.1 ms

  





  

    		2025-09-01 01:06:20.2874

    		0.0 ms

  





  

    		2025-09-01 02:06:22.23776

    		1.7 ms

  





  

    		2025-09-01 03:06:24.18111

    		-0.5 ms

  





  

    		2025-09-01 04:06:26.129482

    		-0.6 ms

  





  

    		2025-09-01 05:06:27.64629

    		-0.1 ms

  





  

    		2025-09-01 06:06:29.217553

    		-0.2 ms

  





  

    		2025-09-01 07:06:30.952821

    		-0.1 ms

  





  

    		2025-09-01 08:06:32.480275

    		-0.4 ms

  





  

    		2025-09-01 09:06:34.047581

    		-0.9 ms

  





  

    		2025-09-01 10:06:36.017227

    		-1.3 ms

  





  

    		2025-09-01 11:06:38.153922

    		-0.5 ms

  





  

    		2025-09-01 12:06:39.928207

    		0.5 ms

  





  

    		2025-09-01 13:06:41.414168

    		-0.4 ms

  





  

    		2025-09-01 14:06:43.407879

    		0.2 ms

  





  

    		2025-09-01 15:06:45.16395

    		-0.4 ms

  





  

    		2025-09-01 16:06:46.686805

    		-0.3 ms

  





  

    		2025-09-01 17:06:48.655553

    		0.6 ms

  





  

    		2025-09-01 18:06:51.336257

    		-0.2 ms

  





  

    		2025-09-01 19:06:53.421879

    		-1.0 ms

  





  

    		2025-09-01 20:06:56.849392

    		-0.8 ms

  





  

    		2025-09-01 21:06:59.016402

    		-0.3 ms

  





  

    		2025-09-01 22:07:01.232144

    		-0.6 ms

  





  

    		2025-09-01 23:07:02.717866

    		-0.4 ms

  





  

    		2025-09-02 00:07:04.462248

    		-1.4 ms

  





  

    		2025-09-02 01:07:06.154656

    		-1.1 ms

  





  

    		2025-09-02 02:07:07.643944

    		-4.3 ms

  





  

    		2025-09-02 03:07:09.511066

    		0.5 ms

  





  

    		2025-09-02 04:07:11.215643

    		1.0 ms

  





  

    		2025-09-02 05:07:13.097796

    		0.1 ms

  





  

    		2025-09-02 06:07:15.085919

    		0.8 ms

  





  

    		2025-09-02 07:07:17.035392

    		4.5 ms

  





  

    		2025-09-02 08:07:19.30816

    		2.7 ms

  





  

    		2025-09-02 09:07:20.923281

    		0.9 ms

  





  

    		2025-09-02 10:07:22.676421

    		-1.2 ms

  





  

    		2025-09-02 11:07:24.329665

    		1.8 ms

  





  

    		2025-09-02 12:07:26.066971

    		1.3 ms

  





  

    		2025-09-02 13:07:27.573896

    		3.0 ms

  





  

    		2025-09-02 14:07:28.948261

    		1.3 ms

  





  

    		2025-09-02 15:07:31.022292

    		4.4 ms

  





  

    		2025-09-02 16:07:32.674237

    		0.6 ms

  





  

    		2025-09-02 17:07:34.540795

    		2.2 ms

  





  

    		2025-09-02 18:07:36.33044

    		2.2 ms

  





  

    		2025-09-02 19:07:38.207614

    		1.9 ms

  





  

    		2025-09-02 20:07:42.219313

    		2.2 ms

  





  

    		2025-09-02 21:07:44.708746

    		2.9 ms

  





  

    		2025-09-02 22:07:47.485319

    		1.4 ms

  





  

    		2025-09-02 23:07:50.261076

    		-0.5 ms

  





  

    		2025-09-03 00:07:52.317618

    		0.3 ms

  





  

    		2025-09-03 01:07:54.048415

    		0.0 ms

  





  

    		2025-09-03 02:07:57.369756

    		-1.0 ms

  





  

    		2025-09-03 03:07:59.599569

    		0.1 ms

  





  

    		2025-09-03 04:08:02.066637

    		0.3 ms

  





  

    		2025-09-03 05:08:04.550808

    		0.9 ms

  





  

    		2025-09-03 06:08:08.217455

    		1.4 ms

  





  

    		2025-09-03 07:08:10.844033

    		0.5 ms

  





  

    		2025-09-03 08:08:12.60383

    		0.1 ms

  





  

    		2025-09-03 09:08:14.490723

    		0.6 ms

  





  

    		2025-09-03 10:08:16.037213

    		4.4 ms

  





  

    		2025-09-03 11:08:18.482979

    		3.0 ms

  





  

    		2025-09-03 12:08:21.001228

    		0.2 ms

  





  

    		2025-09-03 13:08:22.840538

    		1.7 ms

  





  

    		2025-09-03 14:08:24.883047

    		-1.7 ms

  





  

    		2025-09-03 15:08:26.884583

    		-0.5 ms

  





  

    		2025-09-03 16:08:29.129415

    		-0.9 ms

  





  

    		2025-09-03 17:08:31.694524

    		-1.3 ms

  





  

    		2025-09-03 18:08:34.19252

    		-0.6 ms

  





  

    		2025-09-03 19:08:37.825564

    		0.0 ms

  





  

    		2025-09-03 20:08:40.511668

    		-1.3 ms

  





  

    		2025-09-03 21:08:42.395257

    		-1.7 ms

  





  

    		2025-09-03 22:08:45.425213

    		-2.4 ms

  





  

    		2025-09-03 23:08:48.122282

    		0.2 ms

  





  

    		2025-09-04 00:08:49.614428

    		0.8 ms

  





  

    		2025-09-04 01:08:51.201904

    		-0.1 ms

  





  

    		2025-09-04 02:08:53.108095

    		-0.7 ms

  





  

    		2025-09-04 03:08:54.759835

    		-1.0 ms

  





  

    		2025-09-04 04:08:56.689147

    		-1.8 ms

  





  

    		2025-09-04 05:08:58.363351

    		-1.4 ms

  





  

    		2025-09-04 06:09:00.283336

    		0.2 ms

  





  

    		2025-09-04 07:09:02.901228

    		1.7 ms

  





  

    		2025-09-04 08:09:04.569996

    		0.8 ms

  





  

    		2025-09-04 09:09:06.914325

    		1.2 ms

  





  

    		2025-09-04 10:09:09.159163

    		0.9 ms

  





  

    		2025-09-04 11:09:10.858814

    		-0.7 ms

  





  

    		2025-09-04 12:09:12.695317

    		0.0 ms

  





  

    		2025-09-04 13:09:15.64708

    		0.2 ms

  





  

    		2025-09-04 14:09:17.34645

    		0.4 ms

  





  

    		2025-09-04 15:09:19.584002

    		0.3 ms

  





  

    		2025-09-04 16:09:21.581924

    		1.1 ms

  





  

    		2025-09-04 17:09:23.626622

    		4.0 ms

  





  

    		2025-09-04 18:09:26.465584

    		0.3 ms

  





  

    		2025-09-04 19:09:28.301868

    		-1.8 ms

  





  

    		2025-09-04 20:09:31.171139

    		-0.5 ms

  





  

    		2025-09-04 21:09:33.171793

    		-0.9 ms

  





  

    		2025-09-04 22:09:35.027314

    		-0.8 ms

  





  

    		2025-09-04 23:09:36.84138

    		-0.9 ms

  





  

    		2025-09-05 00:09:38.598463

    		-0.5 ms

  





  

    		2025-09-05 01:09:40.343414

    		-0.2 ms

  





  

    		2025-09-05 02:09:42.158208

    		0.3 ms

  





  

    		2025-09-05 03:09:43.720474

    		-0.2 ms

  





  

    		2025-09-05 04:09:45.427059

    		-1.0 ms

  





  

    		2025-09-05 05:09:47.150126

    		-0.3 ms

  





  

    		2025-09-05 06:09:48.642646

    		6.8 ms

  





  

    		2025-09-05 07:09:50.03724

    		0.2 ms

  





  

    		2025-09-05 08:09:51.82992

    		1.0 ms

  





  

    		2025-09-05 09:09:54.164269

    		1.2 ms

  





  

    		2025-09-05 10:09:56.387507

    		2.0 ms

  





  

    		2025-09-05 11:09:57.857691

    		1.4 ms

  





  

    		2025-09-05 12:09:59.290431

    		0.0 ms

  





  

    		2025-09-05 13:10:02.157792

    		0.3 ms

  





  

    		2025-09-05 14:10:04.03585

    		0.5 ms

  





  

    		2025-09-05 15:10:06.039447

    		-1.2 ms

  





  

    		2025-09-05 16:10:08.283174

    		0.3 ms

  





  

    		2025-09-05 17:10:10.760197

    		0.9 ms

  





  

    		2025-09-05 18:10:14.217658

    		2.3 ms

  





  

    		2025-09-05 19:10:16.399866

    		2.2 ms

  





  

    		2025-09-05 20:10:18.575925

    		0.3 ms

  





  

    		2025-09-05 21:10:20.726958

    		-1.3 ms

  





  

    		2025-09-05 22:10:22.556978

    		-1.2 ms

  





  

    		2025-09-05 23:10:24.318435

    		-2.4 ms

  





  

    		2025-09-06 00:10:26.108366

    		-3.3 ms

  





  

    		2025-09-06 01:10:27.938789

    		-2.7 ms

  





  

    		2025-09-06 02:10:32.101432

    		-1.9 ms

  





  

    		2025-09-06 03:10:33.53351

    		0.2 ms

  





  

    		2025-09-06 04:10:35.101623

    		1.3 ms

  





  

    		2025-09-06 05:10:36.75898

    		1.3 ms

  





  

    		2025-09-06 06:10:38.406378

    		0.5 ms

  





  

    		2025-09-06 07:10:40.124905

    		2.2 ms

  





  

    		2025-09-06 08:10:41.835148

    		1.1 ms

  





  

    		2025-09-06 09:10:43.715788

    		1.2 ms

  





  

    		2025-09-06 10:10:46.215607

    		1.3 ms

  





  

    		2025-09-06 11:10:47.910745

    		1.5 ms

  





  

    		2025-09-06 12:10:50.601608

    		1.1 ms

  





  

    		2025-09-06 13:10:52.018703

    		1.4 ms

  





  

    		2025-09-06 14:10:55.233196

    		-0.7 ms

  





  

    		2025-09-06 15:10:57.669446

    		0.6 ms

  





  

    		2025-09-06 16:10:59.13317

    		-0.9 ms

  





  

    		2025-09-06 17:11:01.763298

    		-1.0 ms

  





  

    		2025-09-06 18:11:03.197961

    		1.2 ms

  





  

    		2025-09-06 19:11:04.756636

    		1.9 ms

  





  

    		2025-09-06 20:11:06.909846

    		1.1 ms

  





  

    		2025-09-06 21:11:08.518467

    		-0.3 ms

  





  

    		2025-09-06 22:11:10.327571

    		-1.7 ms

  





  

    		2025-09-06 23:11:11.974922

    		-1.7 ms

  





  

    		2025-09-07 00:11:13.717061

    		0.2 ms

  





  

    		2025-09-07 01:11:15.136027

    		-0.8 ms

  





  

    		2025-09-07 02:11:16.966381

    		0.0 ms

  





  

    		2025-09-07 03:11:18.982831

    		0.0 ms

  





  

    		2025-09-07 04:11:21.104107

    		0.5 ms

  





  

    		2025-09-07 05:11:23.543951

    		0.1 ms

  





  

    		2025-09-07 06:11:25.380889

    		-0.8 ms

  





  

    		2025-09-07 07:11:26.954645

    		3.8 ms

  





  

    		2025-09-07 08:11:29.330965

    		-1.0 ms

  





  

    		2025-09-07 09:11:31.204972

    		8.9 ms

  





  

    		2025-09-07 10:11:32.795066

    		4.9 ms

  





  

    		2025-09-07 11:11:35.373207

    		0.6 ms

  





  

    		2025-09-07 12:11:37.575736

    		-0.2 ms

  





  

    		2025-09-07 13:11:39.25071

    		-2.4 ms

  





  

    		2025-09-07 14:11:41.81233

    		-1.2 ms

  





  

    		2025-09-07 15:11:43.906355

    		-14.4 ms

  





  

    		2025-09-07 16:11:45.520533

    		0.7 ms

  





  

    		2025-09-07 17:11:47.41648

    		-0.8 ms

  





  

    		2025-09-07 18:11:49.133408

    		0.1 ms

  





  

    		2025-09-07 19:11:52.33509

    		0.9 ms

  





  

    		2025-09-07 20:11:54.108245

    		-0.4 ms

  





  

    		2025-09-07 21:11:57.211166

    		-0.6 ms

  





  

    		2025-09-07 22:11:59.686714

    		-1.2 ms

  





  

    		2025-09-07 23:12:01.870896

    		-4.7 ms

  





  

    		2025-09-08 00:12:04.094114

    		-2.9 ms

  





  

    		2025-09-08 01:12:06.107596

    		-2.0 ms

  





  

    		2025-09-08 02:12:08.584859

    		-0.4 ms

  





  

    		2025-09-08 03:12:10.326884

    		-0.3 ms

  





  

    		2025-09-08 04:12:12.698739

    		-0.5 ms

  





  

    		2025-09-08 05:12:15.153219

    		0.1 ms

  





  

    		2025-09-08 06:12:17.463534

    		0.8 ms

  





  

    		2025-09-08 07:12:19.386302

    		1.6 ms

  





  

    		2025-09-08 08:12:20.85771

    		1.7 ms

  





  

    		2025-09-08 09:12:23.282659

    		1.1 ms

  





  

    		2025-09-08 10:12:24.772526

    		-0.3 ms

  





  

    		2025-09-08 11:12:26.300768

    		0.7 ms

  





  

    		2025-09-08 12:12:27.804411

    		0.3 ms

  





  

    		2025-09-08 13:12:29.277078

    		0.0 ms

  





  

    		2025-09-08 14:12:32.091894

    		0.3 ms

  





  

    		2025-09-08 15:12:35.081985

    		0.7 ms

  





  

    		2025-09-08 16:12:37.43657

    		0.7 ms

  





  

    		2025-09-08 17:12:39.241588

    		0.5 ms

  





  

    		2025-09-08 18:12:42.22148

    		-0.4 ms

  





  

    		2025-09-08 19:12:46.136266

    		-0.9 ms

  





  

    		2025-09-08 20:12:48.863927

    		0.8 ms

  





  

    		2025-09-08 21:12:51.48462

    		0.4 ms

  





  

    		2025-09-08 22:12:53.451258

    		0.1 ms

  





  

    		2025-09-08 23:12:55.332827

    		0.5 ms

  





  

    		2025-09-09 00:12:57.017156

    		-0.6 ms

  





  

    		2025-09-09 01:12:58.674112

    		-0.7 ms

  





  

    		2025-09-09 02:13:00.36302

    		0.3 ms

  





  

    		2025-09-09 03:13:01.822525

    		-2.7 ms

  





  

    		2025-09-09 04:13:03.559106

    		0.5 ms

  





  

    		2025-09-09 05:13:05.514291

    		0.6 ms

  





  

    		2025-09-09 06:13:08.717195

    		1.0 ms

  





  

    		2025-09-09 07:13:10.256329

    		2.6 ms

  





  

    		2025-09-09 08:13:12.33998

    		0.3 ms

  





  

    		2025-09-09 09:13:14.449919

    		0.2 ms

  





  

    		2025-09-09 10:13:16.102901

    		1.6 ms

  





  

    		2025-09-09 11:13:17.809028

    		1.8 ms

  





  

    		2025-09-09 12:13:19.247608

    		-0.1 ms

  





  

    		2025-09-09 13:13:20.704153

    		0.2 ms

  





  

    		2025-09-09 14:13:22.259464

    		0.3 ms

  





  

    		2025-09-09 15:13:23.882478

    		-0.2 ms

  





  

    		2025-09-09 16:13:25.894652

    		-0.8 ms

  





  

    		2025-09-09 17:13:28.763912

    		-1.5 ms

  





  

    		2025-09-09 18:13:30.654768

    		-0.4 ms

  





  

    		2025-09-09 19:13:33.142508

    		0.9 ms

  





  

    		2025-09-09 20:13:34.665232

    		-1.8 ms

  





  

    		2025-09-09 21:13:38.283069

    		-0.7 ms

  





  

    		2025-09-09 22:13:40.120478

    		0.5 ms

  





  

    		2025-09-09 23:13:42.447919

    		4.0 ms

  





  

    		2025-09-10 00:13:44.396042

    		2.7 ms

  





  

    		2025-09-10 01:13:46.111521

    		0.5 ms

  





  

    		2025-09-10 02:13:48.129481

    		1.2 ms

  





  

    		2025-09-10 03:13:50.140839

    		-1.6 ms

  





  

    		2025-09-10 04:13:51.908641

    		-0.5 ms

  





  

    		2025-09-10 05:13:53.618206

    		0.3 ms

  





  

    		2025-09-10 06:13:55.798143

    		1.6 ms

  





  

    		2025-09-10 07:13:57.255326

    		0.2 ms

  





  

    		2025-09-10 08:13:59.001805

    		1.2 ms

  





  

    		2025-09-10 09:14:00.86205

    		-1.0 ms

  





  

    		2025-09-10 10:14:02.882885

    		-1.7 ms

  





  

    		2025-09-10 11:14:05.001652

    		-0.1 ms

  





  

    		2025-09-10 12:14:08.293605

    		0.6 ms

  





  

    		2025-09-10 13:14:10.259749

    		0.0 ms

  





  

    		2025-09-10 14:14:12.092339

    		0.4 ms

  





  

    		2025-09-10 15:14:13.495489

    		-0.9 ms

  





  

    		2025-09-10 16:14:16.00909

    		0.2 ms

  





  

    		2025-09-10 17:14:17.478614

    		0.8 ms

  





  

    		2025-09-10 18:14:19.567149

    		0.6 ms

  





  

    		2025-09-10 19:14:21.328495

    		-2.2 ms

  





  

    		2025-09-10 20:14:23.965005

    		-0.8 ms

  





  

    		2025-09-10 21:14:26.227188

    		-1.9 ms

  





  

    		2025-09-10 22:14:28.951877

    		-1.7 ms

  





  

    		2025-09-10 23:14:31.141691

    		-2.0 ms

  





  

    		2025-09-11 00:14:33.027924

    		-4.0 ms

  





  

    		2025-09-11 01:14:34.636396

    		-2.4 ms

  





  

    		2025-09-11 02:14:36.233055

    		3.0 ms

  





  

    		2025-09-11 03:14:38.415394

    		1.2 ms

  





  

    		2025-09-11 04:14:40.008862

    		-0.3 ms

  





  

    		2025-09-11 05:14:41.953849

    		0.8 ms

  





  

    		2025-09-11 06:14:44.950131

    		1.1 ms

  





  

    		2025-09-11 07:14:46.381241

    		-0.2 ms

  





  

    		2025-09-11 08:14:47.934808

    		0.1 ms

  





  

    		2025-09-11 09:14:49.390744

    		16.4 ms

  





  

    		2025-09-11 10:14:51.015625

    		0.3 ms

  





  

    		2025-09-11 11:14:52.467712

    		1.2 ms

  





  

    		2025-09-11 12:14:53.969991

    		0.4 ms

  





  

    		2025-09-11 13:14:56.484886

    		0.0 ms

  





  

    		2025-09-11 14:14:58.281492

    		0.0 ms

  





  

    		2025-09-11 15:14:59.86373

    		-1.6 ms

  





  

    		2025-09-11 16:15:02.674031

    		3.3 ms

  





  

    		2025-09-11 17:15:04.165215

    		5.3 ms

  





  

    		2025-09-11 18:15:05.829802

    		-1.1 ms

  





  

    		2025-09-11 19:15:08.459958

    		-27.4 ms

  





  

    		2025-09-11 20:15:11.030802

    		0.0 ms

  





  

    		2025-09-11 21:15:12.930608

    		-0.4 ms

  





  

    		2025-09-11 22:15:14.496965

    		1.5 ms

  





  

    		2025-09-11 23:15:16.207691

    		-0.6 ms

  





  

    		2025-09-12 00:15:18.204441

    		-0.1 ms

  





  

    		2025-09-12 01:15:19.685042

    		-0.1 ms

  





  

    		2025-09-12 02:15:21.609087

    		-1.4 ms

  





  

    		2025-09-12 03:15:23.059518

    		-0.3 ms

  





  

    		2025-09-12 04:15:24.888927

    		-0.6 ms

  





  

    		2025-09-12 05:15:26.550115

    		0.4 ms

  





  

    		2025-09-12 06:15:28.079044

    		0.1 ms

  





  

    		2025-09-12 07:15:30.182751

    		0.8 ms

  





  

    		2025-09-12 08:15:31.75419

    		6.1 ms

  





  

    		2025-09-12 09:15:33.273288

    		0.3 ms

  





  

    		2025-09-12 10:15:35.364921

    		0.6 ms

  





  

    		2025-09-12 11:15:37.637535

    		1.4 ms

  





  

    		2025-09-12 12:15:40.612889

    		1.7 ms

  





  

    		2025-09-12 13:15:42.131195

    		0.5 ms

  





  

    		2025-09-12 14:15:43.833974

    		-0.9 ms

  





  

    		2025-09-12 15:15:45.696883

    		0.7 ms

  





  

    		2025-09-12 16:15:48.172935

    		-0.3 ms

  





  

    		2025-09-12 17:15:49.981828

    		0.8 ms

  





  

    		2025-09-12 18:15:52.828699

    		-0.7 ms

  





  

    		2025-09-12 19:15:55.777588

    		-1.4 ms

  





  

    		2025-09-12 20:15:57.673954

    		-0.5 ms

  





  

    		2025-09-12 21:15:59.627934

    		-0.1 ms

  





  

    		2025-09-12 22:16:02.024264

    		-0.2 ms

  





  

    		2025-09-12 23:16:04.125845

    		-0.5 ms

  





  

    		2025-09-13 00:16:05.914006

    		-2.0 ms

  





  

    		2025-09-13 01:16:07.846495

    		0.2 ms

  





  

    		2025-09-13 02:16:09.502161

    		0.6 ms

  





  

    		2025-09-13 03:16:11.296838

    		1.0 ms

  





  

    		2025-09-13 04:16:13.191921

    		-0.3 ms

  





  

    		2025-09-13 05:16:14.720841

    		-0.7 ms

  





  

    		2025-09-13 06:16:17.068711

    		-0.3 ms

  





  

    		2025-09-13 07:16:18.719768

    		0.0 ms

  





  

    		2025-09-13 08:16:20.45393

    		-1.6 ms

  





  

    		2025-09-13 09:16:21.923228

    		0.3 ms

  





  

    		2025-09-13 10:16:23.643653

    		1.6 ms

  





  

    		2025-09-13 11:16:25.699887

    		2.4 ms

  





  

    		2025-09-13 12:16:28.162854

    		1.6 ms

  





  

    		2025-09-13 13:16:30.056087

    		-0.5 ms

  





  

    		2025-09-13 14:16:32.084731

    		0.3 ms

  





  

    		2025-09-13 15:16:34.240545

    		1.0 ms

  





  

    		2025-09-13 16:16:36.893581

    		-1.3 ms

  





  

    		2025-09-13 17:16:38.57718

    		-0.5 ms

  





  

    		2025-09-13 18:16:40.617361

    		-0.2 ms

  





  

    		2025-09-13 19:16:42.943034

    		1.2 ms

  





  

    		2025-09-13 20:16:44.488712

    		0.7 ms

  





  

    		2025-09-13 21:16:46.544141

    		1.2 ms

  





  

    		2025-09-13 22:16:48.594945

    		-0.3 ms

  





  

    		2025-09-13 23:16:50.230618

    		-0.2 ms

  





  

    		2025-09-14 00:16:52.058607

    		-1.9 ms

  





  

    		2025-09-14 01:16:53.492019

    		-1.2 ms

  





  

    		2025-09-14 02:16:55.087323

    		0.9 ms

  





  

    		2025-09-14 03:16:57.52997

    		-1.2 ms

  





  

    		2025-09-14 04:16:59.217272

    		-0.6 ms

  





  

    		2025-09-14 05:17:00.917664

    		0.9 ms

  





  

    		2025-09-14 06:17:03.77116

    		0.4 ms

  





  

    		2025-09-14 07:17:06.708994

    		-1.0 ms

  





  

    		2025-09-14 08:17:09.402045

    		-0.6 ms

  





  

    		2025-09-14 09:17:11.270741

    		-0.3 ms

  





  

    		2025-09-14 10:17:13.749475

    		1.2 ms

  





  

    		2025-09-14 11:17:16.492022

    		1.2 ms

  





  

    		2025-09-14 12:17:17.959156

    		1.8 ms

  





  

    		2025-09-14 13:17:19.861949

    		5.1 ms

  





  

    		2025-09-14 14:17:21.395593

    		1.4 ms

  





  

    		2025-09-14 15:17:24.085441

    		1.3 ms

  





  

    		2025-09-14 16:17:25.691467

    		2.0 ms

  





  

    		2025-09-14 17:17:27.471966

    		-1.2 ms

  





  

    		2025-09-14 18:17:29.753836

    		-1.5 ms

  





  

    		2025-09-14 19:17:32.753245

    		-0.1 ms

  





  

    		2025-09-14 20:17:35.862012

    		0.5 ms

  





  

    		2025-09-14 21:17:37.956865

    		-0.3 ms

  





  

    		2025-09-14 22:17:39.758688

    		-0.8 ms

  





  

    		2025-09-14 23:17:41.461134

    		0.0 ms

  





  

    		2025-09-15 00:17:43.378042

    		-2.6 ms

  





  

    		2025-09-15 01:17:44.832489

    		3.7 ms

  





  

    		2025-09-15 02:17:46.654073

    		0.5 ms

  





  

    		2025-09-15 03:17:51.083673

    		0.3 ms

  





  

    		2025-09-15 04:17:52.839051

    		-0.1 ms

  





  

    		2025-09-15 05:17:54.98417

    		1.6 ms

  





  

    		2025-09-15 06:17:56.462241

    		-0.1 ms

  





  

    		2025-09-15 07:17:58.651508

    		0.0 ms

  





  

    		2025-09-15 08:18:00.476393

    		-0.2 ms

  





  

    		2025-09-15 09:18:01.881602

    		0.5 ms

  





  

    		2025-09-15 10:18:03.565821

    		0.5 ms

  





  

    		2025-09-15 11:18:05.023334

    		-0.4 ms

  





  

    		2025-09-15 12:18:06.678813

    		0.9 ms

  





  

    		2025-09-15 13:18:08.535008

    		-0.4 ms

  





  

    		2025-09-15 14:18:10.726489

    		-0.8 ms

  





  

    		2025-09-15 15:18:12.367658

    		-3.9 ms

  





  

    		2025-09-15 16:18:14.233482

    		1.3 ms

  





  

    		2025-09-15 17:18:16.584291

    		0.1 ms

  





  

    		2025-09-15 18:18:19.582627

    		1.0 ms

  





  

    		2025-09-15 19:18:22.33164

    		-1.1 ms

  





  

    		2025-09-15 20:18:24.334316

    		-1.0 ms

  





  

    		2025-09-15 21:18:26.030931

    		-1.5 ms

  





  

    		2025-09-15 22:18:28.106686

    		-0.6 ms

  





  

    		2025-09-15 23:18:30.116624

    		-2.9 ms

  





  

    		2025-09-16 00:18:31.737556

    		-4.1 ms

  





  

    		2025-09-16 01:18:33.223041

    		-2.1 ms

  





  

    		2025-09-16 02:18:34.778321

    		-0.2 ms

  





  

    		2025-09-16 03:18:36.800658

    		-0.2 ms

  





  

    		2025-09-16 04:18:38.50601

    		0.3 ms

  





  

    		2025-09-16 05:18:40.214152

    		0.0 ms

  





  

    		2025-09-16 06:18:43.417715

    		0.7 ms

  





  

    		2025-09-16 07:18:44.975573

    		0.2 ms

  





  

    		2025-09-16 08:18:46.69396

    		1.5 ms

  





  

    		2025-09-16 09:18:48.425428

    		0.0 ms

  





  

    		2025-09-16 10:18:50.347339

    		-0.6 ms

  





  

    		2025-09-16 11:18:51.968462

    		0.4 ms

  





  

    		2025-09-16 12:18:53.750248

    		16.2 ms

  





  

    		2025-09-16 13:18:55.553328

    		0.6 ms

  





  

    		2025-09-16 14:18:57.309936

    		1.8 ms

  





  

    		2025-09-16 15:18:59.347412

    		-1.1 ms

  





  

    		2025-09-16 16:19:00.845618

    		-1.4 ms

  





  

    		2025-09-16 17:19:02.995779

    		0.8 ms

  





  

    		2025-09-16 18:19:04.89771

    		-1.4 ms

  





  

    		2025-09-16 19:19:08.364704

    		0.4 ms

  





  

    		2025-09-16 20:19:10.573502

    		0.9 ms

  





  

    		2025-09-16 21:19:12.661163

    		0.1 ms

  





  

    		2025-09-16 22:19:14.162264

    		0.4 ms

  





  

    		2025-09-16 23:19:18.062023

    		-0.3 ms

  





  

    		2025-09-17 00:19:19.815553

    		-0.2 ms

  





  

    		2025-09-17 01:19:21.535462

    		-0.2 ms

  





  

    		2025-09-17 02:19:23.816236

    		0.1 ms

  





  

    		2025-09-17 03:19:25.508978

    		1.2 ms

  





  

    		2025-09-17 04:19:27.433511

    		1.4 ms

  





  

    		2025-09-17 05:19:29.060914

    		1.7 ms

  





  

    		2025-09-17 06:19:31.720601

    		1.2 ms

  





  

    		2025-09-17 07:19:33.567339

    		-1.2 ms

  





  

    		2025-09-17 08:19:35.22774

    		0.7 ms

  





  

    		2025-09-17 09:19:36.655995

    		2.5 ms

  





  

    		2025-09-17 10:19:38.451002

    		-1.1 ms

  





  

    		2025-09-17 11:19:39.948548

    		-1.6 ms

  





  

    		2025-09-17 12:19:41.878795

    		3.0 ms

  





  

    		2025-09-17 13:19:43.868065

    		-0.5 ms

  





  

    		2025-09-17 14:19:45.438073

    		-0.3 ms

  





  

    		2025-09-17 15:19:47.150349

    		-0.9 ms

  





  

    		2025-09-17 16:19:49.123548

    		0.6 ms

  





  

    		2025-09-17 17:19:52.705055

    		-1.1 ms

  





  

    		2025-09-17 18:19:55.04114

    		-0.4 ms

  





  

    		2025-09-17 19:19:57.685335

    		-3.6 ms

  





  

    		2025-09-17 20:20:00.215023

    		-1.1 ms

  





  

    		2025-09-17 21:20:02.774379

    		0.2 ms

  





  

    		2025-09-17 22:20:04.915517

    		-0.3 ms

  





  

    		2025-09-17 23:20:06.773431

    		-0.8 ms

  





  

    		2025-09-18 00:20:08.311801

    		-0.6 ms

  





  

    		2025-09-18 01:20:09.949582

    		-1.9 ms

  





  

    		2025-09-18 02:20:12.738703

    		0.3 ms

  





  

    		2025-09-18 03:20:14.383648

    		0.1 ms

  





  

    		2025-09-18 04:20:16.607165

    		-0.3 ms

  





  

    		2025-09-18 05:20:18.755422

    		0.0 ms

  





  

    		2025-09-18 06:20:21.285538

    		-1.5 ms

  





  

    		2025-09-18 07:20:23.76496

    		-1.4 ms

  





  

    		2025-09-18 08:20:25.398846

    		0.8 ms

  





  

    		2025-09-18 09:20:28.263909

    		1.4 ms

  





  

    		2025-09-18 10:20:30.409153

    		1.0 ms

  





  

    		2025-09-18 11:20:32.504807

    		1.2 ms

  





  

    		2025-09-18 12:20:34.363921

    		-0.3 ms

  





  

    		2025-09-18 13:20:36.206791

    		0.2 ms

  





  

    		2025-09-18 14:20:37.80955

    		1.1 ms

  





  

    		2025-09-18 15:20:39.586453

    		-0.7 ms

  





  

    		2025-09-18 16:20:42.249358

    		0.7 ms

  





  

    		2025-09-18 17:20:43.750137

    		0.6 ms

  





  

    		2025-09-18 18:20:46.860287

    		1.2 ms

  





  

    		2025-09-18 19:20:49.310633

    		0.4 ms

  





  

    		2025-09-18 20:20:51.420482

    		-0.1 ms

  





  

    		2025-09-18 21:20:53.635126

    		-2.2 ms

  





  

    		2025-09-18 22:20:55.460101

    		-3.0 ms

  





  

    		2025-09-18 23:20:57.122981

    		-3.7 ms

  





  

    		2025-09-19 00:20:58.883919

    		-0.3 ms

  





  

    		2025-09-19 01:21:00.918387

    		0.6 ms

  





  

    		2025-09-19 02:21:02.747656

    		-0.2 ms

  





  

    		2025-09-19 03:21:04.768762

    		-0.2 ms

  





  

    		2025-09-19 04:21:06.732011

    		-0.2 ms

  





  

    		2025-09-19 05:21:08.601011

    		0.8 ms

  





  

    		2025-09-19 06:21:10.684084

    		2.3 ms

  





  

    		2025-09-19 07:21:12.110743

    		1.9 ms

  





  

    		2025-09-19 08:21:14.595151

    		-0.8 ms

  





  

    		2025-09-19 09:21:16.911309

    		-0.3 ms

  





  

    		2025-09-19 10:21:18.808933

    		-0.2 ms

  





  

    		2025-09-19 11:21:20.491544

    		-0.9 ms

  





  

    		2025-09-19 12:21:22.5525

    		0.5 ms

  





  

    		2025-09-19 13:21:25.711407

    		-0.7 ms

  





  

    		2025-09-19 14:21:27.835605

    		-0.7 ms

  





  

    		2025-09-19 15:21:29.415606

    		-0.7 ms

  





  

    		2025-09-19 16:21:31.544194

    		-1.2 ms

  





  

    		2025-09-19 17:21:33.168122

    		-0.2 ms

  





  

    		2025-09-19 18:21:36.282119

    		0.9 ms

  





  

    		2025-09-19 19:21:39.699457

    		-0.3 ms

  





  

    		2025-09-19 20:21:42.278966

    		2.5 ms

  





  

    		2025-09-19 21:21:44.280363

    		-0.2 ms

  





  

    		2025-09-19 22:21:46.10234

    		-0.4 ms

  





  

    		2025-09-19 23:21:47.749176

    		-1.9 ms

  





  

    		2025-09-20 00:21:49.665823

    		-1.8 ms

  





  

    		2025-09-20 01:21:51.301541

    		1.2 ms

  





  

    		2025-09-20 02:21:52.816827

    		1.9 ms

  





  

    		2025-09-20 03:21:54.994825

    		3.2 ms

  





  

    		2025-09-20 04:21:56.917646

    		1.8 ms

  





  

    		2025-09-20 05:21:58.831216

    		0.3 ms

  





  

    		2025-09-20 06:22:01.27281

    		-0.8 ms

  





  

    		2025-09-20 07:22:03.462307

    		0.2 ms

  





  

    		2025-09-20 08:22:05.258447

    		0.5 ms

  





  

    		2025-09-20 09:22:07.571308

    		-0.3 ms

  





  

    		2025-09-20 10:22:09.180702

    		-0.2 ms

  





  

    		2025-09-20 11:22:11.271592

    		1.6 ms

  





  

    		2025-09-20 12:22:13.0222

    		-0.2 ms

  





  

    		2025-09-20 13:22:14.780627

    		-0.8 ms

  





  

    		2025-09-20 14:22:17.786838

    		-0.1 ms

  





  

    		2025-09-20 15:22:19.563428

    		0.5 ms

  





  

    		2025-09-20 16:22:21.949474

    		0.2 ms

  





  

    		2025-09-20 17:22:25.14914

    		-1.1 ms

  





  

    		2025-09-20 18:22:27.726876

    		-1.7 ms

  





  

    		2025-09-20 19:22:30.556385

    		-0.2 ms

  





  

    		2025-09-20 20:22:32.665222

    		-0.3 ms

  





  

    		2025-09-20 21:22:34.81078

    		-0.2 ms

  





  

    		2025-09-20 22:22:36.530138

    		-1.6 ms

  





  

    		2025-09-20 23:22:38.27986

    		-1.0 ms

  





  

    		2025-09-21 00:22:39.949611

    		-1.8 ms

  





  

    		2025-09-21 01:22:41.62292

    		-2.3 ms

  





  

    		2025-09-21 02:22:43.302653

    		-0.2 ms

  





  

    		2025-09-21 03:22:45.101088

    		1.0 ms

  





  

    		2025-09-21 04:22:46.948162

    		-0.5 ms

  





  

    		2025-09-21 05:22:48.428378

    		0.2 ms

  





  

    		2025-09-21 06:22:51.635638

    		2.0 ms

  





  

    		2025-09-21 07:22:53.990341

    		0.3 ms

  





  

    		2025-09-21 08:22:55.656912

    		-11.2 ms

  





  

    		2025-09-21 09:22:57.368916

    		1.4 ms

  





  

    		2025-09-21 10:22:58.897767

    		1.6 ms

  





  

    		2025-09-21 11:23:00.637527

    		0.6 ms

  





  

    		2025-09-21 12:23:02.375341

    		0.8 ms

  





  

    		2025-09-21 13:23:04.004107

    		0.4 ms

  





  

    		2025-09-21 14:23:06.195084

    		-0.3 ms

  





  

    		2025-09-21 15:23:08.605564

    		-0.3 ms

  





  

    		2025-09-21 16:23:10.213561

    		0.4 ms

  





  

    		2025-09-21 17:23:12.541557

    		0.6 ms

  





  

    		2025-09-21 18:23:16.758171

    		-14.8 ms

  





  

    		2025-09-21 19:23:19.494216

    		-0.5 ms

  





  

    		2025-09-21 20:23:22.434346

    		-0.9 ms

  





  

    		2025-09-21 21:23:25.018928

    		-0.9 ms

  





  

    		2025-09-21 22:23:26.983595

    		-1.0 ms

  





  

    		2025-09-21 23:23:28.603684

    		-1.3 ms

  





  

    		2025-09-22 00:23:30.204704

    		-1.7 ms

  





  

    		2025-09-22 01:23:31.725628

    		-0.6 ms

  





  

    		2025-09-22 02:23:33.238966

    		0.0 ms

  





  

    		2025-09-22 03:23:35.061534

    		4.2 ms

  





  

    		2025-09-22 04:23:36.66162

    		1.1 ms

  





  

    		2025-09-22 05:23:39.043082

    		-14.3 ms

  





  

    		2025-09-22 06:23:40.977282

    		0.3 ms

  





  

    		2025-09-22 07:23:42.814828

    		0.5 ms

  





  

    		2025-09-22 08:23:44.604254

    		0.5 ms

  





  

    		2025-09-22 09:23:46.342122

    		0.0 ms

  





  

    		2025-09-22 10:23:48.269445

    		1.1 ms

  





  

    		2025-09-22 11:23:50.037918

    		1.1 ms

  





  

    		2025-09-22 12:23:51.694987

    		0.2 ms

  





  

    		2025-09-22 13:23:53.364605

    		-0.3 ms

  





  

    		2025-09-22 14:23:55.704431

    		-0.6 ms

  





  

    		2025-09-22 15:23:57.818481

    		1.1 ms

  





  

    		2025-09-22 16:23:59.537645

    		3.4 ms

  





  

    		2025-09-22 17:24:01.539996

    		0.5 ms

  





  

    		2025-09-22 18:24:03.522408

    		-1.2 ms

  





  

    		2025-09-22 19:24:07.542677

    		1.1 ms

  





  

    		2025-09-22 20:24:10.990504

    		-1.6 ms

  





  

    		2025-09-22 21:24:13.230668

    		0.3 ms

  





  

    		2025-09-22 22:24:15.184294

    		-2.0 ms

  





  

    		2025-09-22 23:24:16.786442

    		-2.2 ms

  





  

    		2025-09-23 00:24:18.602336

    		-3.5 ms

  





  

    		2025-09-23 01:24:20.244193

    		-2.0 ms

  





  

    		2025-09-23 02:24:22.006416

    		0.7 ms

  





  

    		2025-09-23 03:24:23.864953

    		2.0 ms

  





  

    		2025-09-23 04:24:25.743991

    		1.3 ms

  





  

    		2025-09-23 05:24:28.022277

    		1.2 ms

  





  

    		2025-09-23 06:24:29.669762

    		-14.3 ms

  





  

    		2025-09-23 07:24:31.303969

    		0.4 ms

  





  

    		2025-09-23 08:24:32.815135

    		1.1 ms

  





  

    		2025-09-23 09:24:34.213727

    		2.6 ms

  





  

    		2025-09-23 10:24:35.986083

    		-0.3 ms

  





  

    		2025-09-23 11:24:37.89595

    		1.7 ms

  





  

    		2025-09-23 12:24:39.465851

    		-17.1 ms

  





  

    		2025-09-23 13:24:40.928968

    		-1.5 ms

  





  

    		2025-09-23 14:24:42.734028

    		2.7 ms

  





  

    		2025-09-23 15:24:44.525062

    		-0.1 ms

  





  

    		2025-09-23 16:24:46.456922

    		2.1 ms

  





  

    		2025-09-23 17:24:48.130019

    		-1.9 ms

  





  

    		2025-09-23 18:24:51.581887

    		-1.4 ms

  





  

    		2025-09-23 19:24:53.931314

    		-0.1 ms

  





  

    		2025-09-23 20:24:56.216479

    		-0.8 ms

  





  

    		2025-09-23 21:24:59.554358

    		1.2 ms

  





  

    		2025-09-23 22:25:01.737661

    		-1.4 ms

  





  

    		2025-09-23 23:25:04.619801

    		-0.3 ms

  





  

    		2025-09-24 00:25:08.141802

    		-2.6 ms

  





  

    		2025-09-24 01:25:09.559923

    		-0.6 ms

  





  

    		2025-09-24 02:25:11.38387

    		0.3 ms

  





  

    		2025-09-24 03:25:13.266289

    		0.1 ms

  





  

    		2025-09-24 04:25:16.832418

    		-0.1 ms

  





  

    		2025-09-24 05:25:19.305247

    		1.0 ms

  





  

    		2025-09-24 06:25:21.17759

    		1.2 ms

  





  

    		2025-09-24 07:25:24.169459

    		1.3 ms

  





  

    		2025-09-24 08:25:25.814845

    		-0.2 ms

  





  

    		2025-09-24 09:25:27.549232

    		0.9 ms

  





  

    		2025-09-24 10:25:29.646486

    		-0.1 ms

  





  

    		2025-09-24 11:25:31.207266

    		1.8 ms

  





  

    		2025-09-24 12:25:32.63046

    		2.5 ms

  





  

    		2025-09-24 13:25:34.051058

    		-2.0 ms

  





  

    		2025-09-24 14:25:35.956429

    		0.7 ms

  





  

    		2025-09-24 15:25:37.594997

    		-1.4 ms

  





  

    		2025-09-24 16:25:39.803026

    		-2.3 ms

  





  

    		2025-09-24 17:25:42.639307

    		-0.8 ms

  





  

    		2025-09-24 18:25:45.768075

    		-0.1 ms

  





  

    		2025-09-24 19:25:49.544636

    		0.9 ms

  





  

    		2025-09-24 20:25:51.96357

    		0.0 ms

  





  

    		2025-09-24 21:25:54.473329

    		0.4 ms

  





  

    		2025-09-24 22:25:56.55846

    		-4.4 ms

  





  

    		2025-09-24 23:25:58.167909

    		-5.4 ms

  





  

    		2025-09-25 00:25:59.862899

    		0.4 ms

  





  

    		2025-09-25 01:26:01.494934

    		1.6 ms

  





  

    		2025-09-25 02:26:05.347162

    		-0.4 ms

  





  

    		2025-09-25 03:26:06.982253

    		0.1 ms

  





  

    		2025-09-25 04:26:08.586018

    		-0.3 ms

  





  

    		2025-09-25 05:26:10.495169

    		-0.6 ms

  





  

    		2025-09-25 06:26:12.558019

    		-0.5 ms

  





  

    		2025-09-25 07:26:14.689121

    		2.1 ms

  





  

    		2025-09-25 08:26:16.588079

    		1.1 ms

  





  

    		2025-09-25 09:26:17.982448

    		-0.4 ms

  





  

    		2025-09-25 10:26:19.465341

    		3.5 ms

  





  

    		2025-09-25 11:26:21.291868

    		0.3 ms

  





  

    		2025-09-25 12:26:22.789807

    		-0.4 ms

  





  

    		2025-09-25 13:26:24.262823

    		-0.6 ms

  





  

    		2025-09-25 14:26:26.312997

    		-0.4 ms

  





  

    		2025-09-25 15:26:27.92821

    		-0.2 ms

  





  

    		2025-09-25 16:26:30.700518

    		0.4 ms

  





  

    		2025-09-25 17:26:32.787681

    		0.1 ms

  





  

    		2025-09-25 18:26:34.956971

    		0.1 ms

  





  

    		2025-09-25 19:26:37.881056

    		0.6 ms

  





  

    		2025-09-25 20:26:40.075786

    		0.7 ms

  





  

    		2025-09-25 21:26:41.627343

    		-0.4 ms

  





  

    		2025-09-25 22:26:43.415848

    		-1.3 ms

  





  

    		2025-09-25 23:26:44.913867

    		0.1 ms

  





  

    		2025-09-26 00:26:46.65668

    		-0.7 ms

  





  

    		2025-09-26 01:26:48.335526

    		-1.0 ms

  





  

    		2025-09-26 02:26:50.277893

    		1.3 ms

  





  

    		2025-09-26 03:26:51.883325

    		-0.1 ms

  





  

    		2025-09-26 04:26:53.835723

    		0.0 ms

  





  

    		2025-09-26 05:26:55.489295

    		0.9 ms

  





  

    		2025-09-26 06:26:58.342571

    		0.3 ms

  





  

    		2025-09-26 07:27:01.165165

    		-0.6 ms

  





  

    		2025-09-26 08:27:03.675584

    		0.4 ms

  





  

    		2025-09-26 09:27:05.225142

    		-1.7 ms

  





  

    		2025-09-26 10:27:07.706543

    		-0.9 ms

  





  

    		2025-09-26 11:27:09.823335

    		0.1 ms

  





  

    		2025-09-26 12:27:11.645714

    		1.1 ms

  





  

    		2025-09-26 13:27:13.205803

    		-0.3 ms

  





  

    		2025-09-26 14:27:15.584837

    		-0.2 ms

  





  

    		2025-09-26 15:27:17.276827

    		4.6 ms

  





  

    		2025-09-26 16:27:19.496599

    		-0.7 ms

  





  

    		2025-09-26 17:27:22.445947

    		-0.2 ms

  





  

    		2025-09-26 18:27:25.609901

    		0.4 ms

  





  

    		2025-09-26 19:27:28.04494

    		0.7 ms

  





  

    		2025-09-26 20:27:29.98428

    		0.2 ms

  





  

    		2025-09-26 21:27:31.864211

    		-0.7 ms

  





  

    		2025-09-26 22:27:33.668195

    		-1.6 ms

  





  

    		2025-09-26 23:27:35.755507

    		-0.4 ms

  





  

    		2025-09-27 00:27:37.378869

    		-1.0 ms

  





  

    		2025-09-27 01:27:39.205242

    		0.4 ms

  





  

    		2025-09-27 02:27:41.032748

    		-1.0 ms

  





  

    		2025-09-27 03:27:42.640758

    		0.8 ms

  





  

    		2025-09-27 04:27:46.735919

    		1.5 ms

  





  

    		2025-09-27 05:27:48.665565

    		0.7 ms

  





  

    		2025-09-27 06:27:50.77727

    		0.1 ms

  





  

    		2025-09-27 07:27:53.482732

    		0.7 ms

  





  

    		2025-09-27 08:27:55.153837

    		0.9 ms

  





  

    		2025-09-27 09:27:57.920276

    		0.8 ms

  





  

    		2025-09-27 10:27:59.451425

    		0.9 ms

  





  

    		2025-09-27 11:28:00.9771

    		3.1 ms

  





  

    		2025-09-27 12:28:03.356012

    		0.8 ms

  





  

    		2025-09-27 13:28:05.832398

    		1.8 ms

  





  

    		2025-09-27 14:28:08.051992

    		0.1 ms

  





  

    		2025-09-27 15:28:09.785452

    		0.7 ms

  





  

    		2025-09-27 16:28:13.196752

    		1.5 ms

  





  

    		2025-09-27 17:28:17.412446

    		0.9 ms

  





  

    		2025-09-27 18:28:19.076154

    		-0.1 ms

  





  

    		2025-09-27 19:28:21.387355

    		0.3 ms

  





  

    		2025-09-27 20:28:24.74534

    		-0.8 ms

  





  

    		2025-09-27 21:28:26.888525

    		-0.9 ms

  





  

    		2025-09-27 22:28:28.616303

    		-1.4 ms

  





  

    		2025-09-27 23:28:30.088133

    		-2.2 ms

  





  

    		2025-09-28 00:28:31.782884

    		-1.1 ms

  





  

    		2025-09-28 01:28:33.279311

    		0.1 ms

  





  

    		2025-09-28 02:28:36.392529

    		0.3 ms

  





  

    		2025-09-28 03:28:38.196392

    		-0.1 ms

  





  

    		2025-09-28 04:28:40.003925

    		-0.3 ms

  





  

    		2025-09-28 05:28:42.073312

    		0.6 ms

  





  

    		2025-09-28 06:28:43.911178

    		0.3 ms

  





  

    		2025-09-28 07:28:48.418772

    		-0.1 ms

  





  

    		2025-09-28 08:28:49.963765

    		0.8 ms

  





  

    		2025-09-28 09:28:51.867719

    		0.6 ms

  





  

    		2025-09-28 10:28:53.649343

    		1.2 ms

  





  

    		2025-09-28 11:28:55.422659

    		1.3 ms

  





  

    		2025-09-28 12:28:58.165084

    		-0.2 ms

  





  

    		2025-09-28 13:28:59.973207

    		-1.1 ms

  





  

    		2025-09-28 14:29:02.506798

    		-0.9 ms

  





  

    		2025-09-28 15:29:03.986694

    		1.9 ms

  





  

    		2025-09-28 16:29:05.596659

    		0.4 ms

  





  

    		2025-09-28 17:29:07.470937

    		0.1 ms

  





  

    		2025-09-28 18:29:10.515472

    		0.4 ms

  





  

    		2025-09-28 19:29:11.968829

    		0.2 ms

  





  

    		2025-09-28 20:29:14.956966

    		1.0 ms

  





  

    		2025-09-28 21:29:16.676356

    		-0.3 ms

  





  

    		2025-09-28 22:29:19.139745

    		-0.1 ms

  





  

    		2025-09-28 23:29:20.76407

    		0.1 ms

  





  

    		2025-09-29 00:29:22.350383

    		0.1 ms

  





  

    		2025-09-29 01:29:25.501218

    		1.0 ms

  





  

    		2025-09-29 02:29:27.683525

    		0.5 ms

  





  

    		2025-09-29 03:29:29.366385

    		-0.4 ms

  





  

    		2025-09-29 04:29:31.126883

    		-0.2 ms

  





  

    		2025-09-29 05:29:33.3778

    		0.0 ms

  





  

    		2025-09-29 06:29:35.874651

    		0.1 ms

  





  

    		2025-09-29 07:29:38.121452

    		-0.4 ms

  





  

    		2025-09-29 08:29:39.684681

    		-0.8 ms

  





  

    		2025-09-29 09:29:41.638311

    		0.4 ms

  





  

    		2025-09-29 10:29:43.182686

    		1.4 ms

  





  

    		2025-09-29 11:29:45.278213

    		-0.7 ms

  





  

    		2025-09-29 12:29:47.040853

    		1.0 ms

  





  

    		2025-09-29 13:29:48.962707

    		-1.3 ms

  





  

    		2025-09-29 14:29:50.381714

    		0.1 ms

  





  

    		2025-09-29 15:29:51.908115

    		0.4 ms

  





  

    		2025-09-29 16:29:54.082747

    		-0.2 ms

  





  

    		2025-09-29 17:29:56.810188

    		1.9 ms

  





  

    		2025-09-29 18:29:59.496884

    		0.0 ms

  





  

    		2025-09-29 19:30:02.771119

    		-0.1 ms

  





  

    		2025-09-29 20:30:04.456015

    		-0.3 ms

  





  

    		2025-09-29 21:30:06.119435

    		0.8 ms

  





  

    		2025-09-29 22:30:08.049997

    		-0.4 ms

  





  

    		2025-09-29 23:30:09.988647

    		-0.3 ms

  





  

    		2025-09-30 00:30:11.66803

    		0.1 ms

  





  

    		2025-09-30 01:30:13.496005

    		-1.4 ms

  





  

    		2025-09-30 02:30:15.035795

    		-0.4 ms

  





  

    		2025-09-30 03:30:16.848298

    		0.2 ms

  





  

    		2025-09-30 04:30:18.630464

    		0.7 ms

  





  

    		2025-09-30 05:30:21.253316

    		1.0 ms

  





  

    		2025-09-30 06:30:22.687812

    		1.2 ms

  





  

    		2025-09-30 07:30:24.180835

    		0.9 ms

  





  

    		2025-09-30 08:30:25.720711

    		1.3 ms

  





  

    		2025-09-30 09:30:28.473667

    		1.2 ms

  





  

    		2025-09-30 10:30:30.102848

    		3.1 ms

  





  

    		2025-09-30 11:30:31.814038

    		-0.4 ms

  





  

    		2025-09-30 12:30:33.766548

    		0.7 ms

  





  

    		2025-09-30 13:30:35.584504

    		0.6 ms

  





  

    		2025-09-30 14:30:37.062343

    		0.4 ms

  





  

    		2025-09-30 15:30:39.131233

    		-0.5 ms

  





  

    		2025-09-30 16:30:40.836828

    		0.1 ms

  





  

    		2025-09-30 17:30:42.819129

    		1.5 ms

  





  

    		2025-09-30 18:30:44.477099

    		1.3 ms

  





  

    		2025-09-30 19:30:47.327444

    		1.6 ms

  





  

    		2025-09-30 20:30:49.803719

    		1.8 ms

  





  

    		2025-09-30 21:30:51.650813

    		-1.4 ms

  





  

    		2025-09-30 22:30:53.37065

    		-2.7 ms

  





  

    		2025-09-30 23:30:55.11345

    		-0.4 ms

  





  

    		2025-10-01 00:30:57.302653

    		-2.4 ms

  





  

    		2025-10-01 01:30:59.082214

    		-2.7 ms

  





  

    		2025-10-01 02:31:00.88808

    		-0.8 ms

  





  

    		2025-10-01 03:31:02.732709

    		1.3 ms

  





  

    		2025-10-01 04:31:04.491241

    		0.4 ms

  





  

    		2025-10-01 05:31:06.315205

    		0.0 ms

  





  

    		2025-10-01 06:31:08.569102

    		1.7 ms

  





  

    		2025-10-01 07:31:10.454672

    		-0.2 ms

  





  

    		2025-10-01 08:31:12.710008

    		-0.5 ms

  





  

    		2025-10-01 09:31:14.27474

    		0.3 ms

  





  

    		2025-10-01 10:31:16.631009

    		0.1 ms

  





  

    		2025-10-01 11:31:18.404108

    		1.2 ms

  





  

    		2025-10-01 12:31:20.05833

    		0.6 ms

  





  

    		2025-10-01 13:31:22.016115

    		0.6 ms

  





  

    		2025-10-01 14:31:24.283346

    		0.0 ms

  





  

    		2025-10-01 15:31:25.847647

    		-0.1 ms

  





  

    		2025-10-01 16:31:27.825341

    		2.1 ms

  





  

    		2025-10-01 17:31:29.961128

    		0.2 ms

  





  

    		2025-10-01 18:31:32.033825

    		2.8 ms

  





  

    		2025-10-01 19:31:35.285353

    		3.2 ms

  





  

    		2025-10-01 20:31:38.084883

    		-1.9 ms

  





  

    		2025-10-01 21:31:39.972173

    		-0.6 ms

  





  

    		2025-10-01 22:31:42.297494

    		0.0 ms

  





  

    		2025-10-01 23:31:43.787461

    		1.0 ms

  





  

    		2025-10-02 00:31:45.533324

    		-3.0 ms

  





  

    		2025-10-02 01:31:47.043335

    		-1.4 ms

  





  

    		2025-10-02 02:31:48.65362

    		-1.7 ms

  





  

    		2025-10-02 03:31:50.291729

    		-1.1 ms

  





  

    		2025-10-02 04:31:51.995547

    		-0.5 ms

  





  

    		2025-10-02 05:31:54.031761

    		2.0 ms

  





  

    		2025-10-02 06:31:55.613994

    		0.2 ms

  





  

    		2025-10-02 07:31:58.386628

    		1.7 ms

  





  

    		2025-10-02 08:32:00.116847

    		-16.6 ms

  





  

    		2025-10-02 09:32:01.765992

    		-0.2 ms

  





  

    		2025-10-02 10:32:03.327539

    		0.1 ms

  





  

    		2025-10-02 11:32:05.670267

    		-0.4 ms

  





  

    		2025-10-02 12:32:07.631931

    		-0.5 ms

  





  

    		2025-10-02 13:32:09.40122

    		0.7 ms

  





  

    		2025-10-02 14:32:11.212809

    		2.2 ms

  





  

    		2025-10-02 15:32:12.697323

    		1.1 ms

  





  

    		2025-10-02 16:32:15.786373

    		-1.5 ms

  





  

    		2025-10-02 17:32:18.147283

    		-0.3 ms

  





  

    		2025-10-02 18:32:20.807262

    		-0.1 ms

  





  

    		2025-10-02 19:32:23.10243

    		0.4 ms

  





  

    		2025-10-02 20:32:24.781225

    		1.1 ms

  





  

    		2025-10-02 21:32:26.493246

    		0.4 ms

  





  

    		2025-10-02 22:32:28.053188

    		-0.1 ms

  





  

    		2025-10-02 23:32:29.510285

    		-1.6 ms

  





  

    		2025-10-03 00:32:31.18904

    		-4.4 ms

  





  

    		2025-10-03 01:32:32.698523

    		-4.6 ms

  





  

    		2025-10-03 02:32:34.470197

    		0.2 ms

  





  

    		2025-10-03 03:32:36.211337

    		-0.4 ms

  





  

    		2025-10-03 04:32:38.124008

    		1.2 ms

  





  

    		2025-10-03 05:32:40.405704

    		1.1 ms

  





  

    		2025-10-03 06:32:42.401721

    		0.4 ms

  





  

    		2025-10-03 07:32:45.296297

    		0.2 ms

  





  

    		2025-10-03 08:32:47.539328

    		-2.6 ms

  





  

    		2025-10-03 09:32:49.734454

    		-0.5 ms

  





  

    		2025-10-03 10:32:51.986854

    		0.4 ms

  





  

    		2025-10-03 11:32:54.156639

    		1.9 ms

  





  

    		2025-10-03 12:32:56.96537

    		2.5 ms

  





  

    		2025-10-03 13:32:58.819046

    		0.5 ms

  





  

    		2025-10-03 14:33:00.583302

    		1.8 ms

  





  

    		2025-10-03 15:33:02.309291

    		1.1 ms

  





  

    		2025-10-03 16:33:05.017089

    		-1.3 ms

  





  

    		2025-10-03 17:33:07.706306

    		-1.6 ms

  





  

    		2025-10-03 18:33:10.705655

    		7.4 ms

  





  

    		2025-10-03 19:33:12.955933

    		9.7 ms

  





  

    		2025-10-03 20:33:15.047192

    		2.3 ms

  





  

    		2025-10-03 21:33:16.72433

    		0.5 ms

  





  

    		2025-10-03 22:33:18.540633

    		0.2 ms

  





  

    		2025-10-03 23:33:20.269556

    		-5.5 ms

  





  

    		2025-10-04 00:33:22.117998

    		-9.3 ms

  





  

    		2025-10-04 01:33:23.873051

    		0.3 ms

  





  

    		2025-10-04 02:33:25.5714

    		-4.3 ms

  





  

    		2025-10-04 03:33:27.150053

    		-7.2 ms

  





  

    		2025-10-04 04:33:29.021367

    		5.9 ms

  





  

    		2025-10-04 05:33:31.881198

    		-1.5 ms

  





  

    		2025-10-04 06:33:34.231665

    		-2.0 ms

  





  

    		2025-10-04 07:33:35.870633

    		1.7 ms

  





  

    		2025-10-04 08:33:38.24659

    		-1.3 ms

  





  

    		2025-10-04 09:33:40.201242

    		0.9 ms

  





  

    		2025-10-04 10:33:42.327445

    		-0.2 ms

  





  

    		2025-10-04 11:33:44.306792

    		0.9 ms

  





  

    		2025-10-04 12:33:47.044198

    		1.9 ms

  





  

    		2025-10-04 13:33:48.507773

    		2.0 ms

  





  

    		2025-10-04 14:33:50.224946

    		0.5 ms

  





  

    		2025-10-04 15:33:52.062547

    		0.9 ms

  





  

    		2025-10-04 16:33:54.268276

    		3.5 ms

  





  

    		2025-10-04 17:33:56.766237

    		1.2 ms

  





  

    		2025-10-04 18:33:59.439542

    		0.3 ms

  





  

    		2025-10-04 19:34:01.574594

    		0.5 ms

  





  

    		2025-10-04 20:34:03.385445

    		0.4 ms

  





  

    		2025-10-04 21:34:05.465337

    		0.8 ms

  





  

    		2025-10-04 22:34:06.892295

    		-0.8 ms

  





  

    		2025-10-04 23:34:10.573396

    		2.9 ms

  





  

    		2025-10-05 00:34:12.441689

    		-1.1 ms

  





  

    		2025-10-05 01:34:14.264288

    		-4.5 ms

  





  

    		2025-10-05 02:34:15.64306

    		-5.3 ms

  





  

    		2025-10-05 03:34:17.275621

    		-1.8 ms

  





  

    		2025-10-05 04:34:18.684039

    		-0.7 ms

  





  

    		2025-10-05 05:34:20.797974

    		0.2 ms

  





  

    		2025-10-05 06:34:22.388409

    		0.7 ms

  





  

    		2025-10-05 07:34:24.603821

    		1.5 ms

  





  

    		2025-10-05 08:34:27.125865

    		-0.3 ms

  





  

    		2025-10-05 09:34:29.037834

    		0.9 ms

  





  

    		2025-10-05 10:34:30.632576

    		0.3 ms

  





  

    		2025-10-05 11:34:32.323684

    		1.4 ms

  





  

    		2025-10-05 12:34:33.805376

    		1.1 ms

  





  

    		2025-10-05 13:34:37.339226

    		1.6 ms

  





  

    		2025-10-05 14:34:39.279112

    		1.1 ms

  





  

    		2025-10-05 15:34:41.583308

    		0.7 ms

  





  

    		2025-10-05 16:34:44.015481

    		1.5 ms

  





  

    		2025-10-05 17:34:45.643068

    		-0.3 ms

  





  

    		2025-10-05 18:34:49.354303

    		2.1 ms

  





  

    		2025-10-05 19:34:51.112311

    		3.3 ms

  





  

    		2025-10-05 20:34:53.535003

    		-1.7 ms

  





  

    		2025-10-05 21:34:57.169252

    		2.1 ms

  





  

    		2025-10-05 22:34:59.403034

    		3.6 ms

  





  

    		2025-10-05 23:35:01.023661

    		2.4 ms

  





  

    		2025-10-06 00:35:02.749436

    		3.3 ms

  





  

    		2025-10-06 01:35:06.557909

    		-1.4 ms

  





  

    		2025-10-06 02:35:08.296293

    		-0.1 ms

  





  

    		2025-10-06 03:35:10.41957

    		3.8 ms

  





  

    		2025-10-06 04:35:12.271099

    		3.0 ms

  





  

    		2025-10-06 05:35:15.440707

    		-0.6 ms

  





  

    		2025-10-06 06:35:17.996725

    		2.1 ms

  





  

    		2025-10-06 07:35:20.457974

    		3.7 ms

  





  

    		2025-10-06 08:35:21.98662

    		3.0 ms

  





  

    		2025-10-06 09:35:23.620096

    		0.6 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 1.76 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈84.442%

		|e| < 5 ms: ≈99.549%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-03-26 18:53:15.720037 UTC and 2025-05-07 10:30:37.904993 UTC:







  		Time collected

  		Clock offset







  

    		2025-03-26 18:53:15.720037

    		2.5 ms

  





  

    		2025-03-26 19:53:18.277063

    		-0.1 ms

  





  

    		2025-03-26 20:53:20.430944

    		-2.4 ms

  





  

    		2025-03-26 21:53:22.606639

    		-0.9 ms

  





  

    		2025-03-26 22:53:24.371706

    		-5.7 ms

  





  

    		2025-03-26 23:53:26.471363

    		-5.2 ms

  





  

    		2025-03-27 00:53:28.600898

    		2.4 ms

  





  

    		2025-03-27 01:53:31.107994

    		2.0 ms

  





  

    		2025-03-27 02:53:33.665146

    		2.1 ms

  





  

    		2025-03-27 03:53:35.483236

    		0.9 ms

  





  

    		2025-03-27 04:53:37.356148

    		-4.0 ms

  





  

    		2025-03-27 05:53:39.385185

    		-2.8 ms

  





  

    		2025-03-27 06:53:41.774019

    		1.3 ms

  





  

    		2025-03-27 07:53:43.846978

    		-0.9 ms

  





  

    		2025-03-27 08:53:45.473164

    		1.0 ms

  





  

    		2025-03-27 09:53:47.800626

    		-1.5 ms

  





  

    		2025-03-27 10:53:49.45423

    		5.5 ms

  





  

    		2025-03-27 11:53:51.297363

    		1.5 ms

  





  

    		2025-03-27 12:53:53.169881

    		0.0 ms

  





  

    		2025-03-27 13:53:55.319737

    		1.1 ms

  





  

    		2025-03-27 14:53:57.048433

    		1.5 ms

  





  

    		2025-03-27 15:53:58.752315

    		1.5 ms

  





  

    		2025-03-27 16:54:00.243731

    		1.0 ms

  





  

    		2025-03-27 17:54:01.947926

    		1.1 ms

  





  

    		2025-03-27 18:54:04.244509

    		-1.7 ms

  





  

    		2025-03-27 19:54:06.227635

    		-2.2 ms

  





  

    		2025-03-27 20:54:09.035965

    		-1.0 ms

  





  

    		2025-03-27 21:54:11.564987

    		-4.0 ms

  





  

    		2025-03-27 22:54:13.378486

    		-5.5 ms

  





  

    		2025-03-27 23:54:15.891069

    		-0.9 ms

  





  

    		2025-03-28 00:54:17.66385

    		-1.6 ms

  





  

    		2025-03-28 01:54:19.854713

    		-1.8 ms

  





  

    		2025-03-28 02:54:21.913364

    		-1.3 ms

  





  

    		2025-03-28 03:54:24.287443

    		-3.0 ms

  





  

    		2025-03-28 04:54:26.226287

    		1.6 ms

  





  

    		2025-03-28 05:54:28.643772

    		1.6 ms

  





  

    		2025-03-28 06:54:31.321185

    		4.6 ms

  





  

    		2025-03-28 07:54:34.302738

    		4.0 ms

  





  

    		2025-03-28 08:54:36.452177

    		2.4 ms

  





  

    		2025-03-28 09:54:38.262377

    		0.9 ms

  





  

    		2025-03-28 10:54:40.628842

    		4.2 ms

  





  

    		2025-03-28 11:54:42.471127

    		0.2 ms

  





  

    		2025-03-28 12:54:44.179674

    		0.4 ms

  





  

    		2025-03-28 13:54:45.848824

    		-1.3 ms

  





  

    		2025-03-28 14:54:47.473847

    		0.9 ms

  





  

    		2025-03-28 15:54:49.275546

    		1.7 ms

  





  

    		2025-03-28 16:54:51.381685

    		-0.3 ms

  





  

    		2025-03-28 17:54:53.64477

    		-3.2 ms

  





  

    		2025-03-28 18:54:55.753877

    		0.6 ms

  





  

    		2025-03-28 19:54:58.089729

    		-0.5 ms

  





  

    		2025-03-28 20:55:01.196023

    		1.3 ms

  





  

    		2025-03-28 21:55:03.696741

    		1.0 ms

  





  

    		2025-03-28 22:55:06.145999

    		-1.1 ms

  





  

    		2025-03-28 23:55:08.42681

    		-2.2 ms

  





  

    		2025-03-29 00:55:10.479266

    		-2.8 ms

  





  

    		2025-03-29 01:55:12.647425

    		-0.3 ms

  





  

    		2025-03-29 02:55:14.558422

    		1.2 ms

  





  

    		2025-03-29 03:55:16.866794

    		0.7 ms

  





  

    		2025-03-29 04:55:19.073697

    		2.0 ms

  





  

    		2025-03-29 05:55:21.270192

    		1.6 ms

  





  

    		2025-03-29 06:55:22.732368

    		-1.4 ms

  





  

    		2025-03-29 07:55:25.774512

    		1.0 ms

  





  

    		2025-03-29 08:55:27.903708

    		1.0 ms

  





  

    		2025-03-29 09:55:29.604474

    		-0.8 ms

  





  

    		2025-03-29 10:55:31.183784

    		6.3 ms

  





  

    		2025-03-29 11:55:32.761473

    		-1.3 ms

  





  

    		2025-03-29 12:55:34.749197

    		1.2 ms

  





  

    		2025-03-29 13:55:36.410759

    		0.4 ms

  





  

    		2025-03-29 14:55:38.94357

    		1.1 ms

  





  

    		2025-03-29 15:55:40.556236

    		2.1 ms

  





  

    		2025-03-29 16:55:42.217406

    		1.4 ms

  





  

    		2025-03-29 17:55:44.067445

    		-0.3 ms

  





  

    		2025-03-29 18:55:47.435951

    		2.2 ms

  





  

    		2025-03-29 19:55:50.631955

    		0.7 ms

  





  

    		2025-03-29 20:55:53.016476

    		-0.3 ms

  





  

    		2025-03-29 21:55:55.716131

    		0.6 ms

  





  

    		2025-03-29 22:55:57.96594

    		-0.2 ms

  





  

    		2025-03-29 23:56:00.401641

    		1.0 ms

  





  

    		2025-03-30 00:56:02.777471

    		1.3 ms

  





  

    		2025-03-30 01:56:04.755736

    		-1.6 ms

  





  

    		2025-03-30 02:56:07.299251

    		0.9 ms

  





  

    		2025-03-30 03:56:09.481892

    		-1.4 ms

  





  

    		2025-03-30 04:56:12.076579

    		-1.6 ms

  





  

    		2025-03-30 05:56:14.739298

    		-0.8 ms

  





  

    		2025-03-30 06:56:17.345719

    		-0.3 ms

  





  

    		2025-03-30 07:56:20.053376

    		-0.4 ms

  





  

    		2025-03-30 08:56:21.517643

    		1.1 ms

  





  

    		2025-03-30 09:56:23.326904

    		0.1 ms

  





  

    		2025-03-30 10:56:25.696063

    		1.2 ms

  





  

    		2025-03-30 11:56:27.851378

    		-0.3 ms

  





  

    		2025-03-30 12:56:30.350843

    		-0.6 ms

  





  

    		2025-03-30 13:56:31.914001

    		0.0 ms

  





  

    		2025-03-30 14:56:34.374754

    		0.9 ms

  





  

    		2025-03-30 15:56:37.14453

    		2.4 ms

  





  

    		2025-03-30 16:56:39.674531

    		0.7 ms

  





  

    		2025-03-30 17:56:41.693355

    		1.8 ms

  





  

    		2025-03-30 18:56:44.101673

    		1.8 ms

  





  

    		2025-03-30 19:56:46.092362

    		0.9 ms

  





  

    		2025-03-30 20:56:48.740458

    		-0.8 ms

  





  

    		2025-03-30 21:56:51.494108

    		1.1 ms

  





  

    		2025-03-30 22:56:54.190553

    		2.6 ms

  





  

    		2025-03-30 23:56:55.941417

    		0.5 ms

  





  

    		2025-03-31 00:56:58.468165

    		2.1 ms

  





  

    		2025-03-31 01:57:01.019408

    		4.3 ms

  





  

    		2025-03-31 02:57:03.063186

    		3.5 ms

  





  

    		2025-03-31 03:57:05.421474

    		-1.5 ms

  





  

    		2025-03-31 04:57:08.34366

    		0.1 ms

  





  

    		2025-03-31 05:57:11.247214

    		-1.3 ms

  





  

    		2025-03-31 06:57:13.508209

    		1.1 ms

  





  

    		2025-03-31 07:57:15.816103

    		0.7 ms

  





  

    		2025-03-31 08:57:17.370188

    		0.0 ms

  





  

    		2025-03-31 09:57:18.988925

    		-1.0 ms

  





  

    		2025-03-31 10:57:20.930433

    		3.5 ms

  





  

    		2025-03-31 11:57:22.568005

    		-2.1 ms

  





  

    		2025-03-31 12:57:24.063142

    		-1.0 ms

  





  

    		2025-03-31 13:57:25.873172

    		0.2 ms

  





  

    		2025-03-31 14:57:27.584396

    		-0.2 ms

  





  

    		2025-03-31 15:57:29.206063

    		-2.0 ms

  





  

    		2025-03-31 16:57:30.799099

    		-0.1 ms

  





  

    		2025-03-31 17:57:33.180793

    		-1.6 ms

  





  

    		2025-03-31 18:57:35.63146

    		-0.1 ms

  





  

    		2025-03-31 19:57:37.782549

    		3.1 ms

  





  

    		2025-03-31 20:57:40.35643

    		-0.8 ms

  





  

    		2025-03-31 21:57:43.170395

    		-2.5 ms

  





  

    		2025-03-31 22:57:45.091493

    		-2.5 ms

  





  

    		2025-03-31 23:57:47.156762

    		-0.9 ms

  





  

    		2025-04-01 00:57:49.226158

    		-0.2 ms

  





  

    		2025-04-01 01:57:51.487802

    		-2.4 ms

  





  

    		2025-04-01 02:57:53.31427

    		-1.4 ms

  





  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  





  

    		2025-04-02 07:58:55.628525

    		2.8 ms

  





  

    		2025-04-02 08:58:57.189334

    		0.3 ms

  





  

    		2025-04-02 09:58:58.863596

    		0.4 ms

  





  

    		2025-04-02 10:59:01.137823

    		2.4 ms

  





  

    		2025-04-02 11:59:02.623808

    		1.0 ms

  





  

    		2025-04-02 12:59:04.682641

    		0.7 ms

  





  

    		2025-04-02 13:59:06.192344

    		-0.7 ms

  





  

    		2025-04-02 14:59:08.078916

    		-1.0 ms

  





  

    		2025-04-02 15:59:10.20453

    		1.5 ms

  





  

    		2025-04-02 16:59:11.746414

    		-1.6 ms

  





  

    		2025-04-02 17:59:14.397075

    		-0.6 ms

  





  

    		2025-04-02 18:59:18.308671

    		0.8 ms

  





  

    		2025-04-02 19:59:20.0759

    		-0.9 ms

  





  

    		2025-04-02 20:59:22.788944

    		-1.1 ms

  





  

    		2025-04-02 21:59:24.801077

    		-0.1 ms

  





  

    		2025-04-02 22:59:27.282044

    		0.1 ms

  





  

    		2025-04-02 23:59:29.725049

    		0.5 ms

  





  

    		2025-04-03 00:59:32.017543

    		1.4 ms

  





  

    		2025-04-03 01:59:33.596168

    		3.0 ms

  





  

    		2025-04-03 02:59:35.497891

    		2.3 ms

  





  

    		2025-04-03 03:59:36.869295

    		1.4 ms

  





  

    		2025-04-03 04:59:38.575136

    		0.7 ms

  





  

    		2025-04-03 05:59:40.61822

    		-0.2 ms

  





  

    		2025-04-03 06:59:42.878336

    		2.5 ms

  





  

    		2025-04-03 07:59:46.179624

    		-0.1 ms

  





  

    		2025-04-03 08:59:47.674554

    		1.0 ms

  





  

    		2025-04-03 09:59:50.030433

    		3.5 ms

  





  

    		2025-04-03 10:59:53.358329

    		5.1 ms

  





  

    		2025-04-03 11:59:54.870378

    		0.5 ms

  





  

    		2025-04-03 12:59:56.79511

    		1.4 ms

  





  

    		2025-04-03 13:59:58.833172

    		-0.6 ms

  





  

    		2025-04-03 15:00:01.311136

    		1.1 ms

  





  

    		2025-04-03 16:00:03.946529

    		1.7 ms

  





  

    		2025-04-03 17:00:06.42779

    		1.6 ms

  





  

    		2025-04-03 18:00:07.839248

    		-1.2 ms

  





  

    		2025-04-03 19:00:09.508589

    		-3.0 ms

  





  

    		2025-04-03 20:00:11.838599

    		-3.3 ms

  





  

    		2025-04-03 21:00:14.37854

    		-1.9 ms

  





  

    		2025-04-03 22:00:16.053345

    		1.1 ms

  





  

    		2025-04-03 23:00:17.940249

    		-1.3 ms

  





  

    		2025-04-04 00:00:20.503082

    		-2.4 ms

  





  

    		2025-04-04 01:00:22.884694

    		-2.6 ms

  





  

    		2025-04-04 02:00:25.022619

    		0.3 ms

  





  

    		2025-04-04 03:00:26.59113

    		-1.1 ms

  





  

    		2025-04-04 04:00:28.807361

    		-4.1 ms

  





  

    		2025-04-04 05:00:30.493315

    		-4.8 ms

  





  

    		2025-04-04 06:00:32.629573

    		-3.2 ms

  





  

    		2025-04-04 07:00:35.07483

    		3.5 ms

  





  

    		2025-04-04 08:00:37.00459

    		-0.4 ms

  





  

    		2025-04-04 09:00:40.345642

    		1.6 ms

  





  

    		2025-04-04 10:00:42.409733

    		0.6 ms

  





  

    		2025-04-04 11:00:44.672729

    		1.0 ms

  





  

    		2025-04-04 12:00:47.307219

    		0.1 ms

  





  

    		2025-04-04 13:00:49.403289

    		-1.7 ms

  





  

    		2025-04-04 14:00:51.015092

    		7.7 ms

  





  

    		2025-04-04 15:00:54.108395

    		5.7 ms

  





  

    		2025-04-04 16:00:55.692834

    		1.9 ms

  





  

    		2025-04-04 17:00:58.449243

    		-0.7 ms

  





  

    		2025-04-04 18:01:00.870141

    		-0.3 ms

  





  

    		2025-04-04 19:01:02.894444

    		-0.7 ms

  





  

    		2025-04-04 20:01:04.643655

    		0.6 ms

  





  

    		2025-04-04 21:01:06.735324

    		-0.3 ms

  





  

    		2025-04-04 22:01:08.795951

    		-2.3 ms

  





  

    		2025-04-04 23:01:10.66277

    		-2.4 ms

  





  

    		2025-04-05 00:01:12.799991

    		-2.1 ms

  





  

    		2025-04-05 01:01:15.167707

    		-2.2 ms

  





  

    		2025-04-05 02:01:16.912727

    		1.2 ms

  





  

    		2025-04-05 03:01:19.335304

    		-1.2 ms

  





  

    		2025-04-05 04:01:21.484615

    		-3.4 ms

  





  

    		2025-04-05 05:01:23.425114

    		-0.9 ms

  





  

    		2025-04-05 06:01:25.613418

    		-0.6 ms

  





  

    		2025-04-05 07:01:27.602896

    		1.3 ms

  





  

    		2025-04-05 08:01:31.245712

    		0.9 ms

  





  

    		2025-04-05 09:01:33.338916

    		2.0 ms

  





  

    		2025-04-05 10:01:35.104826

    		0.2 ms

  





  

    		2025-04-05 11:01:37.07978

    		-1.0 ms

  





  

    		2025-04-05 12:01:39.726137

    		2.1 ms

  





  

    		2025-04-05 13:01:42.043603

    		0.0 ms

  





  

    		2025-04-05 14:01:44.299934

    		0.3 ms

  





  

    		2025-04-05 15:01:46.025277

    		3.8 ms

  





  

    		2025-04-05 16:01:48.171921

    		0.1 ms

  





  

    		2025-04-05 17:01:50.411839

    		0.7 ms

  





  

    		2025-04-05 18:01:52.141533

    		1.5 ms

  





  

    		2025-04-05 19:01:54.676719

    		0.0 ms

  





  

    		2025-04-05 20:01:57.763586

    		-3.6 ms

  





  

    		2025-04-05 21:02:00.347568

    		-5.6 ms

  





  

    		2025-04-05 22:02:02.944111

    		-2.2 ms

  





  

    		2025-04-05 23:02:05.712325

    		-2.8 ms

  





  

    		2025-04-06 00:02:07.902017

    		-0.4 ms

  





  

    		2025-04-06 01:02:09.933349

    		-4.5 ms

  





  

    		2025-04-06 02:02:11.738033

    		-3.3 ms

  





  

    		2025-04-06 03:02:13.712616

    		-6.3 ms

  





  

    		2025-04-06 04:02:15.748256

    		2.7 ms

  





  

    		2025-04-06 05:02:17.572017

    		2.0 ms

  





  

    		2025-04-06 06:02:19.380844

    		-1.2 ms

  





  

    		2025-04-06 07:02:21.940336

    		-2.6 ms

  





  

    		2025-04-06 08:02:25.468387

    		0.3 ms

  





  

    		2025-04-06 09:02:28.953595

    		-0.4 ms

  





  

    		2025-04-06 10:02:32.067715

    		8.3 ms

  





  

    		2025-04-06 11:02:34.421007

    		1.8 ms

  





  

    		2025-04-06 12:02:37.753632

    		-0.3 ms

  





  

    		2025-04-06 13:02:39.855558

    		1.1 ms

  





  

    		2025-04-06 14:02:41.661152

    		-1.2 ms

  





  

    		2025-04-06 15:02:43.263663

    		0.1 ms

  





  

    		2025-04-06 16:02:45.634663

    		-1.1 ms

  





  

    		2025-04-06 17:02:48.151628

    		-0.7 ms

  





  

    		2025-04-06 18:02:51.109878

    		0.3 ms

  





  

    		2025-04-06 19:02:54.174753

    		-0.5 ms

  





  

    		2025-04-06 20:02:56.616583

    		-2.0 ms

  





  

    		2025-04-06 21:02:58.663323

    		-3.2 ms

  





  

    		2025-04-06 22:03:00.928766

    		-0.3 ms

  





  

    		2025-04-06 23:03:02.981142

    		2.2 ms

  





  

    		2025-04-07 00:03:05.224433

    		-1.2 ms

  





  

    		2025-04-07 01:03:07.46113

    		0.1 ms

  





  

    		2025-04-07 02:03:09.672339

    		-0.1 ms

  





  

    		2025-04-07 03:03:11.770069

    		-1.0 ms

  





  

    		2025-04-07 04:03:13.610967

    		-0.7 ms

  





  

    		2025-04-07 05:03:16.639015

    		0.0 ms

  





  

    		2025-04-07 06:03:19.497754

    		3.4 ms

  





  

    		2025-04-07 07:03:21.733704

    		0.4 ms

  





  

    		2025-04-07 08:03:25.132753

    		0.8 ms

  





  

    		2025-04-07 09:03:27.522365

    		-0.2 ms

  





  

    		2025-04-07 10:03:29.58077

    		2.0 ms

  





  

    		2025-04-07 11:03:32.128775

    		1.2 ms

  





  

    		2025-04-07 12:03:34.019518

    		2.7 ms

  





  

    		2025-04-07 13:03:36.456667

    		0.9 ms

  





  

    		2025-04-07 14:03:37.972808

    		0.7 ms

  





  

    		2025-04-07 15:03:39.606587

    		0.0 ms

  





  

    		2025-04-07 16:03:41.925756

    		0.0 ms

  





  

    		2025-04-07 17:03:44.814275

    		-0.2 ms

  





  

    		2025-04-07 18:03:46.761802

    		2.4 ms

  





  

    		2025-04-07 19:03:49.264285

    		-0.5 ms

  





  

    		2025-04-07 20:03:51.411804

    		-0.6 ms

  





  

    		2025-04-07 21:03:54.251811

    		-2.5 ms

  





  

    		2025-04-07 22:03:57.649713

    		-2.4 ms

  





  

    		2025-04-07 23:04:00.666997

    		-1.4 ms

  





  

    		2025-04-08 00:04:03.170419

    		-0.5 ms

  





  

    		2025-04-08 01:04:06.015292

    		2.9 ms

  





  

    		2025-04-08 02:04:08.372704

    		0.4 ms

  





  

    		2025-04-08 03:04:10.349572

    		-1.3 ms

  





  

    		2025-04-08 04:04:13.988905

    		-3.4 ms

  





  

    		2025-04-08 05:04:16.13028

    		-4.2 ms

  





  

    		2025-04-08 06:04:18.737006

    		-1.1 ms

  





  

    		2025-04-08 07:04:21.697236

    		2.0 ms

  





  

    		2025-04-08 08:04:23.182111

    		-0.4 ms

  





  

    		2025-04-08 09:04:25.049387

    		-1.4 ms

  





  

    		2025-04-08 10:04:26.777403

    		6.5 ms

  





  

    		2025-04-08 11:04:28.943842

    		1.1 ms

  





  

    		2025-04-08 12:04:30.728481

    		-0.6 ms

  





  

    		2025-04-08 13:04:32.819887

    		1.5 ms

  





  

    		2025-04-08 14:04:34.435209

    		0.5 ms

  





  

    		2025-04-08 15:04:36.69115

    		0.7 ms

  





  

    		2025-04-08 16:04:38.958127

    		1.5 ms

  





  

    		2025-04-08 17:04:41.566813

    		-1.3 ms

  





  

    		2025-04-08 18:04:43.314409

    		3.9 ms

  





  

    		2025-04-08 19:04:45.058522

    		2.0 ms

  





  

    		2025-04-08 20:04:48.217434

    		1.6 ms

  





  

    		2025-04-08 21:04:52.318006

    		1.7 ms

  





  

    		2025-04-08 22:04:54.46896

    		3.5 ms

  





  

    		2025-04-08 23:04:56.824065

    		2.7 ms

  





  

    		2025-04-09 00:04:58.550134

    		-0.1 ms

  





  

    		2025-04-09 01:05:01.25712

    		-6.9 ms

  





  

    		2025-04-09 02:05:03.209776

    		-1.5 ms

  





  

    		2025-04-09 03:05:06.484083

    		1.3 ms

  





  

    		2025-04-09 04:05:09.708901

    		0.8 ms

  





  

    		2025-04-09 05:05:11.762156

    		0.3 ms

  





  

    		2025-04-09 06:05:13.942983

    		0.5 ms

  





  

    		2025-04-09 07:05:15.653775

    		-0.6 ms

  





  

    		2025-04-09 08:05:17.41718

    		1.3 ms

  





  

    		2025-04-09 09:05:19.887341

    		-0.7 ms

  





  

    		2025-04-09 10:05:22.349173

    		5.4 ms

  





  

    		2025-04-09 11:05:24.150306

    		-1.7 ms

  





  

    		2025-04-09 12:05:25.632707

    		3.2 ms

  





  

    		2025-04-09 13:05:27.309316

    		0.6 ms

  





  

    		2025-04-09 14:05:28.791061

    		2.2 ms

  





  

    		2025-04-09 15:05:30.957567

    		-0.1 ms

  





  

    		2025-04-09 16:05:32.483058

    		-1.5 ms

  





  

    		2025-04-09 17:05:35.579376

    		2.8 ms

  





  

    		2025-04-09 18:05:37.565499

    		-2.5 ms

  





  

    		2025-04-09 19:05:39.935535

    		0.2 ms

  





  

    		2025-04-09 20:05:42.554733

    		-3.9 ms

  





  

    		2025-04-09 21:05:45.233121

    		1.2 ms

  





  

    		2025-04-09 22:05:47.138876

    		0.4 ms

  





  

    		2025-04-09 23:05:49.090445

    		3.7 ms

  





  

    		2025-04-10 00:05:51.208653

    		2.2 ms

  





  

    		2025-04-10 01:05:53.419137

    		0.3 ms

  





  

    		2025-04-10 02:05:55.583068

    		3.6 ms

  





  

    		2025-04-10 03:05:57.607415

    		0.7 ms

  





  

    		2025-04-10 04:05:59.834342

    		4.1 ms

  





  

    		2025-04-10 05:06:01.825692

    		2.9 ms

  





  

    		2025-04-10 06:06:04.200159

    		2.9 ms

  





  

    		2025-04-10 07:06:07.065028

    		-4.8 ms

  





  

    		2025-04-10 08:06:09.934052

    		-4.9 ms

  





  

    		2025-04-10 09:06:12.463186

    		-4.1 ms

  





  

    		2025-04-10 10:06:14.108331

    		13.0 ms

  





  

    		2025-04-10 11:06:16.528376

    		3.2 ms

  





  

    		2025-04-10 12:06:18.97767

    		2.4 ms

  





  

    		2025-04-10 13:06:21.395983

    		-2.1 ms

  





  

    		2025-04-10 14:06:24.18997

    		0.6 ms

  





  

    		2025-04-10 15:06:26.333011

    		1.6 ms

  





  

    		2025-04-10 16:06:34.055644

    		1.2 ms

  





  

    		2025-04-10 17:06:36.866612

    		1.2 ms

  





  

    		2025-04-10 18:06:39.955518

    		1.4 ms

  





  

    		2025-04-10 19:06:42.271341

    		-0.5 ms

  





  

    		2025-04-10 20:06:44.049983

    		-3.3 ms

  





  

    		2025-04-10 21:06:46.14392

    		-1.3 ms

  





  

    		2025-04-10 22:06:48.554445

    		0.5 ms

  





  

    		2025-04-10 23:06:50.824131

    		-2.2 ms

  





  

    		2025-04-11 00:06:53.275002

    		0.3 ms

  





  

    		2025-04-11 01:06:55.336986

    		-0.9 ms

  





  

    		2025-04-11 02:06:57.147868

    		-1.6 ms

  





  

    		2025-04-11 03:06:59.766183

    		1.0 ms

  





  

    		2025-04-11 04:07:02.147084

    		-0.7 ms

  





  

    		2025-04-11 05:07:04.279585

    		1.3 ms

  





  

    		2025-04-11 06:07:06.392911

    		-0.5 ms

  





  

    		2025-04-11 07:07:08.190905

    		0.3 ms

  





  

    		2025-04-11 08:07:10.826467

    		2.5 ms

  





  

    		2025-04-11 09:07:12.353985

    		3.7 ms

  





  

    		2025-04-11 10:07:13.796268

    		0.9 ms

  





  

    		2025-04-11 11:07:15.647385

    		0.0 ms

  





  

    		2025-04-11 12:07:18.261319

    		-0.4 ms

  





  

    		2025-04-11 13:07:21.345236

    		-0.7 ms

  





  

    		2025-04-11 14:07:24.027677

    		-0.6 ms

  





  

    		2025-04-11 15:07:26.964998

    		-0.1 ms

  





  

    		2025-04-11 16:07:29.471589

    		-1.3 ms

  





  

    		2025-04-11 17:07:32.446034

    		2.3 ms

  





  

    		2025-04-11 18:07:34.638236

    		-1.4 ms

  





  

    		2025-04-11 19:07:37.183871

    		-2.0 ms

  





  

    		2025-04-11 20:07:39.072579

    		-2.0 ms

  





  

    		2025-04-11 21:07:41.228003

    		-4.0 ms

  





  

    		2025-04-11 22:07:43.215194

    		-0.9 ms

  





  

    		2025-04-11 23:07:45.30682

    		0.3 ms

  





  

    		2025-04-12 00:07:47.367119

    		-1.1 ms

  





  

    		2025-04-12 01:07:49.271504

    		-1.3 ms

  





  

    		2025-04-12 02:07:51.520172

    		-2.1 ms

  





  

    		2025-04-12 03:07:53.816191

    		-1.5 ms

  





  

    		2025-04-12 04:07:55.843524

    		1.2 ms

  





  

    		2025-04-12 05:07:58.134667

    		1.1 ms

  





  

    		2025-04-12 06:08:00.607916

    		1.3 ms

  





  

    		2025-04-12 07:08:03.27949

    		0.1 ms

  





  

    		2025-04-12 08:08:05.325785

    		2.4 ms

  





  

    		2025-04-12 09:08:07.760813

    		1.3 ms

  





  

    		2025-04-12 10:08:09.393463

    		1.8 ms

  





  

    		2025-04-12 11:08:11.5956

    		-0.5 ms

  





  

    		2025-04-12 12:08:13.516212

    		0.1 ms

  





  

    		2025-04-12 13:08:15.399906

    		-0.6 ms

  





  

    		2025-04-12 14:08:17.916643

    		1.5 ms

  





  

    		2025-04-12 15:08:20.848575

    		0.0 ms

  





  

    		2025-04-12 16:08:24.04212

    		3.0 ms

  





  

    		2025-04-12 17:08:26.880654

    		1.0 ms

  





  

    		2025-04-12 18:08:29.484062

    		-1.8 ms

  





  

    		2025-04-12 19:08:32.082477

    		1.1 ms

  





  

    		2025-04-12 20:08:35.196335

    		-2.4 ms

  





  

    		2025-04-12 21:08:37.795537

    		-1.5 ms

  





  

    		2025-04-12 22:08:39.994442

    		-1.6 ms

  





  

    		2025-04-12 23:08:42.787909

    		-1.3 ms

  





  

    		2025-04-13 00:08:44.824538

    		-1.8 ms

  





  

    		2025-04-13 01:08:47.025293

    		0.0 ms

  





  

    		2025-04-13 02:08:49.326518

    		1.0 ms

  





  

    		2025-04-13 03:08:51.186988

    		1.6 ms

  





  

    		2025-04-13 04:08:53.650752

    		1.1 ms

  





  

    		2025-04-13 05:08:55.868267

    		0.0 ms

  





  

    		2025-04-13 06:08:57.888809

    		-0.2 ms

  





  

    		2025-04-13 07:09:00.696312

    		0.0 ms

  





  

    		2025-04-13 08:09:03.511001

    		2.2 ms

  





  

    		2025-04-13 09:09:06.42031

    		0.3 ms

  





  

    		2025-04-13 10:09:09.04752

    		1.7 ms

  





  

    		2025-04-13 11:09:11.156411

    		0.1 ms

  





  

    		2025-04-13 12:09:13.304697

    		1.1 ms

  





  

    		2025-04-13 13:09:16.952781

    		0.0 ms

  





  

    		2025-04-13 14:09:19.725143

    		0.3 ms

  





  

    		2025-04-13 15:09:22.08911

    		1.3 ms

  





  

    		2025-04-13 16:09:24.470122

    		-1.0 ms

  





  

    		2025-04-13 17:09:27.415601

    		0.4 ms

  





  

    		2025-04-13 18:09:28.998073

    		1.2 ms

  





  

    		2025-04-13 19:09:30.904573

    		1.5 ms

  





  

    		2025-04-13 20:09:33.222373

    		-1.2 ms

  





  

    		2025-04-13 21:09:35.637058

    		-0.5 ms

  





  

    		2025-04-13 22:09:37.856529

    		1.1 ms

  





  

    		2025-04-13 23:09:40.55926

    		-1.4 ms

  





  

    		2025-04-14 00:09:42.690939

    		-1.3 ms

  





  

    		2025-04-14 01:09:44.863711

    		0.4 ms

  





  

    		2025-04-14 02:09:47.025927

    		-1.1 ms

  





  

    		2025-04-14 03:09:49.099027

    		0.7 ms

  





  

    		2025-04-14 04:09:51.665292

    		-1.6 ms

  





  

    		2025-04-14 05:09:53.704585

    		-0.8 ms

  





  

    		2025-04-14 06:09:56.636334

    		2.7 ms

  





  

    		2025-04-14 07:09:59.662597

    		0.0 ms

  





  

    		2025-04-14 08:10:02.378128

    		1.8 ms

  





  

    		2025-04-14 09:10:04.779971

    		0.9 ms

  





  

    		2025-04-14 10:10:06.502287

    		-0.6 ms

  





  

    		2025-04-14 11:10:08.208677

    		-0.8 ms

  





  

    		2025-04-14 12:10:10.645802

    		-3.3 ms

  





  

    		2025-04-14 13:10:13.169604

    		0.3 ms

  





  

    		2025-04-14 14:10:15.200275

    		-0.3 ms

  





  

    		2025-04-14 15:10:17.183689

    		1.7 ms

  





  

    		2025-04-14 16:10:19.494468

    		-0.4 ms

  





  

    		2025-04-14 17:10:21.378029

    		1.0 ms

  





  

    		2025-04-14 18:10:23.367411

    		0.5 ms

  





  

    		2025-04-14 19:10:25.766099

    		-3.0 ms

  





  

    		2025-04-14 20:10:28.909854

    		-3.7 ms

  





  

    		2025-04-14 21:10:31.623208

    		-1.6 ms

  





  

    		2025-04-14 22:10:33.81554

    		-1.1 ms

  





  

    		2025-04-14 23:10:36.301206

    		0.0 ms

  





  

    		2025-04-15 00:10:38.137962

    		-1.4 ms

  





  

    		2025-04-15 01:10:39.881208

    		-1.8 ms

  





  

    		2025-04-15 02:10:41.312909

    		0.0 ms

  





  

    		2025-04-15 03:10:43.920151

    		1.4 ms

  





  

    		2025-04-15 04:10:46.351497

    		0.3 ms

  





  

    		2025-04-15 05:10:47.992973

    		0.6 ms

  





  

    		2025-04-15 06:10:50.584513

    		2.2 ms

  





  

    		2025-04-15 07:10:53.075323

    		3.4 ms

  





  

    		2025-04-15 08:10:56.293905

    		1.9 ms

  





  

    		2025-04-15 09:10:58.38819

    		-0.2 ms

  





  

    		2025-04-15 10:11:00.554154

    		-0.1 ms

  





  

    		2025-04-15 11:11:02.111791

    		2.3 ms

  





  

    		2025-04-15 12:11:04.823371

    		-1.1 ms

  





  

    		2025-04-15 13:11:06.281646

    		-0.8 ms

  





  

    		2025-04-15 14:11:09.066421

    		-1.1 ms

  





  

    		2025-04-15 15:11:10.627987

    		-0.2 ms

  





  

    		2025-04-15 16:11:12.550943

    		1.8 ms

  





  

    		2025-04-15 17:11:15.237743

    		1.3 ms

  





  

    		2025-04-15 18:11:17.109911

    		-1.2 ms

  





  

    		2025-04-15 19:11:18.92034

    		-1.2 ms

  





  

    		2025-04-15 20:11:21.119288

    		-6.0 ms

  





  

    		2025-04-15 21:11:22.746261

    		-2.6 ms

  





  

    		2025-04-15 22:11:24.877262

    		3.9 ms

  





  

    		2025-04-15 23:11:26.344968

    		-0.6 ms

  





  

    		2025-04-16 00:11:28.003641

    		1.3 ms

  





  

    		2025-04-16 01:11:30.318555

    		-0.8 ms

  





  

    		2025-04-16 02:11:32.069788

    		-0.8 ms

  





  

    		2025-04-16 03:11:34.016269

    		-2.0 ms

  





  

    		2025-04-16 04:11:36.179277

    		-1.7 ms

  





  

    		2025-04-16 05:11:39.575274

    		-1.7 ms

  





  

    		2025-04-16 06:11:41.339015

    		-1.9 ms

  





  

    		2025-04-16 07:11:43.032169

    		2.1 ms

  





  

    		2025-04-16 08:11:46.689163

    		-0.8 ms

  





  

    		2025-04-16 09:11:48.782767

    		-1.2 ms

  





  

    		2025-04-16 10:11:51.07488

    		1.6 ms

  





  

    		2025-04-16 11:11:53.624675

    		1.8 ms

  





  

    		2025-04-16 12:11:55.258173

    		-0.3 ms

  





  

    		2025-04-16 13:11:57.060359

    		-1.6 ms

  





  

    		2025-04-16 14:11:58.951249

    		0.0 ms

  





  

    		2025-04-16 15:12:00.870131

    		1.7 ms

  





  

    		2025-04-16 16:12:02.374008

    		-0.9 ms

  





  

    		2025-04-16 17:12:03.883319

    		1.3 ms

  





  

    		2025-04-16 18:12:05.806334

    		-1.6 ms

  





  

    		2025-04-16 19:12:08.506816

    		-1.3 ms

  





  

    		2025-04-16 20:12:11.407595

    		0.4 ms

  





  

    		2025-04-16 21:12:14.054355

    		2.2 ms

  





  

    		2025-04-16 22:12:16.38522

    		-0.5 ms

  





  

    		2025-04-16 23:12:18.583927

    		3.5 ms

  





  

    		2025-04-17 00:12:20.541625

    		0.1 ms

  





  

    		2025-04-17 01:12:22.939416

    		-3.8 ms

  





  

    		2025-04-17 02:12:25.061106

    		-3.2 ms

  





  

    		2025-04-17 03:12:27.936305

    		-5.0 ms

  





  

    		2025-04-17 04:12:30.583207

    		1.0 ms

  





  

    		2025-04-17 05:12:32.699479

    		-1.4 ms

  





  

    		2025-04-17 06:12:35.451335

    		-0.8 ms

  





  

    		2025-04-17 07:12:38.308989

    		0.8 ms

  





  

    		2025-04-17 08:12:40.288663

    		-1.2 ms

  





  

    		2025-04-17 09:12:43.217846

    		0.3 ms

  





  

    		2025-04-17 10:12:45.27443

    		0.8 ms

  





  

    		2025-04-17 11:12:46.806564

    		0.4 ms

  





  

    		2025-04-17 12:12:48.858907

    		0.9 ms

  





  

    		2025-04-17 13:12:50.852461

    		-1.6 ms

  





  

    		2025-04-17 14:12:53.282486

    		-0.4 ms

  





  

    		2025-04-17 15:12:55.961894

    		0.2 ms

  





  

    		2025-04-17 16:12:59.404358

    		-0.5 ms

  





  

    		2025-04-17 17:13:01.509385

    		-11.7 ms

  





  

    		2025-04-17 18:13:05.758568

    		-1.5 ms

  





  

    		2025-04-17 19:13:08.200559

    		1.6 ms

  





  

    		2025-04-17 20:13:10.178962

    		2.1 ms

  





  

    		2025-04-17 21:13:12.846833

    		0.6 ms

  





  

    		2025-04-17 22:13:15.286192

    		-1.9 ms

  





  

    		2025-04-17 23:13:17.700387

    		-2.4 ms

  





  

    		2025-04-18 00:13:19.793473

    		-0.8 ms

  





  

    		2025-04-18 01:13:21.990511

    		0.8 ms

  





  

    		2025-04-18 02:13:24.502805

    		-1.0 ms

  





  

    		2025-04-18 03:13:27.165656

    		1.9 ms

  





  

    		2025-04-18 04:13:29.442137

    		-0.2 ms

  





  

    		2025-04-18 05:13:32.039035

    		0.1 ms

  





  

    		2025-04-18 06:13:34.315249

    		2.2 ms

  





  

    		2025-04-18 07:13:37.183192

    		1.4 ms

  





  

    		2025-04-18 08:13:39.413755

    		-0.9 ms

  





  

    		2025-04-18 09:13:42.493371

    		2.6 ms

  





  

    		2025-04-18 10:13:44.418353

    		1.7 ms

  





  

    		2025-04-18 11:13:45.992133

    		1.9 ms

  





  

    		2025-04-18 12:13:47.599237

    		0.3 ms

  





  

    		2025-04-18 13:13:51.193354

    		-0.5 ms

  





  

    		2025-04-18 14:13:54.08781

    		2.4 ms

  





  

    		2025-04-18 15:13:57.151841

    		0.6 ms

  





  

    		2025-04-18 16:13:58.596764

    		-0.5 ms

  





  

    		2025-04-18 17:14:00.263005

    		-0.5 ms

  





  

    		2025-04-18 18:14:03.170611

    		-1.4 ms

  





  

    		2025-04-18 19:14:05.781128

    		-0.8 ms

  





  

    		2025-04-18 20:14:08.043102

    		2.2 ms

  





  

    		2025-04-18 21:14:10.678881

    		0.0 ms

  





  

    		2025-04-18 22:14:12.917162

    		0.8 ms

  





  

    		2025-04-18 23:14:15.224806

    		-2.6 ms

  





  

    		2025-04-19 00:14:17.911602

    		-1.9 ms

  





  

    		2025-04-19 01:14:20.943519

    		-0.2 ms

  





  

    		2025-04-19 02:14:23.658621

    		-1.7 ms

  





  

    		2025-04-19 03:14:26.096691

    		0.4 ms

  





  

    		2025-04-19 04:14:28.486989

    		-1.0 ms

  





  

    		2025-04-19 05:14:31.013506

    		-0.4 ms

  





  

    		2025-04-19 06:14:33.139223

    		1.7 ms

  





  

    		2025-04-19 07:14:35.911306

    		0.1 ms

  





  

    		2025-04-19 08:14:37.939107

    		2.4 ms

  





  

    		2025-04-19 09:14:39.629214

    		2.1 ms

  





  

    		2025-04-19 10:14:42.431163

    		-2.1 ms

  





  

    		2025-04-19 11:14:45.426864

    		-0.7 ms

  





  

    		2025-04-19 12:14:47.804419

    		1.8 ms

  





  

    		2025-04-19 13:14:49.653429

    		-0.4 ms

  





  

    		2025-04-19 14:14:51.821538

    		1.9 ms

  





  

    		2025-04-19 15:14:53.511294

    		-2.2 ms

  





  

    		2025-04-19 16:14:55.1085

    		2.1 ms

  





  

    		2025-04-19 17:14:58.010134

    		-0.7 ms

  





  

    		2025-04-19 18:14:59.591989

    		-0.6 ms

  





  

    		2025-04-19 19:15:01.530413

    		-0.6 ms

  





  

    		2025-04-19 20:15:04.516091

    		-0.4 ms

  





  

    		2025-04-19 21:15:07.070489

    		1.0 ms

  





  

    		2025-04-19 22:15:09.539668

    		-1.4 ms

  





  

    		2025-04-19 23:15:11.938499

    		-1.9 ms

  





  

    		2025-04-20 00:15:14.163852

    		0.8 ms

  





  

    		2025-04-20 01:15:16.016201

    		0.5 ms

  





  

    		2025-04-20 02:15:18.694601

    		-0.8 ms

  





  

    		2025-04-20 03:15:20.738925

    		1.5 ms

  





  

    		2025-04-20 04:15:22.791185

    		-0.9 ms

  





  

    		2025-04-20 05:15:25.255456

    		-0.9 ms

  





  

    		2025-04-20 06:15:27.80631

    		1.8 ms

  





  

    		2025-04-20 07:15:29.568822

    		1.4 ms

  





  

    		2025-04-20 08:15:32.196404

    		0.0 ms

  





  

    		2025-04-20 09:15:34.137021

    		-0.8 ms

  





  

    		2025-04-20 10:15:36.697044

    		-0.6 ms

  





  

    		2025-04-20 11:15:39.158827

    		1.1 ms

  





  

    		2025-04-20 12:15:41.63132

    		-0.8 ms

  





  

    		2025-04-20 13:15:43.657726

    		1.2 ms

  





  

    		2025-04-20 14:15:45.721412

    		-0.9 ms

  





  

    		2025-04-20 15:15:47.36816

    		-0.7 ms

  





  

    		2025-04-20 16:15:49.650531

    		-1.2 ms

  





  

    		2025-04-20 17:15:52.95878

    		2.2 ms

  





  

    		2025-04-20 18:15:55.210535

    		1.6 ms

  





  

    		2025-04-20 19:15:57.683755

    		-0.8 ms

  





  

    		2025-04-20 20:15:59.772721

    		-1.1 ms

  





  

    		2025-04-20 21:16:01.636074

    		-1.3 ms

  





  

    		2025-04-20 22:16:04.386396

    		-1.7 ms

  





  

    		2025-04-20 23:16:07.066728

    		0.2 ms

  





  

    		2025-04-21 00:16:09.499339

    		-1.7 ms

  





  

    		2025-04-21 01:16:12.105623

    		0.6 ms

  





  

    		2025-04-21 02:16:14.850117

    		-1.7 ms

  





  

    		2025-04-21 03:16:17.355486

    		-1.4 ms

  





  

    		2025-04-21 04:16:20.121665

    		-0.5 ms

  





  

    		2025-04-21 05:16:23.095036

    		-0.7 ms

  





  

    		2025-04-21 06:16:25.595487

    		1.3 ms

  





  

    		2025-04-21 07:16:28.130844

    		-0.3 ms

  





  

    		2025-04-21 08:16:31.510069

    		0.0 ms

  





  

    		2025-04-21 09:16:35.801687

    		1.2 ms

  





  

    		2025-04-21 10:16:37.256272

    		2.5 ms

  





  

    		2025-04-21 11:16:38.983004

    		1.3 ms

  





  

    		2025-04-21 12:16:41.488066

    		0.7 ms

  





  

    		2025-04-21 13:16:43.613782

    		0.4 ms

  





  

    		2025-04-21 14:16:46.37903

    		1.5 ms

  





  

    		2025-04-21 15:16:48.732304

    		-0.2 ms

  





  

    		2025-04-21 16:16:50.494986

    		1.8 ms

  





  

    		2025-04-21 17:16:52.313754

    		-1.0 ms

  





  

    		2025-04-21 18:16:54.270943

    		-0.8 ms

  





  

    		2025-04-21 19:16:56.314771

    		1.4 ms

  





  

    		2025-04-21 20:16:58.257865

    		0.7 ms

  





  

    		2025-04-21 21:17:00.213486

    		-1.9 ms

  





  

    		2025-04-21 22:17:02.545485

    		2.3 ms

  





  

    		2025-04-21 23:17:05.537721

    		-0.6 ms

  





  

    		2025-04-22 00:17:08.004872

    		1.3 ms

  





  

    		2025-04-22 01:17:10.587184

    		0.8 ms

  





  

    		2025-04-22 02:17:13.042059

    		0.8 ms

  





  

    		2025-04-22 03:17:15.767814

    		1.9 ms

  





  

    		2025-04-22 04:17:18.492947

    		2.5 ms

  





  

    		2025-04-22 05:17:21.151314

    		1.2 ms

  





  

    		2025-04-22 06:17:23.046193

    		0.0 ms

  





  

    		2025-04-22 07:17:25.504104

    		-0.1 ms

  





  

    		2025-04-22 08:17:26.969937

    		1.8 ms

  





  

    		2025-04-22 09:17:29.12228

    		0.0 ms

  





  

    		2025-04-22 10:17:30.94269

    		4.3 ms

  





  

    		2025-04-22 11:17:33.544961

    		-2.1 ms

  





  

    		2025-04-22 12:17:35.286754

    		-0.9 ms

  





  

    		2025-04-22 13:17:36.854711

    		1.2 ms

  





  

    		2025-04-22 14:17:38.807073

    		-1.5 ms

  





  

    		2025-04-22 15:17:40.350661

    		-0.6 ms

  





  

    		2025-04-22 16:17:43.377639

    		-1.0 ms

  





  

    		2025-04-22 17:17:45.508013

    		1.2 ms

  





  

    		2025-04-22 18:17:47.605398

    		-0.1 ms

  





  

    		2025-04-22 19:17:49.337169

    		-1.5 ms

  





  

    		2025-04-22 20:17:52.693811

    		-1.3 ms

  





  

    		2025-04-22 21:17:55.22284

    		-0.6 ms

  





  

    		2025-04-22 22:17:56.967296

    		0.9 ms

  





  

    		2025-04-22 23:17:59.338508

    		-2.1 ms

  





  

    		2025-04-23 00:18:01.277865

    		-0.7 ms

  





  

    		2025-04-23 01:18:03.262188

    		-0.7 ms

  





  

    		2025-04-23 02:18:05.457813

    		-1.1 ms

  





  

    		2025-04-23 03:18:08.197536

    		-1.4 ms

  





  

    		2025-04-23 04:18:10.14116

    		-0.7 ms

  





  

    		2025-04-23 05:18:11.730069

    		1.8 ms

  





  

    		2025-04-23 06:18:15.853917

    		0.8 ms

  





  

    		2025-04-23 07:18:18.47254

    		-0.6 ms

  





  

    		2025-04-23 08:18:21.114239

    		2.3 ms

  





  

    		2025-04-23 09:18:23.705909

    		0.7 ms

  





  

    		2025-04-23 10:18:25.619466

    		1.4 ms

  





  

    		2025-04-23 11:18:27.850895

    		0.4 ms

  





  

    		2025-04-23 12:18:29.765023

    		0.2 ms

  





  

    		2025-04-23 13:18:31.636801

    		1.5 ms

  





  

    		2025-04-23 14:18:33.381025

    		1.3 ms

  





  

    		2025-04-23 15:18:35.75685

    		-0.4 ms

  





  

    		2025-04-23 16:18:37.532269

    		1.7 ms

  





  

    		2025-04-23 17:18:39.997693

    		-0.8 ms

  





  

    		2025-04-23 18:18:43.296888

    		0.2 ms

  





  

    		2025-04-23 19:18:46.067245

    		-4.5 ms

  





  

    		2025-04-23 20:18:48.861022

    		-3.0 ms

  





  

    		2025-04-23 21:18:50.99071

    		-2.2 ms

  





  

    		2025-04-23 22:18:53.452078

    		1.0 ms

  





  

    		2025-04-23 23:18:55.96054

    		4.2 ms

  





  

    		2025-04-24 00:18:58.53055

    		-0.5 ms

  





  

    		2025-04-24 01:19:00.8267

    		-2.7 ms

  





  

    		2025-04-24 02:19:02.559117

    		0.2 ms

  





  

    		2025-04-24 03:19:04.477593

    		-1.5 ms

  





  

    		2025-04-24 04:19:06.7463

    		-0.7 ms

  





  

    		2025-04-24 05:19:08.934259

    		-0.1 ms

  





  

    		2025-04-24 06:19:10.883061

    		0.2 ms

  





  

    		2025-04-24 07:19:12.872591

    		-0.5 ms

  





  

    		2025-04-24 08:19:15.064958

    		1.5 ms

  





  

    		2025-04-24 09:19:17.054098

    		-1.8 ms

  





  

    		2025-04-24 10:19:19.673128

    		-4.2 ms

  





  

    		2025-04-24 11:19:21.306489

    		-0.7 ms

  





  

    		2025-04-24 12:19:23.909996

    		-0.4 ms

  





  

    		2025-04-24 13:19:26.465052

    		-2.1 ms

  





  

    		2025-04-24 14:19:28.259198

    		-3.1 ms

  





  

    		2025-04-24 15:19:30.20677

    		-0.7 ms

  





  

    		2025-04-24 16:19:33.112759

    		1.8 ms

  





  

    		2025-04-24 17:19:36.381198

    		-94.9 ms

  





  

    		2025-04-24 18:19:40.345877

    		-5.3 ms

  





  

    		2025-04-24 19:19:42.254557

    		-2.4 ms

  





  

    		2025-04-24 20:19:44.76131

    		-3.4 ms

  





  

    		2025-04-24 21:19:46.868582

    		-4.1 ms

  





  

    		2025-04-24 22:19:49.072282

    		-4.9 ms

  





  

    		2025-04-24 23:19:51.554588

    		-2.4 ms

  





  

    		2025-04-25 00:19:54.063167

    		-2.0 ms

  





  

    		2025-04-25 01:19:55.916022

    		2.2 ms

  





  

    		2025-04-25 02:19:57.73582

    		0.4 ms

  





  

    		2025-04-25 03:20:00.149806

    		-1.3 ms

  





  

    		2025-04-25 04:20:02.000834

    		0.0 ms

  





  

    		2025-04-25 05:20:04.101227

    		0.9 ms

  





  

    		2025-04-25 06:20:06.975351

    		-0.6 ms

  





  

    		2025-04-25 07:20:10.337664

    		0.1 ms

  





  

    		2025-04-25 08:20:12.816758

    		0.2 ms

  





  

    		2025-04-25 09:20:15.121214

    		2.2 ms

  





  

    		2025-04-25 10:20:17.169337

    		6.7 ms

  





  

    		2025-04-25 11:20:19.905484

    		-0.1 ms

  





  

    		2025-04-25 12:20:21.426255

    		2.1 ms

  





  

    		2025-04-25 13:20:23.569273

    		-1.3 ms

  





  

    		2025-04-25 14:20:25.338635

    		-0.1 ms

  





  

    		2025-04-25 15:20:26.890609

    		0.7 ms

  





  

    		2025-04-25 16:20:28.943255

    		2.5 ms

  





  

    		2025-04-25 17:20:31.712208

    		-1.4 ms

  





  

    		2025-04-25 18:20:33.25674

    		-0.5 ms

  





  

    		2025-04-25 19:20:35.220198

    		-0.5 ms

  





  

    		2025-04-25 20:20:37.202996

    		0.1 ms

  





  

    		2025-04-25 21:20:38.844465

    		-2.9 ms

  





  

    		2025-04-25 22:20:40.585353

    		-1.5 ms

  





  

    		2025-04-25 23:20:42.712782

    		0.8 ms

  





  

    		2025-04-26 00:20:44.660316

    		1.1 ms

  





  

    		2025-04-26 01:20:47.060165

    		-0.5 ms

  





  

    		2025-04-26 02:20:49.073179

    		-2.1 ms

  





  

    		2025-04-26 03:20:51.272671

    		1.0 ms

  





  

    		2025-04-26 04:20:53.280299

    		-1.6 ms

  





  

    		2025-04-26 05:20:55.740326

    		-1.0 ms

  





  

    		2025-04-26 06:20:57.766704

    		-1.1 ms

  





  

    		2025-04-26 07:21:01.690661

    		-1.4 ms

  





  

    		2025-04-26 08:21:03.359997

    		2.1 ms

  





  

    		2025-04-26 09:21:05.524976

    		-0.8 ms

  





  

    		2025-04-26 10:21:07.130456

    		6.1 ms

  





  

    		2025-04-26 11:21:08.919206

    		-0.3 ms

  





  

    		2025-04-26 12:21:11.62853

    		0.7 ms

  





  

    		2025-04-26 13:21:13.933376

    		-0.7 ms

  





  

    		2025-04-26 14:21:15.426936

    		-1.7 ms

  





  

    		2025-04-26 15:21:17.206052

    		2.0 ms

  





  

    		2025-04-26 16:21:19.473483

    		-0.2 ms

  





  

    		2025-04-26 17:21:21.665398

    		-0.6 ms

  





  

    		2025-04-26 18:21:23.920062

    		-0.1 ms

  





  

    		2025-04-26 19:21:25.684449

    		2.0 ms

  





  

    		2025-04-26 20:21:28.048598

    		0.8 ms

  





  

    		2025-04-26 21:21:30.840824

    		1.9 ms

  





  

    		2025-04-26 22:21:33.354924

    		1.3 ms

  





  

    		2025-04-26 23:21:35.69964

    		2.0 ms

  





  

    		2025-04-27 00:21:38.09903

    		-0.4 ms

  





  

    		2025-04-27 01:21:40.124128

    		1.0 ms

  





  

    		2025-04-27 02:21:42.144002

    		-1.2 ms

  





  

    		2025-04-27 03:21:44.407469

    		-4.0 ms

  





  

    		2025-04-27 04:21:46.801267

    		-2.2 ms

  





  

    		2025-04-27 05:21:49.017801

    		0.3 ms

  





  

    		2025-04-27 06:21:50.927279

    		2.9 ms

  





  

    		2025-04-27 07:21:54.258167

    		4.5 ms

  





  

    		2025-04-27 08:21:56.81057

    		2.1 ms

  





  

    		2025-04-27 09:21:59.029891

    		0.7 ms

  





  

    		2025-04-27 10:22:00.460428

    		-1.0 ms

  





  

    		2025-04-27 11:22:01.985654

    		-1.0 ms

  





  

    		2025-04-27 12:22:04.629002

    		2.0 ms

  





  

    		2025-04-27 13:22:06.246207

    		1.7 ms

  





  

    		2025-04-27 14:22:09.1742

    		1.9 ms

  





  

    		2025-04-27 15:22:11.992025

    		1.1 ms

  





  

    		2025-04-27 16:22:13.509151

    		-1.9 ms

  





  

    		2025-04-27 17:22:15.850696

    		2.5 ms

  





  

    		2025-04-27 18:22:18.759272

    		1.9 ms

  





  

    		2025-04-27 19:22:20.795624

    		-0.3 ms

  





  

    		2025-04-27 20:22:23.65804

    		1.5 ms

  





  

    		2025-04-27 21:22:26.700401

    		-1.3 ms

  





  

    		2025-04-27 22:22:28.736849

    		-0.5 ms

  





  

    		2025-04-27 23:22:31.142024

    		1.6 ms

  





  

    		2025-04-28 00:22:33.347057

    		-1.5 ms

  





  

    		2025-04-28 01:22:35.418497

    		-0.6 ms

  





  

    		2025-04-28 02:22:37.908431

    		-1.2 ms

  





  

    		2025-04-28 03:22:40.020237

    		1.3 ms

  





  

    		2025-04-28 04:22:41.97198

    		-0.6 ms

  





  

    		2025-04-28 05:22:44.165214

    		1.2 ms

  





  

    		2025-04-28 06:22:47.296713

    		2.7 ms

  





  

    		2025-04-28 07:22:48.878906

    		-0.1 ms

  





  

    		2025-04-28 08:22:50.758064

    		0.5 ms

  





  

    		2025-04-28 09:22:52.325817

    		-0.1 ms

  





  

    		2025-04-28 10:22:53.965749

    		4.3 ms

  





  

    		2025-04-28 11:22:56.031006

    		0.4 ms

  





  

    		2025-04-28 12:22:59.095174

    		0.8 ms

  





  

    		2025-04-28 13:23:00.790898

    		0.2 ms

  





  

    		2025-04-28 14:23:03.48938

    		1.9 ms

  





  

    		2025-04-28 15:23:05.985599

    		0.8 ms

  





  

    		2025-04-28 16:23:07.630074

    		1.9 ms

  





  

    		2025-04-28 17:23:09.567345

    		1.4 ms

  





  

    		2025-04-28 18:23:11.662361

    		-1.7 ms

  





  

    		2025-04-28 19:23:13.596142

    		1.2 ms

  





  

    		2025-04-28 20:23:15.523134

    		-3.5 ms

  





  

    		2025-04-28 21:23:17.69803

    		-1.3 ms

  





  

    		2025-04-28 22:23:19.730109

    		-1.7 ms

  





  

    		2025-04-28 23:23:22.489422

    		0.0 ms

  





  

    		2025-04-29 00:23:24.789188

    		-2.2 ms

  





  

    		2025-04-29 01:23:26.879769

    		-1.4 ms

  





  

    		2025-04-29 02:23:29.059

    		-0.9 ms

  





  

    		2025-04-29 03:23:31.146876

    		-0.8 ms

  





  

    		2025-04-29 04:23:33.178564

    		1.2 ms

  





  

    		2025-04-29 05:23:35.708227

    		-1.0 ms

  





  

    		2025-04-29 06:23:38.476593

    		-0.9 ms

  





  

    		2025-04-29 07:23:40.026303

    		10.7 ms

  





  

    		2025-04-29 08:23:42.034006

    		-0.2 ms

  





  

    		2025-04-29 09:23:44.181822

    		-1.8 ms

  





  

    		2025-04-29 10:23:46.27446

    		3.4 ms

  





  

    		2025-04-29 11:23:48.586004

    		0.0 ms

  





  

    		2025-04-29 12:23:50.266728

    		0.7 ms

  





  

    		2025-04-29 13:23:53.504757

    		0.3 ms

  





  

    		2025-04-29 14:23:55.618755

    		-1.7 ms

  





  

    		2025-04-29 15:23:57.60404

    		-1.4 ms

  





  

    		2025-04-29 16:23:59.318733

    		-1.3 ms

  





  

    		2025-04-29 17:24:01.325546

    		0.2 ms

  





  

    		2025-04-29 18:24:03.084823

    		1.8 ms

  





  

    		2025-04-29 19:24:05.841937

    		-0.8 ms

  





  

    		2025-04-29 20:24:08.721257

    		-1.9 ms

  





  

    		2025-04-29 21:24:12.339311

    		-2.7 ms

  





  

    		2025-04-29 22:24:14.632106

    		0.4 ms

  





  

    		2025-04-29 23:24:17.476314

    		2.2 ms

  





  

    		2025-04-30 00:24:19.827303

    		-1.0 ms

  





  

    		2025-04-30 01:24:21.892582

    		0.0 ms

  





  

    		2025-04-30 02:24:24.351696

    		1.8 ms

  





  

    		2025-04-30 03:24:27.120565

    		-1.1 ms

  





  

    		2025-04-30 04:24:29.161841

    		1.5 ms

  





  

    		2025-04-30 05:24:32.102406

    		2.5 ms

  





  

    		2025-04-30 06:24:33.752651

    		-0.7 ms

  





  

    		2025-04-30 07:24:35.807761

    		0.8 ms

  





  

    		2025-04-30 08:24:37.499151

    		1.2 ms

  





  

    		2025-04-30 09:24:39.330462

    		0.1 ms

  





  

    		2025-04-30 10:24:41.375306

    		3.6 ms

  





  

    		2025-04-30 11:24:43.608115

    		1.2 ms

  





  

    		2025-04-30 12:24:45.906861

    		-0.3 ms

  





  

    		2025-04-30 13:24:47.64731

    		0.5 ms

  





  

    		2025-04-30 14:24:50.442865

    		-0.3 ms

  





  

    		2025-04-30 15:24:52.291495

    		2.6 ms

  





  

    		2025-04-30 16:24:54.846981

    		0.7 ms

  





  

    		2025-04-30 17:24:57.650385

    		-0.1 ms

  





  

    		2025-04-30 18:25:00.522816

    		-0.6 ms

  





  

    		2025-04-30 19:25:02.426749

    		-0.6 ms

  





  

    		2025-04-30 20:25:04.401421

    		-0.8 ms

  





  

    		2025-04-30 21:25:06.246885

    		-1.3 ms

  





  

    		2025-04-30 22:25:08.429653

    		1.6 ms

  





  

    		2025-04-30 23:25:10.434591

    		-0.5 ms

  





  

    		2025-05-01 00:25:12.212315

    		-1.3 ms

  





  

    		2025-05-01 01:25:14.197971

    		-1.1 ms

  





  

    		2025-05-01 02:25:16.206005

    		-1.1 ms

  





  

    		2025-05-01 03:25:18.209061

    		-1.1 ms

  





  

    		2025-05-01 04:25:20.069591

    		-0.8 ms

  





  

    		2025-05-01 05:25:22.126667

    		-0.7 ms

  





  

    		2025-05-01 06:25:24.013218

    		2.2 ms

  





  

    		2025-05-01 07:25:25.683965

    		0.4 ms

  





  

    		2025-05-01 08:25:28.373178

    		1.8 ms

  





  

    		2025-05-01 09:25:31.026208

    		1.2 ms

  





  

    		2025-05-01 10:25:32.568893

    		3.6 ms

  





  

    		2025-05-01 11:25:34.744428

    		2.2 ms

  





  

    		2025-05-01 12:25:36.236866

    		0.8 ms

  





  

    		2025-05-01 13:25:37.721635

    		-0.5 ms

  





  

    		2025-05-01 14:25:39.357551

    		-0.4 ms

  





  

    		2025-05-01 15:25:42.107711

    		0.0 ms

  





  

    		2025-05-01 16:25:43.762486

    		-0.8 ms

  





  

    		2025-05-01 17:25:46.834955

    		-0.3 ms

  





  

    		2025-05-01 18:25:48.991835

    		-1.4 ms

  





  

    		2025-05-01 19:25:50.838897

    		-1.4 ms

  





  

    		2025-05-01 20:25:53.046398

    		-0.5 ms

  





  

    		2025-05-01 21:25:55.248985

    		2.1 ms

  





  

    		2025-05-01 22:25:56.848843

    		2.6 ms

  





  

    		2025-05-01 23:25:59.24132

    		2.0 ms

  





  

    		2025-05-02 00:26:01.635486

    		-2.4 ms

  





  

    		2025-05-02 01:26:03.529938

    		-1.8 ms

  





  

    		2025-05-02 02:26:05.456227

    		-2.0 ms

  





  

    		2025-05-02 03:26:07.910482

    		0.2 ms

  





  

    		2025-05-02 04:26:09.673483

    		-2.6 ms

  





  

    		2025-05-02 05:26:11.960941

    		-1.3 ms

  





  

    		2025-05-02 06:26:15.227426

    		1.3 ms

  





  

    		2025-05-02 07:26:18.271562

    		-0.5 ms

  





  

    		2025-05-02 08:26:21.058032

    		0.0 ms

  





  

    		2025-05-02 09:26:23.44819

    		2.4 ms

  





  

    		2025-05-02 10:26:26.489037

    		1.2 ms

  





  

    		2025-05-02 11:26:28.254528

    		-1.3 ms

  





  

    		2025-05-02 12:26:29.99633

    		-0.4 ms

  





  

    		2025-05-02 13:26:32.026264

    		3.1 ms

  





  

    		2025-05-02 14:26:34.153545

    		-0.4 ms

  





  

    		2025-05-02 15:26:36.929153

    		0.4 ms

  





  

    		2025-05-02 16:26:40.013655

    		1.3 ms

  





  

    		2025-05-02 17:26:42.139155

    		2.0 ms

  





  

    		2025-05-02 18:26:44.681411

    		1.4 ms

  





  

    		2025-05-02 19:26:46.665487

    		-0.7 ms

  





  

    		2025-05-02 20:26:48.452241

    		0.3 ms

  





  

    		2025-05-02 21:26:50.552971

    		-1.5 ms

  





  

    		2025-05-02 22:26:52.339145

    		0.0 ms

  





  

    		2025-05-02 23:26:54.064509

    		0.5 ms

  





  

    		2025-05-03 00:26:55.920974

    		-6.2 ms

  





  

    		2025-05-03 01:26:58.970538

    		-0.8 ms

  





  

    		2025-05-03 02:27:01.107115

    		1.5 ms

  





  

    		2025-05-03 03:27:03.168547

    		1.4 ms

  





  

    		2025-05-03 04:27:05.171721

    		1.1 ms

  





  

    		2025-05-03 05:27:06.944076

    		-0.6 ms

  





  

    		2025-05-03 06:27:08.890088

    		-0.9 ms

  





  

    		2025-05-03 07:27:11.341835

    		1.7 ms

  





  

    		2025-05-03 08:27:13.699685

    		-0.6 ms

  





  

    		2025-05-03 09:27:15.261397

    		1.9 ms

  





  

    		2025-05-03 10:27:16.896024

    		1.3 ms

  





  

    		2025-05-03 11:27:18.456795

    		3.2 ms

  





  

    		2025-05-03 12:27:20.003047

    		1.2 ms

  





  

    		2025-05-03 13:27:21.653759

    		1.4 ms

  





  

    		2025-05-03 14:27:23.181483

    		-1.1 ms

  





  

    		2025-05-03 15:27:25.361738

    		-0.7 ms

  





  

    		2025-05-03 16:27:27.924034

    		-1.7 ms

  





  

    		2025-05-03 17:27:30.334648

    		-1.5 ms

  





  

    		2025-05-03 18:27:31.859138

    		1.2 ms

  





  

    		2025-05-03 19:27:34.179716

    		-0.3 ms

  





  

    		2025-05-03 20:27:36.677155

    		-0.3 ms

  





  

    		2025-05-03 21:27:38.985592

    		0.4 ms

  





  

    		2025-05-03 22:27:41.474847

    		-3.5 ms

  





  

    		2025-05-03 23:27:43.916667

    		-3.4 ms

  





  

    		2025-05-04 00:27:45.9133

    		-1.4 ms

  





  

    		2025-05-04 01:27:47.680681

    		-0.7 ms

  





  

    		2025-05-04 02:27:49.525207

    		-0.7 ms

  





  

    		2025-05-04 03:27:51.622471

    		2.1 ms

  





  

    		2025-05-04 04:27:53.43646

    		2.8 ms

  





  

    		2025-05-04 05:27:55.164325

    		-0.4 ms

  





  

    		2025-05-04 06:27:57.124875

    		-0.7 ms

  





  

    		2025-05-04 07:27:59.454996

    		-0.1 ms

  





  

    		2025-05-04 08:28:02.149308

    		0.4 ms

  





  

    		2025-05-04 09:28:05.512394

    		2.2 ms

  





  

    		2025-05-04 10:28:07.531356

    		-1.6 ms

  





  

    		2025-05-04 11:28:09.28575

    		1.3 ms

  





  

    		2025-05-04 12:28:10.894857

    		-0.9 ms

  





  

    		2025-05-04 13:28:12.734863

    		-1.5 ms

  





  

    		2025-05-04 14:28:14.84866

    		1.0 ms

  





  

    		2025-05-04 15:28:16.901107

    		0.3 ms

  





  

    		2025-05-04 16:28:18.451015

    		-1.2 ms

  





  

    		2025-05-04 17:28:19.874456

    		-1.3 ms

  





  

    		2025-05-04 18:28:22.593778

    		-1.7 ms

  





  

    		2025-05-04 19:28:24.244512

    		1.4 ms

  





  

    		2025-05-04 20:28:26.977277

    		2.4 ms

  





  

    		2025-05-04 21:28:29.791201

    		0.0 ms

  





  

    		2025-05-04 22:28:32.311202

    		-1.6 ms

  





  

    		2025-05-04 23:28:34.93243

    		-0.8 ms

  





  

    		2025-05-05 00:28:36.97798

    		-2.8 ms

  





  

    		2025-05-05 01:28:40.372688

    		-1.5 ms

  





  

    		2025-05-05 02:28:42.825104

    		-0.9 ms

  





  

    		2025-05-05 03:28:45.228151

    		0.7 ms

  





  

    		2025-05-05 04:28:47.142394

    		0.7 ms

  





  

    		2025-05-05 05:28:49.642589

    		0.5 ms

  





  

    		2025-05-05 06:28:52.393626

    		1.0 ms

  





  

    		2025-05-05 07:28:54.94349

    		0.8 ms

  





  

    		2025-05-05 08:28:56.90916

    		0.4 ms

  





  

    		2025-05-05 09:28:59.25214

    		-0.6 ms

  





  

    		2025-05-05 10:29:00.856483

    		2.2 ms

  





  

    		2025-05-05 11:29:02.442292

    		-0.6 ms

  





  

    		2025-05-05 12:29:04.210811

    		1.0 ms

  





  

    		2025-05-05 13:29:06.623858

    		2.2 ms

  





  

    		2025-05-05 14:29:09.350268

    		1.7 ms

  





  

    		2025-05-05 15:29:11.011818

    		2.4 ms

  





  

    		2025-05-05 16:29:12.708175

    		-0.6 ms

  





  

    		2025-05-05 17:29:14.334862

    		1.5 ms

  





  

    		2025-05-05 18:29:16.467533

    		-0.5 ms

  





  

    		2025-05-05 19:29:18.787342

    		1.5 ms

  





  

    		2025-05-05 20:29:20.487063

    		-1.1 ms

  





  

    		2025-05-05 21:29:22.577738

    		-1.5 ms

  





  

    		2025-05-05 22:29:24.913193

    		-1.1 ms

  





  

    		2025-05-05 23:29:26.724343

    		-1.3 ms

  





  

    		2025-05-06 00:29:28.559417

    		0.4 ms

  





  

    		2025-05-06 01:29:30.208528

    		1.3 ms

  





  

    		2025-05-06 02:29:31.995433

    		-2.5 ms

  





  

    		2025-05-06 03:29:34.063675

    		-0.2 ms

  





  

    		2025-05-06 04:29:35.903035

    		2.6 ms

  





  

    		2025-05-06 05:29:38.211821

    		0.3 ms

  





  

    		2025-05-06 06:29:40.618886

    		0.7 ms

  





  

    		2025-05-06 07:29:42.740308

    		2.1 ms

  





  

    		2025-05-06 08:29:44.456394

    		3.0 ms

  





  

    		2025-05-06 09:29:46.00371

    		-1.0 ms

  





  

    		2025-05-06 10:29:47.46668

    		-1.4 ms

  





  

    		2025-05-06 11:29:50.184178

    		0.1 ms

  





  

    		2025-05-06 12:29:52.821496

    		2.0 ms

  





  

    		2025-05-06 13:29:55.039929

    		2.6 ms

  





  

    		2025-05-06 14:29:56.634235

    		-0.9 ms

  





  

    		2025-05-06 15:29:58.402556

    		0.8 ms

  





  

    		2025-05-06 16:30:00.003513

    		-0.7 ms

  





  

    		2025-05-06 17:30:01.841267

    		4.4 ms

  





  

    		2025-05-06 18:30:04.618918

    		5.5 ms

  





  

    		2025-05-06 19:30:06.653374

    		3.2 ms

  





  

    		2025-05-06 20:30:12.560516

    		-0.5 ms

  





  

    		2025-05-06 21:30:14.640496

    		-2.7 ms

  





  

    		2025-05-06 22:30:16.59015

    		-5.2 ms

  





  

    		2025-05-06 23:30:18.396952

    		-1.2 ms

  





  

    		2025-05-07 00:30:20.029935

    		-5.1 ms

  





  

    		2025-05-07 01:30:21.718479

    		-6.6 ms

  





  

    		2025-05-07 02:30:23.545153

    		1.1 ms

  





  

    		2025-05-07 03:30:25.296503

    		0.4 ms

  





  

    		2025-05-07 04:30:26.74293

    		0.3 ms

  





  

    		2025-05-07 05:30:28.861676

    		-3.4 ms

  





  

    		2025-05-07 06:30:30.893605

    		-0.3 ms

  





  

    		2025-05-07 07:30:33.043069

    		1.3 ms

  





  

    		2025-05-07 08:30:34.663317

    		6.5 ms

  





  

    		2025-05-07 09:30:36.303985

    		-0.5 ms

  





  

    		2025-05-07 10:30:37.904993

    		-0.7 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-10-06 07:35:15.597 UTC

    		213.172.203.148

    		Møteleder: Gine Kronberg (MGK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-10-06 07:35:21.978 UTC

    		213.172.203.148

    		Møteleder: Gine Kronberg (MGK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-09-10 15:17:45 UTC.

  

  

    		2025-10-06 07:47:34.772 UTC

    		83.108.122.154

    		Protokollvitne: Arild Harrang Lund (PAHL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-10-06 07:49:27.635 UTC

    		83.108.122.154

    		Protokollvitne: Arild Harrang Lund (PAHL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-09-10 15:17:45 UTC.

  

  

    		2025-10-06 09:58:07.87 UTC

    		104.28.105.25

    		Protokollvitne: Jafar Safar (PJS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-10-06 09:58:53.944 UTC

    		104.28.105.25

    		Protokollvitne: Jafar Safar (PJS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-09-10 15:17:45 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-05-07 07:29:18.91 UTC

    		46.15.106.8

    		Møteleder og protokollfører: Gine Kronberg (MopGK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-07 07:29:28.514 UTC

    		46.15.106.8

    		Møteleder og protokollfører: Gine Kronberg (MopGK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-05-07 10:38:12.328 UTC

    		77.16.34.56

    		Protokollvitne: Håvard Siegel Haukeberg (PHSH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-07 10:40:56.217 UTC

    		77.16.34.56

    		Protokollvitne: Håvard Siegel Haukeberg (PHSH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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