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Norsk takst

Norsk takst er bransjeorganisasjonen for landets bygningssakkyndige og takstforetak, med om lag 1400 sertifiserte
medlemmer fordelt pa omtrent 1000 bedrifter. | boligomsetningen regnes takstrapportene som et helt avgjgrende
element i den informasjonen som gjgres tilgjengelig for kjgper. Arlig leverer medlemmene rundt 120.000 slike takster.
Det gir unik oversikt over norske boliger, og bidrar til at alle oppdrag kan utfgres med utgangspunkt i erfaringsbasert
kvalitet.

Det stilles hgye krav til utdanning, sertifisering og yrkesetikk. Norsk takst er opptatt av at boligomsetningen skal vaere
trygg, og legger vekt pa & opptre uavhengig av andre bransjeaktgrer. Bygningssakkyndige fakturerer sine tjenester
uten hensyn til hvilken pris som oppnas, og skal heller ikke pa annen mate ha noen egeninteresse knyttet til
handelen.

Uavhengighet og god fagkunnskap har over tid bygget troverdighet og tillit. Bade selger og kjgper skal kunne stole pa
bygningssakkyndiges vurderinger. For tilfeller der det likevel skulle oppsta misngye med utfgrt arbeid, har vi sammen
med Forbrukerradet etablert en klagenemnd.

Norsk takst har en sentral rolle i utviklingen av norske standarder, regler og profesjonsprinsipper, og representerer
bransjen i alle relevante internasjonale fora. Dette sikrer at norske bygningssakkyndige tidlig kan tilpasse seg krav og
bransjetrender fra utlandet, samtidig som takseringsfaget far en norsk stemme pa verdensbasis. Organisasjonen
bidrar i naeringspolitisk sammenheng, og har vaert en padriver for a sikre at lover og regler gir trygghet for forbrukerne
i boligomsetningen.

@yum Takst og Eiendom AS

\

Norsk takst

@yum Takst og Eiendom AS er del av kontorfellesskapet Taksthuset AS. Taksthuset har lang erfaring og kompetanse pa alt innen
takstfaget fra naeringstakster, boligtakster, tilstandsvurderinger, skjgnn, overtakelse av boliger og sa videre. Se www.taksthuset.no for

kontaktinfo og medarbeidere.

Jeg, Erik @yum, har jobbet som takstmann siden 2014 og er sertifisert hos Norsk Takst med verditaksering av bolig, tilstandsanalyse av

boligeiendom, skjgnn og skadetaksering av byggverk.

Rapportansvarlig

Erik @yum

Uavhengig Takstingenigr
erik@taksthuset.no

900 88 685

Oppdragsnr.:  13722-3136 Befaringsdato: 01.07.2025
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Dette trenger du a vite om tilstandsrapporten

Hva er en tilstandsrapport?

En tilstandsrapport beskriver synlige skader/avvik eller tegn pa skader/avvik pa boligen. Rapporten
fremhever vanligvis ikke positive egenskaper ved boligen.

Hva vurderer en bygningssakkyndig?

Den bygningssakkyndige vurderer boligen ut fra hva man kan forvente av en bygning av samme alder
og type. Vurderingen gjgres som regel mot hvordan det var vanlig a bygge og regler som gjaldt da
boligen ble oppfgrt (sgknadstidspunktet). Forhold som er vanlige for bygningens alder, slik som slitasje
etter normal bruk regnes ikke som avvik.

y ?g

Hva inneholder tilstandsrapporten?

)
Den bygningssakkyndige undersgker rom og bygningsdeler slik det kommer frem av Forskrift il
avhendingsloven. Tilstandsrapporten inneholder bare avvik som den bygningssakkyndige kan se eller
kontrollere med enkle hjelpemidler. Det gjgres ikke naermere undersgkelser slik som apning av vegger
- eller andre bygningsdeler. | vegg mot vatrom og rom under terreng kan det borres et hull for a gjgre

enkle undersgkelser slik som fuktsgk.

Nar du kjgper en brukt bolig Vurdering mot byggeregler

Nar du kjgper en brukt bolig, er det viktig a vaere oppmerksom pa at Den bygningssakkyndige vil vurdere boligen mot hvordan det var vanlig a

dette ikke kan sammenlignes med a kjgpe en ny bolig. Maten bygge og regler som gjaldt pa sgknadstidspunktet. Den

boligen ble bygget pa kan vaere annerledes enn i dag. Bygninger bygningssakkyndige ser etter avvik som har betydning for og som

svekkes over tid, og utsettes for slitasje blant annet pa grunn av bruk reduserer boligens funksjon og verdi, og som kommer frem av forskrift til

og vaer og vind. Mange boliger fornyes helt eller delvis, noen i flere avhendingslova.

omganger, eller det oppfares tlll?yg.g.nSaerllg T i Noen bygningsdeler og forhold vil den bygningssakyndige vurdere mot

pusset opp eller endret, er det viktig 8 merke seg at fornyelse av S o

overflater ikke ngdvendigvis betyr at bygningsdeler under er dagens regelverk. Ett'er.dagens regelverk VI'| dlssegkunne fa TG2 eller TG3

forbedret. uten at det ngdvendigvis er krav om at avviket ma utbedres. Dette kan
gjelde sluk, tettesjikt og fall pa bad og vaskerom, forhold som gjelder

sikkerhet mot brann, rekkverk, trapper, osv.

Tilstandsrapporten beskriver ikke hele boligen
BYGNINGSSAKKYNDIGE SER FOR EKSEMPEL IKKE PA

e vanlig slitasje og normal vedlikeholdstilstand e bagatellmessige forhold som ikke pavirker bygningens bruk eller verdi vesentlig ¢ etasjeskillere o
tilleggsbygg slik som garasje, bod, anneks, naust ogsa videre ¢ utvendige trapper ¢ stgttemurer e skjulte installasjoner e installasjoner utenfor
bygningen e full funksjonstesting av el- og VVS-installasjoner e geologiske forhold og bygningens plassering pa grunnen e bygningens

planigsning e bygningens innredning ¢ Igsgre slik som hvitevarer e utendgrs svgmmebasseng og pumpeanlegg ¢ bygningens estetikk og
arkitektur e bygningens lovlighet (bortsett fra bruksendringer, brannceller og forhold som dpenbart kan pavirke helse, miljg og sikkerhet) o
fellesarealer (med mindre boligeier har vedlikeholdsplikt for fellesarealer og dette er kjent for bygningssakkyndig, eller fellesarealet har en szerlig
tilknytning til boligen).

© iVerdi 2023 © Norsk takst 2023

Malen til denne rapporten, inkludert standardtekstene fra Norsk takst, er vernet etter andsverkloven og kan kun benyttes av medlemsforetakene i Norsk takst og
av takstingenigrer som er sertifisert i slikt foretak, samt av kunder hos iVerdi og studenter hos NEAK. For andre aktgrer er eksemplarfremstilling av malen og
standardtekster, som utskrift og annen kopiering til bruk som grunnlag for tilsvarende rapporter, bare tillatt nar det er hjemlet i lov (kopiering til privat bruk, sitat
o.l.) eller avtale med Norsk Takst (Forside) eller iVerdi (Hjem-iVerdi).

Utnyttelse i strid med lov eller avtale kan medfgre erstatnings- og straffeansvar.

Oppdragsnr.: 13722-3136 Befaringsdato: 01.07.2025 Side: 3 av 18


https://lovdata.no/dokument/LTI/forskrift/2021-06-08-1850
https://lovdata.no/dokument/LTI/forskrift/2021-06-08-1850
https://www.norsktakst.no/
https://iverdi.no/

Ribstonveien 37 F, 0586 OSLO @yum Takst og Eiendom AS ‘
Gnr 84 - Bnr 283 Heggelibakken 4 k I I
0301 OSLO 0375 OSLO Norsk takst

Dette trenger du a vite om tilstandsrapporten

Tilstanden vurderes med ulike tilstandsgrader

Tilstanden gir uttrykk for en gitt forventet tilstand, blant annet vurdert ut fra alder og normal bruk. Ved Tilstandsgrad 0 (TGO) og Tilstandsgrad 1
(TG1) gir den bygningssakkyndige normalt ingen begrunnelse for valg av tilstandsgrad. Grunnen er at bygningen eller bygningsdelen da bare har
normal slitasje. Ved skjulte konstruksjoner kan alder alene avgjgre tilstandsgrad. Nar bygningssakkyndige anbefaler tiltak, for eksempel
utbedringer, ma brukeren av rapporten vurdere om tiltakene er ngdvendige og Ignnsomme.

Nar den bygningssakkyndige velger tilstandsgrad, baseres vurderingen pa faste kriterier som fglger av gjeldende bransjestandard for Teknisk
tilstandsanalyse ved omsetning av bolig og Forskrift til avhendingslova.

0TG 0 TILSTANDSGRAD 0, TGO: INGEN AVVIK
Bygningsdelen skal veere tilnaermet ny, ikke vise tegn pa slitasje og det skal veaere lagt frem dokumentasjon pa

faglig god utfgrelse. Det er ingen merknader til delen.

TILSTANDSGRAD 1, TG1: MINDRE AVVIK

Bygningsdelen skal bare ha normal slitasje, og strakstiltak skal ikke anses som ngdvendig. Graden kan ogsa
brukes nar delen er ny, men der dokumentasjon pa faglig god utfgrelse mangler.

o 3 TILSTANDSGRAD 2, TG2: VESENTLIGE AVVIK OG MINDRE AVVIK SOM ETTER NS 3600 GIR TG 2

Bygningsdelen skal enten ha feil utfgrelse, en skade eller symptomer pa skade, sterk slitasje eller nedsatt
funksjon. Graden gis nar bygningsdelen trenger vedlikehold eller tiltak i naer fremtid. Graden skal ogsa brukes
nar delen er gammel og det er grunn til a varsle om faren for skader pa grunn av alderen, eller nar det er grunn
til & overvake delen spesielt pa grunn av fare for stgrre skader eller fglgeskader.

Ved avvik som ikke krever umiddelbare tiltak (ingen umiddelbar kostnad) s blir TG2 markert med en lysere farge.

TILSTANDSGRAD 3, TG3: STORE ELLER ALVORLIGE AVVIK

Denne tilstandsgraden brukes ved kraftige tegn pa forhold som man ma regne med trenger utbedring straks
eller innen kort tid. Det er pavist funksjonssvikt eller sammenbrudd.

. ‘
-
@
w

eTG U IKKE UNDERS@KT/IKKE TILGJENGELIG FOR UNDERS@KELSE

Det kan vaere avvik/skader som ikke er avdekket.

Hva er et anslag pa utbedringskostnad? Ingen umiddelbare kostnader

Hva det vil koste a utbedre rom eller bygningsdeler, er et forsiktig
anslag basert pa ndveaerende kvalitet, registrert avvik og angitte Tiltak under kr 10 000
tiltak i rapporten. Anslaget er gitt pa generelt grunnlag og ma ikke
forveksles med et pristilbud fra en handverker. Det kan foreligge
avvik og tiltak som ikke kommer frem av rapporten.
Utbedringskostnad avhenger blant annet av personlige valg av og
markedspris pa materialer og tjenesteyter.

Tiltak mellom kr 10 000 - 50 000

Tiltak mellom kr 50 000 - 100 000

| rapporten skal det settes anslag for utbedringskostnad for TG3,

og slikt anslag kan ogsé gis ved TG2. Tiltak mellom kr 100 000 - 300 000

Tiltak over kr 300 000

& = B
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é ‘95’ ‘:a a
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Beskrivelse av eiendommen
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Boligen fremstar som normalt pen og med normal bruksslitasje.
Se punkter under konstruksjoner for eventuelle behov i forhold
til vedlikehold. Se hovedpunkter lenger bak i rapporten. Under
er et kortere sammendrag av hovedpunktene.

Leilighet i rekkehus - Byggear: 1975

UTVENDIG G4 til side

Sveiset banebelegg (takpapp, membran). Det er opplyst at det er
lagt nytt tak for ca. 25 ar siden.

2- lags isolerglass i trerammer. Kombinasjon av vinduer med
sidehengsling med vippefunksjon pa soverommene og
fastkarmsvinduer i stuen.

Vinduene pa det stgrste soverommet er produsert i 2014. Pa det
minste soverommet er produksjonsaret i 2018. | stuen 2009.

Profilert ytterdgr med glassfelt. Balkongdgr med glassfelt.

Balkong med rekkverk i trekonstruksjon. Gulvet har platting i tre.
Balkongen er pa ca. 11 m2. Det er lys, stikkontakt og markise pa
balkongen. Balkongen er omtrent sydvestvendt.

Det er fremvist vedlikeholdsplan, sist revidert i 2022, med
kostnadsoverslag, prioritet og tidslinje. Det henvises til planen for
detaljer.

INNVENDIG G4 til side

Gulv: Parkett, 1- stavs i stue og gang, 3- stavs i soverom. Veggflater:
Malte flater. Glassplate over koketoppen. Mgnstret tapet pa
soverom og kjgkken. Himling: Malt himling. Det ma paregnes at det
kan forekomme bruksmerker etter normal bruk, veggfester etc.

Boligen har etasjeskille i trebjelkelag. Det er utfgrt malinger med
laservater over to meters lengde og gjennom hele rom pa to helt
tilfeldige steder/rom i boligen. Det er malt avvik utover
toleransekravene angitt i gjeldende fagstandard (NS 3600). Malinger
er utfgrt i gang og i stue.

Det er ikke foretatt radonmalinger og bygget er heller ikke utfgrt
med radonsperre.

Glatte innerdgrer med terskler. Noen bruksmerker.
Oppvarming: Elektrisk panelovn i stuen. Varme i baderomsgulvet.

VATROM Gé til side
Bad:

Flislagt bad med dusjkabinett, servant med ett greps blandebatteri
og vegghengt toalett. Opplegg for vaskemaskin. Det er utfgrt fuktsgk
pa overflater uten at unormale verdier ble avdekket.

Eier opplever ikke problemer med badet. Badet er fra 2011.

Undersgkelsene baserer seg pa synlige og tilgjengelige
bygningsdeler.

Elektrisk styrt vifte. Overstramming under dgren for tilluft.

Oppdragsnr.: 13722-3136

Befaringsdato: 01.07.2025

Det er utfgrt hulltaking bak dusjen i tilstgtende kjgkken. Det er ikke
avdekket misfarging eller merkbar fukt.

KJPKKEN G til side

Kjgkkeninnredning med profilerte fronter. Tre benkeplate med
oppvaskkum og ett greps svingbart blandebatteri. Keramisk
koketopp og innebygget stekeovn. Nisje til kjpleskap/fryser. Integrert
oppvaskmaskin (smal type). Ingen utslag pa fuktsgk foran
benkeskap. Ingen synlige lekkasjer. Det er installert komfyrvakt.

Kjgkkenet er opplyst a vaere fra 2021.
Ventilator tilkoblet kanal.

TEKNISKE INSTALLASJONER Ga til side

Vannrgr kjgkken: Rgr i rgr i benkeskapet. Det er tettemuffer pa
rgrene. Bad: Rgrskap med samlestokker og stoppekraner. Kursene er
merket. Drensapning ut pa gulvet for synliggjgring av eventuelt
lekkasjevann.

Synlige avilgpsrgr er av plast. Soilrgr er ikke tilgjengelig inne i
leiligheten. Vurderingen gjelder synlige r@r, men baseres ogsa pa
alder der hvor rgrene ikke er tilgjengelige for inspeksjon. Soilrgr er
som regel borettslagets/sameiets ansvarsomrade. Avilgpsrgr under
servanter og oppvaskkum er som regel eiers ansvar. Vurderingen
gjelder interne rgr.

Ventilator pa kjpkkenet koblet til kanal. Avtrekksventil pa badet
(elektrisk). Det stgrste soverommet har ingen ventiler og ventileres
med apning av vinduer.

Varmtvannsbereder pa ca. 115 liter plassert pa kjgkkenet.

Berederen er koblet til stikkontakt. (Stikkontakt er ikke godkjent med
dagens regler pa beredere over 1500 W. Dagens regler krever
direkte tilkobling til nettet).

Sikringsskap i gangen med automatsikringer, overspenningsvern og
jordfeilbrytere. Forskriftsmessig brukerveiledning til jordfeilbryter,
overspenningsvern og kursoversikt. 11 kurser. Hovedsikring pa 63 A.

Det er utfgrt en elsjekk i 2019 av Elsjekk AS. Sjekken er utfgrt etter
NEK 405-2. Det ble ikke pavist store feil. Det henvises til rapporten
for detaljer.

Brannvarslere i leiligheten. Forskriftsmessig brannslukningsapparat.
(6 kg. pulverapparat merket ABC).

Arealer G4 til side

Forutsetninger og vedlegg Ga til side

Side: 5av 18
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Beskrivelse av eiendommen

Lovlighet G4 til side

Leilighet i rekkehus

¢ Det foreligger godkjente og byggemeldte tegninger, men
det er avvik fra disse.

Tegninger er hentet fra kommunens byggesaksarkiv.

Vindu pa det smale soverommet er ikke tegnet inn pa
byggetegninger. Rommet er ogsa utvidet innover i leiligheten
av en tidligere eier. Det er usikkert om det smale soverommet
er byggemeldt som soverom eller bod opprinnelig. (Det
fremgar ikke av byggetegninger). Sannsynligvis er det ikke
meldt inn som soverom siden det ikke er vindu opprinnelig.
Endringene kan medfgre sgknadsplikt hos kommunen.
Kontakt kommunen for neermere informasjon.
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Sammendrag av boligens tilstand

N1

Norsk takst

Fordeling av tilstandsgrader

15

10

. TGO: Ingen avvik
TG1: Mindre eller moderate avvik
TG2: Avvik som ikke krever tiltak
TG2: Avvik som kan kreve tiltak
. TG3: Store eller alvorlige avvik
. TG IU: Konstruksjoner som ikke er undersgkt

Vil du vite mer om tilstandsgrader? Se side 4.

Spesielt for dette oppdraget/rapporten
Rapporten er utfgrt med begrensninger som fglger av at
boligen er innredet pa befaringen. Tunge mgbler o.l. blir
normalt ikke flyttet pa. Skader eller mangler som kan vaere
skjult bak innredning kan derfor ikke oppdages ved befaringen.
Servitutter og heftelser som hefter ved eiendommen er ikke
vurdert, med mindre det er angitt i rapporten. Der det i
rapporten er foretatt antagelser, er dette normalt fordi
forholdet ikke lot seg faktasjekke. Funksjonstesting av tekniske
installasjoner er ikke foretatt med mindre det gar frem av
rapporten.

Eier er alltid kilde til opplysninger i rapporten hvis det ikke er
oppgitt andre kilder.

Det anbefales a lese all tilgjengelig informasjon (egenerklaering,
arsmgteinnkallinger o.s.v.) for a sikre seg best mulig
informasjon om boligen. Interessenter har en selvstendig
undersgkelsesplikt. Fremlagt dokumentasjon kan generelt
variere fra oppdrag til oppdrag.

Oppsummering av avvik

Vil du vite mer? Se pa rommet eller bygningsdelen senere i
rapporten.

Leilighet i rekkehus

Oppdragsnr.: 13722-3136

Antall

Befaringsdato:

eclele e e 0o e o oF

e

N

01.07.2025

AVVIK SOM KAN KREVE TILTAK

Utvendig > Balkonger, terrasser og rom under Gatil side
balkonger
Utvendig > Andre utvendige forhold Ga til side
Innvendig > Etasjeskille/gulv mot grunn Ga til side
Innvendig > Radon Ga til side
Tekniske installasjoner > Avlgpsrgr Ga til side
Tekniske installasjoner > Ventilasjon Ga til side
Tekniske installasjoner > Varmtvannstank Ga til side
Tekniske installasjoner > Elektrisk anlegg Ga til side
Vatrom > 2. etasje > Bad > Sluk, membran og Ga til side
tettesjikt
Kjgkken > 2. etasje > kjgkken > Overflater og Ga til side
innredning
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Tilstandsrapport
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LEILIGHET | REKKEHUS

Byggear Kommentar

1975 Byggearet er basert pa opplysninger
fra eiendomsmatrikkelen.

Anvendelse

Bolig

Standard

Leiligheten har en standard med parkett, malte flater og fliser. Se
0gsa beskrivelse under konstruksjoner.

Vedlikehold

Boligen fremstar som normalt pen og med normal bruksslitasje. Se
punkter under konstruksjoner for eventuelle behov i forhold til
vedlikehold.

UTVENDIG

Vinduer

2- lags isolerglass i trerammer. Kombinasjon av vinduer med
sidehengsling med vippefunksjon pa soverommene og fastkarmsvinduer
i stuen.

Vinduene pa det stgrste soverommet er produsert i 2014. Pa det minste
soverommet er produksjonsaret i 2018. | stuen 2009.

Dgrer
Profilert ytterdgr med glassfelt.

Noen bruksmerker ma paregnes.

Dgrer - 2

Balkongdgr med glassfelt.

Arstall: 2009 Kilde: Produksjonsar pa produkt

Balkonger, terrasser og rom under balkonger

Balkong med rekkverk i trekonstruksjon. Gulvet har platting i tre og
underliggende sveiset membran. Membranen er ikke tilgjengelig for
inspeksjon. Avrenning fra balkongen i forkant av balkongen. Hgyde pa
rekkverk er ca. 92 cm. Balkongen er pa ca. 11 m2. Det er lys, stikkontakt
og markise pa balkongen.

Balkongen er omtrent sydvestvendt.

Vurdering av avvik:
* Rekkverket er for lavt i forhold til dagens krav til rekkverkshgyder.

Oppdragsnr.: 13722-3136

Bruksslitasje pa platting.

Rekkverk skal vurderes etter dagens krav. Kravene er 100 cm. opp til 10
meter over bakken og 120 cm. over 10 meter over bakken. | dette
tilfellet skal rekkverk vaere 100 cm.

Konsekvens/tiltak
¢ Det er ikke krav om utbedring av rekkverkshgyde opp til dagens
forskriftskrav.

Slipe og overflatebehandle terrassebord.

Andre utvendige forhold

Fra gjeldende standard: "For boliger med fellesdel skal teknisk rapport
for fellesdelene etterspgrres. Dersom det foreligger en rapport, sa skal
den vurderes med hensyn pa relevans og egnethet og vedlegges som
grunnlag for tilstandsanalysen. Rapportens alder skal framkomme."

Det er fremvist vedlikeholdsplan, sist revidert i 2022, med
kostnadsoverslag, prioritet og tidslinje. Det henvises til planen for
detaljer.

Vedlikeholdsplanen skisserer behov for planlagt vedlikehold, blant annet
ny taktekking. Punktet skal derfor vurderes til TG 2 i h.h.t. gjeldende
regler. Det henvises til vedlikeholdsplanen for detaljer og type
vedlikehold.

Vurdering av avvik:
e Det er avvik:

Vedlikeholdsplan foreligger. TG 2 skal settes nar det er behov for
vedlikehold av fellesdeler.

Konsekvens/tiltak
o Tiltak:

Dette er sameiets ansvar og blir organisert av sameiet. Det henvises til
planen for planlagt vedlikehold.

INNVENDIG

Overflater

Gulv: Parkett, 1- stavs i stue og gang, 3- stavs i soverom. Veggflater:
Malte flater. Glassplate over koketoppen. Mgnstret tapet pa soverom og
kjgkken. Himling: Malt himling. Det ma paregnes at det kan forekomme
bruksmerker etter normal bruk, veggfester etc.

Skruehull etter innfesting av tv (forrige eier) pa det store soverommet.
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Etasjeskille/gulv mot grunn

Boligen har etasjeskille i trebjelkelag. Det er utfgrt malinger med
laservater over to meters lengde og gjennom hele rom pa to helt
tilfeldige steder/rom i boligen. Det er malt avvik utover
toleransekravene angitt i gjeldende fagstandard (NS 3600). Malinger er
utfgrt i gang og i stue.

Stgrste avvik er malt til ca. 9 mm. gjennom hele stuen og ca. 12 mm. pa
to meters lengde i gangen. Andre plasseringer av laser kan gi andre
resultater.

Vurdering av avvik:

* Malt hgydeforskjell pa mellom 10 - 20 mm innenfor en lengde pa 2
meter. Tilstandsgrad 2 gis med bakgrunn i standardens krav til godkjente
maleawvik.

Konsekvens/tiltak

e For & fa tilstandsgrad O eller 1 ma hgydeforskjeller rettes opp. Det vil
imidlertid sjelden vaere gkonomisk rasjonelt som et enkeltstdende tiltak
i en bolig som dette. Dersom boligen en gang skal renoveres, kan man
vurdere slike tiltak.

' hcPl)  Radon

Det er ikke foretatt radonmalinger og bygget er heller ikke utfgrt med
radonsperre.

Det finnes fire aktsomhetsgrader: Usikker, moderat til lav, hgy og szerlig
hay. | fglge radonkart over dette omradet er omradet vurdert med
moderat til lav aktsomhetsgrad. (http://geo.ngu.no/kart/radon/).

Vurdering av avvik:
e Det er ikke foretatt radonmalinger, og bygget er heller ikke utfgrt med
radonsperre.

Konsekvens/tiltak
e Det bgr gjennomfgres radonmalinger.

Innvendige dgrer

Glatte innerdgrer med terskler. Noen bruksmerker.

Oppvarming
Elektrisk panelovn i stuen. Varme i baderomsgulvet.

Dette punktet er kun ment som informasjon og er ikke vurdert med

tilstandsgrad. Det er egne punkter for peis/vedovn/radiatoranlegg annet

sted i rapporten.

VATROM
2. ETASJE > BAD

Generell

Oppdragsnr.: 13722-3136

Flislagt bad med dusjkabinett, servant med ett greps blandebatteri og
vegghengt toalett. Opplegg for vaskemaskin. Det er utfgrt fuktsgk pa
overflater uten at unormale verdier ble avdekket.

Eier opplever ikke problemer med badet. Badet er fra 2011.

Underspkelsene baserer seg pa synlige og tilgjengelige bygningsdeler.

Arstall: 2011 Kilde: Eier

2. ETASJE > BAD

Overflater vegger og himling

Fliser pa veggene. Malt glatt himling med downlights.

2. ETASJE > BAD

Overflater Gulv

Flislagt gulv med gulvvarme (elektrisk). Punktsjekk med digitalt vater
viser fall mot sluk pa hele gulvet. Hgyde fra overkant slukrist til
underkant terskel er ca. 30 mm. Hgyde pa terskel er ca. 23 mm.

2. ETASJE > BAD

Sluk, membran og tettesjikt

Sluk med klemring og belegg lagt under klemringen.

Vurdering av avvik:

* Mer enn halvparten av forventet brukstid er passert pa
membranlgsningen.

o Sluk har begrenset mulighet for inspeksjon og rengjgring.

Dette er begrunnet med plassering under kabinett.

Ukjent membranlgsning i vatsoner pa veggene. Det er ikke fremlagt
dokumentasjon pa utfgrelse som sjekklister fra entreprengr etc.

Konsekvens/tiltak

» Det er viktig @ merke seg at levetiden til en membran varierer basert
pa kvalitet, installasjon og bruk. Eldre membraner kan bli sprg og
sprekke opp, noe som fgrer til at de mister sin vanntettende funksjon.
Dette kan resultere i vannlekkasjer gjiennom vegger og gulv og
fuktskader.

Sluk.
2. ETASJE > BAD

Befaringsdato: 01.07.2025 Side: 9 av 18



Ribstonveien 37 F, 0586 OSLO
Gnr 84 - Bnr 283
0301 OSLO

Tilstandsrapport

@yum Takst og Eiendom AS l I I

Heggelibakken 4
0375 OSLO  Norsk takst

Sanitaerutstyr og innredning

Innredning med servant og underskap med ett greps blandebatteri.
Dusjkabinett med handdusj. Opplegg for vaskemaskin. Vegghengt
toalett med innebygget sisterne. Dreneringsapning i sisternen for
synliggjgring av eventuelt lekkasjevann.

2. ETASJE > BAD

Ventilasjon

Elektrisk styrt vifte. Overstrgmming under dgren for tilluft.

2. ETASJE > BAD

m Tilliggende konstruksjoner vatrom

Det er utfgrt hulltaking bak dusjen i tilstgtende kjgkken. Det er isolasjon
i veggen. Isolasjon begrenser innsyn. Det er utfgrt fuktmaling, sett og
luktet etter fukt/misfarging. Fuktmaling er utfgrt med pigger og
Protimeter Surveymaster i rupanel bak dusjen. Det er ikke avdekket
misfarging eller merkbar fukt.

Fuktmaling i hulrom i veggen bak dusjen.

KIGKKEN
2. ETASJE > KIGKKEN
Overflater og innredning

Kjpkkeninnredning med profilerte fronter. Tre benkeplate med
oppvaskkum og ett greps svingbart blandebatteri. Keramisk koketopp og
innebygget stekeovn. Nisje til kjgleskap/fryser. Integrert oppvaskmaskin
(smal type). Ingen utslag pa fuktsgk foran benkeskap. Ingen synlige
lekkasjer. Det er installert komfyrvakt.

Det er ikke installert lekkasjestopper. Krav kom i 2010. Kjgkkenet er
opplyst & veere fra 2021.
Arstall: 2021 Kilde: Eier

Vurdering av avvik:
e Det er ikke pavist tegn pa at det er montert lekkasjedeteksjon ved
oppvaskmaskin/oppvaskkum, dette er et krav pa kjgkkenet ut ifra alder.

Konsekvens/tiltak
* Det bgr monteres lekkasjedeteksjon ved oppvaskmaskin/oppvaskkum.

Oppdragsnr.: 13722-3136

Befaringsdato: 01.07.2025

Kontakt rgrlegger.
2. ETASJE > KIGKKEN

Avtrekk

Ventilator tilkoblet kanal.

TEKNISKE INSTALLASJONER

Vannledninger

Vannrgr kjgkken: Rgr i rgr i benkeskapet. Det er tettemuffer pa rgrene.
Bad: Rgrskap med samlestokker og stoppekraner. Kursene er merket.
Drensapning ut pa gulvet for synliggjgring av eventuelt lekkasjevann.

|

Rgrskap pa badet.

Avigpsror

Synlige avlgpsrgr er av plast. Soilrgr er ikke tilgjengelig inne i leiligheten.
Vurderingen gjelder synlige rgr, men baseres ogsa pa alder der hvor
rgrene ikke er tilgjengelige for inspeksjon. Soilrgr er som regel
borettslagets/sameiets ansvarsomrade. Avlgpsrgr under servanter og
oppvaskkum er som regel eiers ansvar. Vurderingen gjelder interne rgr.

Vurdering av avvik:
e Mer enn halvparten av forventet brukstid er passert pa innvendige
avlgpsledninger.

Gjelder soilrgr.

Konsekvens/tiltak
* Det er ikke behov for utbedringstiltak siden anlegget fungerer i dag,
men ut ifra alder kan skader plutselig oppsta pa eldre anlegg.

Ventilasjon

Ventilator pa kjgkkenet koblet til kanal. Avtrekksventil pa badet
(elektrisk). Det st@rste soverommet har ingen ventiler og ventileres med
apning av vinduer.

Vurdering av avvik:
® Det er pavist mangelfull ventilasjon pa ett eller flere rom i boligen.

Det store soverommet har ikke noen friksluftsventiler eller andre
tilluftslgsninger utover dpning av vinduer. | denne sammenhengen skal
det vurderes som avvik.
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Konsekvens/tiltak
 Det bgr etableres veggventiler/vindusventiler i alle oppholdsrom som
ikke har det.

Det burde veert flere ventiler i vegger for bedre tilfgrsel av friskluft. Det
er likevel ikke noe i veien for a benytte vinduer som kilde til friskluft selv
om det skal vurderes som avvik i denne sammenheng.

L hcPl)  Varmtvannstank

Varmtvannsbereder pa ca. 115 liter plassert pa kjgkkenet. Berederen er
koblet til stikkontakt. (Stikkontakt er ikke godkjent med dagens regler pa
beredere over 1500 W. Dagens regler krever direkte tilkobling til nettet).

Det er fremvist fakturaer pa frakobling avgammel bereder og tilkobling
av ny bereder fra 2009. Arbeider ble utfgrt av Rgrleggersentralen AS.

Arstall: 2009 Kilde: Produksjonsar pa produkt

Vurdering av avvik:

¢ Det er ikke pavist tilfredsstillende avrenning eller annen
kompenserende Igsning fra varmtvannstank.

 Det er ikke pavist tilfredsstillende el-tilkobling av varmtvannstank iht.
gjeldende forskrift.

Berederen er koblet til stikkontakt. Stikkontakt er ikke godkjent med
dagens regler pa beredere over 1500 W. Dagens regler krever direkte
tilkobling til nettet. Gjeldende regler kom i 2008 og ble revidert i 2014.

Konsekvens/tiltak

¢ Det bgr etableres tilfredsstillende avrenning eller lekkasjesikring ved
varmtvannstank.

¢ Det bgr etableres tilfredsstillende el-tilkobling etter gjeldende forskrift.

=Pl Elektrisk anlegg

Dette er en forenklet kontroll begrenset til de spgrsmal og undersgkelser
som forskrift til avhendingslova (tryggere bolighandel) § 2-18
inneholder. Dette kan ikke sammenlignes med en kontroll utfgrt av
offentlig myndighet (Det lokale eltilsyn) eller registrert
elektrovirksomhet, og en bygningssakkyndig har verken kompetanse
eller lov til G foreta en slik kontroll.

Tilstandsgraden er vurdert ut fra den forenklede og begrensede
kontrollen som forskriften inneholder. El-anlegget kan ha feil og mangler
som en slik forenklet undersgkelse ikke vil avdekke. Vaer derfor
oppmerksom pd denne risikoen, og sgk videre veiledning eller fG en
fullstendig kontroll utfgrt av registrert elektrovirksomhet.

Sikringsskap i gangen med automatsikringer, overspenningsvern og
jordfeilbrytere. Forskriftsmessig brukerveiledning til jordfeilbryter,
overspenningsvern og kursoversikt. 11 kurser. Hovedsikring pa 63 A.

Det er utfgrt en elsjekk i 2019 av Elsjekk AS. Sjekken er utfgrt etter NEK
405-2. Det ble ikke pavist store feil. Det henvises til rapporten for
detaljer.

Kursoversikten stemmer ikke. Manglende dokumentasjon alene
(samsvarserklzeringer) gir TG 2 uavhengig av om det er utfgrt tilsyn eller
elsjekk.

1. Foreligger det eltilsynsrapport de siste 5 ar, og det er ikke foretatt
arbeid pa anlegget etter denne, utenom retting av eventuelle avvik i
eltilsynsrapport (dvs en el-tilsynsrapport uten avvik)?

Nei

Oppdragsnr.: 13722-3136

Befaringsdato: 01.07.2025

Spgrsmal til eier

2. Nar ble det elektriske anlegget installert eller sist gang totalt
rehabilitert (arstall)? Med totalt rehabilitert menes fullstendig
utskiftet anlegg fra inntakssikring og videre.

Ukjent.

3. Eralle elektriske arbeider/anlegg i boligen utfgrt av en registrert
elektroinstallasjonsvirksomhet?
Ukjent  Eldre bygg og leilighet. Det finnes ikke noen fullgod
oversikt fra tidligere eiere.

4. Erdet elektriske anlegget utfgrt eller er det foretatt tilleggsarbeider
pa det elektriske anlegget etter 1.1.19997?
Ja

Eksisterer det samsvarserklaering?
Nei

Det er fremvist samsvarserklaering pa diverse mindre arbeider
utfgrt i 2009. Arbeidene er utfgrt av Herang Elektro AS.

Det er fremvist samsvarserklaering pa montering av lamper og stikk
i2022. Arbeidene er utfgrt av Tandbergs Elektriske AS.

Det er fremvist samsvarserklaering pa defekt komfyrvakt i 2024.
Arbeidene er utfgrt av Oslo Vest Elektro AS.

Se erkleringene for naermere spesifikasjon.

Det er ukjent om det er utfgrt arbeider pa anlegget av tidligere
eiere som Igser ut krav om samsvarserklaering. Sannsynligvis er det
utfgrt arbeider pa badet i 2011 og pa kjgkkenet i 2021.

5. Foreligger det kontrollrapport fra offentlig myndighet — Det Lokale
Eltilsyn (DLE) eller eventuelt andre tilsvarende kontrollinstanser med
avvik som ikke er utbedret eller kontrollen er over 5 ar?

Nei

6. Forekommer det ofte at sikringene Igses ut?
Nei

7. Har det veert brann, branntillgp eller varmgang (for eksempel
termiske skader pa deksler, kontaktpunkter eller lignende) i boligens
elektriske anlegg?

Nei

Generelt om anlegget

8. Erdet tegn til at det har veert termiske skader (tegn pa varmgang) pa
kabler, brytere, downlights, stikkontakter og elektrisk utstyr? Sjekk
samtidig tilstanden pa elektrisk tilkobling av
varmtvannsbereder, jamfgr eget punkt under varmtvannstank
Nei

9. Erder synlig defekter pa kabler eller er disse ikke tilstrekkelig festet?
Nei

Inntak og sikringsskap

10. Er det tegn pa at kabelinnfgringer og hull i inntak og sikringsskap
ikke er tette, sa langt dette er mulig a sjekke uten & fjerne
kapslinger?

Nei
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11. Finnes det kursfortegnelse, og er den i samsvar med antall sikringer?
Nei

12. Foreta en helhetsvurdering av det elektriske anlegget, dets alder,
allmenne tilstand og fare for liv og helse. Bgr det elektriske anlegget
ha en utvidet el-kontroll?
Ja En gjennomgang av det elektriske anbefales grunnet
manglende historikk og dokumentasjon (samsvarserkleering) pa
anlegget. (Ved eventuell el- sjekk anbefales denne utfgrt etter NEK
405). Kontakt registrert elektroinstallatgr.

Generell kommentar

| fglge gjeldende fagstandard (NS 3600) skal det gis opplysninger om
inspektgrens elektrokompetanse). Undertegnede er ikke utdannet
innen elektrofaget.

| E

Lol

Sikringsskap.
@ Branntekniske forhold

Dette er en forenklet kontroll begrenset til de spgrsmal som
fremkommer under. Tilstandsgraden er basert pa retningslinjer til disse
sp@rsmdlene i bransjestandarden NS3600. Dette kan ikke sammenlignes
med en fullstendig kontroll av branntekniske forhold av offentlig
myndighet, eller en vurdering av boligens branntekniske forhold eller
prosjektering fra en radgiver med spesialkompetanse. En
bygningssakkyndig har verken kompetanse til @ gi slik veiledning eller
lov til G foreta en slik kontroll.

Tilstandsgraden er vurdert ut fra den forenklede og begrensede
kontrollen. Det kan vaere feil og mangler om branntekniske forhold som
en slik forenklet undersgkelse ikke vil avdekke. Vaer derfor oppmerksom
pd denne risikoen, og sgk videre veiledning eller radgivning.

Brannvarslere i leiligheten. Forskriftsmessig brannslukningsapparat. (6
kg. pulverapparat merket ABC).

1. Erdet mangler for brannslukningsutstyr i boligen iht. forskriftskrav
pa sgknadstidspunktet, men minst Byggeforskrift 1985?
Nei

2. Er det skader pa brannslokkingsutstyr eller er apparatet eldre enn 10
ar?
Nei

3. Erdet mangler pa rgykvarsler i boligen iht. forskriftskrav pa
spknadstidspunktet, men minst Byggeforskrift 19857
Nei

4. Erdet skader pa rgykvarslere?

Oppdragsnr.: 13722-3136 Befaringsdato: 01.07.2025

Nei
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Arealer, byggetegninger og brannceller

Standard gjeldende fra 01.01.2024

Arealmalinger og arealoppsett er basert pa Norsk standard 3940:2023 Areal- og volum-beregninger av bygninger. Arealet gjelder for tidspunktet da boligen ble malt

o .
Hva er maleverdig areal? Hva er bruksareal?
Arealet i rommet ma ha minst 1,90 m fri hgyde over gulvet og minst BRA = BRA-i + BRA-e + BRA-b
bredde pa 0,60 m. Et loft med skratak vil for eksempel bare fa registrert Bruksarealet for bygningen er bruttoarealet minus arealet
malbart areal der hgyden er minst 1,90 m og bredden minst 0,60 m.Rommet ma som opptas av yttervegger.

ha dgr eller luke, og gangbart gulv.

Internt
TBA bruksareal Arealet innenfor boenheten(e)
BRA-e Balkong (BRA'i)
Bod
Kieller Eksternt Arealet av alle rom utenfor
_ _ | e bruksareal boenheten(e) og som tilhgrer denne,
Stue °‘ G 3 (BRA-e) slik som for eksempel boder
Garasje ﬂ —{ BRAi Innglasset Arealet av innglasset balkong, veranda
j Loft balkong mv eller altan nar denne er tilknyttet
\ Bod (BRA-b) boenheten(e)
Ba b— soverom
/I Teknisk BRAe Stie l
rom
florrasseene Arealet av terrasser, apne balkonger
l/ balkongareal o p
3 t Kjokken - (TBA) og apen altan tilknyttet boenheten(e)
Garasje
[\ Bod
Soverom Gulvareal Er sum av BRA (bruksareal) og ALH
Soverom carasig (GUA) (areal med lav takhgyde).
—— Areal med lav takhgyde (ALH) er ikke
BRA-i [ Bod AT maleverdig areal, som skyldes skratak
";jf::: BRAD og lav himlingsheyde.
GUA kan opplyses i markedsfering der
det er aktuelt for den konkrete boligen
og kun sammen med BRA-i, for eksem-
Felles garasjeanlegg pel der gulvflaten har en verdi og har
funksjon ved meablering og bruk av
Garasje rommene. lkke innredet areal som
plass kaldloft, méles og oppgis normalt ikke.
Carport og/eller garasjeplass i felles garasjeanlegg er ikke méleverdig areal
Arealet kan ikke alltid fastsettes ngyaktig Om brannceller
Areal kan vaere komplisert eller umulig 3 male opp ngyaktig fordi det er vanskelig a En branncelle er hele eller avgrensede deler av en bygning hvor en
fastsla tykkelsen pd innervegger, skjevheter i og utforming av brann fritt kan utvikle seg uten at den kan spre seg til andre
bygningskonstruksjoner som karnapp, buer og vinkler som ikke er rette, apne rom bygninger eller andre deler av bygningen i Igpet av en fastsatt tid.
over flere etasjer og sa videre.
Eiendommens markedsverdi kan ikke baseres pa en matematisk beregning basert pa Om erksendrmg
antall kvadratmeter opplyst i rapporten. Opplysninger om areal kan altsa ikke alene Bruksendring er 8 endre bruken av et rom fra en tillatt bruk til en annen.
benyttes for a beregne eiendommens verdi. Dette kan kreve sgknad og tillatelse, for eksempel hvis du endrer et rom
. . fra bod til soverom eller arbeidsrom,eller hvis du endrer en bolig til to
Den bygningssakkyndige kan avdekke eventuelle separate boliger.

bruksendringer og avvik i branncelleinndeling
Rom for varig opphold har krav til takhgyde, romstgrrelse,rgmningsvei

Den bygningssakkyndige ser pa byggetegninger hvis de er tilgjengelige og dette er og lysforhold som ma vaere oppfylt. Du kan sgke kommunen om unntak

en del av oppdraget,og vurderer bruken av boligen opp mot tegningene. Hvis den for kravene, men kan ikke regne med & fa unntak for krav som gar pa

bygningssakkyndig avdekker at en bolig ikke ser ser ut til 4 veere delt opp i helse og sikkerhet, for eksempel krav til remningsvei.

brannceller etter kravene i byggteknisk forskrift pa befaringstidspunktet, skal det

opplyses om dette. Bruksendring som krever godkjenning, og som ikke er sgkt bruksendret,
er ulovlig. Kommunen kan etter plan- og bygningsloven kapittel 32

Reglene om bruksendring og brannceller kan vaere kompliserte. Sgk videre faglige forfglge overtredelser. Kommunen kan palegge deg & avslutte den

réd om rapporten ikke gir deg svar. Den bygningssakkyndige kan ikke vurdere og ulovlige bruken, eventuelt 3 rette eller tilbakefgre rommet til godkjent

svare pa alle spgrsmal, og kan heller ikke vite om kommunen kan gi unntak for bruk.

kravene som gjelder. Vil du vite mer?
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Arealer

Leilighet i rekkehus

Bruksareal BRA m?

Innglasset balkong Terrasse- og balkongareal

Etasje Internt bruksareal (BRA-i) Eksternt bruksareal (BRA-e) (BRA-b) SUM (TBA)
2. etasje 58 58 11
Ssum 58 11
SUM BRA 58
Romfordeling
Etasie Internt bruksareal Eksternt bruksareal Innglasset balkong
) (BRA-i) (BRA-e) (BRA-b)
. Bad, entré, kjgkken, stue, 2 soverom,
2. etasje
gang, bod
Kommentar

Himlingshgyde er ca. 2,38 m. i stuen.

Balkong (TBA) avrundet til 11 m2.

Lovlighet

Byggetegninger
Det foreligger godkjente og byggemeldte tegninger, men det er avvik fra disse.
Kommentar:  Tegninger er hentet fra kommunens byggesaksarkiv.

Vindu pa det smale soverommet er ikke tegnet inn pa byggetegninger. Rommet er ogsa utvidet innover i leiligheten av en
tidligere eier. Det er usikkert om det smale soverommet er byggemeldt som soverom eller bod opprinnelig. (Det fremgar ikke
av byggetegninger). Sannsynligvis er det ikke meldt inn som soverom siden det ikke er vindu opprinnelig. Endringene kan
medfgre sgknadsplikt hos kommunen. Kontakt kommunen for naermere informasjon.

Brannceller
Er det pavist synlige tegn pa avvik i branncelleinndeling ut ifra dagens byggteknisk forskrift? D Ja Nei

Nyere handverkstjenester
Er det ifglge eier utfgrt handverkstjenester pa boligen siste 5 ar? [:] Ja Nei

Krav for rom til varig opphold
Er det pavist avvik i forhold til remningsvei, dagslysflate eller takhgyde? D Ja Nei

Kommentar:

Total fordeling mellom P-ROM og S-ROM

Tabellen under viser fordelingen av P-ROM og S-ROM etter veiledningen til NS 3940: 2012. Dette er til informasjon og
til sammenligning. Tallene er omtrentlige, kan avvik fra faktiske malinger og er ikke juridisk bindende

P-ROM( m2) S-ROM( m2)
Leilighet i rekkehus 56 2
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Befarings - og eiendomsopplysninger

Befaring
Dato Til stede Rolle
01.7.2025 Erik @yum Takstingenigr

Elisabeth Shabitri Gjesdal Kunde

Matrikkeldata

Kommune gnr. bnr. fnr. snr. Areal Kilde Eieforhold
301 0SLO 84 283 7 882 m? Kartverket Eiet
Adresse

Ribstonveien 37 F

Hjemmelshaver
Gjesdal Elisabeth Shabitri

Boligselskap Eierandel
Sameiet Garden Refstad 58 /558

Eiendomsopplysninger

Beliggenhet

Beliggende pa Refstad i Oslo. Gangavstand til forretninger og servicetilbud. Godt utbygget kollektivtilbud. | omradet ligger Lgrenparken, Lgren
ishall, kunstgressbaner, skoler og barnehager med mer.

Adkomstvei

Offentlig, kommunal vei.

Tilknytning vann

Offentlig, kommunal tilknytning. Privat stikkledning pa egen eiendom.
Tilknytning avigp

Eiendommen er tilknyttet offentlig avigpsnett via private stikkledninger.
Regulering

Eiendommen ligger i et omrade regulert til boligbebyggelse.

Skattetakst og formuesverdi

Ar Kommentar
2024 Fas ved henvendelse til ligningskontoret

Forsikring

Selskap Avtalenr Type Forsikringssum Arlig premie

Kommentar
Beboere ma selv tegne innbo-/Igsgreforsikring
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Kilder og vedlegg

Dokumenter

Beskrivelse Dato Kommentar Status Sider Vedlagt
Ikk

Egenerkleering 01.07.2025 . € . Nei
gjennomgatt

Forretningsfgrer 01.07.2025 lkke Nei
gjennomgatt

Tegninger 01.07.2025 Gjennomgatt Nei

Eiendomsverdi.no 01.07.2025 Gjennomgatt Nei
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Tilstandsrapportens avgrensninger

STRUKTURREFERANSENIVA*TILSTANDSGRADER

¢ Rapporten er basert pa innholdskrav i Forskrift til avhendingslova
(tryggere bolighandel). Formalet er a gi en tilstandsanalyse til bruk for
den som bestiller og/eller i et salg til forbruker, og ikke for andre
tredjeparter. Rapportens struktur, metode og begrepsbruk fglger i
hovedsak Norsk Standard NS 3600:2018 (Teknisk tilstandsanalyse ved
omsetning av bolig), samt Takstbransjens retningslinjer for arealmaling
nar det gjelder fordeling mellom P-areal og S-areal.

e Tilbakeholdt eller uriktig informasjon som har betydning for
vurderingen, er ikke bygningssakkyndiges ansvar. Rapporten beskriver
awvik, altsa en tilstand som er darligere enn referansenivaet. Rapporten
framhever normalt ikke positive sider ved boligen ut over det som
fremgar av tilstandsgradene.

e Tilstanden angis i rapporten og gir uttrykk for en gitt forventet tilstand
blant annet vurdert ut fra alder og normal bruk slik:

i)Tilstandsgrad 0, TGO:Ingen avvik eller skader. | tillegg ma
bygningsdelen vaere tilnaermet ny, mindre enn 5 ar, og det foreligger
dokumentasjon pa faglig god utfgrelse.

ii) Tilstandsgrad 1, TG1:Mindre avvik. Normal slitasje. Strakstiltak ikke
ngdvendig. TG1 kan gis nar bygningsdelen er tilnaermet ny og det ikke
foreligger dokumentasjon pa faglig god utfgrelse.

i) Tilstandsgrad 2, TG2:Vesentlige avvik, og mindre avvik som etter NS
3600 gir TG 2, men som ikke ngdvendigvis krever umiddelbare tiltak. |
denne rapporten kan TG2 i Rapportsammendrag vaere inndelt i TG2
som krever tiltak og de som ikke krever umiddelbare tiltak.
Konstruksjonen har normalt enten feil utfgrelse, en skade eller
symptomer pa skade, sterk slitasje eller nedsatt funksjon. Vedlikehold
eller tiltak trengs i naer fremtid, det er grunn til a varsle fare for skader
pa grunn av alder eller overvake spesielt pa grunn av fare for stgrre
skade eller fglgeskade. For skjulte konstruksjoner vil alder i seg selv
vaere et symptom som kan gi TG2. For synlige konstruksjoner kan alder
sammen med andre symptomer og momenter gi TG2. Avvik under TG2
kan gis sjablongmessig anslag.

iv)Tilstandsgrad 3, TG3:Store eller alvorlige avvik. Kraftige symptomer
pa forhold som man ma regne med trenger utbedring straks eller innen
kort tid. Pavist funksjonssvikt eller ss mmenbrudd. Avvik under TG3 skal
gis sjablongmessig anslag.

v)Tilstandsgrad TGiU:Ikke underspkt/ikke tilgjengelig for underspkelse.

¢ Ved TGO og TG1 gis det normalt ingen begrunnelse for valg av
tilstandsgrad, fordi bygningen eller bygningsdelen da bare har normal
slitasje. For anbefalte tiltak ved TG2 og TG3 ma bruker av rapporten
vurdere om tiltakene er ngdvendige og Ipnnsomme. Hva det vil koste a
utbedre rom eller bygningsdeler er et sjablongmessig anslag basert pa
registrert avvik og angitte tiltak i rapporten. Anslaget er gitt pa generelt
grunnlag og basert pa erfaringstall i seks intervaller, og kan ikke
forveksles med en konkret vurdering og tilbud fra en entreprengr eller
handverker. Det ma eventuelt innhentes tilbud for en naermere
undersgkelse, og konkret og ngyaktig vurdering av utbedringskostnad.
Kostnader til ikke oppdagede avvik/utbedringer/feil kan forekomme.
Utbedringskostnad avhenger av personlige preferanser og markedspris
pa materialer og tjenesteyter.

PRESISERINGER

» Avvik vurderes ut fra tekniske forskrifter pa spknadstidspunktet for
bygget. Noen bygningsdeler vurderes etter gjeldende teknisk forskrift
pa befaringstidspunktet. Dette gjelder blant annet:

i) sluk, tettesjikt og fall pa bad og vaskerom (vatrom)

Oppdragsnr.: 13722-3136

ii) Forhold rundt brann, remming, sikkerhet, for eksempel
rekkverkshgyder/apninger, ulovlige bruksendringer, brannceller mv.

* For skjulte konstruksjoner slik som vann og avlgp uten
dokumentasjon, er kvalitet og alder vurdert.

¢ Fastmonterte installasjoner, for eksempel innfelt belysning
(downlights), demonteres ikke for a sjekke dampsperren bak. Dette av
hensyn til bygningssakkyndiges kompetanse og risikoen for skade.

eKontroll av fukt i konstruksjonen ved hulltaking i bad og vaskerom
(vatrom), rom under terreng (kjelleretasje, underetasje og sokkeletasje)
eller andre bygningsdeler skjer etter eiers aksept. Hulltaking av vatrom
og rom under terreng kan unntaksvis unnlates, se Forskrift til
Avhendingsloven.

 Kontroll av romfunksjoner for P-ROM utfgres kun nar det ikke
foreligger godkjente og byggemeldte tegninger, eller nar tegninger ikke
stemmer med dagens bruk.

* Bygningssakkyndig gir en forenklet vurdering av branntekniske forhold
og elektriske installasjoner i boligen dersom det er mer enn fem ar
siden sist boligen hadde el-tilsyn. Bygningssakkyndig kan anbefale a
konsultere offentlige myndigheter eller kvalifisert elektrofaglig
fagperson ved behov for grundigere undersgkelser.

TILLEGGSUNDERS@KELSER

Etter avtale kan tilstandsanalysen utvides til ogsa a omfatte
tilleggsundersgkelser utover minimumskravet i forskriften.

BEFARINGEN

Rapporten gir en vurdering av byggverk og bygningsdeler som
bygningssakkyndig har observert, og som fremkommer av Forskrift til
avhendingsloven. Rapporten er likevel ingen garanti for at det ikke kan
finnes skjulte feil, skader og mangler. NS 3600:2018 (Teknisk
tilstandsanalyse ved omsetning av bolig) har undersgkelsesniva fra 1 til
3, der undersgkelsesniva 1 er det laveste og baseres pa visuell
observasjon. Rapporten baseres pa undersgkelsesniva 1 med fa unntak
(vatrom og rom under terreng). | praksis betyr dette at
giennomfgringen av befaringen begrenses som fglger:

e Det utfgres kun visuelle observasjoner pa tilgjengelige flater uten
fysiske inngrep (f.eks. riving).

e Flater som er skjult av sng eller pa annen mate ikke er tilgjengelig
eller skjult, blir ikke kontrollert. Det foretas ikke funksjonsprgving av
bygningsdeler, som isolasjon, piper, ventilasjon, el. anlegg, osv.

e Det gis ingen vurdering av boligens tilbehgr, hvite- og brunevarer og
annet inventar. Dette gjelder ogsa integrert tilbehgr.

e Inspisering av yttertak er basert pa det som er synlig, normalt pa
innsiden fra loftet og utvendig fra stige/bakkeniva. Befaring av tak ma
veaere sikkerhetsmessig forsvarlig for a kunne gjennomfgres.

o Stikkprgvetakninger er utvalgt tilfeldig og kan innebaere kontroll under
overflaten med spiss redskap eller lignende.
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Tilstandsrapportens avgrensninger

UTTRYKK OG DEFINISJONER

* Tilstand: Byggverkets eller bygningsdelens tekniske, funksjonelle eller
estetiske status pa et gitt tidspunkt.

* Symptom: Observerbart forhold som gir indikasjon pa hvilken tilstand
et byggverk eller en bygningsdel befinner seg i. Benyttes ved beskrivelse
av awvik.

¢ Skadegjgrere: Zoologiske eller biologiske skadegjgrere, i hovedsak
rate, sopp og skadedyr.

e Fuktspk: Overflatesgk med egnet sgkeutstyr (fuktindikator) eller
visuelle observasjoner.

¢ Fuktmaling: Maling av fuktinnhold i materiale eller i bakenforliggende
konstruksjon ved bruk av egnet maleutstyr (blant annet
hammerelektrode og pigger).

e Utvidet fuktsgk (hulltaking): Boring av hull for inspeksjon og
fuktmaling i risikoutsatte konstruksjoner, primaert i tilstgtende vegger til
bad, utforede kjellervegger og eventuelt i oppforede kjellergulv.

* Normal slitasjegrad: Forventet nedsliting av materiale i overflaten som
er basert pa enkle visuelle observasjoner. Kan vurderes sammen med
bygningsdelens alder.

¢ Forventet gjenvaerende brukstid: Anslatt tid et byggverk eller en del av
et byggverk fortsatt vil vaere tjenlig for sitt formal (NS3600, Termer og
definisjoner punkt 3.9)

AREALBEREGNING FOR BOENHETER

e Areal fastsettes etter Forskrift til avhendingsloven og Norsk Standard
3940 Areal- og volum-beregninger av bygninger fra 2023.

e Areal oppgis i hele kvadratmeter i rapporten, og gjelder for det
tidspunkt oppmalingen fant sted.

* Bruksareal (BRA) er det maleverdige arealet som er innenfor
omsluttede vegger malt i gulvhgyde (bruttoareal minus arealet som
opptas av yttervegger). | tillegg til gulvhgyde gjelder regler om fri
bredde for at arealet skal vaere maleverdig, med betydning for BRA av
for eksempel loft med skratak. BRA bestar av internt bruksareal (BRA-i),
eksternt bruksareal (BRA-e) og innglasset balkong mv (BRA-b). Terrasse-
og balkongareal (TBA) opplyses der tilstandsrapporten skal benyttes i
boligomsetningen og der det er aktuelt. | tillegg kan gulvareal (GUA) og
areal med lav takhgyde (ALH) opplyses sammen med BRA der det er
aktuelt og en del av oppdraget. Rom skal ha atkomst og gangbart gulv
for & kunne regnes som BRA/maleverdig areal.

» Arealet males og oppgis dersom arealet oppfyller krav til
maleverdighet, slik som at arealet ma ha minst en bredde pa 0,6m og
minst en hgyde pa 1,9 m osv. Et rom kan vaere i strid med teknisk
forskrift og mangle godkjennelse hos kommunen for den aktuelle
bruken, uten at dette far betydning for om arealet males og oppgis i
tilstandsrapporten. Nar arealet males tas det ikke hensyn til om arealet
er lovlig oppfert eller om bruken er lovlig, bruksendringer, lysforhold
eller andre sikkerhetsmangler.

¢ Eiendommens markedsverdi kan ikke baseres pa en rent matematisk
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beregning i forhold til antall kvadratmeter opplyst i rapporten.
Opplysninger om areal kan altsa ikke alene benyttes for beregning av
eiendommens verdi.

* Rom som ligger utenfor boenheten, men som eier har pavist og/eller
opplyst at tilhgrer boenheten, er oppmalt og inkludert i BRA-e. Det er
ikke fremvist dokumentasjon pa at rommet tilhgrer boenheten, med
mindre dette er angitt saerskilt. Rom utenfor boenheten kan
omdisponeres av borettslaget/sameiet og dette kan pavirke boligens
BRA. Vaer oppmerksom pa at NS 3940:2023 og eierseksjonsloven har
ulik definisjon av fellesareal. Ved arealmaling gjelder NS 3940:2023 som
definerer fellesareal slik: “Delen av bygning som brukes av to eller flere
bruksenheter eller til bygningens forvaltning, drift eller vedlikehold.

e | en overgangsperiode skal rapporter som benyttes i
boligomsetningen eller dersom det er en del av oppdraget ogsa opplyse
om fordelingen mellom P-ROM og S-ROM med utgangspunkt i
definisjonene som fremkommer av veiledningen til Norsk Standard
3940 Areal- og volum-beregninger av bygninger fra 2012. Fordelingen
mellom P-ROM og S-ROM er basert pa veiledningen og
bygningssakkyndiges eget skjgnn. P-ROM er maleverdige rom som
benyttes til kort eller langt opphold. S-ROM er maleverdige rom som
benyttes til lagring, og tekniske rom. Bruken av et rom pa
befaringstidspunktet har betydning for om rommet defineres som P-
ROM eller S-ROM. Dette betyr at rommet bade kan veaere i strid med
teknisk forskrift og mangle godkjennelse i kommunen for den aktuelle
bruken, uten at dette vil fa betydning for valg av arealkategori.

e Se gvrig informasjon om areal i rapporten, Norsk Standard 3940 (2012
0g 2023) og veiledningen til disse.

PERSONVERN

iVerdi AS, bygningssakkyndig og takstforetaket behandler person-
opplysninger som bygningssakkyndig trenger for a kunne utarbeide
rapporten. Personvernerklaering med informasjon om bruk av
personopplysninger og dine rettigheter finner du her
Personvernerkleering - iVerdi

DELING AV PERSONOPPLYSNINGER FOR TRYGGERE
BOLIGHANDEL OG MULIG RESERVASJON

Norsk takst og deres samarbeidspartnere benytter personopplysninger
fra rapporten for analyse- og statistikkformal, samt utvikling og drift av
produkter og tjenester for takstbransjen og andre aktgrer i bolig-
omsetningen. Les mer om dette og hvordan du kan reservere deg pa
https://www.norsktakst.no/norsk/om-norsk-
takst/personvernerklaering/reservasjon/

Vendu lager en boliganalyse basert pa opplysninger fra rapporten. Les
mer om dette og hvordan du kan reservere deg her:
https://samtykke.vendu.no

KLAGEORDNING FOR FORBRUKERE

Er du som forbruker misforngyd med bygningssakkyndiges arbeid eller
opptreden ved taksering av bolig eller fritidshus, se
www.takstklagenemnd.no for mer informasjon
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ENERGIATTEST

ENOVA

Adresse Ribstonveien 37 F
Postnr 0586

Sted Oslo

Andels- /

leilighetsnr.

Gnr. 84

Bnr. 283

Seksjonsnr. 7

Festenr.

Bygn. nr.

Bolignr.

Merkenr. A2022-1382002
Dato 08.04.2022
Innmeldtav  Kristine Mevik

Energimerke
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Oppvarmingskarakter (andel el og fossilt)

Energiattesten er bekreftet og offisiell. Bygningens identitet er ikke bekreftet fra Matrikkelen

Energimerket angir boligens energistandard.
Energimerket bestar av en energikarakter og en opp-
varmingskarakter, se i figuren. Energimerket
symboliseres med et hus, hvor fargen viser oppvarmings-
karakter, og bokstaven viser energikarakter.

Energikarakteren angir hvor energieffektiv boligen er,
inkludert oppvarmingsanlegget. Energikarakteren er
beregnet ut fra den typiske energibruken for boligtypen.
Beregningene er gjort ut fra normal bruk ved et gjennom-
snittlig klima. Det er boligens energimessige standard og
ikke bruken som bestemmer energikarakteren.

A betyr at boligen er energieffektiv, mens G betyr at

boligen er lite energieffektiv. En bolig bygget etter
byggeforskriftene vedtatt i 2010 vil normalt fa C.

Oppvarmingskarakteren forteller hvor stor andel av
oppvarmingsbehovet (romoppvarming og varmtvann)
som dekkes av elektrisitet, olje eller gass.

Grgnn farge betyr lav andel el, olje og gass,

mens rgd farge betyr hgy andel el, olje og gass.
Oppvarmingskarakteren skal stimulere til gkt bruk

av varmepumper, solenergi, biobrensel og fiernvarme.

Om bakgrunnen for beregningene,
se www.energimerking.no

Malt energibruk

Brukeren har valgt & ikke oppgi malt energibruk.


http://www.energimerking.no/

Hvordan boligen benyttes har betydning for energibehovet

Energibehovet pavirkes av hvordan man benytter boligen, « deler av boligen ikke er i bruk,

og kan forklare avvik mellom beregnet og malt « faerre personer enn det som regnes som normalt
energibruk. Gode energivaner bidrar til at energibehovet bruker boligen, eller

reduseres. Energibehovet kan ogsa bli lavere enn normalt « den ikke brukes hele aret.

dersom:

Gode energivaner

Ved & falge enkle tips kan du redusere ditt energibehov, Energimerkingen kan kun endres gjennom fysiske endringer
men dette vil ikke pavirke boligens energimerke. pa boligen.

Tips 1: Folg med pa energibruken i boligen
Tips 2: Luft kort og effektivt

Tips 3: Redusér innetemperaturen

Tips 4: Bruk varmtvann fornuftig

Mulige forbedringer for boligens energistandard

Ut fra opplysningene som er oppgitt om boligen, Noen av tiltakene kan i tillegg veere sveert lsnnsomme.
anbefales fglgende energieffektiviserende tiltak. Dette Tiltakene bar spesielt vurderes ved modernisering av
er tiltak som kan gi bygningen et bedre energimerke. bygningen eller utskifting av teknisk utstyr.

Tiltaksliste (For full beskrivelse av tiltakene, se Tiltaksliste - vedlegg 1)

- Montere tetningslister - Tetting av luftlekkasjer
- Etterisolering av yttervegg - Utskifting av vindu
- Termografering og tetthetsprgving - Montere urstyring pé avtrekksvifter / ventilasjonsanlegg
- Installere ventilasjonsanlegg med varmegjenvinner til - Temperatur- og tidsstyring av panelovner
erstatning for mekanisk ventilasjon
Det tas forbehold om at tiltakene er foreslatt ut fra de med gjeldende lovverk, og det ma tas hensyn til krav
opplysninger som er gitt om boligen. Fagfolk bar til godt inneklima og forebygging av fuktskader og
derfor kontaktes for & vurdere tiltakene naermere. andre byggskader.

Eventuell gjennomfering av tiltak ma skje i samsvar



Boligdata som er grunnlag for energimerket

Energimerket og andre data i denne attesten

er beregnet ut fra opplysninger som er gitt av boligeier
da attesten ble registrert. Nedenfor er en oversikt over
oppgitte opplysninger, som boligeier er ansvarlig for.

Der opplysninger ikke er oppgitt, brukes typiske stan-
dardverdier for den aktuelle bygningstypen. For mer
informasjon om beregninger, se
www.energimerking.no/beregninger

Registrering:

Attest utstedt med enkel registrering.

Bygningskategori: Boligblokker
Bygningstype: Leilighet
Byggear: 1972
Bygningsmateriale: Tre

BRA: 58

Ant. etg. med oppv. BRA: 1

Detaljert vegger: Nei
Detaljert vindu: Nei
Teknisk installasjon

Oppvarming: Elektrisitet
Ventilasjon: Mekanisk avtrekk

Detaljering varmesystem:

Elektriske ovner og/eller varmekabler



http://www.energimerking.no/beregninger

Om grunnlaget for energiattesten

Oppgitte opplysninger om boligen kan finnes

ved & gd inn p& www.energimerking.no, og logge

inn via ID-porten/Altinn. Pa siden "Eiendommer” kan du
sgke opp bygninger og hente fram energiattester som er
laget tidligere. For & se detaljer for en bolig hvor

det er brukt detaljert registrering ma du velge "Gjenbruk"

Om energimerkeordningen

Enova er ansvarlig for energimerkeordingen. Energimerket
beregnes pa grunnlag av oppgitte opplysninger om
boligen. For informasjon som ikke er oppagitt, brukes
typiske standardverdier for den aktuelle bygningstypen

fra tidsperioden den ble bygd i. Beregningsmetodene

for energikarakteren baserer seg pa NS 3031
(www.energimerking.no/NS3031)

For ytterligere rad og veiledning om effektiv energibruk, vennligst se

eller ring Enova svarer pa tlf. 800 49 003.

av aktuell attest under Offisielle energiattester i
skjermbildet "Valgt eiendom"”. Boligeier er ansvarlig

for at det blir brukt riktige opplysninger. Eventuelle gale
opplysninger méa derfor tas opp med selger eller utleier da
dette kan ha betydning for prisfastsettelsen.

Det kan nar som helst lage en ny energiattest.

Spgrsmal om energiattesten, energimerkeordningen
eller giennomfaring av energieffektivisering og
tilskuddsordninger kan rettes til Enova Svarer pa

tlf. 800 49 003 eller svarer@enova.no

Plikten til energimerking er beskrevet i
energimerkeforskriften (bygninger).

Neermere opplysninger om energimerkeordningen
kan du finne pa www.energimerking.no

www.enova.no/hjemme



http://www.enova.no/hjemme
http://www.energimerking.no/
http://www.energimerking.no/NS3031
http://www.energimerking.no/

Tiltaksliste: Vedlegg til energiattesten

Attesten gjelder for fglgende eiendom (Vedlegg 1)

Adresse: Ribstonveien 37 F Gnr: 84
Postnr/Sted: 0586 Oslo Bnr: 283
Leilighetsnummer: Seksjonsnr: 7
Bolignr: Festenr:
Dato: 08.04.2022 17:29:19 Bygnnr:

Energimerkenummer: A2022-1382002
Ansvarlig for energiattesten:
Energimerking er utfart av: Kristine Mevik

Bygningsmessige tiltak
Tiltak 1: Montere tetningslister

Luftlekkasjer mellom karm og ramme pa vinduer og mellom karm og darblad kan reduseres ved montering av tetningslister. Lister i
silikon- eller EPDM-gummi gir beste resultat.

Tiltak 2: Tetting av luftlekkasjer

Det kan veere utettheter i tilslutning mellom bygningsdeler, rundt vinduer/dgrer og ved gjennomfaringer som bar tettes. Aktuelle
tettematerialer er f.eks. bunnfyllingslist med fugemasse, fugeskum eller strimler av vindsperre. Utettheter ved tilslutninger mellom
bygningsdeler kan vaere kompliserte & tette, og ma ofte utfares i sammeheng med etterisoleringstiltak.

Tiltak 3: Etterisolering av yttervegg

Yttervegg etterisoleres. Metode avhenger av dagens lgsning. For & sjekke vindtetting av yttervegg anbefales termografering og
tetthetspraving.

Tiltak 4: Utskifting av vindu

Gammelt vindu som isolerer darlig skiftes ut med nytt vindu. Det anbefales en U-verdi pa 1,2 W/m2K eller lavere (medregnet karm og
ramme).

Tiltak 5: Termografering og tetthetspraving

Bygningens lufttetthet kan méales ved hjelp av metode for tetthetsmaling av hele eller deler av bygget. Termografering kan ogsa benyttes
for & kartlegge varmetap og lekkasjepunkter. Metodene krever spesialutstyr og spesialkompetanse og ma utfares av fagfolk.

Tiltak pa luftbehandlingsanlegg

Tiltak 6: Montere urstyring pé avtrekksvifter / ventilasjonsanlegg

Det bar undersgkes hvorvidt ventilasjonsanlegget har mulighet for trinnvis regulering av luftmengden (1,2,3 eller max/normal/min) og evt.
urstyring tilknyttet denne funksjonen. Det bar evt. ettermonteres et ukesur som styrer luftmengdene avhengig av brukstiden. For boliger
bar ikke ventilasjonen stoppes nar boligen ikke er i bruk, men det bar vaere en minsteventilasjon pa ca 0,2 I/s pr. m2.

Tiltak 7: Installere ventilasjonsanlegg med varmegjenvinner til erstatning for mekanisk ventilasjon

Boligen har mekanisk ventilasjon, dvs. at luftutskiftning (medfalgende varmetap) skjer uten varmegjenvinning. Det kan vurderes a
installere et balansert ventilasjonsanlegg, som gir varmegjenvinning fra avkastluften. Nytt anlegg med bade ur- og mengdestyring vil gi
muligheter for behovsstyring og dermed energisparing. Ventilasjonsanlegget kan ha et vannbarent eller elektrisk varmebatteri.



Tiltak pa elektriske anlegg

Tiltak 8: Temperatur- og tidsstyring av panelovner

Evt. eldre elektriske varmeovner uten termostat skiftes ut med nye termostatregulerte ovner med tidsstyring, eller det ettermonteres
termostat / spareplugg pa eksisterende ovn. Dersom mange ovner skiftes ut bar det vurderes et system hvor temperatur og
tidsinnstillinger i ulike rom i boligen styres fra en sentral enhet.

Brukertiltak
Tips 1: Fglg med pa energibruken i boligen

Gjar det til en vane a folge med energiforbruket. Les av maleren manedlig eller oftere for & veere bevisst energibruken. Ca halvparten av
boligens energibruk gar til oppvarming.

Tips 2: Luft kort og effektivt

Ikke la vinduer sta pa glatt over lengre tid. Luft heller kort og effektivt, da far du raskt skifta Ilufta i rommet og du unngar nedkjgling av
gulv, tak og vegger.

Tips 3: Redusér innetemperaturen

Ha en moderat innetemperatur, for hver grad temperatursenkning reduseres oppvarmingsbehovet med 5 %. Mennesker er ogsa
varmekilder; jo flere gjester — desto starre grunn til & dempe varmen. Ha lavere temperatur i rom som brukes sjelden eller bare deler av
dagnet. Montér tetningslister rundt trekkfulle vinduer og dgrer (kan sjekkes ved bruk av myggspiral/rgyk eller stearinlys). Sett ikke mgbler
foran varmeovner, det hindrer varmen i a sirkulere. Trekk for gardiner og persienner om kvelden, det reduserer varmetap gjennom
vinduene.

Tips 4: Bruk varmtvann fornuftig

Bytt til sparedusj hvis du ikke har. For a finne ut om du bgr bytte til sparedusj eller allerede har sparedusj kan du ta tiden pa fylling av ei
vaskebgtte; nye sparedusjer har et forbruk pa kun 9 liter per minutt. Ta dusj i stedet for karbad. Skift pakning pa dryppende kraner.
Dersom varmtvannsberederen har nok kapasitet kan temperaturen i berederen reduseres til 70gr.

Tips 5: Sla av lyset og bruk sparepaerer
Sla av lys i rom som ikke er i bruk. Utnytt dagslyset. Bruk sparepaerer, spesielt til utelys og rom som er kalde eller bare delvis oppvarmet.

Tips 6: Vask med fulle maskiner
Fyll opp vaske- og oppvaskmaskinen fgr bruk. De fleste maskiner bruker like mye energi enten de er fulle eller ikke.

Tips 7: Sla el.apparater helt av
Elektriske apparater som har stand-by modus trekker stram selv nar de ikke er i bruk, og ma derfor slas helt av.

Tips 8: Spar strem pa kjgkkenet

Ikke la vannet renne nar du vasker opp eller skyller. Bruk kjeler med plan bunn som passer til platen, bruk lokk, kok ikke opp mer vann
enn ngdvendig og sla ned varmen nar det har begynt & koke. Sla av kjgkkenventilatoren nar det ikke lenger er behov. Bruk av
microbglgeovn til mindre mengder mat er langt mer energisparende enn komfyren. Tin frossenmat i kjgleskapet. Kjal- og frys skal
avrimes ved behov for & hindre ungdvendig energibruk og for hay temperatur inne i skapet/boksen (nye kjglekap har ofte automatisk
avriming). Fjern stgv pa kjaleribber og kompressor pa baksiden. Sla av kaffetraker nar kaffen er ferdig traktet og bruk termos.
Oppvaskmaskinen har innebygde varmeelementer for oppvarming av vann og skal kobles til kaldvannet, kobles den til varmtvannet gker
energibruken med 20 - 40 % samtidig som enkelte vaske- og skylleprosesser foregar i feil temperatur.



Tips 9: Velg hvitevarer med lavt forbruk

Nar du skal kjgpe nye hvitevarer sé velg et produkt med lavt stramforbruk. Produktene deles inn i energiklasser fra A til G, hvor A er det
minst energikrevende. Mange produsenter tilbyr nd varer som gar ekstra langt i & vaere energieffektive. A+ og det enda bedre A++ er
merkinger som har kommet for & skille de gode fra de ekstra gode produktene.



EMERA NO2 AS

Emera Oslo @st v/IMichelle Lehn Jensen
Lavenskiolds vei 4E, 1358 JAR

E-post: michelle.lehn@emera.no

Deres ref.: 02250048 . Var ref.: 5845-1-7 Dato: 07.07.2025

Megleropplysninger

Boligselskap: Sameiet Garden Refstad
Organisasjonsnr: 888576002

Seksjonseier: Gjesdal, Elisabeth Shabitri
Medeier:

Leilighetsnummer: 7

Adresse: Ribstonveien 37 F, 0585 OSLO
Seksjonsnummer: 7

Gnr. 84

Bnr. 283

Opplysninger om boligselskapet:

Forkjgpsrett: Nei

Styregodkjenning: Nei

Forsikret hos: If Skadeforsikring- polisenummer SP3858340.2.1.
Mulighet for individuell nedbetaling pa hele eller deler av fellesgjeld: Nei
Sikringsordning: Nei

samt eventuelt andre bestemmelser/begrensninger av betydning. Se ogsa selskapets husordensregler for
eventuelle bestemmelser om husdyrhold og lignende.

e Manedlige felleskostnader som ikke er spesifiserte, dekker boligselskapets driftskostnader. For ytterligere
spesifikasjon, vennligst se regnskapet i arsrapporten.

e Pakostninger/utbedringer i boligselskapet: Se arsrapporten.

e Vigjer oppmerksom pa at innkallingen kan gjelde for et magte som ikke er avholdt. Protokoll méa eventuelt
etterbestilles. Vi tar forbehold om at regnskapet blir godkjent av arsmate.

Det ble vedtatt pa arsmatet 27.05.2021 at reseksjonering skal gjennomfgres. Dette er under arbeid. Se innkalling og
protokoll fra arsmetet for mer informajson.
Nei

Selskapets totale lan og vilkar:

Bank: Sparebanken @st
Lanenr.: 22238426042
Lanetype: Annuitetslan
Rentesats: 8,70%

Restsaldo 30 867,00
Innfrielsesdato: 24.10.2025

Type rente: Flytende rente
Terminer i aret: 12

Vi gjer oppmerksom pa at vi kan ha mottatt varsel om renteendring eller nye lan som ikke er iverksatt pr dags dato.

@konomiske opplysninger om leiligheten:

Totale felleskostnader pr. Manedlig intervall: 3 346,00,-
Herav:

Pr. dags dato Evt. fremtidig endring:
Felleskostnader 2 782,00 fra 01.08.2025
Fellesutgifter 3 346,00

Selskapets vedtekter kan inneholde bestemmelser om styregodkjennelse ved overdragelse og/eller bruksoverlating,



Ved oppgjer bes megler ta kontakt med OBOS Innbetalingsservice per tlf. 22 86 56 25 eller e-post
restanseforesporsel@obos.no for a fa oppgitt eventuelle utestaende felleskostnader/andre heftelser iht. boligselskapets
legalpant.

Ligningsposter pr. 31.12.2024 (med forbehold om endringer):
Ligningsverdi fas pa ligningskontoret

Innberetningspliktige inntekter: 83,-
Fradragsberettigede kostnader: 1419,-
Annen formue: 13 088,-
Gjeld: 9451,-

Fellesgjeld, kapitalkostnader og eventuell avdragsfrihet:

Bank: Sparebanken Gst
Lanenummer: 22238426042
Restsaldo: 3 858,32
Kapitalkostnader: 1 230,63

Sum andel fellesgjeld (kun lan) kr 3 858,32,-, pr. dags dato.

For boliger som har fellesgjeld knyttet til boligselskapets lan gjelder falgende forutsetninger:

Kapitalkostnader:

All laneinformasjon over er beregnet ut fra dagens kjente lanebetingelser. De manedlige kapitalkostnadene (renter og
avdrag) viser hvor mye det koster & betjene lan for eieren av denne leiligheten. Eventuelt avvik mellom kapitalkostnader
og lanekostnader under punktet "@konomiske opplysninger om leiligheten”, kan skyldes renteendringer, periodisering
eller andre arsaker.

Enkelte lan kan ha avvikende antall terminer for nedbetaling enn 12 terminer i aret. Henviser derfor til avsnittet for
selskapets totale lan for & se antall terminer pr ar pr lan.

| tilfelle avvik fra 12 terminer ma kapitalkostnader oppgitt deles pa korrekt antall maneder.

Hvis antall terminer pa lanet er 2 sa kan "Kapitalkostnader" pa lanet deles pa 6.

Hvis antall terminer pa lanet er 4 sa kan "Kapitalkostnader" pa lanet deles pa 3.

Avdragsfrihet og estimert endring i felleskostnader:

Ved avdragsfrihet vil det fremkomme informasjon om dette under "selskapets totale Ian og vilkar". Veer oppmerksom pa
at selskapet vanligvis begynner & kreve inn et hgyere belgp 1 til 6 maneder for den avdragsfrie perioden avsluttes, slik
at man har midler til & betale avdraget ved forfall. Estimert endring i felleskostnader pr. md. etter avdragsfri periode
forutsetter at avdrag og rentebetingelser pr. dato beholdes uendret. Se egen note i regnskapet for ytterligere
informasjon og forutsetninger.

Kontaktinformasjon:
Ved ytterligere sparsmal angaende fellesgjeld, bes megler vennligst ta kontakt med radgiver Sverre Hermanstad pr. e-
post: sverre.hermanstad@obos.no eller telefon via OBOS sentralbord 22 86 55 00.

Annen informasjon:

Opplysninger gitt i dette brev er basert pa de opplysninger forretningsferer har pa tidspunktet for avgivelsen. Selger og
megler ma kontrollere de tall som framgar av dette brev mot den informasjon han selv sitter inne med, seerlig tidligere
ligningsoppgaver. Dersom det oppdages avvik mellom oppgitte belgp i dette brevet og det som fremgér av andre
dokumenter selger har, s& méa dette meldes skriftlig inn til forretningsferer i god tid fgr salget. Det ma henvises til hvilke
dokumenter det er avvik mellom. Forretningsfgrer aksepterer intet erstatningsansvar for feil i de gitte opplysninger med
mindre det er utvist grov uaktsomhet.

Melding fra megler ved salg:

Ved krav om styregodkjennelse av ny eier sendes sgknad til styret v/Mette Larsen, e-post: garden-
refstad@styrerommet.no

Melding om ny eier sendes samtidig OBOS Eiendomsforvaltning AS pr. e-post: eierskifte@obos.no.

Meldingen ma inneholde kjgpers navn, naveerende adresse, fodsels- og personnummer, overtakelsesdato samt selgers
nye adresse. Vi ber ogsa om a fa oppgitt kjgpers e-postadresse og mobilnummer. Er det flere kjgpere ma vi fa
tilsvarende informasjon pr. kjgper.

Vi gjgr oppmerksom pa at all informasjon som sendes pr. e-post bar krypteres og sendes pa en sikker mate.

Elektronisk kommunikasjon:


mailto:restanseforesporsel@obos.no

Styret/OBOS Eiendomsforvaltning vil kommunisere med eierne elektronisk (pt via Vibbo, e-post, SMS) med mindre
eieren har reservert seg mot dette. Reservasjon skjer pa Vibbo, der det under «min profil» vil vaere en knapp for
reservasjon. Har du flere eieforhold og @nsker du & reservere deg, ma du gjere dette pr eieforhold.

Alternativt kan boligeier sende krav om reservasjon til reservasjon.oef@obos.no

Priser og gebyrer p.t.:

Eierskiftegebyr er kr 6 570,— inkl. mva. Faktura ettersendes nar eierskiftet er registrert. Vennligst vent med betaling til
denne er mottatt, da KID nummer ma oppgis ved betaling. Vi gjer oppmerksom pa at det kan palape ytterligere
kostnader i forbindelse med eventuell overfaring av garasje, parkering eller lignende forhold.

Vi ser fram til et hyggelig samarbeid.

Vennlig hilsen OBOS Eiendomsforvaltning AS


mailto:reservasjon.oef@obos.no

Eierskifterelaterte
tienester 2025

B oBOS

Tjenester Pris inkludert mva.

Megleropplysninger i Ambita Infoland:

Meglerpakke 1 med energimerke 4 758 kr
Meglerpakke 1 4 038 kr
Meglerpakke 2 2 750 kr
Hastegebyr (tillegg til ordinaert gebyr) 1063 kr
Enkeltprodukter i Ambita Infoland:

Pantattest Boligaksjeselskap 390 kr
Arsmelding/protokoll/vedtekter/husordensregler 525 kr
Eierskifter:

Borettslag / Sameier 6 570 kr
Boligaksjeselskap m/transportgebyr 10 043 kr
Pafer/fiern medeier og overfaring til slektning i BRL/sameier/boligAS 4 928 kr
Forkjgpsrettsgebyr der OBOS avklarer 8212 kr
Forkjgpsrettsgebyr der styret avklarer 6 570 kr
Administrasjon:

Parkeringsplass, uten dokumenter 850 kr
Parkeringsplass, inkl. dokumentbehandling 1 700kr
Notering:

Noteringsgebyr Boligaksjeselskap 4 150 kr
Andre tjenester:

Mortifikasjon (i tillegg til 0,8 R til byfogden)

(Rettsgebyret er kr 1 314, 0g 0,8 R = kr 1 051) 6000 kr + 0,8R

Sist oppdatert 4.12.24
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OSLO KOMMUNE Approbasjon.
BYGNINGSKONTROLLEN
Trondheimsvn. 5 *2072 10

Arbeidssted 8’17 ' 9 Raf ’m md‘ ’ zxil ’ i 29 Te;ﬁ m

J nf.
N
Arbeidets art R‘kkOhuso lszﬁri '

3‘ho

Bygningens art

Stiftendes borettsla
Byggherre v/adv. Egil Bjerke, giﬁmmensvn. 20 ¢, 0810-23

hogemelder G Block Watne A/8, Postboks 2713 St.HﬁﬁShiﬁ?en, Oslo-1.

Dato
20, august 1971 EB/GL
Byggemelding med ovennevnte tegninger (se rubr. Tegn. nr.) approberes i samsvar med bygningsloven, dens vedtekter og
Forskrifter, samt bestemmelser som er utarbeidet pd grunnlag heray, og pa fglgende vilkar:

Det vises til byplankontorets pite av 21/6-71 kartet, og til
uttalelse av 13/7=71 som tidliggreggxi'ngversenét.7 " b

De stilte betingelser md f&lges,

ROrleggerarbeidet mi anmeldes til vann- og kloakkvesenet,

81lik terrenget er tenkt - ogevist -« planert, mi det sbrges for at
gverflatevannet blir ledet betryggende bort fra nord-8st siden av
ygningen, . : .
Fall elektrisk oppvarming kan godkjemnes pd bygningsridets generelle
betingelser, Kfr, bygningssjefens sirk.nr, 5/6% som vedlegggs.

Det md ved tinglyst erkler sikres rett til atkomst til og bruk
felles tilfluktsrom, . € brulk av

Forgvrig vises til «Spesielle krav» pd omstdende side, punktene I-1V,

og til «Alminnelige bestemmelsern pd —»n— 1424 5060 1061741 80 21 0230

Avbeidet ma ikke pdabegynnes for ansvarshavende har fatt byggetillatelse fra bygningskontrollen.
For byggetillatelse kan gis, ma felgende punkter mrk. X, veere ordnet:

[ A. ansvarshavende veere godkijent. (X D. gjenpart av tinglest erklcering veere innlevert,
pafgrt byskriverens kvittering.
B. tegningene vcere stemplet av Byggelgyve- [0 E. redegjgrelse for konstruksjoner, evt. med
kontoret, Roald Amundsens gt. 4. statiske beregninger, veere behandlet.
[JC. 1. melding foreligge fra veivesenet til byg- [J F. ventilasjonsanlegget veere godkijent.

ningskontrollen om at gateopparbeidelses-

spgrsmaélet er ordnet. [0 G. korrigerte tegninger veere innsendt og god-

kjent.
[J C. 2. spgrsmdlet om erverv, eventuelt avstielse Cl:H
av grunn til gate veere tatt opp ved
henvendelse til ekspropriasjonskontoret, C1 Y

Trondheimsvn. 5, Oslo 1.
7 i
OBS. Byggearbeid som avviker fra denne approbasjon ma ikke utfgres uten skriftlig godkjennelse

(tilleggsmelding). Kontrollerte tegninger vedr. konstruksjoner eller tekniske anlegg er bare
gyldige i den utstrekning de stemmer overens med denne appbrobasjon.

A, Gjerstad
bem, Erling Bakke

All post adresseres til Bygningskontrollen i Oslo, ikke til saksbebandler.
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Spesielle krav.
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Det m& innsendes plan i henhold til «Ret- felle varsle veivesenet for kon-
ningslinjer for grgnnanlegg.» Planen ma inn- troll av fyllmassene fgr gjenfylling iverk-
sendes s3 tidlig at utgravede masser kan bli settes.
riktig plasert. :

4 IV. “Redegigrelse for vinduers utfgrelse ma inn-
Omrédene omkring industribygg o.l. mé ikke sendes, jfr. byggeforskriftenes kap. 32 § 3
benyttes. til opplag. punkt 1.
Hvor vei eller gate (fortau) gér umiddelbart V. Forslag til utvendige farger (ogsd for tak)
inn til bygningen, skal det inn til grunn- ma innsendes.
muren bare fylles med rene fyllmasser som
ikke for&rsaker vesentlig synking. Alunholdig VI. Andre oppbygg over tak enn de som er vist
stein tillates ikke benyttet i noe tilfelle. Byg- pé de innsendte tegninger kan ikke pareg-
gets ansvarshavende skal i slikt til- nes godkijent.
Alminnelige bestemmelser.

Byggherre og ansvarshavende ma vise aki- 14. | badstubad ma dgrer sla ut.
somhet overfor naboeiendommer slik at disse 15. Redningstau ma anbringes etter fastsatte ret-
ikke utsettes for ungdige skadevirkninger ningslinjer.
under gravings- og byggearbeidet. Det hen- 16. Skratak i beboelsesrom ma varmeisoleres.
vises i denne forbindelse til nabolovens be- K.verdi maks. 0.8.
stemmelser. Bygningskontrollen ma varsles i 17. Gulv samt delevegger mellom leiligheter ma
god tid fgr graving i nabogrense tar fil. isoleres mot lyd.
Redegijgrelse for arbeidets fremdrift samt de 18. Loftbjelkelag ma ikke oppta taklast med-
ngdvendige sikringstiltak kan kreves innsendt. mindre det er beregnet for det.
Det gjgres oppmerksom pé at bygningskon- 19. P& taket over port, innganger og balkonger
trollen er uten ansvar. m& anbringes sngfangere pa en mate som
Gérdsplass m& planeres med fall til kum pa bygningskontrollen kan godkjenne.
egen grunn og eventuelt forsynes med fast 20. Hvor rgrledninger gjennombryter gulv og tak,
dekke. ma rgrene stgpes inn. Rgrene fgres i ekspan-
| bygning p& mer enn 5 etasier ma lovbefalt sjonshylser som omstgpes.
trapp -som mangler sidelys utstyres med re- 21 Utvendige trappereposer og terrasser av
servelys med strgm fra eget batteri. betong md ikke stgpes direkte mot svill.
| vaningshus med mer enn en leilighet, mé 22. Utvendige apne lysgraver, kjellernedganger
hovedinngangsdgr og trapp til selvstendig og nedkigrsler til garasier o.l. ma gis avigp
leilighet i 2. etasje, ha en fri bredde av minst for overvann.
1m. 23. Vannbrett over utvendige dgrapninger og
Fri hgyde i hovedtrapp ma intet sted vcere vinduer ma fgres inn under panel og forsynes
under 2 m. med beslag som skal fgres minst 5 cm opp
Trapperekkverks hgyde skal veere minst 0.9 m p& vegg bak panelet. Slbenk og vannbrett
fra trinnforkant, og sprossene skal ikke ha m& gis fall minst 1:3.

stgrre innbyrdes avstand enn 15cm. Dette

gjelder ogsd balkongrekkverk m.m. For tilfluksrom plikter byggherren a sende ett

Korridorer og entreer md ha en minste- sett tegninger i M. = 1:100 av det godkjente
bredde av 1.2 LU > 3 tilfluksrom til Oslo sivilforsvar, Mgllergata 43,
Fyrron'.l skal ha vmc.iu ,“I d?’ fri. 5 Oslo 1. Kfr. tilfluktsromforskriftene kap. 1, pkt. 5.
Rgykpiper og ventilasjonspiper ma mures i

full omkrets.

Ventilasjonskanaler md ikke utfgres av sink. For gvrig vises bl.a. fil:

Avirekk fra oljefyrt kiele skal i alminnelighet «Reglement, instruks og bestemmelser for sani-
fgres til egen rgykpipe. tceranlegg i Oslo.»

Rgykpipe ma ha minst 1 stens vange mot «Regler for innredning av bad, dusjrom og
kott, skap, sgppelrom og garasjer. w. c.rom i Oslo.»

Feiedgrer ma plaseres slik at de er lett til- «Regler for anordning av ventilasjon i bygg i
giengelige. De mé ikke plaseres i beboelses- Oslo.»

rom, kott, garasjer o.l. «Regler for gassinstallasjoner i Oslo.»
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OSLO KOMMUNE Kopl

BYGNINGSKONTROLLEN
HERSLEBSGT. 19%" OSLO 5 * 115060 Oslo, den

29. august 1980

RKA/LJ
FERDIGATTEST
(For nybygg og sterre arbeider.)
Arbeidssted Journalnr.
Gnr.84,bnr.283 , hus 54,Lgrenvangen 55, 0Slo § 71/1729

Arbeidets art Avsluttende amsforretning
" 2

Nybyge 1.7.60
Bygningens art

Felrlzehus
Byggherre

Stiftendes Porettslag v/advokat Egil Bjerke, Drammensveien 20 C, Oslo
Byggemelder

G.Plock Watne A/S, Postboks 2713,8t.Hanshaugen, Oslo 1
Ansvarshavende

G,Dlock Wante A/S, Postboks 2713,3t.Hanshaugen, Oslo 1

Ovennevnte byggearbeid er utfert under lovmessig tilsyn. Ved den avsluttende synsforretning ble det ikke funnet noe loy-
stridig.

Ferdigattesten omfatter de bygningsmessige forhold samt opparbeidelse av tomten og gjelder ikke for installasion av sani-
teeranlegg, sentralvarmeanlegg, gass og elekirisitet.

For byvgningssiefen

v Overingeny

Kr.""f¥dersen

Det gjores merksam pd at bygningslovens § 131 pas. 1—2 bestemmer at det skal innsendes byggemelding og fore-
ligge tillatelse for bygning eller noen del av denne tas i bruk til annet oyemed enn forutsatt i den opprinnelige bygge-
melding, eller — for eldre bygnings vedk. — i annet oyemed enn det bygningen eller del av denne tidligere har tjent.

-
[




Oslo kommune
Plan- og bygningsetaten

Migrant AS, V/Eli Grenn
Youngstorget 2 A
0181 OSLO
Dato: 03.06.2011
Deres ref: Var ref (saksnr): 200712758-18  Saksbeh: Stine Haakenstad Arkivkode: 531

Oppgis alltid ved henvendelse

Byggeplass: RIBSTONVEIEN 37A Eiendom:  84/283/0/0

Tiltakshaver:  Sameier Garden Refstad v/Reidar Adresse: Ribstonveien 37 H, 0585 OSLO
Evensen

Seker: Migrant AS, V/Eli Grenn Adresse: Youngstorget 2A, 0181 OSLO

Tiltakstype: Tomannsbolig/rekkehus Tiltaksart: Fasadeendring

FERDIGATTEST - RIBSTONVEIEN 37 A

Jfr. plan- og bygningsloven § 99

Ferdigattesten gis etter anmodning og pa grunnlag av fremlagt dokumentasjon; jfr. Plan- og bygningsloven
(pbl.) § 99 og Forskrift om saksbehandling og kontroll i byggesaker, SAK § 34.

Det forutsettes at produkter som er benyttet i byggverket innehar nedvendig produktgodkjenning, at
produktet tilfredsstiller gjeldende norske forskriftskrav og at produktsertifikatet samsvarer med de
produktene som faktisk har blitt montert.

Den fremlagte dokumentasjon bekrefter at alle krav og betingelser som er stilt i tillatelsen, og som ellers
folger av gjeldende bestemmelser gitt i eller i medhold av plan- og bygningsloven, er dokumentert oppfylt.
Ferdigattesten er betinget i disse forhold.

Ferdigattesten gjelder for tiltaket slik det er beskrevet i tillatelsen med senere tillegg.

Dette vedtaket kan paklages. Frist for innsending av klage er 3 uker etter mottakelsen av dette brevet. Se
vedlagte orientering om klageadgang.

Plan- og bygningsetaten Besgksadresse: Sentralbord: 02 180 Bankgiro: 6003.05.58920
Vabhls gate 1, 0187 Oslo Kundesenteret: 23 49 10 00 Org.nr.: 971 040 823 MVA
Boks 364 Sentrum Telefaks: 23491001

0102 Oslo www.pbe.oslo.kommune.no E-post: postmottak@pbe.oslo.kommune.no




Saksnr: 200712758-18 Side 2 av 2

PLAN- OG BYGNINGSETATEN
Avdeling for byggeprosjekter
Enhet for Bolig Nord/@st

Dette dokumentet er elektronisk godkjent 03.06.2011 av:
Stine Haakenstad - Saksbehandler
Inger Jul Hansen - for enhetsleder Lisbeth Nordli

Kopi til:
Sameier Garden Refstad v/Reidar Evensen, Ribstonveien 37 H, 0585 OSLO, evensen2@getmail.no
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9 24 39 54 69 84 99
10 25 40 55 70 85 100
11 26 41 56 71 86
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*regulert kotehgyde med Oslo lokal som hgydereferanse. Ved prosjektering legges 37 cm til denne kotehgyden. © Plan- og bygningsetaten, Oslo kommune
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6645600

Reguleringskart

Opprinnelig reguleringsplan gir rammer for hgyder pa planlagt
bebyggelse ut fra terrenghgydene slik de var da
— Kartutsnittet gjelder vertikalniva 1 (dvs. under bakken). I tillegg finnes det |reguleringsplanen ble vedtatt. Det nye sammenstilte
Dato: 04.07.2025 regulering i vertikalniva 2 reguleringsplankartet viser dagens terreng- og tomtesituasjon.
i — Gjeldende kommunedelplaner: KDP-15, KDP-17 Planens originale vedtakskart er tilgjengelig i Saksinnsyn.
Bruker: FME — Naturmangfold innenfor kartutsnittet. Se eget kart. N
Malestokk 1:1000 — Kartet er sammenstilt for: Eiendomsomsetning. Kan ikke brukes til Se tegnforklaring pa eget ark

Ekvidistanse 1m byggesak.

Koord.system: EUREF89 - UTM sone 32 PlottID/Best.nr: 145428/ 86515274 Deres ref.: 63976/

Hoydereferanser Adresse: RIBSTONVEIEN 37F MIJE@MSEMERA
- Reguleringsplan: Se reg.best. Kommentar:
- Bakgrunnskart: NN2000

Originalformat: A3 Gnr/Bnr: 84/283
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*regulert kotehgyde med Oslo lokal som hgydereferanse. Ved prosjektering legges 37 cm til denne kotehgyden.

© Plan- og bygningsetaten, Oslo kommune

6645700
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Oslo

Dato: 04.07.2025
Bruker: FME
Malestokk 1:1000

Ekvidistanse 1m
Koord.system: EUREF89 - UTM sone 32

Hoydereferanser
- Reguleringsplan: Se reg.best.
- Bakgrunnskart: NN2000

Originalformat: A3

Reguleringskart

— Kartutsnittet gjelder vertikalniva 2 (dvs. pa bakkeniva). I tillegg finnes det
regulering i vertikalniva 1

— Gjeldende kommunedelplaner: KDP-15, KDP-17

— Naturmangfold innenfor kartutsnittet. Se eget kart.

— Kartet er sammenstilt for: Eiendomsomsetning. Kan ikke brukes til

byggesak.

Opprinnelig reguleringsplan gir rammer for hgyder pa planlagt
bebyggelse ut fra terrenghaydene slik de var da
reguleringsplanen ble vedtatt. Det nye sammenstilte
reguleringsplankartet viser dagens terreng- og tomtesituasjon.
Planens originale vedtakskart er tilgjengelig i Saksinnsyn.

6645600

Deres ref.: 63976/
MIJE@MSEMERA

PlottID/Best.nr: 145428/ 86515274
Adresse: RIBSTONVEIEN 37F

Kommentar:

Gnr/Bnr: 84/283

Se tegnforklaring pa eget ark




TEGNFORKLARING - REGULERING (for gjeldende kartutsnitt)

40 - Friomrade/park

41 - Turvei/skilaype

42 - |dretts-/sportsanlegg

70 - Felles avkjarsel

72 - Felles lekeareal

110 - Bolig m.tilh. anlegg

149 - Offentlig/allmennyttig
168 - Barnehage m.tilh.anlegg
310 - Offentlig kjgrebane/veigrunn
311 - Annet veiareal

312 - Fortau

313 - Skulder/bankett

317 - Offentlig gang-/sykkelvei

1541 - Vannforsyningsanlegg
2011 - Kjgreveg

2012 - Fortau

2015 - Gang-/sykkelveg

. N\ \U RpSikringSone

— « =— . — RpSikringGrense

/' / / / » RbFareOmrade

— + — « — RpFareGrense

50 - Hgyspenningsanlegg avgrensing
70 - Felles avkjorsel
311 - Annet veiareal
312 - Fortau
-------------- 313 - Skulder - bankett
317 - Offentlig gang-/sykkelvei
— — — = 913 - Formalavgrensning
930 - Reguleringslinje
Formalgrense

Forelgpig plan
=== === === Plangrense (gammel lov)

== === === Plangrense (ny lov)

——— —— Grense for bebyggelse
— Byggegrense
———— Male og avstandlinje (Dimensjonslinje)

/ Oppheving av eiendomsgrense

T Inn-/utkjering

—-— Avkjarsel
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© Plan- og bygningsetaten, Oslo kommune

o

Oslo

Dato: 04.07.2025
Bruker: FME
Malestokk 1:1000
Ekvidistanse 1m

byggesak.

— Skraverte felter markerer omrader hvor det er registrert naturmangfold
(red) eller fremmede skadelige organismer (sort).
— Kartet er sammenstilt for: Eiendomsomsetning. Kan ikke brukes til

Naturmangfold

Opprinnelig reguleringsplan gir rammer for hgyder pa planlagt
bebyggelse ut fra terrenghgydene slik de var da
reguleringsplanen ble vedtatt. Det nye sammenstilte
reguleringsplankartet viser dagens terreng- og tomtesituasjon.
Planens originale vedtakskart er tilgjengelig i Saksinnsyn.

Koord.system: EUREF89 - UTM sone 32

PlottID/Best.nr: 145428/ 86515274

Deres ref.: 63976/

Hoydereferanser
- Reguleringsplan: Se reg.best.
- Bakgrunnskart: NN2000

Adresse: RIBSTONVEIEN 37F

MIJE@MSEMERA

Kommentar:

Originalformat: A3 Gnr/Bnr: 84/283

6645700

6645600
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© Plan- og bygningsetaten, Oslo kommune

=

Oslo

Dato: 04.07.2025

Malestokk 1:3000
Koordinatsystem: EUREF89 - UTM sone 32
PlottiD/Best.nr: 145428/86515274

Deres ref.: 63976/ MIJE@MSEMERA

Kommuneplanen 2015-2030

Vedtatt av bystyret 23.09.2015, sak 262

Kartet viser utsnitt av «Plankart 1-2 Arealbruk» og «Plankart 2-2 Hensynssoner». For gvrige juridisk bindende
kart, se Planinnsyn - https://od2.pbe.oslo.kommune.no/kart/?mode=kommuneplan

Bla ramme viser utsnittet for de gvrige plottene.

Reguleringsplaner vedtatt etter 17.09.2014 og til 23.09.2015 vil gjelde foran kommuneplanen ved motstrid.
Reguleringsplaner vedtatt etter kommuneplanen vil gjelde foran kommuneplanen ved motstrid.

Se tegnforklaring pa eget ark.
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Tegnforklaring - kommuneplan

mmmms == Fjernveg (tunnel)

— [-jcrnveg

mmmm = Markagrense

===m=== Plgngrense

— —+ — Sporveg (tunnel), fremtig

— - — Sporveg (tunnel), eksisterende
———— Sporveg, eksisterende
—+—— Sporveg, fremtidig

— —+ — Jernbane (tunnel), fremtidig

|— — — Jernbane (tunnel), eksisterende

|———— Jernbane, eksisterende

—— = Turvei

@ Ny T-bane-/jernbanestasjon (ikke juridisk)

@  T-banestasjon (ikke juridisk)

@ Jernbanestasjon (ikke juridisk)
= = == Banetrase (ikke juridisk)
e Fjorditrikk (ikke juridisk)

= = = Samferdsel (ikke juridisk)

O Eksisterende kollektivknutepunkt
O Fremtidig kollektivknutepunkt

8 Spredt boligbebyggelse
r E N BN . .

1 1 Bestemmelsesgrense

----- Aktivitetssone marka

Bebyggelse og anlegg, eksisterende

Bebyggelse og anlegg, fremtidig

Bane, eksisterende

Havn, eksisterende

Havn, fremtidig

- Kollektivknutepunkt, fremtidig

Grennstruktur, eksisterende

Grgnnstruktur, fremtidig

Forsvaret

LNF-areal, eksisterende

LNF-areal, fremtidig

Spredt boligbebyggelse, eksisterende

Spredt boligbebyggelse, fremtidig

Spredt fritidsbebyggelse, eksisterende

Spredt fritidsbebyggelse, fremtidig

Bruk og vern av sjg og vassdrag med tilhgrende strandsone

Farled

Smabathavn, eksisterende

- Smabathavn, fremtidig

Naturomrade

Friluftsomrade

Ytre by (utviklingsomrader)

Indre by (utviklingsomrader)
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i \_N H810 _2 - Krav om felles planlegging

[ — e

i \_\! H820_1 - Omforming (kabling og hgystentledninger)
Do e o e S e o

i \_\! H820_2 - Omforming (trafostasjoner)

Do e o e S e

i \_\! H110 - Nedlagsfelt drikkevann

Mo e o e S e o

K\_\! H190 - Andre sikringssoner
[ SN —— |

pspiepiepphosiin

i/_/- | H310_1 - KvikKleire
(S R A |

et

i// I H310_2 - Steinsprang
(S " A |

it

i/_/- | H320_1 - Stormflo

(S " A |

el

i// | H320_2 - Elveflom

(S " A |

it

///i H390 - Deponi

(S (Y A |



o

Oslo

27872

Forslag til endret bebyggelses- og tomtedelingsplan for bolig- bebyggelse pa parsellene
51 - 55 av gnr.84, bnr.1 - Refstad gard.

27872 har ikke egne skrevne reguleringsbestemmelser.

Vedtaksdato: 12.07.1972
Vedtatt av: Bygningsradet
Vedtaksdokumenter: 197202649
Lovverk: BL 1965
Hoydereferanse: Oslo lokal
Merknader:

Knytning(er) mot andre planer: S-1213

Dokumentet bestar av 1 side(r) inkludert denne.

Plan- og bygningsetaten Besoksadresse: Sentralbord: +47 21 80 21 80
Vahls gate 1, 0187 Oslo
Oslo kommune Postadresse: Kundesenteret: +47 23 49 10 00

Boks 364 Sentrum postmottak@pbe.oslo.kommune.no

oslo.kommune.no/plan-bygg-og-eiendom 0102 Oslo Org.Nr.: NO 971 040 823 MVA


https://innsyn.pbe.oslo.kommune.no/saksinnsyn/casedet.asp?caseno=197202649&rplan=1

Eiendomsforvaltning

Arsmote 2025

Innkalling

EEEEEEEEEEEEEEEEEEEE



Velkommen til arsmote i SAMEIET GARDEN REFSTAD

Innkallingen inneholder alle sakene som skal behandles pa arsmgtet. Styret haper du leser gjennom heftet og
viser din interesse ved & delta pa arsmaotet.

Dato for arsmgtet:
23. april 2025 kl. 18:30, Hos Heidi & Reidar.

Hvem kan stemme pa arsmgtet?

Alle eiere har rett til & delta i mgte med forslags-, tale- og stemmerett.

» Eiers ektefelle, samboer eller et annet medlem i husstanden har ogsa rett til & vaere til stede og til & uttale seg.
* En stemme avgis pr. eierandel.

» Eieren kan ta med seg en radgiver til mgte. Radgiveren har bare rett til & uttale seg dersom et flertall pa
arsmgtet tillater det.

« Eieren kan mate ved fullmektig.

Registreringsblanketten leveres i utfylt stand ved inngangen.

Saker til behandling

1. Valg av mgteleder

2. Godkjenning av de stemmeberettigede

3. Valg av en til & fore protokoll og minst en eier som protokollvitne
4. Godkjenning av mgteinnkallingen

5. Arsrapport og arsregnskap

6. Fellesutgifter

7. Endring i vedtektene

8. Movel kostnad - elbillading

9. Beredskap i sameiet

10. Hegstseminar 9 oktober

11. Vedlikehold 2025-2030

12. Vask av hele bygget og noe maling - dugnad og eget arbeid
13. Innfare styrehonorar i sameiet

14. Valg av tillitsvalgte

Med vennlig hilsen,
Styret i SAMEIET GARDEN REFSTAD
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Sak1
Valg av mateleder

Krav til flertall:
Alminnelig (50%)

Mgatelederen sgrger for at matet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak

Heidi Neilson er valgt.

Sak 2
Godkjenning av de stemmeberettigede

Krav til flertall:
Alminnelig (50%)

Deltakere i magtet er registrert i en frammgteliste etter innleverte registreringsblanketter og fullmakter, og listen
legges til grunn for opptelling av de stemmeberettigede.

Forslag til vedtak

Det ble foreslatt & anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at
vedkommende eier er til stede.

Sak 3
Valg av en til & fore protokoll og minst en eier som protokollvitne

Krav til flertall:
Alminnelig (50%)

Det er mgtelederen som er ansvarlig for arsmateprotokollen, men av praktiske hensyn kan det velges en
protokollfarer. Etter loven skal det ogsa velges minst en eier til & signere protokollen sammen med meateleder.

Forslag til vedtak

Som farer av protokollen ble [Navn] foreslatt. Som protokollvitner ble [Navn] og [Navn] foreslétt.
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Sak 4
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmeatet er innkalt pa.

Forslag til vedtak

Mgteinnkallingen godkjennes

Sak 5
Arsrapport og arsregnskap

Krav til flertall:
Alminnelig (50%)

a) Godkjenning av arsrapport og arsregnskap
b) Styret foreslar overfering av arets resultat til egenkapital.

Styrets innstilling

Styret foreslar godkjenning av arsrapport og arsregnskap, samt overfgring av arets resultat til egenkapital.

Forslag til vedtak

Arsrapport og arsregnskap godkjennes.

Vedlegg
1. Arsregnskap 2024 signert.pdf

Sak 6
Fellesutgifter

Krav til flertall:
To tredjedels (67%)

Styret forslar & gke mnd fellesutgifter fra kr 3 255 til kr 3 346 da sameiet har gkte utgifer. @kningen tilsvarer
KPI fra jan'24-25, 2,8%

Forslag til vedtak
Felleskostandene okes til kr 3 346 pr mnd fra 01.06.2025
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Sak7
Endring i vedtektene

Forslag fremmet av:
Mette Larsen

Sakens flertallskrav:
To tredjedels (67%)

Forslagenes flertallskrav:
To tredjedels (67%)

Styret har fatt et forslag om a endre sameiets vedtekter. Saken er fremmet av Mette Larsen og formalet er at
felleskostnader fordeles etter sameiebraken. Se vedlagt forslag.

Dagens vedtekter og formelen som brukes for & beregne tillegget for seksjon 1 og 5 er vedlagt.

| protokollen fra arsmeatet 27.4.2022 der reseksjonering og vedtektsendringer ble behandlet, ble fglgende
vedtak fattet:

Eiere av seksjon 1 og 5 betaler et tillegg i henhold til arlig avregning hvor seksjons 1 og 5 belastes for de
faktiske ekstrakostnader tilbyggene medfgrer. Avregningen utferes av regnskapsferer og godkjennes av
styret. Manedlige felleskostnader for alle 8 seksjoner besluttes av arsmgtet.

Styrets innstilling

Styret er delt i denne saken. Styremedlem Mette Larsen gnsker & endre vedtektene med fglgende: -
Felleskostnader skal fordeles mellom seksjonseierne etter sameiebroken”

Styreleder snsker & beholde dagens vedtekter, der det star falgende: "Eiere av seksjon 10g 5 betaler et tillegg
i henhold til avregning, hvor seksjon 1 0g 5 belastes for de faktiske ekstrakostnadene tilbyggene medfarer.
Avregningen utferes av regnskapsfarer og godkjennes av styret.”

Vedlagt ligger formelen som brukes for a fordele felleskostnadene i trdd med dagens vedtekter.

Styremedlem Mette Larsen har ogsa foreslatt et tillegg i §9 Felleskostnader og fellesinntekter, som lyder som
folgende: "Mdnedlige felleskostnader for alle 8 seksjoner besluttes av Grsmetet, men styret har fullmakt til oke
felleskostnadene drlig etter konsumprisindeksen med 2 mdneders varsel”.

Styreleder stotter forslaget og spar arsmatet om a gi styret fullmakt til & justere felleskostnadene i trad med KPI
fra og med 1.1. hvert ar. Styreleder mener dette ikke krever vedtektsendring sa lenge arsmetet gir sin tilslutning
til en slik praksis.

a)
Saken har flere forslag til vedtak. Ferst stemmer du for eller mot saken:

¢ For Endring i vedtektene

¢ Mot Endring i vedtektene
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b)
Hvilket av forslagene stemmer du for dersom det skulle bli flertall for saken?

1. Endre §9 Fellesutgifter og fellesinntekter til: "Felleskostnader skal fordeles mellom seksjonseierne etter
sameiebrgken”

2. Beholde dagens vedtekter §9 Fellesutgifter og fellesinntekter forblir uendret som er: "Eiere av seksjon 1 0og 5
betaleret tillegg i henhold til avregning, hvor seksjon 1 0g 5 belastes for de faktiske ekstrakostnadene tilbyggene
medfarer. Avregningen utfgres av regnskapsferer og godkjennes av styret.”

Vedlegg

2. Fordelling kostnader.pdf

3. Vedtekter Sameiet Refstad Gard vedtatt pa arsmeatet 27 april 2022.pdf
4, Vedtektsendring + Movel kostnad - vedlegg sak 7 og 8.pdf

Sak 8
Movel kostnad - elbillading

Forslag fremmet av:
Mette Larsen

Sakens flertallskrav:
Alminnelig (50%)

Forslagenes flertallskrav:
Alminnelig (50%)

Forslagsstiller beskriver saken slik:

Oppdaget i flor sommer at Movel fakturerer sameiet for nettleie/drift av ladeopplegget. Da jeg sjekket dette
med Reidar fikk jeg info om at dette skulle vaere 125,- pr mnd, noe som ogsa ikke har vist seg & stemme.

Fakturabelgpet for februar 2025 var eksempelvis kr 296,40 og i januar kr 272,13. Denne kostanden er variabel
etter som det er nettleie og aker ved bruk.

Det har aldri veert nevnt eller opplyst om at installasjon av ladeboksene skulle bli en varig kostnad for sameiet,
men at dette skulle vaere en engangs investering og bruk skulle belastes hver enkelt beboer med ladeboks.

Tok dette opp pa styremate 30.07.24 og da styret var uenige ble forslaget & drofte det pa neste arsmaote.
Forslagsstiller ber arsmate avgjgre hvem som skal betale dette.

Styret er delt i denne saken. Etter hva styreleder vet er det ingen i sameiet som per i dag bruker ladelgsningen
fast. To av atte har installert ladeboksen som alle pa arsmgtet fikk tiloud om. En har egen lading. Styreleder har
selv brukt ladeboksen til seksjon 5 tre ganger (ca. 4 timer hver gang). Lasningen er lett & bruke og faktureringen
direkte til hver seksjon for bruk fungerer som fourtsatt.

Styreleder mener oppdraget med a installere elbil-lading er giennomfert i trad med arsmaotets vedtak. Sameiet
har fatt maksimal uttelling for stotten fra Oslo kommune. Oslo kommune vurderer nd & innfare nullutslippsoner
i byen. Nar det trer i kraft er det sannsynlig at stetteordningene falle bort.
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| trad med vedtaket pa arsmeatet i 2023 ble det installert en felles lasning som alle atte seksjoner kan bruke.
Det er satt opp infrastruktur foran hver seksjons parkeringsplass. Det er i dag fa som bruker Igsningen, men
alle har lik mulighet for a fa en funksjonell ladelgsning pa hver sin parkeringsplass.

Derfor mener styreleder at de lgpende driftskostnadene med sameiet infrastruktur for felles lading bar
fordeles likt pa alle seksjoner. Selve streamforbruket faktureres direkte til den seksjonen som har etablert
ladeboks og har abonnement hos Movel.

| protokollen fra arsmetet 26.4.2023 der elbil-lading ble behandlet star falgende:

5.1 Elbillading mottatt tilbud som gjelder for 2023. Det vises til tilbud av forskjellige ladestasjoner i
innkallingen. Vedtak: Kristian @ines fdr fullmakt fra drsmetet til & underseke og fd et oppdatert tilbud fra
leverandgrene. Det settes en ramme pd kr. 150.000 som styret kan inngd avtale om. Styret vil dele det ev.
oppdaterte tilbudet med seksjonseierne og fa klarhet i detaljene.

Sameiet har fatt etablert infrastruktur for elbillading til alle atte enheter som kostet 112.860,- og har mottatt
stotte fra Oslo kommune pa 56.430,-. Manedlig kostnad fra Movel er knyttet til drift av ladeanlegg for elbiler
i samsvar med avtale av 16. mai 2024. Den dekker faste kostnader knyttet til abonnementer pa strem og
eventuelt internett, samt stremforbruk som ikke er registrert pa anleggets ladepunkter. Kostnaden har
variert fra 247,41 kr per maned til 296,40. Variasjonen skyldes bl.a nettleien.

Styrets innstilling

Styret har ingen felles innstilling i denne saken. Forslagsstiller ber arsmgtet ta stilling til saken.

a)
Saken har flere forslag til vedtak. Farst stemmer du for eller mot saken:

* For Movel kostnad - elbillading

* Mot Movel kostnad - elbillading

b)
Hvilket av forslagene stemmer du for dersom det skulle bli flertall for saken?

1. Forslagsstiller ber arsmgte avgjere hvem som skal betale dette.

2. Styreleder mener at driftskostnader pa felleslgsninger i sameiet bar inkl. i felleskostnader. Faste manedlige
kostnader knyttet til felles ladeinfrastruktur i sameiet bgr inkluderes i felleskostnadene.

Vedlegg

5. Movel faktura 10102024.pdf

6. Movel faktura 02122025.pdf

7. Vedtektsendring + Movel kostnad - vedlegg sak 7 og 8.pdf
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Sak 9
Beredskap i sameiet

Krav til flertall:
Alminnelig (50%)

Alle i samfunnet vart oppfordres til ha egen beredskapskasse. Styret gnsker med dette & oppfordre alle til &
veere forberedt og sgrge for a ha avtalt med minst en beredskapsvenn. Se vedlagt sjekkliste fra DSB og hold
egen beredskap klar.

Styrets innstilling

Styret oppfordrer alle i sameiet til & lese igjennom vedlagte rad om egen beredskap. Styret vil oppfordre
seksjonseiere til 4 vurdere a ga til innkjep av egne vanndunker, som arsmeatet kan vurdere a plassere i felles
krypkjeller.

Forslag til vedtak

Styret oppfordrer hver seksjonseier til & ha en oppdatert beredskap hjemme, gjgr en avtale med minst en
beredskapsvenn og vurder om du vil plassere ekstra vanndunker i felles krypkjeller.

Vedlegg
8.2025 DSB - sjekkliste-egenberedskap-a4-bokmal.pdf

Sak 10
Hostseminar 9 oktober

Krav til flertall:
Alminnelig (50%)

Styreleder har deltatt en gang pa OBOS sitt hgstseminar for styremedlemmer. Det var leererikt og inspirerende.
Styreleder vil derfor anbefaler at sameiet betaler de ca. 800 kr for at en i styret kan delta pa hgstseminar 9.
oktober 2025.

Styrets innstilling
En fra sameiets styre oppfordres til & delta pad OBOS sitt hgstseminar 9 oktober 2025.

Forslag til vedtak

En fra styret deltar pd OBOS sitt hastseminar 9 oktober 2025. Ved pamelding i juni koster det i underkant 800
kr.
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Sak 11
Vedlikehold 2025-2030

Krav til flertall:
Alminnelig (50%)

Sameiet har en vedlikeholdsplan. | oktober i ar har sameiet betalt ned navaerende lan. Snart ma taket
tekkes om, og gstveggen er klar for utskifting. Styret @nsker a giennomfare befaring og fa inn tilbud for &
kunne kostnadsestimere forventet vedlikehold. Sameiet kan lane i underkant av 2 mill. kr, men tror at dette
vedlikeholdet ikke vil koste s& mye.

Vedlikeholdet kan forventes & matte settes i gang i lapet av de neste fem arene.

Styrets innstilling
Styret vil i 2025/2026 organisere befaring og hente inn tiloud pa vedlikehold av tak og gstveggen.

Forslag til vedtak

Styret fordeler oppgaver og henter inn tilbud for taket og astveggen. Malet er & ha klart et kostnadsestimat og
forslag til framdrift klart til &rsmgtet i 2026.

Vedlegg
9. 2022 vedlikeholdsplan Sameiet Refstad Gard (1).pdf

Sak 12
Vask av hele bygget og noe maling - dugnad og eget arbeid

Krav til flertall:
Alminnelig (50%)

Vart hvite hus blir mgkkete. Det er behov for husvask. Det er noe usikkert hva hver enkelt far til pa egenhand
og styret vil derfor vurdere a fa hele bygget vasket av eksterne.

Styrets innstilling

Dersom sameiet ikke klarer & gjennomfgre husvask pa dugnad og individuelt arbeid per seksjon, ber arsmegtet
vurdere a fa det gjennomfaert ved et felles innkjgp.

Bygget er malt pa ulike tidspunkt og deler av kledningen er byttet ut. Det er observert antydning til sopp og
derfor bar hele bygget farst vaskes av profesjonelle som bruker riktig midler og som kommer til pa alle deler
av bygget.

Forslag til vedtak

Styret anbefaler & hente inn tilbud for husvask. Arsmetet gir sin tilslutning til & bruke opp til 50.000 pa dette
formalet i 2025.
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Sak13
Innfore styrehonorar i sameiet

Forslag fremmet av:
Heidi Neilson

Krav til flertall:
Alminnelig (50%)

| et lite sameie som vart med atte leiligheter, mener vi det er viktig at alle som kan, bidrar til felles utvikling og
vedlikehold. For & fa sameiet vart til & fungere best mulig, er det best om vi greier & samarbeide og bli enige.
Det mener Reidar og jeg at vi na beveger oss bort fra med forslaget til vedtektsendringer fra Mette.

Ikke alle kan eller tgr klatre opp pa taket, ikke alle kan eller vil sla gresset pa fellesarealet.

Vi som bor i seksjon 5 har veert styreleder eller styremedlem i vart sameie i 19 av de 20 arene vi har bodd her.
| de arene vi har veert i styret, har sameiet hatt en sunn gkonomi med ganske lav husleie.

Vi flyttet til Ribstonveien 37 sommeren 2005.

Siden den gang er blant annet vestveggen oppgradert med ny kledning og islolasjon, og med ny trapp.
Verandaer er utvidet. Raftekassa pa gstveggen ble byttet av snekker, mens Reidar og jeg malte den pa vegne
av sameiet. Andre deler av bygget vart er malt av innleide og vasket. Maling utfarte alle enheter gjort pa sin del
ved veranda.

| tillegg har vi i var seksjon utfert vaktmestertjenester pa vegne av fellesskapet som a fierne lgv pa taket -
inkludert sngmaking ved behov - minst 6 ganger i aret, for & redusere faren for taklekkasjer. Vi hari 20 ar
klippet gresset pa fellesomrade pa gstsiden 6 ganger i aret, og vi luker arlig langs var private vei for a redusere
faren for sterre veivedlikehold, der vi har en felles veiavtale med naboene.

Vi har ogsa brukt mye tid pa kjelleren. Fgrst matte det monteres nye pumper for alle atte leiligheter pa grunn
av gkt vanntrykk fra kommunen, deretter ble det oppdaget mugg i kjeller, og oppryddinga etter det. Vi fikk
ogsa utfert inspeksjon av alle vann- og avlgpsrar for en del ar siden. Det viste behov for en oppdatering i
avlgpskummen, med tilhgrende oppfoelging.

Styrevervet tar tid. Det tar tid & hente inn tilbud, organisere befaring og folge opp arbeidene som gjennomfares.
Det i tillegg til & utfare «vanlige» styreoppgaver.

Vivet at taket ma undersgkes og vedlikeholdes, hele gstveggen (utenom raftekassa) skal skiftes. Det blir en jobb
som det skal hentes inn anbud p3, organiseres, utfgres og som vil ta tid.

Uavhengig av hvem som blir valgt pa dette arsmeotet, s mener jeg at styret bar honoreres, fordi styrearbeidet
tar av den enkeltes fritid.

Jeg vil derfor i dette arsmgte be om at styret far et arlig honorar. Etter hva jeg har lest er det vanlig med ca.
2000 per boenhet dvs 16 000 kr. Det star videre pa OBOS sine sider at det er vanlig at styreleder far halve
summen, mens resten fordeles pa styremedlemmene.

Kilde:

https://www.obos.no/boligforvaltning/tips-og-rad/hva-far-styrene-betalt

Bade om det skal gis et styrehonorar og starrelsen pa det avgjares pa arsmatet.
Forslaget fremmes av styreleder basert pa egen erfaring.
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Mvh Heidi Neilson

Styreleder

Forslag til vedtak
Det utbetales 16 000 kr per ar. Styrehonoraret fordeles med 50 % til styreleder og resten fordeles pa de andre
styremedlemmene.

Sak 14
Valg av tillitsvalgte

Innstilling

Kandidater velges i matet

Roller og kandidater

Valg av 1 styreleder Velges for 1 ar
Kandidater velges i matet

Valg av 1 styremedlem Velges for 1 ar
Kandidater velges i matet
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Styrets arsrapport

ARSRAPPORT FOR 2024

Tillitsvalgte

Siden forrige ordinsere arsmegte har sameiets tillitsvalgte veert:
Styret

Leder

Heidi Leander Neilson (2024-2025)

Styremedlem

Mette Larsen (2024-2025)

Kontaktinformasjon

Styret

Styret kan kontaktes pa e-post garden-refstad@styrerommet.no. Du kan ogsd komme i kontakt med styret via
Vibbo.no.

Vibbo

Du kan finne informasjon om boligselskapet og ditt boforhold ved a logge deg inn pa Vibbo.no. Her finner du
oversikt over din bolig, felleskostnader og annen nyttig informasjon.

Generelle opplysninger om Sameiet Garden Refstad
Sameiet bestar av 8 seksjoner

Sameiet Garden Refstad er registrert i Foretaksregisteret i Branngysund med organisasjonsnummer
888576002, og ligger i bydel Bjerke i Oslo kommune

Gards- og bruksnummer: 84/283

Med eierseksjon forstas sameieandel i bebygd eiendom med tilknyttet enerett til bruk av bolig eller annen
bruksenhet i eiendommen.

Sameiet Garden Refstad har ingen ansatte.
Forretningsfarsel og revisjon

Forretningsferselen er utfert av OBOS Eiendomsforvaltning AS i henhold til kontrakt.

Styrets arbeid

Styret har hatt dialog med Interessefellesskapet ( IRT) vedr kontrakt om brayting og vedlikehold av felles vei.
Ingen enighet om endring av utregning og vi blir forelgpig fakturert etter "gammel" avtale

Det ble gjennomfgrt arsmate 10.04.2024 og dugnad 04.05.2024
Elektriker har installert ny varmekabel i takrenne hos Grete Hauge.

Oslo kommune utbetalte tilskuddet pa kr 56 430 kr i juli til sameiets el-billading.
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Gjennomfaert styremgte 30.07.2024 der det ble besluttet a legge opp til husvask pa neste dugnad. Fellestrappa
i ost er farlig pa vinteren. Fint om noe kan gjeres med den pa dugnaden.

Fakturering fra Movel ble ogsa diskutert, uten enighet. Forslag legges fram pa arsmegtet.

Ved styremgte 03.12.2024 ble budsjett for 2025 vedtatt uten endringer, men foreslar & prisindeks justere
fellesutgifter ( gkning i fellesutgifter ma besluttes av arsmate).

Styret sendte melding pa Vibbo vedr. varsling ved utlgst brannalarm
Drift og vedlikehold med fiernning av lgv pa taket og luking ved fellesvei er gjennomfeort.
Fremtidige vedlikeholdsplaner:

@stveggen og taket star for tur. Ma forberede oss pa nytt lan fra 2025/2026. Et forelgpig svar fra OBOS banken
tyder pa at sameiet kan fa et 1an pa nesten 2. mil.kr.

Holde oss orientert om naboene vedr nye tak og om vi kan bruke samme leverandgr i 2025/26.

Styremate 16.03.2025 ble brukt til forberedelse til arsmetet.

ARSREGNSKAPET

Styret mener at arsregnskapet gir et riktig bilde av selskapets eiendeler og gjeld, finansielle stilling og resultat.
Forutsetningen om fortsatt drift er til stede, og arsregnskapet er satt opp under denne forutsetning.
Vesentlig avvik

Driftsinntektene er hgyere enn budsjettert og skyldes i hovedsak tilskudd fra Oslo kommune.

Resultat

Arets resultat vises i resultatregnskapet og foreslas fort mot egenkapital. Eventuelt avdrag pa langsiktig gjeld
(Ian) er ikke tatt hensyn til.

Arbeidskapital

Selskapets arbeidskapital (omlgpsmidler fratrukket kortsiktig gjeld) viser selskapets likviditet.
Arbeidskapitalen pr. 3112 var 114 593 kr.

Budsjett 2025
Posten drift og vedlikehold er budsjettert med ordineer drift.

Budsjettet er basert pa estimerte tall, det er tatt hoyde for prisgkninger pa drift & vedlikehold i den grad det
foreligger estimater.

Arsmetet kan bestemme om vi skal fa bygget vasket og om trappa skal repareres i ar.
Felleskostnader
Budsjettet danner grunnlaget for fastsettelsen av felleskostnader.

For gvrig vises til de enkelte tallene i budsjettet.

13 av 37



SAMEIET GARDEN REFSTAD
ORG.NR. 888 576 002, KUNDENR. 5845

RESULTATREGNSKAP

Note Regnskap Regnskap Budsjett Budsjett

2024 2023 2024 2025
DRIFTSINNTEKTER:
Innkrevde felleskostnader 2 306 280 301 686 305 000 321 000
Andre inntekter 3 66 474 0 0 0
SUM DRIFTSINNTEKTER 372 754 301 686 305 000 321 000
DRIFTSKOSTNADER:
Forretningsfarerhonorar -21117 -18 691 -20 500 -22 000
Konsulenthonorar 4 -364 -804 -500 -1 000
Drift og vedlikehold 5 -117 561 -14 132 -114 500 -114 000
Forsikringer -43 815 -37 401 -41 000 -49 000
Kommunale avgifter 6 -66 667 -57 045 -66 500 -76 000
Ladekostnader EL-bil -1 843 0 0 0
Energi/fyring -36 0 0 0
TV-anlegg/bredband -61 693 -59 291 -62 500 -65 000
Andre driftskostnader 7 -35 311 -11 115 -43 500 -44 000
SUM DRIFTSKOSTNADER -348 406 -198 479 -349 000 -371 000
DRIFTSRESULTAT 24 347 103 207 -44 000 -50 000
FINANSINNTEKTER/-KOSTNADER:
Finansinntekter 8 662 2764 0 0
Finanskostnader 9 -11 347 -16 258 -12 000 -4 000
RES. FINANSINNT./-KOSTNADER -10 685 -13 494 -12 000 -4 000
ARSRESULTAT 13 662 89 713 -56 000 -54 000
Overfagringer:
Til opptjent egenkapital 13 662 25391

Vedlegg 1 14 av 37 Arsregnskap 2024 signert.pdf
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SAMEIET GARDEN REFSTAD
ORG.NR. 888 576 002, KUNDENR. 5845

BALANSE

Note 2024 2023
EIENDELER
OML@PSMIDLER
Forskuddsbetalte kostnader 15 824 36 585
Andre kortsiktige fordringer 10 10 044 8 586
Driftskonto OBOS-banken 95 659 165 101
SUM OML@PSMIDLER 121 527 210 273
SUM EIENDELER 121 527 210 273
EGENKAPITAL OG GJELD
EGENKAPITAL
Opptjent egenkapital 39 053 25 391
SUM EGENKAPITAL 39 053 25 391
GJELD
LANGSIKTIG GJELD
Pante- og gjeldsbrevian 11 75 540 159 339
SUM LANGSIKTIG GJELD 75 540 159 339
KORTSIKTIG GJELD
Forskuddsbetalte felleskostnader 6 510 6 200
Leverandgrgjeld 272 18 975
Palgpte renter 152 368
SUM KORTSIKTIG GJELD 6 934 25543
SUM EGENKAPITAL OG GJELD 121 527 210 273
Pantstillelse 0 0
Garantiansvar 0 0
Oslo, . .2025
Styret i Sameiet Garden Refstad
Heidi Leander Neilson Mette Larsen
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NOTE: 1
REGNSKAPSPRINSIPPER

Arsregnskapet er satt opp i samsvar med regnskapslovens bestemmelser og god

regnskapsskikk for sma foretak.

INNTEKTER

Inntektene inntektsfares etter opptjeningsprinsippet.

HOVEDREGEL FOR KLASSIFISERING OG VURDERING AV EIENDELER OG GJELD
Omlgpsmidler og kortsiktig gjeld omfatter poster som forfaller til betaling innen ett ar.
@vrige poster er klassifisert som anleggsmidler/langsiktig gjeld. Omlgpsmidler vurderes
til anskaffelseskost. Kortsiktig gjeld balansefares til nominelt belgp pa
etableringstidspunktet. Anleggsmidler vurderes til anskaffelseskost, men nedskrives til
virkelig verdi dersom verdifallet ikke forventes & vaere forbigaende. Langsiktig gjeld
balansefares til nominelt belgp pa etableringstidspunktet. Andre varige driftsmidler
balansefgres og avskrives linegert over driftsmidlenes gkonomiske levetid.

FORDRINGER

Kundefordringer og andre fordringer er oppfart i balansen til palydende etter fradrag for
avsetning til forventet tap. Avsetning til tap gjgres pa grunnlag av individuelle vurderinger

av de enkelte fordringene.

ANSATTE

Det har verken veert ansatte eller lgnnsutbetalinger i selskapet gjennom aret. Selskapet
er derav ikke pliktig til & ha tjenestepensjonsordning etter lov om obligatorisk
tienestepensjon. Det har heller ikke veert utbetalt styrehonorar.

NOTE: 2

INNKREVDE FELLESKOSTNADER

Felleskostnader 306 280
Diverse 8 586
Diverse -8 586
SUM INNKREVDE FELLESKOSTNADER 306 280
NOTE: 3

ANDRE INNTEKTER

Avregning fellesutgifter 2024 10 044
Tilskudd - Oslo Kommune 56 430
SUM ANDRE INNTEKTER 66 474
NOTE: 4

KONSULENTHONORAR

Andre konsulenthonorarer -364
SUM KONSULENTHONORAR -364
NOTE: 5

DRIFT OG VEDLIKEHOLD

Drift/vedlikehold bygninger -112 860
Drift/vedlikehold elektro -4 701
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SUM DRIFT OG VEDLIKEHOLD -117 561

NOTE: 6

KOMMUNALE AVGIFTER

Vann- og avlgpsavgift -43 923
Feieavgift -272
Renovasjonsavgift -22 471
SUM KOMMUNALE AVGIFTER -66 667
NOTE: 7

ANDRE DRIFTSKOSTNADER

Container -4 363
Annet driftsmateriale -1108
Sngrydding -6 537
Andre fremmede tjenester -21 154
Bank- og kortgebyr -2 150
@reavrunding 0
SUM ANDRE DRIFTSKOSTNADER -35 311
NOTE: 8

FINANSINNTEKTER

Renter bank 662
SUM FINANSINNTEKTER 662
NOTE: 9

FINANSKOSTNADER

Renter og gebyr pa lan -11 347
SUM FINANSKOSTNADER -11 347
NOTE: 10

ANDRE KORTSIKTIGE FORDRINGER

Avregning fellesutgifter 2024 10 044
SUM ANDRE KORTSIKTIGE FORDRINGER 10 044
NOTE: 11

PANTE- OG GJELDSBREVLAN

Sparebanken @st

Flytende rente

Rentesatsen pr. 31.12.24 var 8,70 %. Lapetiden er 5 ar.

Opprinnelig 2020 -400 000
Nedbetalt tidligere 240 661
Nedbetalt i ar 83 799
-75 540
SUM PANTE- OG GJELDSBREVLAN -75 540
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Saldobalanse

Periodel - 12 2023
5845 Sameiet Garden Refstad

Konto

1500
1503
1540
1749
1920
1931
2080
2228
2400
2900
2950
3600
6200
6325
6326
6327
6330
6670
6710
6720
6790
6890
7500
7509
7770
8050
8158
8171
Sum total:

Vedlegg 2

Kundefordringer

Ovf av forskuddsbet.felleskost
Mellomregning(systemkonto)

Andre forskuddsbetalte driftskostnader
Driftskonto

Sparekonto 2

Udekket tap

Gjeld til kredittinstitusjoner
Leverandergjeld

Forskudd fra kunder

Palopt rente
CCUCSKOUSUIAUCT 1dSL CICNUOILLL, ulltatt

vt faalil e
Energi
Renovasjonsgebyr

Vann- og avlepsgebyr

Feie- tilsynsgebyr

Container
TV-anlegg/bredband
Forretningsfererhonorar
Honorar Konsulent/radgivning
Annen driftskostnader

Annen kontorkostnad
Forsikringspremie

Andre forsikringer

Bank- og kortgebyr
Renteinntekt bankinnskudd
Rentekostnad banklén
Rentekostnad leverandergjeld

Inng. saldo

- 10 488,00
15 000,00
2 793,00
33 824,08
182 580,59
0,69

64 322,64
-252 763,00
-17 131,00
- 15 000,00
-3139,00
0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

Bevegelse

4 288,00
-8 800,00
-2793,00

2761,13
-17 479,21
- 0,69
0,00

93 534,00
-1 844,00
8 800,00
2771,00

-293 100,00
14 132,00
20 615,87
36 301,80

127,52
3750,01
59 290,76
18 691,25
804,25
0,69

1 956,00
34 121,00
3279,68
5298,20
-2764,26
16 162,00
96,00
0,00

15.02.2024
Side 1 av 1

Utg. saldo

~6200,00
6 200,00
0,00

36 585,21
165 101,38
0,00

64 322,64
-159 229,00
- 18 975,00
~6200,00

- 368,00
-293 100,00
14 132,00
20 615,87
36 301,80
127,52
3750,01

59 290,76
18 691,25
804,25

0,69

1 956,00

34 121,00
3279,68
5298,20
-2764,26
16 162,00
96,00

0,00

Felleskostnader 2023 pavirket av tilbyggene

6323 Renovasjonsgebyr 127,52
6321 Vann- og avlepsgebyr 20 615,87
6322 Avleps-, kloakkavgift 36 301,80
7500 Forsikringspremie 34121,00
7510 Hussoppforsikring 3279,68
Sum: 94 445,87
Per seksjon etter eierbrgk 58/ per ar per mnd.
11 805,73 983,81

Alternativ fordeling hensyntatt tilbygg

per ar per mnd. Diff. pr.ar diff pr. mnd.
Opprinlige seksjoner 58/528 10 374,74 864,56 1431,00 119,25
Seksjoner med tilbygg 90/528 16 098,73 1341,56 (4292,99) (357,75)

18 av 37
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Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)

Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)
Vedtatt pa arsmatet 27.04.2022.

§1
Sameiets navn er Sameiet Garden Refstad. Sameiet bestar av atte seksjoner av eiendommen Ribstonveien 37,
0585 Oslo - gnr. 0084, bnr. 0283.

§2

Formalet med sameiet (styret):
1. lvareta driften av sameiet.
2. Administrere bruk og vedlikehold av fellesanlegg og fellesareal.
3. lvareta alle andre saker av felles interesse.

| tilfelle tvil om en sak er av felles interesse, avgjeres sparsmalet med alminnelig flertall pa sameiermate,
jamfer § 9. For sa vidt ikke annet fglger av disse vedtekter, gjelder reglene i lov om eierseksjoner av
16. juni 2017 nr. 65 (eierseksjonsloven).

§3

Seksjon

En ideell eiendomsandel med eksklusiv bruksrett til én bolig benevnes seksjon. For hver

seksjon er det fastsatt en sameiebrgk som uttrykker sameieandelens starrelse. Seksjonseieren har eksklusiv
bruksrett til seksjonens hoveddel. Videre har seksjonseieren eksklusiv bruksrett til én nummerert
parkeringsplass. Ingen kan eie mer enn to seksjoner.

En seksjonseier kan med samtykke fra styret anlegge ladepunkt for elbil og ladbare hybrider i tilknytning til
parkeringsplass seksjonen disponerer. Styret kan bare nekte & samtykke dersom det foreligger en saklig
grunn.

84

Disposisjon over seksjon

Den enkelte sameier har full rettslig raderett over sin seksjon, herunder rett til salg og pantsettelse. Salg skal
meddeles styret i sameiet til registrering.

Ved bortleie svarer seksjonseier fremdeles for at vedtekter blir fulgt og for det gkonomiske mellomveeret
med sameiet.

Skal det foretas bygningsmessige endringer i leiligheten, plikter sameier & innhente tillatelse fra
bygningsmyndighetene der dette er ngdvendig.

§5

Seksjonseiernes plikter

Seksjonseierne er forpliktet til & rette seg etter sameiets vedtekter og vedtak fattet av arsmgtet og styret. Ved
alminnelig flertall fastsetter arsmgtet vanlige ordensregler for eiendommen. Bruksretten ma ikke nyttes slik
at det er til unadig eller urimelig skade eller ulempe for brukerne av andre seksjoner.

Eierne har ansvaret for det innvendige vedlikehold av sin leilighet.

Den enkelte sameier svarer gkonomisk for skade pa andres eller felles eiendom (for eksempel vannskade)
som skyldes mangelfullt vedlikehold av vedkommendes leilighet. Egenandel pa forsikring betales av eier
som har pafert andres seksjoner skade.

Innehaver av den enkelte seksjon er ansvarlig for at ubetalt andel driftsutgifter til sameiet, eventuelt andre
utgifter som sameiet har bestemt, blir betalt og hefter ogsa for tidligere seksjonseiers forpliktelser.
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Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)

Eventuelle tillegg i felleskostnadene som falge av utbygging av seksjonene 1 og 5 skal belastes seksjon 1 og
5.

Hvis en sameier vesentlig misligholder sine forpliktelser overfor de gvrige sameiere, kan vedkommende med
minst tre maneder skriftlig varsel palegges a flytte og a selge sin seksjon, jamfer 16. juni 2017 nr. 65
(eierseksjonsloven).

86

Seksjonseiers vedlikeholdsplikt

Vedlikehold av seksjonen pahviler den enkelte seksjonseier. Med vedlikehold forstas all oppussing,
istandsettelse og fornyelse av maling, tapet, gulv, tak, innvendige vegger, laser, ngkler, elektriske ledninger
med tilbeher fra og med seksjonens sikringsskap, vannkraner, servanter og annet sanitaerutstyr, apparater
med tilbehgr. Dette gjelder ogsa ledninger og innretninger som seksjonseier selv har satt opp.

Seksjonseieren skal vedlikeholde vatrom slik at lekkasjer unngas. Videre omfatter vedlikeholdsplikten vann-
og fuktsperrer i vatrom og vann- og avlgpsledninger fra forgreiningspunktet pa hovedledningsnettet.
Seksjonseieren skal rense sluk og holde avlgpsrar apne frem til fellesledningen.

Reparasjon eller utskifting av rar og ledninger som er bygget inn i baerende konstruksjon er sameiet ansvarlig
for. Innkassing og andre hindringer utfart av naveerende eller tidligere seksjonseiere, fritar ikke for
seksjonseierens vedlikeholdsplikt.

Seksjonseieren er ansvarlig for vedlikehold av dgrer og vinduer i egen bruksenhet. Det gjelder ogsa
utskiftning og utvendig vedlikehold av vinduer og balkongdegr. Utgangsderer er sameiet ansvarlig for. Er
utskiftning og utvendig vedlikehold ngdvendig som faglge av seksjonseierens forhold, er seksjonseieren
ansvarlig ogsa for dette.

Vedlikeholdsplikten omfatter ogséa den indre del av balkongen, herunder overflatebehandling og vedlikehold
av terrassegulv. Vannskader som har bygningsmessige arsaker og skader som ikke er forarsaket av
seksjonseiers darlige vedlikehold er sameiets ansvar.

Seksjonseieren er ansvarlig for at bruksenheten er utstyrt med pabudt brannvernutstyr, og at
dette fungerer og er i forskriftsmessig stand.

Unnlatelse av a foreta det vedlikehold som er ngdvendig for & bevare eiendommens verdi, eller & avverge
ulemper, er & anse som mislighold av seksjonseierens forpliktelser overfor sameiet.

Alt arbeid som péligger seksjonseieren skal utfares i samsvar med de til enhver tid gjeldende lover og
forskrifter. Seksjonseieren er ansvarlig for at dette blir gjort. Utskifting av derer og vinduer, samt valg av
type ma godkjennes av styret.

Utvendig synlig utstyr som f.eks bod, markise, varmepumpe eller lignende skal i ivareta et helhetlig estetisk
utrykk og ikke pavirke andre beboere negativt. Nye tiltak kan drgftes pa arsmgte og ev. godkjennes av styret.

87

Sameiets plikter

Sameiet skal holde utvendige fellesarealer, bygningen og felles installasjoner, forsvarlig ved like.
Vedlikeholdet skal utfares slik at skader pa fellesarealene og de enkelte bruksenhetene forebygges, og slik at
seksjonseierne slipper ulemper. Vedlikeholdsplikten omfatter alt som ikke faller inn under den enkelte
seksjonseierens vedlikeholdsplikt.
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Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)

88

Forandringer av seksjonen

Seksjonseierne ma ikke uten godkjennelse fra sameiets styre gjare ytre bygningsmessige forandringer,
herunder sette opp radio- og TV-antenne/parabol, bod, markiser, varmepumpe etc. Nye tiltak kan drgftes pa
arsmgte og godkjennes av styret.

Innvendige forandringer er tillatt i den utstrekning dette ikke kommer i strid med lov og bygningsforskrifter,
endrer byggets baerende konstruksjon eller i denne innebygget rar og ledninger. Omfattende innvendige
forandringer ma pa forhand forelegges styret til godkjenning.

Arbeider pa vatrom ma utfgres av autorisert rarlegger/elektriker. Ved serlig stayende arbeid ma
fremdriftsplan forelegges styret.

89

Fellesutgifter og fellesinntekter

Sameiet betaler alle kostnader til drift av sameiets bygninger, s som offentlige avgifter som direkte kan
henfares til bygningene, forsikringer, drift og forsvarlig ytre vedlikehold av bygningene, samt
forretningsfarsel.

Dessuten betaler sameiet alle kostnader i forbindelse med fellesavtale om kabel-TV og internett. Den enkelte
seksjonseier skal betale et a konto belgp, fastsatt av arsmgtet, til dekning av sin andel av felleskostnadene.
Belgpet betales den 1. i hver maned.

Eiere av seksjon 1 og 5 betaler et tillegg i henhold til avregning, hvor seksjon 1 og 5 belastes for de faktiske
ekstrakostnadene tilbyggene medfarer. Avregningen utfgres av regnskapsfarer og godkjennes av styret.

Manedlige felleskostnader for alle 8 seksjoner besluttes av arsmgatet.

§10

Forsikring

Styret plikter & holde sameiets bygningsmasse forsikret pa en tilfredsstillende mate. Seksjonseierne betaler
egenandel ved forsikringsskader der sameiets forsikring benyttes pa skader som ligger under seksjonseierens
vedlikeholdsansvar. Seksjonseieren er i disse tilfellene ogsa ansvarlig for tap som ikke dekkes av sameiets
forsikring som falge av helt eller delvis avkorting eller avslag pa grunn av seksjonseierens forhold.
Bestemmelsen her pavirker ikke sameiets rett til & kreve erstatning fra seksjonseieren for gvrig.

§11
Vedlikeholdsfond
Sameiet kan ha vedlikeholdsfond. Arsmetet vedtar hvor stort belgp som skal avsettes til dette fondet hvert &r.

§12

Mislighold

Hvis en seksjonseier til tross for advarsel vesentlig misligholder sine forpliktelser overfor de
gvrige seksjonseierne, kan styret, med minst seks maneders skriftlig varsel, palegge
seksjonseieren & selge seksjonen. Er ikke palegget etterkommet innen fristens utlgp, kan
seksjonen kreves solgt gjennom tvangssalg, jf. eierseksjonsloven § 38.

Seksjonseieren er ansvarlig for sine husstandsmedlemmer, leietaker eller andre personer som
han har gitt adgang til leiligheten, eller til eiendommen for gvrig.

Medfarer seksjonseierens oppfaersel fare for gdeleggelse eller vesentlig forringelse av
eiendommen, eller er seksjonseierens oppfarsel til alvorlig plage eller sjenanse for
eiendommens gvrige brukere, kan sameiets styre kreve seksjonseieren utkastet far seksjonen
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Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)

er solgt. Konferer denne bestemmelses farste ledd og eierseksjonsloven § 39. Denne
bestemmelsen gjelder ogsa for brukere av seksjonen som ikke er seksjonseiere.

§13

Arsmgtet

Sameiets gverste myndighet er arsmgtet. Styret innkaller skriftlig til det ordinare arsmgtet med minst 14
dagers varsel. Innkalling skal angi tid og sted for mgtet, samt dagsorden, herunder forslag som skal
behandles p& matet. Arsmatet holdes innen slutten av april.

For at forslag som nevnt i § 9, tredje og fjerde ledd skal kunne behandles pa arsmgatet, ma hovedinnholdet i
forslaget veere beskrevet i mgteinnkallingen.

Saker som en seksjonseier gnsker behandlet pa ordinzrt arsmgte, skal nevnes i innkallelsen nar det settes
frem krav om det innen den frist styret bestemmer, jf. eierseksjonsloven § 41.

Skal et forslag som etter lov og vedtekter vedtas med 2/3 flertall kunne behandles, ma hovedinnholdet veere
nevnt i innkallingen.

Pa det ordinzere arsmgte skal disse sakene behandles:
1. Konstituering
2. Arsmelding fra styret
3. Arsoppgjer med godkjennelse av resultatregnskap og balanse, herunder anvendelse av overskudd
eller dekning av tap
4. Driftsbudsjett
5. Eventuell godtgjarelse til styret
6. Eventuelt valg av revisor
7. Valg av styre
8. @vrige saker som er nevnt i innkallelsen (eks. vedlikeholdsplan og vedtekter)

8§14
Ekstraordinzert sameiermgte holdes nar styret, eventuelt sameiere, finner en sak ngdvendig for sameiet &
behandle. Det innkalles skriftlig med minst 8 dagers varsel.

Nar styret finner det ngdvendig, kan det innkalles med kortere varsel som likevel skal vaere pa
minst tre dager. Arsmate skal holdes ndr minst to seksjonseiere, som til sammen har minst 10
prosent av stemmene, skriftlig krever det og samtidig oppgir hvilke saker de gnsker
behandlet.

§15

Arsmgtets myndighet

Arsmatet ledes av styrets leder. Hvis lederen ikke er tilstede, ledes matet av styrets nestleder.

Leder eller en annen oppnevnt av styret er referent (eks. forretningsfarer). Arsmgtet kan velge en referent
blant de tilstedevaerende sameiere hvis det er flertall for det.

Pa arsmgtet har seksjonseierne stemmerett med én stemme for hver seksjon de eier. Det er
anledning til & mate ved fullmektig.

Seksjonseieren har rett til & ta med seg en radgiver til arsmgte. Radgiveren har bare rett til &
uttale seg dersom arsmgtet gir tillatelse med mer enn halvparten av de avgitte stemmer.
Blanke stemmer anses som ikke avgitt. Ved stemmelikhet avgjares saken ved loddtrekning.
Alle vedtak fattes som hovedregel med alminnelig flertall av de avgitte stemmer.

Det kreves 2/3 flertall av de avgitt stemmer til vedtak om:

1. ombygging, pabygging eller andre endringer av bebyggelsen eller tomten som etter
forholdene i sameiet gar ut over vanlig forvaltning og vedlikehold,
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Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)

2. omgjering av fellesarealer til nye seksjoner eller utvidelse av eksisterende

seksjoner,

3. salg, kjap, utleie eller leie av fast eiendom, herunder seksjon i sameiet som tilhgrer

eller skal tilhgre seksjonseierne i fellesskap,

4. andre rettslige disposisjoner over fast eiendom som gar utover vanlig forvaltning,

5. samtykke til endring av formal for en eller flere seksjoner,

6. samtykke til reseksjonering som nevnt i eierseksjonsloven 8§ 20 annet ledd annet punktum,
8. vedtektsendringer.

Tiltak som har sammenheng med seksjonseiernes bo- eller bruksinteresser, og som gar ut over
vanlig forvaltning, og som farer med seg skonomisk ansvar eller utlegg for seksjonseierne i
fellesskap pa mindre enn fem prosent av de arlige felleskostnadene, besluttes med vanlig
flertall av de avgitte stemmene pa arsmgtet. Huvis tiltaket farer med seg gkonomisk ansvar
eller utlegg for seksjonseierne i fellesskap pa mer enn fem prosent av de arlige
felleskostnadene, kreves det et flertall pa minst to tredjedeler av de avgitte stemmene pa
arsmotet.

Huvis tiltak etter foregaende ledd farer med seg et samlet gkonomisk ansvar eller utlegg for
enkelte seksjonseiere pa mer enn halvparten av folketrygdens grunnbelgp pa det tidspunkt
tiltaket besluttes, kan tiltaket bare gjennomfares hvis disse seksjonseierne uttrykkelig sier seg
enige.

Alle seksjonseiere ma, enten pa arsmatet eller pa et annet tidspunkt, uttrykkelig si seg enige
hvis sameiet skal kunne ta beslutning om
a) salg eller bortfeste av hele eller vesentlige deler av eiendommen,
b) opplgsning av sameiet,
c) tiltak som medfarer en vesentlig endring av sameiets karakter,
d) tiltak som gar ut over seksjonseiernes bo- eller bruksinteresser, uavhengig av
starrelsen pa kostnaden som tiltaket medfarer, og uavhengig av hvor stort gkonomisk
ansvar eller utlegg tiltaket medfarer for de enkelte seksjonseierne.
e) begrensninger i den rettslige radighet over seksjonen,
f) endring i fordeling av felleskostnader.

Flertallskravene ovenfor er ufravikelige og kan ikke fravikes i vedtekter eller pa annen mate,
jf. eierseksjonsloven § 49.

Flertallet i arsmgatet kan ikke gjere vedtak som er egnet til & gi noen seksjonseier en urimelig
fordel pa andre seksjonseieres bekostning.

8§16

Ingen kan som sameier eller fullmektig delta i noen avstemming pa arsmatet om rettshandel overfor seg selv
eller om eget ansvar. Heller ikke kan noen delta i avstemming om rettshandel overfor tredjemann eller om
tredjemanns ansvar, dersom vedkommende har fremtredende personlig eller gkonomisk sarinteresse i saken.

§17

Styret

Til & forsta sameiets interesser, velger arsmatet en styreleder og en nestleder for et ar av gangen. Det kan
ogsa velges et styremedlem. Disse skal veere sameiere. Styremgte avholdes nar det finnes ngdvendig.

Styret star for forvaltningen av seksjonseiernes felles anliggender i samsvar med lov, vedtekter og vedtak av
arsmgtet.

Styret er beslutningsdyktig nar mer enn halvparten av medlemmene er til stede. Vedtak treffes
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Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)

med alminnelig flertall. Ved stemmelikhet utgjgr mateleders stemme utslaget.
| fellesanliggender representerer styret seksjonseierne, og forplikter dem ved underskrift av
styrets leder og ett styremedlem, jf. eierseksjonsloven § 60.

818

Forretningsfarer

Arsmatet velger forretningsfarer. Forretningsfareren forestar den daglige drift av sameiets eiendom.
Forretningsfarer sgrger for innkreving av fellesutgifter fra seksjonseierne og farer regnskap for sameiet.
Videre fremmer forretningsfarer overfor styret forslag til arsoppgjer, budsjett og fellesutgifter, samt utfarer
de tjenester som er nevnt i forretningsfarerkontrakten.

8§19

Revisor

Sameiet skal ha statsautorisert eller registrert revisor. Revisor har mgte- og talerett pa
arsmgtet. Revisor velges av arsmgtet med alminnelig flertall. Revisor tjenestegjer frem til ny
revisor er valgt. Lov av 15. januar 1999 nr. 2 om revisjon og revisorer (revisorloven) gjelder
sa langt den passer.

§20

Tvister

Eventuelle tvister mellom sameiet og en seksjonseier avgjares ved de alminnelige domstoler.
Seksjonseierne vedtar eiendommens verneting som rette verneting.

8§21

Vedtektsendringer

Endring av sameiets vedtekter kan bare besluttes av arsmgtet med minst 2/3 flertall av de
avgitte stemmer, om ikke loven stiller strengere krav, jf. eierseksjonsloven § 27 annet ledd.

§22
Opplasning
Sameiet kan ikke opplgses uten etter samtykke av samtlige seksjonseiere.

§23
Medlemmer i styret eller forretningsfarer ma til enhver tid vaere bevisst pa egen habilitet. | tvilstilfeller kan
styret be om en tredjeparts vurdering av habilitet.

8§24
De fire seksjonseierne i farste etasje har bruksrett — inkludert ansvar for vedlikehold - til hageparsellen
utenfor sin leilighet og ned til eiendommens grense mot parkeringsplassen.

§ 25
For gvrig kommer lov av 16. juni 2017 nr. 65 (eierseksjonsloven) til anvendelse.
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Forslag 1.1
Endring av vedtekter for Sameiet Garden Refstad § 9 og §15

Forslag til endring merket med gul

§9 Fellesutgifter og fellesinntekter

Manedlige felleskostnader for alle 8 seksjoner besluttes av arsmatet, men styret har
fullmakt til oke felleskostnadene arlig etter konsumprisindeksen med 2 maneders
varsel

§ 15 Arsmoatets myndighet
...Det kreves 2/3 flertall av de avgitt stemmer til vedtak om:

1. ombygging, pabygging eller andre endringer av bebyggelsen eller tomten som
etter

forholdene i sameiet gar ut over vanlig forvaltning og vedlikehold,
2. omgjering av fellesarealer til nye seksjoner eller utvidelse av eksisterende
seksjoner,

3. salg, kjop, utleie eller leie av fast eiendom, herunder seksjon i sameiet som
tilharer

eller skal tilhare seksjonseierne i fellesskap,
4. andre rettslige disposisjoner over fast eiendom som gar utover vanlig forvaltning,
5. samtykke til endring av formal for en eller flere seksjoner,

6. samtykke til reseksjonering som nevnt i eierseksjonsloven § 20 annet ledd annet
punktum,

8. vedtektsendringer.

Og videre...
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Alle seksjonseiere ma, enten pa arsmgtet eller pa et annet tidspunkt, uttrykkelig si
seg enige

hvis sameiet skal kunne ta beslutning om

a) salg eller bortfeste av hele eller vesentlige deler av eiendommen,

b) opplasning av sameiet,

c) tiltak som medfagrer en vesentlig endring av sameiets karakter,

d) tiltak som gér ut over seksjonseiernes bo- eller bruksinteresser, uavhengig av

starrelsen pa kostnaden som tiltaket medfarer, og uavhengig av hvor stort
gkonomisk

ansvar eller utlegg tiltaket medfarer for de enkelte seksjonseierne.

e) begrensninger i den rettslige radighet over seksjonen,

) endring.i-fordeli o or

Flertallskravene ovenfor er ufravikelige og kan ikke fravikes i vedtekter eller pa
annen mate, jf. eierseksjonsloven § 49.

Flertallet i &rsmatet kan ikke gjore vedtak som er egnet til a gi noen seksjonseier en
urimelig fordel pa andre seksjonseieres bekostning.

(Eierseksjonsloven § 49 - Beslutninger pa arsmgtet tas med vanlig flertall av de
avgitte stemmene hvis ikke andre flertallskrav er fastsatt i loven eller vedtektene.
Vedtektene kan ikke fastsette strengere flertallskrav enn det som er fastsatt i loven.)

Forslag 1.2
Ingen seerlige grunner taler for & avvike fra eierseksjonsloven vedr fordeling av

felleskostnader og foreslar at dette endres etter § 29 Fordeling av felleskostnader og
fellesinntekter som sier:
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Felleskostnader skal fordeles mellom seksjonseierne etter sameiebraken

Dette sparer ogsa sameiet for utgifter da Obos fakturerer for & avregne/etter fakturere
med dagens Igsning

Forslag: Felleskostnader skal fordeles mellom seksjonseierne etter sameiebrgken

Forslag 2

Oppdaget i fjor sommer at Movel fakturerer sameiet for nettleie/drift av
ladeopplegget.

Da jeg sjekket dette med Reidar fikk jeg info om at dette skulle veere 125,- pr mnd,
noe som ogsa ikke har vist seg a stemme.

Fakturabelgpet for februar 2025 var eksempelvis kr 296,40 og i januar kr 272,13

Denne kostanden er variabel etter som det er nettleie og gker ved bruk

Det har aldri veert nevnt eller opplyst om at installasjon av ladeboksene skulle bli en
varig kostnad for sameiet, men at dette skulle veere en engangs investering og bruk
skulle belastes hver enkelt beboer med ladeboks

Tok dette opp pa styremgte 30.07.24 og da styret var uenige ble forslaget a drgfte
det pa neste arsmgte

Forslag: Ber arsmgte avgjgre hvem som skal betale dette
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Sameiet Ga

rden Refstad

v/ OBOS Eiendomsforvaltning AS
postboks 6666, St. Olavs plass

0129 Oslo

Prosjekt:

90460 Sameiet Garden Refstad

Movel AS

Tordenskiolds gate 2

0160 Oslo

Foretaksregisteret: NO 917 977 798 MVA

Nettside:

FAKTURA

Fakturanr.:
Fakturadato:
Kundenr.:

www.movel.no

Betalingsinformasjon

Forfallsdato:

Kontonummer:

KID:

127500

2024-10-10

90460

2024-10-24

1503.93.00246

0012750014

NB! Oppgi alltid KID ved elektronisk betaling.

Fakturaen er knyttet til drift av ladeanlegg for elbiler i samsvar med avtale av 16. mai 2024 og gjelder faste kostnader i
forbindelse med abonnementer p& strgm og eventuelt internett og stremforbruk ut over det som er registrert pa
anleggets ladepunkter.

Ved spgrsmal til avtalen, kontakt svendsen@movel.no. Ved spgrsmal til fakturaen, kontakt alberg@movel.no. For andre

henvendels

er, vennligst kontakt post@movel.no.

Her avregnes september 2024:

Produktnr.

Beskrivelse

Antall

Enh.pris
(inkl. mva)

Belgp
(ekskl. mva)

Mva
(25 %)

Belgp
(inkl. mva)

7301

7201

2621

2630

2624

2626

Strgm. Movels basiskostnad, pr.
stremabonnement pr. maned, for perioden
1. til 30. september 2024

Nettleie. Netteiers fastledd eller minste
kapasitetstrinn for abonnement pd méler
nummer 7359992929894544, for perioden
1. til 30. september 2024

Strgm. Variabel del av strgmkostnaden, til
Movels innkjgpspris, pr. kilowattime, for
perioden 1. til 30. september 2024

Strgm. Movels paslag, pr. kilowattime, for
perioden 1. til 30. september 2024

Stgnad. Midlertidig stgnad for
ekstraordinzere strgmutgifter, pr.
kilowattime. Godskrivning av stgnad for
perioden 1. til 30. september 2024

Nettleie. Variabel del av nettleien, pr.
kilowattime (enhetspris: total nettleie
fratrukket netteiers fastledd eller minste
kapasitetstrinn, delt pa totalt antall
kilowattimer), for perioden 1. til 30.
september 2024

1

125,00

120,00

0,2807

0,0625

0,00

0,1404

100,00

96,00

1,12

0,25

0,00

0,56

25,00

24,00

0,28

0,06

0,00

0,14

125,00

120,00

1,40

0,31

0,00

0,70

Sum

197,93

49,48

247,41

Betales til bankkonto 1503.93.00246 , KID: 0012750014

NOK 247,41

Vedlegg 5
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5845 - Sameiet Garden Refstad
v/ OBOS Eiendomsforvaltning AS
postboks 6666, St. Olavs plass

0129 Oslo

Prosjekt:

90460 Sameiet Garden Refstad

Movel AS

Tordenskiolds gate 2

0160 Oslo

Foretaksregisteret: NO 917 977 798 MVA

Nettside: www.movel.no

FAKTURA

Fakturanr.: 154800
Fakturadato: 2025-02-12
Kundenr.: 90460
Betalingsinformasjon

Forfallsdato: 2025-02-26

Kontonummer:
KID:
NB! Oppgi alltid KID ved elektronisk betaling.

1503.93.00246

0015480015

Fakturaen er knyttet til drift av ladeanlegg for elbiler i samsvar med avtale av 16. mai 2024. Den dekker faste
kostnader knyttet til abonnementer p& strem og eventuelt internett, samt strgmforbruk som ikke er registrert pa
anleggets ladepunkter.

Ved spgrsmal til avtalen, kontakt aagesen@movel.no. Ved spgrsmal til fakturaen, kontakt ilnytska@movel.no. For
andre henvendelser, vennligst kontakt post@movel.no.

Her avregnes januar 2025:

. Enh.pris Belop Belgp
Produktnr.  Beskrivelse Antall (inkl. mva) (ekskl. mva) Mva (inkl. mva)
7070 Drift. Movels basiskostnad for anleggseier: 1 80,00 64,00 25% 80,00
70 kr pr. anlegg og 5 kr pr.
ladeabonnement, maksimalt 270 kr pr.
maned, for perioden 1. til 31. januar 2025
7301 Stregm. Movels administrasjon og kontroll, 1 50,00 40,00 25% 50,00
pr. stramabonnement pr. maned, for
perioden 1. til 31. januar 2025
7201 Nettleie. Netteiers fastledd eller minste 1 135,00 108,00 25 % 135,00
kapasitetstrinn for abonnement pd maler
nummer 7359992929894544, for perioden
1. til 31. januar 2025
2621 Strgm. Variabel del av stramkostnaden, til 5 0,6827 2,73 25 % 3,41
Movels innkjgpspris, pr. kilowattime, for
perioden 1. til 31. januar 2025
2630 Strgm. Movels p3slag, pr. kilowattime, for 5 0,0625 0,25 25 % 0,31
perioden 1. til 31. januar 2025
2624 Stgnad. Midlertidig stgnad for -5 0,0635 -0,32 0 % -0,32
ekstraordinaere strgmutgifter, pr.
kilowattime. Godskrivning av stgnad for
perioden 1. til 31. januar 2025
2626 Nettleie. Variabel del av nettleien, pr. 5 5,6003 22,40 25 % 28,00
kilowattime (enhetspris: total nettleie
fratrukket netteiers fastledd eller minste
kapasitetstrinn, delt pa totalt antall
kilowattimer), for perioden 1. til 31. januar
2025
Sum 237,06 296,40
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Mva : Ingen avgiftsbehandling -0,32 0,00 -0,32
Mva-spesifikasjon 25 % 237,38 59,34 296,72

Betales til bankkonto 1503.93.00246 , KID: 0015480015 NOK 296,40
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Forslag 1.1
Endring av vedtekter for Sameiet Garden Refstad § 9 og §15

Forslag til endring merket med gul

§9 Fellesutgifter og fellesinntekter

Manedlige felleskostnader for alle 8 seksjoner besluttes av arsmatet, men styret har
fullmakt til oke felleskostnadene arlig etter konsumprisindeksen med 2 maneders
varsel

§ 15 Arsmoatets myndighet
...Det kreves 2/3 flertall av de avgitt stemmer til vedtak om:

1. ombygging, pabygging eller andre endringer av bebyggelsen eller tomten som
etter

forholdene i sameiet gar ut over vanlig forvaltning og vedlikehold,
2. omgjering av fellesarealer til nye seksjoner eller utvidelse av eksisterende
seksjoner,

3. salg, kjop, utleie eller leie av fast eiendom, herunder seksjon i sameiet som
tilharer

eller skal tilhare seksjonseierne i fellesskap,
4. andre rettslige disposisjoner over fast eiendom som gar utover vanlig forvaltning,
5. samtykke til endring av formal for en eller flere seksjoner,

6. samtykke til reseksjonering som nevnt i eierseksjonsloven § 20 annet ledd annet
punktum,

8. vedtektsendringer.

Og videre...
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Alle seksjonseiere ma, enten pa arsmgtet eller pa et annet tidspunkt, uttrykkelig si
seg enige

hvis sameiet skal kunne ta beslutning om

a) salg eller bortfeste av hele eller vesentlige deler av eiendommen,

b) opplasning av sameiet,

c) tiltak som medfagrer en vesentlig endring av sameiets karakter,

d) tiltak som gér ut over seksjonseiernes bo- eller bruksinteresser, uavhengig av

starrelsen pa kostnaden som tiltaket medfarer, og uavhengig av hvor stort
gkonomisk

ansvar eller utlegg tiltaket medfarer for de enkelte seksjonseierne.

e) begrensninger i den rettslige radighet over seksjonen,

) endring.i-fordeli o or

Flertallskravene ovenfor er ufravikelige og kan ikke fravikes i vedtekter eller pa
annen mate, jf. eierseksjonsloven § 49.

Flertallet i &rsmatet kan ikke gjore vedtak som er egnet til a gi noen seksjonseier en
urimelig fordel pa andre seksjonseieres bekostning.

(Eierseksjonsloven § 49 - Beslutninger pa arsmgtet tas med vanlig flertall av de
avgitte stemmene hvis ikke andre flertallskrav er fastsatt i loven eller vedtektene.
Vedtektene kan ikke fastsette strengere flertallskrav enn det som er fastsatt i loven.)

Forslag 1.2
Ingen seerlige grunner taler for & avvike fra eierseksjonsloven vedr fordeling av

felleskostnader og foreslar at dette endres etter § 29 Fordeling av felleskostnader og
fellesinntekter som sier:
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Felleskostnader skal fordeles mellom seksjonseierne etter sameiebraken

Dette sparer ogsa sameiet for utgifter da Obos fakturerer for & avregne/etter fakturere
med dagens Igsning

Forslag: Felleskostnader skal fordeles mellom seksjonseierne etter sameiebrgken

Forslag 2

Oppdaget i fjor sommer at Movel fakturerer sameiet for nettleie/drift av
ladeopplegget.

Da jeg sjekket dette med Reidar fikk jeg info om at dette skulle veere 125,- pr mnd,
noe som ogsa ikke har vist seg a stemme.

Fakturabelgpet for februar 2025 var eksempelvis kr 296,40 og i januar kr 272,13

Denne kostanden er variabel etter som det er nettleie og gker ved bruk

Det har aldri veert nevnt eller opplyst om at installasjon av ladeboksene skulle bli en
varig kostnad for sameiet, men at dette skulle veere en engangs investering og bruk
skulle belastes hver enkelt beboer med ladeboks

Tok dette opp pa styremgte 30.07.24 og da styret var uenige ble forslaget a drgfte
det pa neste arsmgte

Forslag: Ber arsmgte avgjgre hvem som skal betale dette
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<~ DSB

Sjekkliste for din egenberedskap

Nedenfor finner du eksempler pa ting som er lurt & ha hjemme. Du baer ga
gjennom dine behov og oppdatere ditt lager med jevne mellomrom. Husk at
familie, venner og naboer kan samarbeide om egenberedskap.

Mat og vann

[ ] Rent drikkevann lagret pa
kanner eller flasker.

[ ] Mat som taler lagring i
romtemperatur.

[ ] Grill, kokeapparat eller
stormkjokken.

[ ] Ekstra gassbeholder eller
brennstoff.

[ ] Mat og vann til kjeeledyr.

[ ] Litt kontanter og flere
betalingskort.

Informasjon

[ ] DAB-radio som gér pa batterier,
sveiv eller solceller.

[ ] Batterier og ladet batteribank.

[ ] Liste pa papir med viktige
telefonnummer som for
eksempel nednummer,
legevakt, veterineer, familie,
venner og naboer.

Vedlegg 8
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Varme og lys

[ ] Varme kleer og pledd, dyner
eller soveposer.

[ ] Fyrstikker og stearinlys.

[ ] Ved - hvis du har vedovn
eller peis.

[ ] Gass- eller parafinovn som er
beregnet for innendears bruk.

[ ] Avtale om overnatting.
[ ] Lommelykter eller hodelykter

som gar pa batterier, sveiv
eller solceller.

Legemidler og hygiene

[ ] Legemidler og
forstehjelpsutstyr.

[ ] Jodtabletter (gjelder barn og
voksne under 40 ar, gravide
og ammende).

[ ] Hygieneartikler som
vatservietter, handsprit, bleier,
toalettpapir, bind og tamponger.

2025 DSB - sjekkliste-egenberedskap-a4-bokmal.pdf



Vedlikeholdsplan

Sist oppdatert 04.04.22 av Heidi Neilson
OPAK anbefalte i 2019 vedlikehold for ca. 1.3 mil innen 2028.
Konstnads- senest
Nr |Navn Bekskrivelse overslag |Prioritet [sist utfort |utfort Andre kommentarer
Tak Nytt tak - tekking 350 kvn 350 000 1999 2026|OPAK anbefaler ny taktekking innen 2028 for & unnga lekkas;j
Etterisolere tak 350 kvm + over 150 000 OPAK anbefaler at det gjgres samtidig med taktekking moderniseringstiltak
Verands Utvidet verand: 2009
Vask og malt fasade ny farge Hver enkelt malte egen framside ved veranda. OPAK anbefaler vask, skraping og maling g
Fasade (kalkstein) tot. 600 kvm 300 000 2010 2021|fasade innen 2021. Maling av rekkverk utfert pa dugdnad i 2021.
Byttet og malt raftekassa kortside Vurdere & male pa dugnad som gjennomfgres samtidig som gstvegg repareres i 2021. Ny
Fasade gst ost 2012 raftekasse helt gverst ble malt av seksjon 5 sommer 2021.
Fasade gsf Bytte veggpanel kortside -gs 150 000 2024|Befaring med handtverker i 2021 papekte at panelen pa gstveggen bgr bytte
Vindu Nye vinduel 2013 Hver enkelt bestemte selv, tre eller fire som gikk for samme leverand
Overflatebehandle vindue OPAK anbefaler overflatebehandle vinduer ca 20Z
Vurdere nye gummilister vindi Hver enkelt kan vurdere behov for bedre isolering, kan vaere stremsparren
Langside nymalt 2014
Ventiler, islolerer stalbjelke og tett
Krypkjeller luftlekkasjer ifm sopp 40 000 2018/19? OPAK anbefaling som ble fulgt opp og utfart.
Brannsikre avigpsrer i tak,
Brann kryprom og 1 etg 10 000 2018/19? OPAK anbefaling som ble fulgt opp og utfert.
Felles brannalarmanlegg. OPAK anbefalte dette s& lenge det er er bransmitte gjennom rgranlegg for rask varsling og
Brann Seriekoblet brannvarslere i 2020 11 875 2020 evakueringved brann/branntillgp. Brannvarslere ble seriekoblet i desember 2020.
Friskluft i alle rom,
overstrgmspning, derspalte OPAK andbefaling, skal utfgres av hver enkelt.
Bygd ny trapp og kledd enden. Fundamentet ble vurdert til & vaere sterkt nok, men muren kan forsterkes. Styret fikk tilbud
Trapp Fundamentet forsterkes i 2021 17 000 2015 2021|17.000 i 2020 delvis gjennomfert i 2021.
Overfaltebehandle trinn og
svalgang 25000 OPAK anbefaler. Ikke prioritert i 2021.
Fasade - raftekasse Ny raftekasse pa begge langsider 2018 OPAK péapeker at utforming er uheldig og leder vann mot fasaden som gir merker
OPAK anbfelaer forbedring pa parapet, et moderniseringstiltak. Reparere raftekassa pa
Ny utforming pa raftekasse 70 000 2021|@stveggen estimert 50.000 i 2021. Utfert for 30.000+mva
Ny verande 2019 Forsikringssak far 10 ars garanti gikk ut. Fikk ny verande
Skorstein Skrape og male skorstein pa tak 5000 2023
Elkontroll El-kontroll (hvert 5 ar 2019 2024|Status og oppfalging er hver enkelt seksjonseier ansvarlig fc
OPAK anbefaler som modernisering & skifte gamle kabler og stieledninger. Beboere ma sejv
Elektro fellesanlegg fra 1972 120 000 oppgradere gamle underfordelere
VVS VVS vanninntak og avlgp fra 1972 Rarinspeksjon utfert i 2015 viste ok stand ingen opplagte feil eller svakheter.
Felleshager Fellesareal med hagt dugnad Vurdere oppgradering, ev. ny bord/ben
Ny trapp fra felleshage til p-plass Vurdere utbedring av trapp fra felleshage til parkeringen
Fjerne bjgrka ved inngang Styret er i dialog med intreressefellesskapet som forvalter skogen. To traer ble feldt av
felleshage interessefellesskapet 13.01.2021
Vurdere fjerning (skilt parkering?) eller utbedre gjerdet. Beboere i 1 etg utfert pa egen
Parkering Gjerde ved p-plass dugnad regning unntagen seksjon 1 som na ikke har gjerde.
Lading elbilel Vurderes om man kan ga sammen med flere om en hurtiglad
SUM ca. 1,25 mil
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Deltagelse pa arsmate 2025

Arsmgtet avholdes 23.04.25
Selskapsnummer: 5845 Selskapsnavn: SAMEIET GARDEN REFSTAD

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Fullmakt
Eier kan mate ved fullmektig. En fullmakt kan trekkes tilbake nar som helst.
Eier gir herved fullmakt til:

Fullmektigens navn:
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D oBOS

OBOS Eiendoms-
forvaltning AS

Hammersborg torg 1

Postboks 6668, St. Olavs plass
0129 Oslo

Telefon: 22 86 55 00
www.obos.no

E-post: oef@obos.no

Ta vare pé& dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.



Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)

Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)
Vedtatt pa drsmotet 23.04.2025.

§1
Sameiets navn er Sameiet Garden Refstad. Sameiet bestar av étte seksjoner av eiendommen Ribstonveien 37,
0585 Oslo - gnr. 0084, bnr. 0283.

§2

Formilet med sameiet (styret):
1. Ivareta driften av sameiet.
2. Administrere bruk og vedlikehold av fellesanlegg og fellesareal.
3. Ivareta alle andre saker av felles interesse.

I tilfelle tvil om en sak er av felles interesse, avgjeres spersmalet med alminnelig flertall p& sameiermaete,
jamfoer § 9. For sd vidt ikke annet folger av disse vedtekter, gjelder reglene 1 lov om eierseksjoner av
16. juni 2017 nr. 65 (eierseksjonsloven).

§3

Seksjon

En ideell eiendomsandel med eksklusiv bruksrett til én bolig benevnes seksjon. For hver

seksjon er det fastsatt en sameiebrek som uttrykker sameieandelens sterrelse. Seksjonseieren har eksklusiv
bruksrett til seksjonens hoveddel. Videre har seksjonseieren eksklusiv bruksrett til én nummerert
parkeringsplass. Ingen kan eie mer enn to seksjoner.

En seksjonseier kan med samtykke fra styret anlegge ladepunkt for elbil og ladbare hybrider i tilknytning til
parkeringsplass seksjonen disponerer. Styret kan bare nekte & samtykke dersom det foreligger en saklig
grunn.

§4

Disposisjon over seksjon

Den enkelte sameier har full rettslig rdderett over sin seksjon, herunder rett til salg og pantsettelse. Salg skal
meddeles styret i sameiet til registrering.

Ved bortleie svarer seksjonseier fremdeles for at vedtekter blir fulgt og for det skonomiske mellomvaeret
med sameiet.

Skal det foretas bygningsmessige endringer i leiligheten, plikter sameier & innhente tillatelse fra
bygningsmyndighetene der dette er nedvendig.

§5

Seksjonseiernes plikter

Seksjonseierne er forpliktet til & rette seg etter sameiets vedtekter og vedtak fattet av arsmetet og styret. Ved
alminnelig flertall fastsetter &rsmetet vanlige ordensregler for eiendommen. Bruksretten ma ikke nyttes slik
at det er til unedig eller urimelig skade eller ulempe for brukerne av andre seksjoner.

Eierne har ansvaret for det innvendige vedlikehold av sin leilighet.

Den enkelte sameier svarer gkonomisk for skade pa andres eller felles eiendom (for eksempel vannskade)
som skyldes mangelfullt vedlikehold av vedkommendes leilighet. Egenandel pé forsikring betales av eier

som har péfert andres seksjoner skade.

Innehaver av den enkelte seksjon er ansvarlig for at ubetalt andel driftsutgifter til sameiet, eventuelt andre
utgifter som sameiet har bestemt, blir betalt og hefter ogsé for tidligere seksjonseiers forpliktelser.
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Vedtekter for Sameiet Garden Refstad (Ribstonveien 37)

Eventuelle tillegg i felleskostnadene som folge av utbygging av seksjonene 1 og 5 skal belastes seksjon 1 og
5.

Hvis en sameier vesentlig misligholder sine forpliktelser overfor de gvrige sameiere, kan vedkommende med
minst tre méneder skriftlig varsel palegges 4 flytte og & selge sin seksjon, jamfer 16. juni 2017 nr. 65
(eierseksjonsloven).

§6

Seksjonseiers vedlikeholdsplikt

Vedlikehold av seksjonen péhviler den enkelte seksjonseier. Med vedlikehold forstés all oppussing,
istandsettelse og fornyelse av maling, tapet, gulv, tak, innvendige vegger, laser, nekler, elektriske ledninger
med tilbeher fra og med seksjonens sikringsskap, vannkraner, servanter og annet saniterutstyr, apparater
med tilbeher. Dette gjelder ogsa ledninger og innretninger som seksjonseier selv har satt opp.

Seksjonseieren skal vedlikeholde vatrom slik at lekkasjer unngés. Videre omfatter vedlikeholdsplikten vann-
og fuktsperrer i vatrom og vann- og avlepsledninger fra forgreiningspunktet pd hovedledningsnettet.
Seksjonseieren skal rense sluk og holde avlepsrer &pne frem til fellesledningen.

Reparasjon eller utskifting av rer og ledninger som er bygget inn i barende konstruksjon er sameiet ansvarlig
for. Innkassing og andre hindringer utfert av ndvaerende eller tidligere seksjonseiere, fritar ikke for
seksjonseierens vedlikeholdsplikt.

Seksjonseieren er ansvarlig for vedlikehold av derer og vinduer i egen bruksenhet. Det gjelder ogsé
utskiftning og utvendig vedlikehold av vinduer og balkongder. Utgangsderer er sameiet ansvarlig for. Er
utskiftning og utvendig vedlikehold nedvendig som folge av seksjonseierens forhold, er seksjonseieren
ansvarlig ogsé for dette.

Vedlikeholdsplikten omfatter ogsa den indre del av balkongen, herunder overflatebehandling og vedlikehold
av terrassegulv. Vannskader som har bygningsmessige arsaker og skader som ikke er forarsaket av
seksjonseiers darlige vedlikehold er sameiets ansvar.

Seksjonseieren er ansvarlig for at bruksenheten er utstyrt med pébudt brannvernutstyr, og at
dette fungerer og er i forskriftsmessig stand.

Unnlatelse av a foreta det vedlikehold som er nedvendig for a bevare eiendommens verdi, eller & avverge
ulemper, er & anse som mislighold av seksjonseierens forpliktelser overfor sameiet.

Alt arbeid som péligger seksjonseieren skal utferes i samsvar med de til enhver tid gjeldende lover og
forskrifter. Seksjonseieren er ansvarlig for at dette blir gjort. Utskifting av derer og vinduer, samt valg av
type ma godkjennes av styret.

Utvendig synlig utstyr som f.eks bod, markise, varmepumpe eller lignende skal i ivareta et helhetlig estetisk
utrykk og ikke pavirke andre beboere negativt. Nye tiltak kan dreftes pa arsmete og ev. godkjennes av styret.

§7

Sameiets plikter

Sameiet skal holde utvendige fellesarealer, bygningen og felles installasjoner, forsvarlig ved like.
Vedlikeholdet skal utferes slik at skader pa fellesarealene og de enkelte bruksenhetene forebygges, og slik at
seksjonseierne slipper ulemper. Vedlikeholdsplikten omfatter alt som ikke faller inn under den enkelte
seksjonseierens vedlikeholdsplikt.
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§8

Forandringer av seksjonen

Seksjonseierne mé ikke uten godkjennelse fra sameiets styre gjore ytre bygningsmessige forandringer,
herunder sette opp radio- og TV-antenne/parabol, bod, markiser, varmepumpe etc. Nye tiltak kan dreftes pa
arsmete og godkjennes av styret.

Innvendige forandringer er tillatt i den utstrekning dette ikke kommer i strid med lov og bygningsforskrifter,
endrer byggets barende konstruksjon eller i denne innebygget ror og ledninger. Omfattende innvendige
forandringer ma pa forhénd forelegges styret til godkjenning.

Arbeider pa vitrom ma utferes av autorisert rerlegger/elektriker. Ved serlig stoyende arbeid ma
fremdriftsplan forelegges styret.

§9

Fellesutgifter og fellesinntekter

Sameiet betaler alle kostnader til drift av sameiets bygninger, sd som offentlige avgifter som direkte kan
henfores til bygningene, forsikringer, drift og forsvarlig ytre vedlikehold av bygningene, samt
forretningsforsel.

Dessuten betaler sameiet alle kostnader i forbindelse med fellesavtale om kabel-TV og internett. Den enkelte
seksjonseier skal betale et a konto belop, fastsatt av drsmetet, til dekning av sin andel av felleskostnadene.
Belopet betales den 1. i hver maned.

Felleskostnader skal fordeles mellom seksjonseierne etter sameiebroken
Manedlige felleskostnader for alle 8 seksjoner besluttes av arsmeotet

§10

Forsikring

Styret plikter & holde sameiets bygningsmasse forsikret pé en tilfredsstillende mate. Seksjonseierne betaler
egenandel ved forsikringsskader der sameiets forsikring benyttes pa skader som ligger under seksjonseierens
vedlikeholdsansvar. Seksjonseieren er i disse tilfellene ogséa ansvarlig for tap som ikke dekkes av sameiets
forsikring som felge av helt eller delvis avkorting eller avslag pa grunn av seksjonseierens forhold.
Bestemmelsen her pavirker ikke sameiets rett til & kreve erstatning fra seksjonseieren for gvrig.

§11
Vedlikeholdsfond
Sameiet kan ha vedlikeholdsfond. Arsmetet vedtar hvor stort belop som skal avsettes til dette fondet hvert &r.

§12

Mislighold

Hvis en seksjonseier til tross for advarsel vesentlig misligholder sine forpliktelser overfor de
ovrige seksjonseierne, kan styret, med minst seks méaneders skriftlig varsel, palegge
seksjonseieren & selge seksjonen. Er ikke pélegget etterkommet innen fristens utlep, kan
seksjonen kreves solgt gjennom tvangssalg, jf. eierseksjonsloven § 38.

Seksjonseieren er ansvarlig for sine husstandsmedlemmer, leietaker eller andre personer som
han har gitt adgang til leiligheten, eller til eiendommen for gvrig.

Medferer seksjonseierens oppfersel fare for edeleggelse eller vesentlig forringelse av
eiendommen, eller er seksjonseierens oppforsel til alvorlig plage eller sjenanse for
eiendommens @vrige brukere, kan sameiets styre kreve seksjonseieren utkastet for seksjonen
er solgt. Konferer denne bestemmelses forste ledd og eierseksjonsloven § 39. Denne
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bestemmelsen gjelder ogsa for brukere av seksjonen som ikke er seksjonseiere.

§13

Arsmetet

Sameiets gverste myndighet er arsmetet. Styret innkaller skriftlig til det ordinere drsmeatet med minst 14
dagers varsel. Innkalling skal angi tid og sted for metet, samt dagsorden, herunder forslag som skal
behandles pd motet. Arsmatet holdes innen slutten av april.

For at forslag som nevnt i § 9, tredje og fjerde ledd skal kunne behandles pa &rsmetet, mé& hovedinnholdet i
forslaget vaere beskrevet i moteinnkallingen.

Saker som en seksjonseier ensker behandlet pé ordineert arsmete, skal nevnes i1 innkallelsen nar det settes
frem krav om det innen den frist styret bestemmer, jf. eierseksjonsloven § 41.

Skal et forslag som etter lov og vedtekter vedtas med 2/3 flertall kunne behandles, ma hovedinnholdet vaere
nevnt i innkallingen.

Pa det ordinere drsmote skal disse sakene behandles:
1. Konstituering
2. Arsmelding fra styret
3. Arsoppgjer med godkjennelse av resultatregnskap og balanse, herunder anvendelse av overskudd
eller dekning av tap
4. Driftsbudsjett
5. Eventuell godtgjerelse til styret
6. Eventuelt valg av revisor
7. Valg av styre
8. @vrige saker som er nevnt i innkallelsen (eks. vedlikeholdsplan og vedtekter)

§14
Ekstraordinaert sameiermete holdes nér styret, eventuelt sameiere, finner en sak nedvendig for sameiet &
behandle. Det innkalles skriftlig med minst 8 dagers varsel.

Nér styret finner det nedvendig, kan det innkalles med kortere varsel som likevel skal vare pa
minst tre dager. Arsmote skal holdes nir minst to seksjonseiere, som til sammen har minst 10

prosent av stemmene, skriftlig krever det og samtidig oppgir hvilke saker de ensker
behandlet.

§15

Arsmetets myndighet

Arsmetet ledes av styrets leder. Hvis lederen ikke er til stede, ledes motet av styrets nestleder.

Leder eller en annen oppnevnt av styret er referent (eks. forretningsforer). Arsmotet kan velge en referent
blant de tilstedevaerende sameiere hvis det er flertall for det.

Pé arsmetet har seksjonseierne stemmerett med én stemme for hver seksjon de eier. Det er
anledning til & mete ved fullmektig.

Seksjonseieren har rett til & ta med seg en radgiver til arsmeote. Radgiveren har bare rett til &
uttale seg dersom &rsmetet gir tillatelse med mer enn halvparten av de avgitte stemmer.
Blanke stemmer anses som ikke avgitt. Ved stemmelikhet avgjeres saken ved loddtrekning.
Alle vedtak fattes som hovedregel med alminnelig flertall av de avgitte stemmer.

Det kreves 2/3 flertall av de avgitt stemmer til vedtak om:
1. ombygging, pabygging eller andre endringer av bebyggelsen eller tomten som etter
forholdene i sameiet gar ut over vanlig forvaltning og vedlikehold,
2. omgjering av fellesarealer til nye seksjoner eller utvidelse av eksisterende
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seksjoner,

3. salg, kjop, utleie eller leie av fast eiendom, herunder seksjon i sameiet som tilherer

eller skal tilhere seksjonseierne i fellesskap,

4. andre rettslige disposisjoner over fast eiendom som gér utover vanlig forvaltning,

5. samtykke til endring av formal for en eller flere seksjoner,

6. samtykke til reseksjonering som nevnt i eierseksjonsloven § 20 annet ledd annet punktum,
8. vedtektsendringer.

Tiltak som har sammenheng med seksjonseiernes bo- eller bruksinteresser, og som gér ut over
vanlig forvaltning, og som ferer med seg ekonomisk ansvar eller utlegg for seksjonseierne 1
fellesskap pd mindre enn fem prosent av de arlige felleskostnadene, besluttes med vanlig
flertall av de avgitte stemmene pé drsmatet. Hvis tiltaket forer med seg skonomisk ansvar
eller utlegg for seksjonseierne i fellesskap pad mer enn fem prosent av de rlige
felleskostnadene, kreves det et flertall pa minst to tredjedeler av de avgitte stemmene pa
arsmetet.

Huvis tiltak etter foregdende ledd forer med seg et samlet skonomisk ansvar eller utlegg for
enkelte seksjonseiere pd mer enn halvparten av folketrygdens grunnbelop pa det tidspunkt
tiltaket besluttes, kan tiltaket bare gjennomfoeres hvis disse seksjonseierne uttrykkelig sier seg
enige.

Alle seksjonseiere ma, enten pa arsmetet eller pa et annet tidspunkt, uttrykkelig si seg enige
hvis sameiet skal kunne ta beslutning om
a) salg eller bortfeste av hele eller vesentlige deler av eiendommen,
b) opplesning av sameiet,
c) tiltak som medforer en vesentlig endring av sameiets karakter,
d) tiltak som gar ut over seksjonseiernes bo- eller bruksinteresser, uavhengig av
storrelsen pa kostnaden som tiltaket medferer, og uavhengig av hvor stort ekonomisk
ansvar eller utlegg tiltaket medferer for de enkelte seksjonseierne.
e) begrensninger i den rettslige radighet over seksjonen,

Flertallskravene ovenfor er ufravikelige og kan ikke fravikes i vedtekter eller pd annen mate,
jf. eierseksjonsloven § 49.

Flertallet i arsmatet kan ikke gjore vedtak som er egnet til & gi noen seksjonseier en urimelig
fordel pa andre seksjonseieres bekostning.

§16

Ingen kan som sameier eller fullmektig delta i noen avstemming pa arsmetet om rettshandel overfor seg selv
eller om eget ansvar. Heller ikke kan noen delta i avstemming om rettshandel overfor tredjemann eller om
tredjemanns ansvar, dersom vedkommende har fremtredende personlig eller skonomisk sarinteresse i saken.

§17

Styret

Til & forsta sameiets interesser, velger arsmetet en styreleder og en nestleder for et ar av gangen. Det kan
ogsé velges et styremedlem. Disse skal vare sameiere. Styremete avholdes nér det finnes nedvendig.

Styret stér for forvaltningen av seksjonseiernes felles anliggender i samsvar med lov, vedtekter og vedtak av
arsmeotet.

Styret er beslutningsdyktig nar mer enn halvparten av medlemmene er til stede. Vedtak treffes
med alminnelig flertall. Ved stemmelikhet utgjor meteleders stemme utslaget.
I fellesanliggender representerer styret seksjonseierne, og forplikter dem ved underskrift av
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styrets leder og ett styremedlem, jf. eierseksjonsloven § 60.

§18

Forretningsforer

Arsmaotet velger forretningsforer. Forretningsforeren forestdr den daglige drift av sameiets eiendom.
Forretningsforer serger for innkreving av fellesutgifter fra seksjonseierne og ferer regnskap for sameiet.
Videre fremmer forretningsforer overfor styret forslag til &rsoppgjer, budsjett og fellesutgifter, samt utforer
de tjenester som er nevnt i forretningsfererkontrakten.

§19

Revisor

Sameiet skal ha statsautorisert eller registrert revisor. Revisor har mete- og talerett pa
arsmetet. Revisor velges av arsmetet med alminnelig flertall. Revisor tjenestegjor frem til ny
revisor er valgt. Lov av 15. januar 1999 nr. 2 om revisjon og revisorer (revisorloven) gjelder
sd langt den passer.

§20

Tvister

Eventuelle tvister mellom sameiet og en seksjonseier avgjeres ved de alminnelige domstoler.
Seksjonseierne vedtar eiendommens verneting som rette verneting.

§21

Vedtektsendringer

Endring av sameiets vedtekter kan bare besluttes av arsmetet med minst 2/3 flertall av de
avgitte stemmer, om ikke loven stiller strengere krav, jf. eierseksjonsloven § 27 annet ledd.

§22
Opplesning
Sameiet kan ikke oppleses uten etter samtykke av samtlige seksjonseiere.

§23
Medlemmer i styret eller forretningsforer ma til enhver tid vaere bevisst pa egen habilitet. I tvilstilfeller kan
styret be om en tredjeparts vurdering av habilitet.

§24
De fire seksjonseierne i forste etasje har bruksrett — inkludert ansvar for vedlikehold - til hageparsellen
utenfor sin leilighet og ned til eiendommens grense mot parkeringsplassen.

§25
For gvrig kommer lov av 16. juni 2017 nr. 65 (eierseksjonsloven) til anvendelse.
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Sak 2:

Sak 2:

Sak 3:

Sak 4:

Sak 5:

PROTOKOLL

fra ekstraordinaert arsmegte 2023 i Sameiet Garden Refstad

Avholdt: 02.11.2023 kl:18:00 Sted: Hos styreleder

Mgtet ble erkleert for lovlig innkalt

Konstituering

Valg av mgteleder

Valgt: Heidi Neilson

Antall stemmeberettigede

Antall fremmette: seks av atte seksjoner
Antall fullmakter: seks stemmeberettigede

Tilstede var Tomm Ekra, Grete @en, Grete Hauge, Mette Larsen,
Elisabeth Gjesdal, Heidi Neilson og Reidar Evensen.

Forfall: Kyrre Cool Sundt/Fride Solli og Martin Larsen (som flyttet
inn 1.11.2023)

Valg av person til 8 fgre protokollen og minst en eier som protokollvitne

Protokollferer: Heidi Neilson

Protokollvitner: Elisabeth Shabitri Gjesdal og Mette Larsen

Godkjenning av mgteinnkalling

Vedtak: Godkjent

Godkjenning av styremedlem

Kristian @ines ma forlate sitt verv.
Styrets innstilling: Mette Larsen foreslas valgt inn som nytt styremedlem

Vedtak: Godkjent
Orienteringssaker

1. Status om lading har fatt svar fra Elvia. Arbeid utferes varen 2024.

Transaction 09222115557504214401

Signed HN, ML, ESG



2. Alle dokumentene om reseksjonering er sendt.
3. Eventuelt
Vedtak: Sakene tas til orientering
Megtet ble hevet kl. 18.45

Protokollen undertegnes av:

Valgt av arsmetet Mgteleder Valgt av arsmetet
Elisabeth Shabitri Gjesdal Heidi Neilson Mette Larsen

Transaction 09222115557504214401

Signed HN, ML, ESG
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Protokoll til arsmate 2025 for SAMEIET GARDEN REFSTAD

Organisasjonsnummer: 888576002
Matet ble avholdt 23. april kl. 18:30, Hos Heidi & Reidar.

Antall stemmeberettigede som deltok: 8
Antall stemmeberettigede som deltok med fullmakt: 2

Felgende saker ble behandlet pa arsmetet:

1. Valg av mgteleder

Mgtelederen sgrger for at metet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte mgtelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak:
Heidi Neilson er valgt.

+~ Vedtatt.

2. Godkjenning av de stemmeberettigede

Deltakere i mgtet er registrert i en frammgateliste etter innleverte registreringsblanketter og fullmakter, og listen
legges til grunn for opptelling av de stemmeberettigede.

Forslag til vedtak:
Det ble foreslatt & anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at
vedkommende eier er til stede.

+ Vedtatt.

3. Valg av en til & fore protokoll og minst en eier som protokollvitne

Det er mgtelederen som er ansvarlig for arsmgteprotokollen, men av praktiske hensyn kan det velges en
protokollfarer. Etter loven skal det ogsa velges minst en eier til & signere protokollen sammen med mgteleder.

Forslag til vedtak:
Som farer av protokollen ble Sverre Hermanstad foreslatt. Som protokollvitner ble Elisabeth Shabitri Gjesdall
og Kyrre Stenerud Sundt foreslatt.

+~ Vedtatt.

4. Godkjenning av mgteinnkallingen

Det ble foreslatt & godkjenne den maten arsmegtet er innkalt pa.

Forslag til vedtak:
Mgteinnkallingen godkjennes

+ Vedtatt.

Transaction 09222115557545063813 Signed HLN, KSS, ESG




5. Arsrapport og arsregnskap

a) Godkjenning av arsrapport og arsregnskap
b) Styret foreslar overfering av arets resultat til egenkapital.

Styrets innstilling
Styret foreslar godkjenning av arsrapport og arsregnskap, samt overfgring av arets resultat til egenkapital.

Forslag til vedtak:
Arsrapport og arsregnskap godkjennes.

.~ Vedtatt.

6. Fellesutgifter

Styret forslar & eke mnd fellesutgifter fra kr 3 255 til kr 3 346 da sameiet har gkte utgifer. @kningen tilsvarer
KPI fra jan'24-25, 2,8%

Forslag til vedtak:

Felleskostandene gkes til kr 3 346 pr mnd fra 01.06.2025
Vedtatt. En stemme imot.

.~ Det er en merknad om at man ikke vil benytte seg av hele drift og vedlikeholds posten pa 114.000. Det er
mer sannsynlig at ca 50.000 vil bli brukt til vedlikehold som vil medfere et positivt resultat.

7. Endring i vedtektene

Fremmet av: Mette Larsen

Styret har fatt et forslag om & endre sameiets vedtekter. Saken er fremmet av Mette Larsen og formaélet er at
felleskostnader fordeles etter sameiebraken. Se vedlagt forslag.

Dagens vedtekter og formelen som brukes for & beregne tillegget for seksjon 1 og 5 er vedlagt.

| protokollen fra arsmeatet 27.4.2022 der reseksjonering og vedtektsendringer ble behandlet, ble falgende
vedtak fattet:

Eiere av seksjon 1 og 5 betaler et tillegg i henhold til arlig avregning hvor seksjons 1 og 5 belastes for de
faktiske ekstrakostnader tilbyggene medferer. Avregningen utfgres av regnskapsferer og godkjennes av
styret. Manedlige felleskostnader for alle 8 seksjoner besluttes av arsmgtet.

Styrets innstilling
Styret er delt i denne saken. Styremedlem Mette Larsen gnsker & endre vedtektene med fglgende: "-
Felleskostnader skal fordeles mellom seksjonseierne etter sameiebraoken”

Styreleder gnsker & beholde dagens vedtekter, der det star falgende: "Eiere av seksjon 1 0g 5 betaler et tillegg
i henhold til avregning, hvor seksjon 1 0g 5 belastes for de faktiske ekstrakostnadene tilbyggene medfarer.
Avregningen utfares av regnskapsfarer og godkjennes av styret.”

Vedlagt ligger formelen som brukes for a fordele felleskostnadene i trad med dagens vedtekter.
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Styremedlem Mette Larsen har ogsa foreslatt et tillegg i §9 Felleskostnader og fellesinntekter, som lyder som
folgende: "Mdnedlige felleskostnader for alle 8 seksjoner besluttes av Grsmetet, men styret har fullmakt til oke
felleskostnadene drlig etter konsumprisindeksen med 2 mdaneders varsel”.

Styreleder stgtter forslaget og sper arsmatet om a gi styret fullmakt til & justere felleskostnadene i trad med KPI
fra og med 1.1. hvert ar. Styreleder mener dette ikke krever vedtektsendring sé lenge arsmetet gir sin tilslutning
til en slik praksis.

Folgende forslag var til avstemning:

Forslag til vedtak 1:
Endre §9 Fellesutgifter og fellesinntekter til: "Felleskostnader skal fordeles mellom seksjonseierne etter
sameiebrgken”
Vedtatt. Vedtatt med 6 stemmer for. 2 stemmer mot.
+~ Protokollmerknad: Tom Ekra mener at 2/3 flertall er ugyldig iht. eierseksjonsloven §27 og §29 sa mener
de at det ma vaere 100% enighet om en slik vedtektsendring.

Forslag til vedtak 2:

Beholde dagens vedtekter §9 Fellesutgifter og fellesinntekter forblir uendret som er: "Eiere av seksjon 1 og
5 betaler et tillegg i henhold til avregning, hvor seksjon 1 og 5 belastes for de faktiske ekstrakostnadene
tilbyggene medferer. Avregningen utferes av regnskapsfarer og godkjennes av styret."

X Ikke vedtatt.

8. Movel kostnad - elbillading

Fremmet av: Mette Larsen

Forslagsstiller beskriver saken slik:

Oppdaget i flor sommer at Movel fakturerer sameiet for nettleie/drift av ladeopplegget. Da jeg sjekket dette
med Reidar fikk jeg info om at dette skulle vaere 125,- pr mnd, noe som ogsa ikke har vist seg & stemme.

Fakturabelgpet for februar 2025 var eksempelvis kr 296,40 og i januar kr 272,13. Denne kostanden er variabel
etter som det er nettleie og oker ved bruk.

Det har aldri veert nevnt eller opplyst om at installasjon av ladeboksene skulle bli en varig kostnad for sameiet,
men at dette skulle vaere en engangs investering og bruk skulle belastes hver enkelt beboer med ladeboks.

Tok dette opp pa styremate 30.07.24 og da styret var uenige ble forslaget a drofte det pa neste arsmate.
Forslagsstiller ber arsmgate avgjore hvem som skal betale dette.

Styret er delt i denne saken. Etter hva styreleder vet er det ingen i sameiet som per i dag bruker ladelgsningen
fast. To av atte har installert ladeboksen som alle pa arsmgtet fikk tiloud om. En har egen lading. Styreleder har
selv brukt ladeboksen til seksjon 5 tre ganger (ca. 4 timer hver gang). Lasningen er lett & bruke og faktureringen
direkte til hver seksjon for bruk fungerer som fourtsatt.

Styreleder mener oppdraget med & installere elbil-lading er giennomfert i trdd med arsmatets vedtak. Sameiet
har fatt maksimal uttelling for stetten fra Oslo kommune. Oslo kommune vurderer nd & innfare nullutslippsoner
i byen. Nar det trer i kraft er det sannsynlig at stetteordningene falle bort.
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| trad med vedtaket pa arsmgtet i 2023 ble det installert en felles lgsning som alle atte seksjoner kan bruke.
Det er satt opp infrastruktur foran hver seksjons parkeringsplass. Det er i dag fa som bruker lasningen, men
alle har lik mulighet for a fa en funksjonell ladelgsning pa hver sin parkeringsplass.

Derfor mener styreleder at de lgpende driftskostnadene med sameiet infrastruktur for felles lading bar
fordeles likt pa alle seksjoner. Selve streamforbruket faktureres direkte til den seksjonen som har etablert
ladeboks og har abonnement hos Movel.

| protokollen fra arsmgtet 26.4.2023 der elbil-lading ble behandlet star falgende:

5.1 Elbillading mottatt tilbud som gjelder for 2023. Det vises til tilbud av forskjellige ladestasjoner i
innkallingen. Vedtak: Kristian @ines fdr fullmakt fra drsmetet til & underseke og fd et oppdatert tilbud fra
leverandgrene. Det settes en ramme pd kr. 150.000 som styret kan inngd avtale om. Styret vil dele det ev.
oppdaterte tilbudet med seksjonseierne og fa klarhet i detaljene.

Sameiet har fatt etablert infrastruktur for elbillading til alle atte enheter som kostet 112.860,- og har mottatt
stotte fra Oslo kommune pa 56.430,-. Manedlig kostnad fra Movel er knyttet til drift av ladeanlegg for elbiler
i samsvar med avtale av 16. mai 2024. Den dekker faste kostnader knyttet til abonnementer pa strem og
eventuelt internett, samt stremforbruk som ikke er registrert pa anleggets ladepunkter. Kostnaden har
variert fra 247,41 kr per maned til 296,40. Variasjonen skyldes bl.a nettleien.

Styrets innstilling
Styret har ingen felles innstilling i denne saken. Forslagsstiller ber arsmgtet ta stilling til saken.

Folgende forslag var til avstemning:

Forslag til vedtak 1:
Forslagsstiller ber arsmgte avgjore hvem som skal betale dette.

X Ikke vedtatt.

Forslag til vedtak 2:
Styreleder mener at driftskostnader pa felleslasninger i sameiet bar inkl. i felleskostnader. Faste manedlige
kostnader knyttet til felles ladeinfrastruktur i sameiet bar inkluderes i felleskostnadene.

X Ikke vedtatt.

Forslag til vedtak 3:
Beholder dagens lgsning. Driftskostnadene for ladeinfrastrukturen skal veere med budsjettet.

+~ Forslaget ble vedtatt

9. Beredskap i sameiet

Alle i samfunnet vart oppfordres til ha egen beredskapskasse. Styret gnsker med dette & oppfordre alle til &
veere forberedt og sgrge for a ha avtalt med minst en beredskapsvenn. Se vedlagt sjekkliste fra DSB og hold
egen beredskap klar.

Styrets innstilling

Transaction 09222115557545063813 Signed HLN, KSS, ESG




Styret oppfordrer alle i sameiet til & lese igjennom vedlagte rad om egen beredskap. Styret vil oppfordre
seksjonseiere til & vurdere a ga til innkjop av egne vanndunker, som arsmgtet kan vurdere a plassere i felles
krypkjeller.

Forslag til vedtak:
Styret oppfordrer hver seksjonseier til & ha en oppdatert beredskap hjemme, gjor en avtale med minst en
beredskapsvenn og vurder om du vil plassere ekstra vanndunker i felles krypkijeller.

.~ Vedtatt. Saken tas til orientering.

10. Hastseminar 9 oktober

Styreleder har deltatt en gang pa OBOS sitt hgstseminar for styremedlemmer. Det var leererikt og inspirerende.
Styreleder vil derfor anbefaler at sameiet betaler de ca. 800 kr for at en i styret kan delta p& hastseminar 9.
oktober 2025.

Styrets innstilling
En fra sameiets styre oppfordres til & delta pd OBOS sitt hastseminar 9 oktober 2025.

Forslag til vedtak:
En fra styret deltar pa OBOS sitt hgstseminar 9 oktober 2025. Ved pamelding i juni koster det i underkant
800 kr.

.~ Vedtatt.

11. Vedlikehold 2025-2030

Sameiet har en vedlikeholdsplan. | oktober i ar har sameiet betalt ned naveerende Ian. Snart ma taket
tekkes om, og gstveggen er klar for utskifting. Styret @nsker a giennomfare befaring og fa inn tilbud for &
kunne kostnadsestimere forventet vedlikehold. Sameiet kan lane i underkant av 2 mill. kr, men tror at dette
vedlikeholdet ikke vil koste s& mye.

Vedlikeholdet kan forventes & matte settes i gang i lapet av de neste fem arene.

Styrets innstilling
Styret vil i 2025/2026 organisere befaring og hente inn tiloud pa vedlikehold av tak og astveggen.

Forslag til vedtak:
Styret fordeler oppgaver og henter inn tilbud for taket og astveggen. Malet er & ha klart et kostnadsestimat
og forslag til framdrift klart til arsmeatet i 2026.

.~ Vedtatt. Saken tas til orientering.

12. Vask av hele bygget og noe maling - dugnad og eget arbeid

Vart hvite hus blir mgkkete. Det er behov for husvask. Det er noe usikkert hva hver enkelt far til pa egenhand
og styret vil derfor vurdere a fa hele bygget vasket av eksterne.

Styrets innstilling
Dersom sameiet ikke klarer & gjennomfgre husvask pa dugnad og individuelt arbeid per seksjon, bgr arsmatet
vurdere a fa det gjennomfert ved et felles innkjgp.
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Bygget er malt pa ulike tidspunkt og deler av kledningen er byttet ut. Det er observert antydning til sopp og
derfor bar hele bygget forst vaskes av profesjonelle som bruker riktig midler og som kommer til pa alle deler
av bygget.

Forslag til vedtak:
Styret anbefaler & hente inn tilbud for husvask. Arsmatet gir sin tilslutning til & bruke opp til 50.000 pa dette
formalet i 2025.

+~ Vedtatt.

13. Innfore styrehonorar i sameiet

Fremmet av: Heidi Neilson

| et lite sameie som vart med atte leiligheter, mener vi det er viktig at alle som kan, bidrar til felles utvikling og
vedlikehold. For & fa sameiet vart til & fungere best mulig, er det best om vi greier & samarbeide og bli enige.
Det mener Reidar og jeg at vi na beveger oss bort fra med forslaget til vedtektsendringer fra Mette.

Ikke alle kan eller ter klatre opp pa taket, ikke alle kan eller vil sla gresset pa fellesarealet.

Vi som bor i seksjon 5 har veert styreleder eller styremedlem i vart sameie i 19 av de 20 arene vi har bodd her.
| de arene vi har veert i styret, har sameiet hatt en sunn gkonomi med ganske lav husleie.

Vi flyttet til Ribstonveien 37 sommeren 2005.

Siden den gang er blant annet vestveggen oppgradert med ny kledning og islolasjon, og med ny trapp.
Verandaer er utvidet. Raftekassa pa gstveggen ble byttet av snekker, mens Reidar og jeg malte den pa vegne
av sameiet. Andre deler av bygget vart er malt av innleide og vasket. Maling utferte alle enheter gjort pa sin del
ved veranda.

| tillegg har vi i var seksjon utfert vaktmestertjenester pa vegne av fellesskapet som a fierne lgv pa taket -
inkludert snemaking ved behov - minst 6 ganger i aret, for a redusere faren for taklekkasjer. Vi hari 20 ar
klippet gresset pa fellesomrade pa @stsiden 6 gangeri aret, og vi luker arlig langs var private vei for a redusere
faren for starre veivedlikehold, der vi har en felles veiavtale med naboene.

Vi har ogsa brukt mye tid pa kjelleren. Forst matte det monteres nye pumper for alle atte leiligheter pa grunn
av gkt vanntrykk fra kommunen, deretter ble det oppdaget mugg i kjeller, og oppryddinga etter det. Vi fikk
ogsa utfert inspeksjon av alle vann- og avlgpsrar for en del ar siden. Det viste behov for en oppdatering i
avlgpskummen, med tilhgrende oppfoelging.

Styrevervet tar tid. Det tar tid & hente inn tilbud, organisere befaring og folge opp arbeidene som gjennomfares.
Det i tillegg til & utfare «vanlige» styreoppgaver.

Vivet at taket ma undersakes og vedlikeholdes, hele gstveggen (utenom raftekassa) skal skiftes. Det blir en jobb
som det skal hentes inn anbud p3, organiseres, utfares og som vil ta tid.

Uavhengig av hvem som blir valgt pa dette arsmeatet, sd mener jeg at styret bar honoreres, fordi styrearbeidet
tar av den enkeltes fritid.

Jeg vil derfor i dette arsmeate be om at styret far et arlig honorar. Etter hva jeg har lest er det vanlig med ca.
2000 per boenhet dvs 16 000 kr. Det star videre pa OBOS sine sider at det er vanlig at styreleder far halve
summen, mens resten fordeles pa styremedlemmene.

Kilde:

https://www.obos.no/boligforvaltning/tips-og-rad/hva-far-styrene-betalt
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Bade om det skal gis et styrehonorar og starrelsen pa det avgjeres pa arsmetet.
Forslaget fremmes av styreleder basert pa egen erfaring.

Mvh Heidi Neilson

Styreleder

Forslag til vedtak:
Det utbetales 16 000 kr per ar. Styrehonoraret fordeles med 50 % til styreleder og resten fordeles pa de
andre styremedlemmene.

+ Vedtatt.

14. Valg av tillitsvalgte

Innstilling
Kandidater velges i matet

Styreleder (1 ar)

Falgende ble valgt:
Mette Larsen

Folgende stilte til valg:
Mette Larsen

Styremedlem (1 &r)

Falgende ble valgt:
Elisabeth Shabitri Gjesdahl
Kyrre Stenerud Sundt

Folgende stilte til valg:
Elisabeth Shabitri Gjesdahl
Kyrre Stenerud Sundt
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Ekstraordineert arsmgte 2023

Sameiet Garden Refstad

2. november 2023

Selskapsnummer: 5845 ﬁ O BOS



Velkommen til arsmgte i Sameiet Garden Refstad

Innkallingen inneholder alle sakene som skal behandles pa arsmeotet. Styret haper du leser gjennom
heftet og viser din interesse ved & delta pa arsmaotet.

Dato for arsmetet:
2. november 2023 kl. 18:00, Hos styreleder.

Hvem kan stemme pa arsmgtet?

Alle eiere har rett til & delta i mgte med forslags-, tale- og stemmerett.

« Eiers ektefelle, samboer eller et annet medlem i husstanden har ogsa rett til & veere til stede og til &
uttale seg.

* En stemme avgis pr. eierandel.

» Eierenkan ta med seg en radgiver til mgte. Radgiveren har bare rett til & uttale seg dersom et flertall
pa arsmgtet tillater det.

» Eieren kan mgate ved fullmektig.

Registreringsblanketten leveres i utfylt stand ved inngangen.

Saker til behandling

1. Valg av mgteleder

2. Valg av protokollvitner

3. Godkjenning av mgteinnkallingen
4. Valg av styremedlem

5. Orienteringssaker

Med vennlig hilsen,
Styret i Sameiet Garden Refstad
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Sak1
Valg av moteleder

Krav til flertall:
Alminnelig (50%)

Mgtelederen sgrger for at megtet blir avviklet etter lovens regler og er ansvarlig for at det fores
protokoll. Hvis ikke arsmgtet velger en mateleder eller forslatte mateleder ikke blir valgt, er det
styrets leder som etter loven er mateleder.

Forslag til vedtak

Heidi Neilson er valgt.

Sak 2
Valg av protokollvitner

Krav til flertall:
Alminnelig (50%)

Valg av to eiere til & signere protokollen. Protokollen vil bli sendt til signering digitalt.

Forslag til vedtak
Elisabeth Gjesdal og Mette Larsen er valgt.

Sak 3
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmgtet er innkalt pa.

Forslag til vedtak

Mgateinnkallingen godkjennes
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Sak 4
Valg av styremedlem

Kristian @ines ma forlate sitt verv

Innstilling

Mette Larsen foreslas valgt inn som nytt styremedlem

Roller og kandidater

Valg av 1 styremedlem Velges for 1 ar
Falgende stiller til valg som styremedlem:

* Mette Larsen

Sak 5
Orienteringssaker

Krav til flertall:
Alminnelig (50%)

1. Status om lading er at vi venter pa svar fra Elvia
2. Alle dokumentene om reseksjonering er sendt

3. Eventuelt

Forslag til vedtak

Sakene tas til orientering
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Deltagelse pa ekstraordinaert arsmate 2023

Arsmgtet avholdes 2.11.23
Selskapsnummer: 5845 Selskapsnavn: Sameiet Garden Refstad

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Fullmakt

| fysisk mate hvor det blir anledning til & levere stemmeseddel, kan eier mgte ved fullmektig. En
fullmakt kan trekkes tilbake nar som helst.

Eier gir herved fullmakt til:

Fullmektigens navn:

5av6

Leilighetsnummer: Navn pa eier(e):




Y oBOS

OBOS Eiendoms-
forvaltning AS

Hammersborg torg 1

Postboks 6668, St. Olavs plass
0129 Oslo

Telefon: 22 86 55 00
www.obos.no

E-post: oef@obos.no

Ta vare pé dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-11-07 08:58:42.203221 UTC ±161 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36 Edg/119.0.0.0

      

    

    		

      

        The initiator Sverre Hermanstad (SH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2024-02-05 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-11-07 08:58:42.203221 UTC ±161 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (heidi.leander.neilson@gmail.com) to Heidi Neilson (HN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-11-07 08:58:42.203221 UTC ±161 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mette.larsen79@gmail.com) to Mette Larsen (ML). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-11-07 08:58:42.203221 UTC ±161 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (elisabeth_gjesdal@hotmail.com) to Elisabeth Shabitri Gjesdal (ESG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-11-07 08:58:44.47988 UTC ±161 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mette Larsen (ML) was delivered.

      


    

  



  

  

    		2023-11-07 08:58:50.281023 UTC ±161 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elisabeth Shabitri Gjesdal (ESG) was delivered.

      


    

  



  

  

    		2023-11-07 08:58:56.193011 UTC ±161 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Heidi Neilson (HN) was delivered.

      


    

  



  

  

    		2023-11-07 08:59:58.813602 UTC ±165 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to heidi.leander.neilson@gmail.com was opened.

      


    

  



  

  

    		2023-11-07 09:08:26.745553 UTC ±194 ms

    		2023-11-07 08:11:52.473688 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mette.larsen79@gmail.com was opened.

      


    

  



  

  

    		2023-11-07 09:20:49.686579 UTC ±15 ms

    		2023-11-07 09:11:54.648623 UTC

    		

      213.239.97.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36

      

    

    		

      

        The party Mette Larsen (ML) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-11-07 09:20:50.337424 UTC ±15 ms

    		2023-11-07 09:11:54.648623 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mette.larsen79@gmail.com was opened.

      


    

  



  

  

    		2023-11-07 09:21:22.198292 UTC ±15 ms

    		2023-11-07 09:11:54.648623 UTC

    		

      213.239.97.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Mette Larsen (ML) signed the document.

      


    

  



  

  

    		2023-11-07 16:51:15.837564 UTC ±36 ms

    		2023-11-07 16:12:09.784777 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to elisabeth_gjesdal@hotmail.com was opened.

      


    

  



  

  

    		2023-11-07 16:52:21.320571 UTC ±37 ms

    		2023-11-07 16:12:09.784777 UTC

    		

      84.209.181.10

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-G781B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/23.0 Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Elisabeth Shabitri Gjesdal (ESG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-11-07 17:15:36.149587 UTC ±4 ms

    		2023-11-07 17:12:11.954302 UTC

    		

      84.209.181.10

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-G781B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/23.0 Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Elisabeth Shabitri Gjesdal (ESG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-11-07 17:20:43.526452 UTC ±9 ms

    		2023-11-07 17:12:11.954302 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to elisabeth_gjesdal@hotmail.com was opened.

      


    

  



  

  

    		2023-11-08 05:32:43.654313 UTC ±18 ms

    		2023-11-08 05:12:40.969833 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to heidi.leander.neilson@gmail.com was opened.

      


    

  



  

  

    		2023-11-08 05:37:49.887033 UTC ±23 ms

    		2023-11-08 05:12:40.969833 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to heidi.leander.neilson@gmail.com was opened.

      


    

  



  

  

    		2023-11-08 14:48:58.771691 UTC ±28 ms

    		2023-11-08 14:13:01.6717 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to elisabeth_gjesdal@hotmail.com was opened.

      


    

  



  

  

    		2023-11-08 14:48:59.376351 UTC ±28 ms

    		2023-11-08 14:13:01.6717 UTC

    		

      84.209.181.10

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-G781B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/23.0 Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Elisabeth Shabitri Gjesdal (ESG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-11-08 14:49:06.382242 UTC ±28 ms

    		2023-11-08 14:13:01.6717 UTC

    		

      84.209.181.10

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-G781B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/23.0 Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Elisabeth Shabitri Gjesdal (ESG) signed the document.

      


    

  



  

  

    		2024-01-11 15:07:24.145583 UTC ±67 ms

    		2024-01-11 14:10:30.825685 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36 Edg/120.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Heidi Neilson (HN) at the request of the user Sverre Hermanstad (SH).

      


    

  



  

  

    		2024-01-11 15:07:29.265987 UTC ±67 ms

    		2024-01-11 14:10:30.825685 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Heidi Neilson (HN) was delivered.

      


    

  



  

  

    		2024-01-14 12:39:10.313005 UTC ±43 ms

    		2024-01-14 12:13:16.433357 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to heidi.leander.neilson@gmail.com was opened.

      


    

  



  

  

    		2024-01-14 12:39:22.119432 UTC ±43 ms

    		2024-01-14 12:13:16.433357 UTC

    		

      46.15.151.141

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Heidi Neilson (HN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-14 12:39:48.346205 UTC ±44 ms

    		2024-01-14 12:13:16.433357 UTC

    		

      46.15.151.141

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Heidi Neilson (HN) signed the document.

      


    

  



  

  

    		2024-01-14 12:39:48.346205 UTC ±44 ms

    		2024-01-14 12:13:16.433357 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-04-24 12:26:35.557587 UTC ±1 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The initiator Sverre Hermanstad (SH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2025-07-23 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-04-24 12:26:35.557587 UTC ±1 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (heidi.leander.neilson@gmail.com) to Heidi Leander Neilson (HLN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-04-24 12:26:35.557587 UTC ±1 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kyrrecool@gmail.com) to Kyrre Stenerud Sundt (KSS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-04-24 12:26:35.557587 UTC ±1 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (elisabeth_gjesdal@hotmail.com) to Elisabeth Shabitri Gjesdal (ESG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-04-24 12:26:43.648664 UTC ±1 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Heidi Leander Neilson (HLN) was delivered.

      


    

  



  

  

    		2025-04-24 12:26:43.667994 UTC ±1 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kyrre Stenerud Sundt (KSS) was delivered.

      


    

  



  

  

    		2025-04-24 12:26:43.683948 UTC ±1 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elisabeth Shabitri Gjesdal (ESG) was delivered.

      


    

  



  

  

    		2025-04-24 13:03:31.231957 UTC ±6 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      84.211.92.103

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/135.0.7049.83 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kyrre Stenerud Sundt (KSS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-24 13:05:46.562027 UTC ±6 ms

    		2025-04-24 12:19:23.909996 UTC

    		

      84.211.92.103

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/135.0.7049.83 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Kyrre Stenerud Sundt (KSS) signed the document.

      


    

  



  

  

    		2025-04-24 19:53:53.880989 UTC ±3 ms

    		2025-04-24 19:19:42.254557 UTC

    		

      104.28.105.24

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Heidi Leander Neilson (HLN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-24 19:59:56.923435 UTC ±3 ms

    		2025-04-24 19:19:42.254557 UTC

    		

      104.28.105.24

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Heidi Leander Neilson (HLN) signed the document.

      


    

  



  

  

    		2025-04-25 08:07:04.465292 UTC ±3 ms

    		2025-04-25 07:20:10.337664 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Elisabeth Shabitri Gjesdal (ESG) at the request of the user Sverre Hermanstad (SH).

      


    

  



  

  

    		2025-04-25 08:07:13.959643 UTC ±3 ms

    		2025-04-25 07:20:10.337664 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elisabeth Shabitri Gjesdal (ESG) was delivered.

      


    

  



  

  

    		2025-04-25 12:40:48.621164 UTC ±8 ms

    		2025-04-25 12:20:21.426255 UTC

    		

      84.211.92.83

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The party Elisabeth Shabitri Gjesdal (ESG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-25 12:42:32.921732 UTC ±8 ms

    		2025-04-25 12:20:21.426255 UTC

    		

      84.211.92.83

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The signatory Elisabeth Shabitri Gjesdal (ESG) signed the document.

      


    

  



  

  

    		2025-04-25 12:42:32.921732 UTC ±8 ms

    		2025-04-25 12:20:21.426255 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-04-25 12:42:36.434804 UTC ±8 ms

    		2025-04-25 12:20:21.426255 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.59 ms

		standard deviation: 1.57 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.274%

		|e| < 5 ms: ≈99.727%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-12-03 20:35:05.341987 UTC and 2024-01-14 12:13:16.433357 UTC:







  		Time collected

  		Clock offset







  

    		2023-12-03 20:35:05.341987

    		0.9 ms

  





  

    		2023-12-03 21:35:08.967015

    		1.7 ms

  





  

    		2023-12-03 22:35:12.342022

    		2.0 ms

  





  

    		2023-12-03 23:35:14.10921

    		2.9 ms

  





  

    		2023-12-04 00:35:15.929282

    		0.1 ms

  





  

    		2023-12-04 01:35:17.597857

    		0.7 ms

  





  

    		2023-12-04 02:35:19.530957

    		3.7 ms

  





  

    		2023-12-04 03:35:21.328838

    		2.7 ms

  





  

    		2023-12-04 04:35:23.093168

    		-0.2 ms

  





  

    		2023-12-04 05:35:25.629744

    		1.8 ms

  





  

    		2023-12-04 06:35:28.819761

    		0.4 ms

  





  

    		2023-12-04 07:35:30.390599

    		2.9 ms

  





  

    		2023-12-04 08:35:32.124608

    		2.6 ms

  





  

    		2023-12-04 09:35:33.798489

    		0.2 ms

  





  

    		2023-12-04 10:35:35.336045

    		2.1 ms

  





  

    		2023-12-04 11:35:37.162806

    		1.3 ms

  





  

    		2023-12-04 12:35:38.727011

    		0.4 ms

  





  

    		2023-12-04 13:35:40.194148

    		1.9 ms

  





  

    		2023-12-04 14:35:42.643477

    		1.2 ms

  





  

    		2023-12-04 15:35:44.268102

    		2.3 ms

  





  

    		2023-12-04 16:35:46.391963

    		3.6 ms

  





  

    		2023-12-04 17:35:48.211909

    		1.8 ms

  





  

    		2023-12-04 18:35:51.202458

    		1.9 ms

  





  

    		2023-12-04 19:35:53.875761

    		2.0 ms

  





  

    		2023-12-04 20:35:55.73744

    		-0.2 ms

  





  

    		2023-12-04 21:35:57.98343

    		0.2 ms

  





  

    		2023-12-04 22:36:00.525654

    		2.3 ms

  





  

    		2023-12-04 23:36:02.601277

    		0.5 ms

  





  

    		2023-12-05 00:36:05.382518

    		2.5 ms

  





  

    		2023-12-05 01:36:08.787412

    		-0.2 ms

  





  

    		2023-12-05 02:36:11.119693

    		-2.1 ms

  





  

    		2023-12-05 03:36:13.076925

    		-2.3 ms

  





  

    		2023-12-05 04:36:14.856747

    		-1.4 ms

  





  

    		2023-12-05 05:36:17.056285

    		2.8 ms

  





  

    		2023-12-05 06:36:18.723563

    		0.5 ms

  





  

    		2023-12-05 07:36:21.192909

    		0.5 ms

  





  

    		2023-12-05 08:36:23.196139

    		3.0 ms

  





  

    		2023-12-05 09:36:24.927908

    		1.2 ms

  





  

    		2023-12-05 10:36:26.499237

    		5.8 ms

  





  

    		2023-12-05 11:36:28.079732

    		4.8 ms

  





  

    		2023-12-05 12:36:30.219066

    		0.4 ms

  





  

    		2023-12-05 13:36:31.830392

    		1.7 ms

  





  

    		2023-12-05 14:36:33.559882

    		2.3 ms

  





  

    		2023-12-05 15:36:35.210646

    		-0.1 ms

  





  

    		2023-12-05 16:36:36.855407

    		-1.2 ms

  





  

    		2023-12-05 17:36:38.642555

    		-2.2 ms

  





  

    		2023-12-05 18:36:40.79264

    		-0.3 ms

  





  

    		2023-12-05 19:36:44.523625

    		-2.4 ms

  





  

    		2023-12-05 20:36:46.477749

    		-0.1 ms

  





  

    		2023-12-05 21:36:50.318327

    		2.1 ms

  





  

    		2023-12-05 22:36:54.467664

    		2.7 ms

  





  

    		2023-12-05 23:36:58.085316

    		1.8 ms

  





  

    		2023-12-06 00:36:59.888629

    		-1.1 ms

  





  

    		2023-12-06 01:37:01.455141

    		0.6 ms

  





  

    		2023-12-06 02:37:04.272149

    		1.9 ms

  





  

    		2023-12-06 03:37:08.67059

    		-0.5 ms

  





  

    		2023-12-06 04:37:10.833098

    		0.6 ms

  





  

    		2023-12-06 05:37:13.213215

    		-0.7 ms

  





  

    		2023-12-06 06:37:15.558748

    		2.4 ms

  





  

    		2023-12-06 07:37:18.016106

    		0.8 ms

  





  

    		2023-12-06 08:37:20.188009

    		2.3 ms

  





  

    		2023-12-06 09:37:21.762809

    		2.2 ms

  





  

    		2023-12-06 10:37:24.000534

    		2.2 ms

  





  

    		2023-12-06 11:37:26.235468

    		2.4 ms

  





  

    		2023-12-06 12:37:28.183889

    		1.4 ms

  





  

    		2023-12-06 13:37:30.147664

    		1.6 ms

  





  

    		2023-12-06 14:37:32.030792

    		0.8 ms

  





  

    		2023-12-06 15:37:33.653381

    		2.4 ms

  





  

    		2023-12-06 16:37:35.095367

    		-0.3 ms

  





  

    		2023-12-06 17:37:37.572513

    		-0.1 ms

  





  

    		2023-12-06 18:37:39.018767

    		-0.4 ms

  





  

    		2023-12-06 19:37:40.890736

    		2.9 ms

  





  

    		2023-12-06 20:37:42.468334

    		3.3 ms

  





  

    		2023-12-06 21:37:44.313065

    		2.7 ms

  





  

    		2023-12-06 22:37:47.488641

    		0.4 ms

  





  

    		2023-12-06 23:37:48.938072

    		0.4 ms

  





  

    		2023-12-07 00:37:52.553756

    		2.1 ms

  





  

    		2023-12-07 01:37:54.142356

    		2.0 ms

  





  

    		2023-12-07 02:37:57.545789

    		0.0 ms

  





  

    		2023-12-07 03:37:59.118048

    		0.0 ms

  





  

    		2023-12-07 04:38:00.878221

    		2.1 ms

  





  

    		2023-12-07 05:38:04.533048

    		0.1 ms

  





  

    		2023-12-07 06:38:06.18431

    		3.1 ms

  





  

    		2023-12-07 07:38:07.955723

    		1.9 ms

  





  

    		2023-12-07 08:38:09.733759

    		1.7 ms

  





  

    		2023-12-07 09:38:11.34387

    		2.3 ms

  





  

    		2023-12-07 10:38:13.495557

    		0.3 ms

  





  

    		2023-12-07 11:38:15.422613

    		1.3 ms

  





  

    		2023-12-07 12:38:17.551817

    		0.7 ms

  





  

    		2023-12-07 13:38:19.236613

    		-0.4 ms

  





  

    		2023-12-07 14:38:21.32696

    		1.7 ms

  





  

    		2023-12-07 15:38:22.867225

    		-0.5 ms

  





  

    		2023-12-07 16:38:24.298743

    		1.4 ms

  





  

    		2023-12-07 17:38:28.104642

    		-0.3 ms

  





  

    		2023-12-07 18:38:30.051821

    		2.3 ms

  





  

    		2023-12-07 19:38:34.182361

    		-1.9 ms

  





  

    		2023-12-07 20:38:36.041127

    		-0.5 ms

  





  

    		2023-12-07 21:38:37.490565

    		-8.0 ms

  





  

    		2023-12-07 22:38:41.084258

    		0.6 ms

  





  

    		2023-12-07 23:38:44.544713

    		0.7 ms

  





  

    		2023-12-08 00:38:46.200892

    		2.4 ms

  





  

    		2023-12-08 01:38:47.676595

    		1.6 ms

  





  

    		2023-12-08 02:38:51.120252

    		-0.3 ms

  





  

    		2023-12-08 03:38:54.661927

    		1.7 ms

  





  

    		2023-12-08 04:38:57.072659

    		-0.8 ms

  





  

    		2023-12-08 05:38:58.82176

    		-1.3 ms

  





  

    		2023-12-08 06:39:01.560499

    		-0.4 ms

  





  

    		2023-12-08 07:39:03.758244

    		0.8 ms

  





  

    		2023-12-08 08:39:05.429477

    		2.2 ms

  





  

    		2023-12-08 09:39:07.17965

    		1.4 ms

  





  

    		2023-12-08 10:39:08.846628

    		4.9 ms

  





  

    		2023-12-08 11:39:10.361282

    		1.8 ms

  





  

    		2023-12-08 12:39:12.271821

    		0.9 ms

  





  

    		2023-12-08 13:39:14.744453

    		0.7 ms

  





  

    		2023-12-08 14:39:17.580375

    		1.4 ms

  





  

    		2023-12-08 15:39:19.549386

    		2.1 ms

  





  

    		2023-12-08 16:39:21.546538

    		-0.2 ms

  





  

    		2023-12-08 17:39:23.969996

    		1.4 ms

  





  

    		2023-12-08 18:39:26.223765

    		1.3 ms

  





  

    		2023-12-08 19:39:28.504385

    		-0.3 ms

  





  

    		2023-12-08 20:39:30.214192

    		0.8 ms

  





  

    		2023-12-08 21:39:32.122606

    		1.2 ms

  





  

    		2023-12-08 22:39:35.605398

    		-0.4 ms

  





  

    		2023-12-08 23:39:37.45718

    		-2.9 ms

  





  

    		2023-12-09 00:39:39.718176

    		-1.7 ms

  





  

    		2023-12-09 01:39:43.021955

    		0.6 ms

  





  

    		2023-12-09 02:39:46.024148

    		-0.4 ms

  





  

    		2023-12-09 03:39:48.701892

    		1.4 ms

  





  

    		2023-12-09 04:39:50.997104

    		1.4 ms

  





  

    		2023-12-09 05:39:52.692023

    		2.6 ms

  





  

    		2023-12-09 06:39:54.844981

    		2.5 ms

  





  

    		2023-12-09 07:39:57.720456

    		3.7 ms

  





  

    		2023-12-09 08:39:59.288687

    		2.5 ms

  





  

    		2023-12-09 09:40:03.0761

    		1.3 ms

  





  

    		2023-12-09 10:40:04.742452

    		-0.5 ms

  





  

    		2023-12-09 11:40:06.692489

    		-4.3 ms

  





  

    		2023-12-09 12:40:08.759997

    		-2.7 ms

  





  

    		2023-12-09 13:40:10.489713

    		-1.1 ms

  





  

    		2023-12-09 14:40:13.212446

    		-1.1 ms

  





  

    		2023-12-09 15:40:15.008795

    		1.3 ms

  





  

    		2023-12-09 16:40:16.778833

    		-0.9 ms

  





  

    		2023-12-09 17:40:18.595032

    		-1.5 ms

  





  

    		2023-12-09 18:40:20.54301

    		2.4 ms

  





  

    		2023-12-09 19:40:22.615275

    		2.2 ms

  





  

    		2023-12-09 20:40:24.678089

    		1.3 ms

  





  

    		2023-12-09 21:40:28.394035

    		-1.9 ms

  





  

    		2023-12-09 22:40:30.987148

    		-0.4 ms

  





  

    		2023-12-09 23:40:32.781884

    		0.1 ms

  





  

    		2023-12-10 00:40:34.997932

    		1.2 ms

  





  

    		2023-12-10 01:40:36.926087

    		1.1 ms

  





  

    		2023-12-10 02:40:39.546935

    		0.6 ms

  





  

    		2023-12-10 03:40:42.167587

    		2.5 ms

  





  

    		2023-12-10 04:40:45.986356

    		0.9 ms

  





  

    		2023-12-10 05:40:48.386945

    		-0.4 ms

  





  

    		2023-12-10 06:40:50.295818

    		4.2 ms

  





  

    		2023-12-10 07:40:52.198412

    		2.8 ms

  





  

    		2023-12-10 08:40:54.108371

    		1.5 ms

  





  

    		2023-12-10 09:40:56.590508

    		1.8 ms

  





  

    		2023-12-10 10:40:58.150187

    		0.5 ms

  





  

    		2023-12-10 11:41:00.002387

    		2.3 ms

  





  

    		2023-12-10 12:41:02.43154

    		0.2 ms

  





  

    		2023-12-10 13:41:04.377604

    		2.4 ms

  





  

    		2023-12-10 14:41:06.210206

    		2.8 ms

  





  

    		2023-12-10 15:41:08.973679

    		1.4 ms

  





  

    		2023-12-10 16:41:10.624214

    		1.4 ms

  





  

    		2023-12-10 17:41:12.521645

    		1.3 ms

  





  

    		2023-12-10 18:41:15.9667

    		0.8 ms

  





  

    		2023-12-10 19:41:18.049226

    		0.7 ms

  





  

    		2023-12-10 20:41:19.829811

    		-1.3 ms

  





  

    		2023-12-10 21:41:21.701569

    		0.1 ms

  





  

    		2023-12-10 22:41:23.263211

    		1.4 ms

  





  

    		2023-12-10 23:41:25.388449

    		0.0 ms

  





  

    		2023-12-11 00:41:27.263793

    		1.8 ms

  





  

    		2023-12-11 01:41:28.794997

    		1.7 ms

  





  

    		2023-12-11 02:41:30.450767

    		-0.6 ms

  





  

    		2023-12-11 03:41:32.743533

    		-0.8 ms

  





  

    		2023-12-11 04:41:35.004027

    		1.0 ms

  





  

    		2023-12-11 05:41:37.651825

    		1.0 ms

  





  

    		2023-12-11 06:41:39.511224

    		1.0 ms

  





  

    		2023-12-11 07:41:41.229853

    		-0.2 ms

  





  

    		2023-12-11 08:41:43.655218

    		1.6 ms

  





  

    		2023-12-11 09:41:45.482768

    		2.9 ms

  





  

    		2023-12-11 10:41:47.112597

    		-0.7 ms

  





  

    		2023-12-11 11:41:49.044395

    		0.0 ms

  





  

    		2023-12-11 12:41:50.94914

    		1.8 ms

  





  

    		2023-12-11 13:41:52.510005

    		0.5 ms

  





  

    		2023-12-11 14:41:54.351181

    		0.9 ms

  





  

    		2023-12-11 15:41:56.195503

    		2.5 ms

  





  

    		2023-12-11 16:41:59.366299

    		-0.2 ms

  





  

    		2023-12-11 17:42:02.956018

    		2.6 ms

  





  

    		2023-12-11 18:42:05.315397

    		0.9 ms

  





  

    		2023-12-11 19:42:08.038925

    		-0.7 ms

  





  

    		2023-12-11 20:42:11.487231

    		3.6 ms

  





  

    		2023-12-11 21:42:14.054452

    		0.0 ms

  





  

    		2023-12-11 22:42:15.870357

    		2.2 ms

  





  

    		2023-12-11 23:42:19.748043

    		0.4 ms

  





  

    		2023-12-12 00:42:22.532098

    		-2.2 ms

  





  

    		2023-12-12 01:42:26.191414

    		2.4 ms

  





  

    		2023-12-12 02:42:29.300073

    		-2.1 ms

  





  

    		2023-12-12 03:42:31.137835

    		1.2 ms

  





  

    		2023-12-12 04:42:33.710303

    		-0.8 ms

  





  

    		2023-12-12 05:42:35.715056

    		-0.1 ms

  





  

    		2023-12-12 06:42:39.293532

    		-1.7 ms

  





  

    		2023-12-12 07:42:41.291156

    		-2.7 ms

  





  

    		2023-12-12 08:42:43.613673

    		-3.0 ms

  





  

    		2023-12-12 09:42:45.787469

    		-0.9 ms

  





  

    		2023-12-12 10:42:48.204603

    		2.6 ms

  





  

    		2023-12-12 11:42:50.111848

    		1.6 ms

  





  

    		2023-12-12 12:42:51.773426

    		1.6 ms

  





  

    		2023-12-12 13:42:54.464416

    		2.6 ms

  





  

    		2023-12-12 14:42:56.482248

    		2.0 ms

  





  

    		2023-12-12 15:42:58.141148

    		-0.5 ms

  





  

    		2023-12-12 16:42:59.721494

    		-1.0 ms

  





  

    		2023-12-12 17:43:02.701158

    		1.6 ms

  





  

    		2023-12-12 18:43:05.161713

    		-0.4 ms

  





  

    		2023-12-12 19:43:07.374289

    		0.5 ms

  





  

    		2023-12-12 20:43:09.067053

    		2.0 ms

  





  

    		2023-12-12 21:43:12.886152

    		-1.0 ms

  





  

    		2023-12-12 22:43:14.662706

    		0.0 ms

  





  

    		2023-12-12 23:43:16.282389

    		-1.4 ms

  





  

    		2023-12-13 00:43:18.887581

    		-1.5 ms

  





  

    		2023-12-13 01:43:21.153346

    		-1.2 ms

  





  

    		2023-12-13 02:43:23.043886

    		-1.9 ms

  





  

    		2023-12-13 03:43:25.381528

    		-1.0 ms

  





  

    		2023-12-13 04:43:27.979618

    		1.6 ms

  





  

    		2023-12-13 05:43:30.583539

    		-1.8 ms

  





  

    		2023-12-13 06:43:33.139212

    		0.8 ms

  





  

    		2023-12-13 07:43:35.864301

    		1.9 ms

  





  

    		2023-12-13 08:43:37.781635

    		4.0 ms

  





  

    		2023-12-13 09:43:39.393721

    		1.4 ms

  





  

    		2023-12-13 10:43:41.128252

    		1.1 ms

  





  

    		2023-12-13 11:43:43.361745

    		3.9 ms

  





  

    		2023-12-13 12:43:45.869235

    		-0.4 ms

  





  

    		2023-12-13 13:43:47.943919

    		0.8 ms

  





  

    		2023-12-13 14:43:49.764986

    		0.0 ms

  





  

    		2023-12-13 15:43:51.540964

    		0.8 ms

  





  

    		2023-12-13 16:43:54.071079

    		2.4 ms

  





  

    		2023-12-13 17:43:55.886734

    		0.3 ms

  





  

    		2023-12-13 18:43:57.894254

    		0.4 ms

  





  

    		2023-12-13 19:43:59.44271

    		0.3 ms

  





  

    		2023-12-13 20:44:03.091723

    		0.3 ms

  





  

    		2023-12-13 21:44:05.323973

    		0.6 ms

  





  

    		2023-12-13 22:44:06.987537

    		1.3 ms

  





  

    		2023-12-13 23:44:08.617458

    		1.8 ms

  





  

    		2023-12-14 00:44:10.806008

    		1.3 ms

  





  

    		2023-12-14 01:44:12.751931

    		0.8 ms

  





  

    		2023-12-14 02:44:15.221977

    		-1.9 ms

  





  

    		2023-12-14 03:44:16.705494

    		-1.4 ms

  





  

    		2023-12-14 04:44:18.789688

    		1.4 ms

  





  

    		2023-12-14 05:44:20.575229

    		4.5 ms

  





  

    		2023-12-14 06:44:22.464933

    		6.5 ms

  





  

    		2023-12-14 07:44:24.489741

    		4.3 ms

  





  

    		2023-12-14 08:44:26.401775

    		3.2 ms

  





  

    		2023-12-14 09:44:29.116173

    		5.0 ms

  





  

    		2023-12-14 10:44:30.755517

    		2.5 ms

  





  

    		2023-12-14 11:44:33.468866

    		3.0 ms

  





  

    		2023-12-14 12:44:36.593712

    		1.2 ms

  





  

    		2023-12-14 13:44:38.003746

    		-3.9 ms

  





  

    		2023-12-14 14:44:39.982292

    		-0.4 ms

  





  

    		2023-12-14 15:44:41.82656

    		2.9 ms

  





  

    		2023-12-14 16:44:43.351473

    		0.8 ms

  





  

    		2023-12-14 17:44:45.652432

    		0.0 ms

  





  

    		2023-12-14 18:44:48.402581

    		1.4 ms

  





  

    		2023-12-14 19:44:50.821696

    		2.7 ms

  





  

    		2023-12-14 20:44:52.431624

    		-0.4 ms

  





  

    		2023-12-14 21:44:56.103931

    		0.4 ms

  





  

    		2023-12-14 22:44:57.578645

    		1.2 ms

  





  

    		2023-12-14 23:45:01.463199

    		0.2 ms

  





  

    		2023-12-15 00:45:03.189725

    		-1.2 ms

  





  

    		2023-12-15 01:45:07.1201

    		-4.9 ms

  





  

    		2023-12-15 02:45:09.444743

    		-3.2 ms

  





  

    		2023-12-15 03:45:12.827723

    		-4.1 ms

  





  

    		2023-12-15 04:45:14.737414

    		-0.3 ms

  





  

    		2023-12-15 05:45:17.281701

    		-0.9 ms

  





  

    		2023-12-15 06:45:19.50135

    		0.9 ms

  





  

    		2023-12-15 07:45:21.601836

    		2.3 ms

  





  

    		2023-12-15 08:45:23.40217

    		1.2 ms

  





  

    		2023-12-15 09:45:26.978023

    		4.6 ms

  





  

    		2023-12-15 10:45:29.484404

    		5.0 ms

  





  

    		2023-12-15 11:45:31.65071

    		1.0 ms

  





  

    		2023-12-15 12:45:33.511091

    		-2.1 ms

  





  

    		2023-12-15 13:45:35.065995

    		0.7 ms

  





  

    		2023-12-15 14:45:37.089024

    		-0.2 ms

  





  

    		2023-12-15 15:45:40.138144

    		0.4 ms

  





  

    		2023-12-15 16:45:41.677574

    		1.0 ms

  





  

    		2023-12-15 17:45:43.46845

    		0.4 ms

  





  

    		2023-12-15 18:45:45.235839

    		-0.6 ms

  





  

    		2023-12-15 19:45:46.763075

    		-1.7 ms

  





  

    		2023-12-15 20:45:48.570527

    		-6.4 ms

  





  

    		2023-12-15 21:45:50.138707

    		-1.1 ms

  





  

    		2023-12-15 22:45:51.686244

    		0.3 ms

  





  

    		2023-12-15 23:45:54.971857

    		0.0 ms

  





  

    		2023-12-16 00:45:56.638997

    		-1.1 ms

  





  

    		2023-12-16 01:46:00.165277

    		-4.4 ms

  





  

    		2023-12-16 02:46:03.285361

    		-2.2 ms

  





  

    		2023-12-16 03:46:05.641717

    		0.1 ms

  





  

    		2023-12-16 04:46:08.157117

    		2.5 ms

  





  

    		2023-12-16 05:46:09.759376

    		1.9 ms

  





  

    		2023-12-16 06:46:11.824266

    		0.3 ms

  





  

    		2023-12-16 07:46:14.13752

    		0.7 ms

  





  

    		2023-12-16 08:46:15.535942

    		-2.0 ms

  





  

    		2023-12-16 09:46:17.226176

    		-0.2 ms

  





  

    		2023-12-16 10:46:18.678014

    		-2.0 ms

  





  

    		2023-12-16 11:46:20.51499

    		1.7 ms

  





  

    		2023-12-16 12:46:22.721494

    		-1.1 ms

  





  

    		2023-12-16 13:46:24.328798

    		3.9 ms

  





  

    		2023-12-16 14:46:25.895397

    		0.1 ms

  





  

    		2023-12-16 15:46:27.401566

    		1.5 ms

  





  

    		2023-12-16 16:46:29.211862

    		0.8 ms

  





  

    		2023-12-16 17:46:32.328356

    		-0.2 ms

  





  

    		2023-12-16 18:46:33.89799

    		-0.2 ms

  





  

    		2023-12-16 19:46:37.41513

    		-1.1 ms

  





  

    		2023-12-16 20:46:39.246863

    		0.6 ms

  





  

    		2023-12-16 21:46:41.187409

    		-0.7 ms

  





  

    		2023-12-16 22:46:44.570103

    		-0.1 ms

  





  

    		2023-12-16 23:46:47.639478

    		1.9 ms

  





  

    		2023-12-17 00:46:49.988772

    		1.3 ms

  





  

    		2023-12-17 01:46:53.043568

    		-0.8 ms

  





  

    		2023-12-17 02:46:55.790712

    		0.3 ms

  





  

    		2023-12-17 03:46:57.255774

    		1.7 ms

  





  

    		2023-12-17 04:46:58.821073

    		-0.9 ms

  





  

    		2023-12-17 05:47:01.426836

    		1.8 ms

  





  

    		2023-12-17 06:47:03.77698

    		-0.6 ms

  





  

    		2023-12-17 07:47:05.314897

    		-0.5 ms

  





  

    		2023-12-17 08:47:07.211572

    		-0.2 ms

  





  

    		2023-12-17 09:47:09.448122

    		0.5 ms

  





  

    		2023-12-17 10:47:11.634221

    		1.2 ms

  





  

    		2023-12-17 11:47:13.16431

    		0.1 ms

  





  

    		2023-12-17 12:47:15.355785

    		2.4 ms

  





  

    		2023-12-17 13:47:17.671897

    		-0.6 ms

  





  

    		2023-12-17 14:47:20.458424

    		1.4 ms

  





  

    		2023-12-17 15:47:22.508979

    		1.3 ms

  





  

    		2023-12-17 16:47:25.302798

    		1.4 ms

  





  

    		2023-12-17 17:47:26.932132

    		1.2 ms

  





  

    		2023-12-17 18:47:28.941837

    		0.0 ms

  





  

    		2023-12-17 19:47:33.097269

    		-0.2 ms

  





  

    		2023-12-17 20:47:34.588557

    		-1.6 ms

  





  

    		2023-12-17 21:47:36.245519

    		-0.9 ms

  





  

    		2023-12-17 22:47:38.330504

    		0.8 ms

  





  

    		2023-12-17 23:47:40.81607

    		-0.6 ms

  





  

    		2023-12-18 00:47:43.023164

    		0.2 ms

  





  

    		2023-12-18 01:47:46.117387

    		0.6 ms

  





  

    		2023-12-18 02:47:47.821675

    		0.4 ms

  





  

    		2023-12-18 03:47:49.607317

    		2.0 ms

  





  

    		2023-12-18 04:47:51.843765

    		1.7 ms

  





  

    		2023-12-18 05:47:55.15507

    		-1.4 ms

  





  

    		2023-12-18 06:47:57.81679

    		2.4 ms

  





  

    		2023-12-18 07:47:59.889953

    		-0.2 ms

  





  

    		2023-12-18 08:48:01.367094

    		1.1 ms

  





  

    		2023-12-18 09:48:04.124263

    		2.5 ms

  





  

    		2023-12-18 10:48:05.887243

    		0.9 ms

  





  

    		2023-12-18 11:48:08.858871

    		3.2 ms

  





  

    		2023-12-18 12:48:11.416932

    		2.0 ms

  





  

    		2023-12-18 13:48:13.447135

    		0.3 ms

  





  

    		2023-12-18 14:48:15.029183

    		1.0 ms

  





  

    		2023-12-18 15:48:16.817798

    		4.9 ms

  





  

    		2023-12-18 16:48:18.325938

    		2.3 ms

  





  

    		2023-12-18 17:48:20.954055

    		2.2 ms

  





  

    		2023-12-18 18:48:23.887987

    		0.3 ms

  





  

    		2023-12-18 19:48:25.512966

    		1.8 ms

  





  

    		2023-12-18 20:48:27.905758

    		-1.2 ms

  





  

    		2023-12-18 21:48:30.29036

    		-1.5 ms

  





  

    		2023-12-18 22:48:32.948734

    		-1.7 ms

  





  

    		2023-12-18 23:48:34.546089

    		-1.3 ms

  





  

    		2023-12-19 00:48:36.790557

    		0.5 ms

  





  

    		2023-12-19 01:48:39.363942

    		-1.9 ms

  





  

    		2023-12-19 02:48:41.214377

    		2.1 ms

  





  

    		2023-12-19 03:48:43.772856

    		0.4 ms

  





  

    		2023-12-19 04:48:45.889936

    		-1.3 ms

  





  

    		2023-12-19 05:48:47.581606

    		-1.6 ms

  





  

    		2023-12-19 06:48:50.171973

    		-1.4 ms

  





  

    		2023-12-19 07:48:51.998147

    		-1.6 ms

  





  

    		2023-12-19 08:48:53.496517

    		-0.3 ms

  





  

    		2023-12-19 09:48:54.976332

    		-1.7 ms

  





  

    		2023-12-19 10:48:56.560604

    		2.2 ms

  





  

    		2023-12-19 11:48:58.193838

    		1.1 ms

  





  

    		2023-12-19 12:49:00.126131

    		-0.2 ms

  





  

    		2023-12-19 13:49:01.961617

    		1.1 ms

  





  

    		2023-12-19 14:49:04.284384

    		2.0 ms

  





  

    		2023-12-19 15:49:06.173672

    		3.0 ms

  





  

    		2023-12-19 16:49:07.851844

    		0.9 ms

  





  

    		2023-12-19 17:49:09.694648

    		1.2 ms

  





  

    		2023-12-19 18:49:13.169123

    		-0.3 ms

  





  

    		2023-12-19 19:49:17.246676

    		-0.3 ms

  





  

    		2023-12-19 20:49:21.284509

    		1.2 ms

  





  

    		2023-12-19 21:49:23.965818

    		-0.3 ms

  





  

    		2023-12-19 22:49:25.529996

    		0.9 ms

  





  

    		2023-12-19 23:49:27.368689

    		-0.8 ms

  





  

    		2023-12-20 00:49:29.687209

    		-1.1 ms

  





  

    		2023-12-20 01:49:31.52082

    		2.6 ms

  





  

    		2023-12-20 02:49:33.038003

    		2.4 ms

  





  

    		2023-12-20 03:49:35.578151

    		-0.3 ms

  





  

    		2023-12-20 04:49:37.478299

    		-5.9 ms

  





  

    		2023-12-20 05:49:39.122076

    		-1.1 ms

  





  

    		2023-12-20 06:49:40.834707

    		-0.2 ms

  





  

    		2023-12-20 07:49:44.237343

    		2.7 ms

  





  

    		2023-12-20 08:49:46.885565

    		1.8 ms

  





  

    		2023-12-20 09:49:50.075982

    		2.8 ms

  





  

    		2023-12-20 10:49:52.813364

    		-0.6 ms

  





  

    		2023-12-20 11:49:54.678565

    		5.0 ms

  





  

    		2023-12-20 12:49:56.246577

    		3.9 ms

  





  

    		2023-12-20 13:49:58.378778

    		1.6 ms

  





  

    		2023-12-20 14:49:59.992124

    		3.7 ms

  





  

    		2023-12-20 15:50:01.604771

    		1.9 ms

  





  

    		2023-12-20 16:50:03.839756

    		-1.5 ms

  





  

    		2023-12-20 17:50:05.548343

    		0.7 ms

  





  

    		2023-12-20 18:50:07.365329

    		-0.8 ms

  





  

    		2023-12-20 19:50:10.994469

    		-1.0 ms

  





  

    		2023-12-20 20:50:13.012424

    		1.8 ms

  





  

    		2023-12-20 21:50:14.811415

    		0.9 ms

  





  

    		2023-12-20 22:50:16.824973

    		2.1 ms

  





  

    		2023-12-20 23:50:18.728223

    		4.0 ms

  





  

    		2023-12-21 00:50:21.225893

    		3.5 ms

  





  

    		2023-12-21 01:50:24.091212

    		1.5 ms

  





  

    		2023-12-21 02:50:26.979885

    		-0.1 ms

  





  

    		2023-12-21 03:50:30.609049

    		1.3 ms

  





  

    		2023-12-21 04:50:32.399468

    		1.9 ms

  





  

    		2023-12-21 05:50:34.874542

    		-0.3 ms

  





  

    		2023-12-21 06:50:37.68186

    		-0.2 ms

  





  

    		2023-12-21 07:50:39.94814

    		2.5 ms

  





  

    		2023-12-21 08:50:41.95769

    		-0.1 ms

  





  

    		2023-12-21 09:50:44.83922

    		0.2 ms

  





  

    		2023-12-21 10:50:46.941875

    		1.2 ms

  





  

    		2023-12-21 11:50:49.077995

    		-0.1 ms

  





  

    		2023-12-21 12:50:51.33336

    		1.1 ms

  





  

    		2023-12-21 13:50:53.489734

    		2.9 ms

  





  

    		2023-12-21 14:50:55.766513

    		2.7 ms

  





  

    		2023-12-21 15:50:58.017819

    		2.6 ms

  





  

    		2023-12-21 16:51:00.285306

    		-1.2 ms

  





  

    		2023-12-21 17:51:02.788978

    		0.5 ms

  





  

    		2023-12-21 18:51:04.742335

    		-2.0 ms

  





  

    		2023-12-21 19:51:06.455722

    		0.0 ms

  





  

    		2023-12-21 20:51:08.703179

    		-1.9 ms

  





  

    		2023-12-21 21:51:10.288925

    		-2.3 ms

  





  

    		2023-12-21 22:51:12.42278

    		-0.1 ms

  





  

    		2023-12-21 23:51:15.192439

    		-0.1 ms

  





  

    		2023-12-22 00:51:16.809502

    		0.5 ms

  





  

    		2023-12-22 01:51:19.096725

    		-0.3 ms

  





  

    		2023-12-22 02:51:21.181056

    		-2.7 ms

  





  

    		2023-12-22 03:51:23.696418

    		-4.2 ms

  





  

    		2023-12-22 04:51:26.58407

    		1.9 ms

  





  

    		2023-12-22 05:51:28.74981

    		2.9 ms

  





  

    		2023-12-22 06:51:30.335853

    		1.6 ms

  





  

    		2023-12-22 07:51:32.636091

    		3.1 ms

  





  

    		2023-12-22 08:51:34.194081

    		2.6 ms

  





  

    		2023-12-22 09:51:36.098748

    		5.6 ms

  





  

    		2023-12-22 10:51:38.865887

    		6.4 ms

  





  

    		2023-12-22 11:51:41.345929

    		1.4 ms

  





  

    		2023-12-22 12:51:42.836935

    		2.0 ms

  





  

    		2023-12-22 13:51:44.489494

    		-0.7 ms

  





  

    		2023-12-22 14:51:46.70271

    		-0.7 ms

  





  

    		2023-12-22 15:51:48.893114

    		-2.3 ms

  





  

    		2023-12-22 16:51:50.633118

    		-1.6 ms

  





  

    		2023-12-22 17:51:52.782239

    		1.1 ms

  





  

    		2023-12-22 18:51:54.654322

    		0.4 ms

  





  

    		2023-12-22 19:51:56.352597

    		0.0 ms

  





  

    		2023-12-22 20:51:59.440456

    		-0.2 ms

  





  

    		2023-12-22 21:52:01.641903

    		2.1 ms

  





  

    		2023-12-22 22:52:04.103708

    		-0.2 ms

  





  

    		2023-12-22 23:52:06.102615

    		0.5 ms

  





  

    		2023-12-23 00:52:08.758179

    		0.5 ms

  





  

    		2023-12-23 01:52:10.904356

    		0.9 ms

  





  

    		2023-12-23 02:52:13.717439

    		-0.1 ms

  





  

    		2023-12-23 03:52:16.111365

    		-1.0 ms

  





  

    		2023-12-23 04:52:18.541446

    		1.6 ms

  





  

    		2023-12-23 05:52:21.183526

    		1.2 ms

  





  

    		2023-12-23 06:52:24.614844

    		-0.6 ms

  





  

    		2023-12-23 07:52:26.690475

    		-1.3 ms

  





  

    		2023-12-23 08:52:28.243127

    		-1.0 ms

  





  

    		2023-12-23 09:52:30.258768

    		0.8 ms

  





  

    		2023-12-23 10:52:32.795996

    		0.5 ms

  





  

    		2023-12-23 11:52:36.041678

    		0.9 ms

  





  

    		2023-12-23 12:52:37.976562

    		1.5 ms

  





  

    		2023-12-23 13:52:40.501199

    		-1.6 ms

  





  

    		2023-12-23 14:52:42.906169

    		1.9 ms

  





  

    		2023-12-23 15:52:45.622472

    		0.6 ms

  





  

    		2023-12-23 16:52:47.454737

    		-1.0 ms

  





  

    		2023-12-23 17:52:49.777994

    		1.9 ms

  





  

    		2023-12-23 18:52:51.713668

    		-0.1 ms

  





  

    		2023-12-23 19:52:53.963928

    		0.5 ms

  





  

    		2023-12-23 20:52:57.035027

    		0.4 ms

  





  

    		2023-12-23 21:52:59.009636

    		1.0 ms

  





  

    		2023-12-23 22:53:02.739217

    		3.0 ms

  





  

    		2023-12-23 23:53:04.753884

    		2.6 ms

  





  

    		2023-12-24 00:53:07.577222

    		0.3 ms

  





  

    		2023-12-24 01:53:09.414557

    		0.6 ms

  





  

    		2023-12-24 02:53:11.337395

    		-0.1 ms

  





  

    		2023-12-24 03:53:13.221993

    		-0.2 ms

  





  

    		2023-12-24 04:53:14.909811

    		0.4 ms

  





  

    		2023-12-24 05:53:17.472044

    		0.3 ms

  





  

    		2023-12-24 06:53:19.731377

    		3.2 ms

  





  

    		2023-12-24 07:53:21.360079

    		-0.4 ms

  





  

    		2023-12-24 08:53:23.667214

    		-0.1 ms

  





  

    		2023-12-24 09:53:25.404021

    		-0.6 ms

  





  

    		2023-12-24 10:53:27.163206

    		1.1 ms

  





  

    		2023-12-24 11:53:28.954937

    		0.4 ms

  





  

    		2023-12-24 12:53:31.229743

    		1.6 ms

  





  

    		2023-12-24 13:53:32.92902

    		-1.6 ms

  





  

    		2023-12-24 14:53:34.865228

    		1.5 ms

  





  

    		2023-12-24 15:53:37.334738

    		1.1 ms

  





  

    		2023-12-24 16:53:40.161031

    		-1.5 ms

  





  

    		2023-12-24 17:53:42.316665

    		-1.5 ms

  





  

    		2023-12-24 18:53:43.995487

    		-1.5 ms

  





  

    		2023-12-24 19:53:46.194383

    		-1.3 ms

  





  

    		2023-12-24 20:53:49.263829

    		-0.9 ms

  





  

    		2023-12-24 21:53:52.805969

    		-0.5 ms

  





  

    		2023-12-24 22:53:56.951709

    		2.2 ms

  





  

    		2023-12-24 23:53:58.586343

    		1.0 ms

  





  

    		2023-12-25 00:54:00.5457

    		0.7 ms

  





  

    		2023-12-25 01:54:02.350044

    		-1.2 ms

  





  

    		2023-12-25 02:54:05.724338

    		-1.4 ms

  





  

    		2023-12-25 03:54:07.942585

    		0.0 ms

  





  

    		2023-12-25 04:54:10.93393

    		1.1 ms

  





  

    		2023-12-25 05:54:13.635137

    		-0.5 ms

  





  

    		2023-12-25 06:54:15.767292

    		1.1 ms

  





  

    		2023-12-25 07:54:18.063164

    		3.5 ms

  





  

    		2023-12-25 08:54:21.627045

    		0.1 ms

  





  

    		2023-12-25 09:54:23.312412

    		-0.6 ms

  





  

    		2023-12-25 10:54:25.018951

    		0.8 ms

  





  

    		2023-12-25 11:54:27.08937

    		0.1 ms

  





  

    		2023-12-25 12:54:30.075208

    		1.0 ms

  





  

    		2023-12-25 13:54:33.013561

    		2.2 ms

  





  

    		2023-12-25 14:54:35.615203

    		0.8 ms

  





  

    		2023-12-25 15:54:37.485594

    		-0.6 ms

  





  

    		2023-12-25 16:54:39.235692

    		0.7 ms

  





  

    		2023-12-25 17:54:41.51297

    		-1.4 ms

  





  

    		2023-12-25 18:54:43.563453

    		-2.1 ms

  





  

    		2023-12-25 19:54:46.762503

    		-0.8 ms

  





  

    		2023-12-25 20:54:49.801972

    		-0.2 ms

  





  

    		2023-12-25 21:54:52.595578

    		0.7 ms

  





  

    		2023-12-25 22:54:55.049309

    		2.6 ms

  





  

    		2023-12-25 23:54:57.321725

    		1.3 ms

  





  

    		2023-12-26 00:54:58.802063

    		-0.7 ms

  





  

    		2023-12-26 01:55:00.537173

    		-2.7 ms

  





  

    		2023-12-26 02:55:04.839804

    		0.2 ms

  





  

    		2023-12-26 03:55:06.87769

    		-1.7 ms

  





  

    		2023-12-26 04:55:09.8172

    		-1.9 ms

  





  

    		2023-12-26 05:55:12.165606

    		1.2 ms

  





  

    		2023-12-26 06:55:14.672988

    		1.0 ms

  





  

    		2023-12-26 07:55:16.466226

    		3.5 ms

  





  

    		2023-12-26 08:55:19.432709

    		0.0 ms

  





  

    		2023-12-26 09:55:22.450506

    		-0.4 ms

  





  

    		2023-12-26 10:55:24.485466

    		-2.5 ms

  





  

    		2023-12-26 11:55:27.598731

    		-1.9 ms

  





  

    		2023-12-26 12:55:30.668936

    		-2.0 ms

  





  

    		2023-12-26 13:55:32.174815

    		1.6 ms

  





  

    		2023-12-26 14:55:35.105271

    		2.6 ms

  





  

    		2023-12-26 15:55:37.113244

    		3.3 ms

  





  

    		2023-12-26 16:55:39.342946

    		0.6 ms

  





  

    		2023-12-26 17:55:40.94666

    		-0.9 ms

  





  

    		2023-12-26 18:55:42.638245

    		1.0 ms

  





  

    		2023-12-26 19:55:44.67239

    		2.5 ms

  





  

    		2023-12-26 20:55:48.073207

    		1.5 ms

  





  

    		2023-12-26 21:55:49.78258

    		-0.5 ms

  





  

    		2023-12-26 22:55:51.643578

    		0.4 ms

  





  

    		2023-12-26 23:55:53.191157

    		0.2 ms

  





  

    		2023-12-27 00:55:54.696056

    		0.4 ms

  





  

    		2023-12-27 01:55:56.86725

    		3.4 ms

  





  

    		2023-12-27 02:55:59.083542

    		0.0 ms

  





  

    		2023-12-27 03:56:00.918288

    		0.2 ms

  





  

    		2023-12-27 04:56:03.605135

    		3.6 ms

  





  

    		2023-12-27 05:56:07.057604

    		0.4 ms

  





  

    		2023-12-27 06:56:09.980382

    		0.2 ms

  





  

    		2023-12-27 07:56:12.053134

    		4.1 ms

  





  

    		2023-12-27 08:56:14.293217

    		0.8 ms

  





  

    		2023-12-27 09:56:16.734681

    		3.0 ms

  





  

    		2023-12-27 10:56:19.327376

    		2.5 ms

  





  

    		2023-12-27 11:56:21.644615

    		1.4 ms

  





  

    		2023-12-27 12:56:25.077116

    		2.4 ms

  





  

    		2023-12-27 13:56:26.796106

    		2.5 ms

  





  

    		2023-12-27 14:56:28.638643

    		-0.3 ms

  





  

    		2023-12-27 15:56:31.165764

    		1.3 ms

  





  

    		2023-12-27 16:56:33.144468

    		-2.1 ms

  





  

    		2023-12-27 17:56:36.494108

    		-0.8 ms

  





  

    		2023-12-27 18:56:40.152807

    		0.2 ms

  





  

    		2023-12-27 19:56:43.362632

    		0.3 ms

  





  

    		2023-12-27 20:56:46.01109

    		-0.9 ms

  





  

    		2023-12-27 21:56:49.472227

    		-0.4 ms

  





  

    		2023-12-27 22:56:51.213578

    		-0.4 ms

  





  

    		2023-12-27 23:56:53.01445

    		0.8 ms

  





  

    		2023-12-28 00:56:55.374071

    		-0.5 ms

  





  

    		2023-12-28 01:56:57.61138

    		0.9 ms

  





  

    		2023-12-28 02:56:59.802951

    		-0.7 ms

  





  

    		2023-12-28 03:57:01.507294

    		0.9 ms

  





  

    		2023-12-28 04:57:03.853393

    		0.7 ms

  





  

    		2023-12-28 05:57:07.008013

    		2.3 ms

  





  

    		2023-12-28 06:57:08.78307

    		2.0 ms

  





  

    		2023-12-28 07:57:10.652564

    		-1.3 ms

  





  

    		2023-12-28 08:57:12.86495

    		-0.4 ms

  





  

    		2023-12-28 09:57:15.45411

    		-0.5 ms

  





  

    		2023-12-28 10:57:17.345406

    		0.9 ms

  





  

    		2023-12-28 11:57:19.694615

    		1.0 ms

  





  

    		2023-12-28 12:57:21.790994

    		-0.5 ms

  





  

    		2023-12-28 13:57:23.57897

    		1.8 ms

  





  

    		2023-12-28 14:57:25.264946

    		0.8 ms

  





  

    		2023-12-28 15:57:27.510221

    		-0.2 ms

  





  

    		2023-12-28 16:57:30.397159

    		-0.5 ms

  





  

    		2023-12-28 17:57:32.391077

    		0.6 ms

  





  

    		2023-12-28 18:57:34.658739

    		2.3 ms

  





  

    		2023-12-28 19:57:36.534149

    		-0.3 ms

  





  

    		2023-12-28 20:57:39.547591

    		-1.2 ms

  





  

    		2023-12-28 21:57:41.527729

    		1.8 ms

  





  

    		2023-12-28 22:57:43.277925

    		0.1 ms

  





  

    		2023-12-28 23:57:45.649424

    		1.5 ms

  





  

    		2023-12-29 00:57:47.19963

    		-1.7 ms

  





  

    		2023-12-29 01:57:49.86248

    		0.6 ms

  





  

    		2023-12-29 02:57:52.852459

    		-0.3 ms

  





  

    		2023-12-29 03:57:55.427893

    		0.3 ms

  





  

    		2023-12-29 04:57:56.899513

    		-0.8 ms

  





  

    		2023-12-29 05:57:59.650724

    		0.1 ms

  





  

    		2023-12-29 06:58:01.356353

    		1.1 ms

  





  

    		2023-12-29 07:58:03.039941

    		2.2 ms

  





  

    		2023-12-29 08:58:05.072691

    		-0.4 ms

  





  

    		2023-12-29 09:58:06.899687

    		3.1 ms

  





  

    		2023-12-29 10:58:08.877996

    		0.8 ms

  





  

    		2023-12-29 11:58:10.725877

    		1.0 ms

  





  

    		2023-12-29 12:58:12.588378

    		-0.4 ms

  





  

    		2023-12-29 13:58:14.658671

    		1.3 ms

  





  

    		2023-12-29 14:58:16.70325

    		-1.1 ms

  





  

    		2023-12-29 15:58:18.515503

    		-0.7 ms

  





  

    		2023-12-29 16:58:20.609637

    		2.3 ms

  





  

    		2023-12-29 17:58:23.027024

    		0.5 ms

  





  

    		2023-12-29 18:58:26.493607

    		0.3 ms

  





  

    		2023-12-29 19:58:28.161752

    		-0.4 ms

  





  

    		2023-12-29 20:58:30.134094

    		-1.0 ms

  





  

    		2023-12-29 21:58:31.726063

    		-2.1 ms

  





  

    		2023-12-29 22:58:36.058806

    		0.6 ms

  





  

    		2023-12-29 23:58:39.59509

    		-0.5 ms

  





  

    		2023-12-30 00:58:41.423418

    		1.9 ms

  





  

    		2023-12-30 01:58:43.531548

    		2.8 ms

  





  

    		2023-12-30 02:58:46.095659

    		2.5 ms

  





  

    		2023-12-30 03:58:48.539151

    		0.4 ms

  





  

    		2023-12-30 04:58:50.464061

    		1.1 ms

  





  

    		2023-12-30 05:58:54.940081

    		0.6 ms

  





  

    		2023-12-30 06:58:57.831852

    		3.1 ms

  





  

    		2023-12-30 07:59:00.477404

    		1.1 ms

  





  

    		2023-12-30 08:59:04.158487

    		0.4 ms

  





  

    		2023-12-30 09:59:08.162847

    		-0.4 ms

  





  

    		2023-12-30 10:59:11.478035

    		1.5 ms

  





  

    		2023-12-30 11:59:13.861583

    		3.2 ms

  





  

    		2023-12-30 12:59:16.060128

    		-0.3 ms

  





  

    		2023-12-30 13:59:18.793451

    		1.8 ms

  





  

    		2023-12-30 14:59:22.162902

    		1.4 ms

  





  

    		2023-12-30 15:59:25.574648

    		1.7 ms

  





  

    		2023-12-30 16:59:27.370453

    		2.3 ms

  





  

    		2023-12-30 17:59:29.580179

    		0.9 ms

  





  

    		2023-12-30 18:59:32.709751

    		1.3 ms

  





  

    		2023-12-30 19:59:35.082145

    		2.9 ms

  





  

    		2023-12-30 20:59:37.241075

    		-0.6 ms

  





  

    		2023-12-30 21:59:40.309516

    		0.5 ms

  





  

    		2023-12-30 22:59:43.294618

    		0.6 ms

  





  

    		2023-12-30 23:59:45.921252

    		3.1 ms

  





  

    		2023-12-31 00:59:47.748128

    		0.7 ms

  





  

    		2023-12-31 01:59:50.037137

    		-0.5 ms

  





  

    		2023-12-31 02:59:52.235315

    		-3.5 ms

  





  

    		2023-12-31 03:59:53.969002

    		0.6 ms

  





  

    		2023-12-31 04:59:56.145883

    		-1.0 ms

  





  

    		2023-12-31 05:59:57.878125

    		-0.2 ms

  





  

    		2023-12-31 06:59:59.966711

    		1.0 ms

  





  

    		2023-12-31 08:00:02.514802

    		1.7 ms

  





  

    		2023-12-31 09:00:05.344774

    		-0.6 ms

  





  

    		2023-12-31 10:00:08.594995

    		3.7 ms

  





  

    		2023-12-31 11:00:10.283699

    		-0.5 ms

  





  

    		2023-12-31 12:00:14.589684

    		2.1 ms

  





  

    		2023-12-31 13:00:17.911753

    		1.4 ms

  





  

    		2023-12-31 14:00:20.021021

    		0.0 ms

  





  

    		2023-12-31 15:00:22.750637

    		-0.9 ms

  





  

    		2023-12-31 16:00:24.409928

    		0.4 ms

  





  

    		2023-12-31 17:00:27.095409

    		-1.3 ms

  





  

    		2023-12-31 18:00:28.8077

    		0.3 ms

  





  

    		2023-12-31 19:00:31.181913

    		-1.8 ms

  





  

    		2023-12-31 20:00:32.818992

    		-0.7 ms

  





  

    		2023-12-31 21:00:34.807694

    		-0.3 ms

  





  

    		2023-12-31 22:00:37.516467

    		1.5 ms

  





  

    		2023-12-31 23:00:40.178982

    		-0.3 ms

  





  

    		2024-01-01 00:00:42.191145

    		-1.6 ms

  





  

    		2024-01-01 01:00:44.894186

    		-1.5 ms

  





  

    		2024-01-01 02:00:46.646335

    		0.0 ms

  





  

    		2024-01-01 03:00:48.734079

    		1.9 ms

  





  

    		2024-01-01 04:00:51.020334

    		1.1 ms

  





  

    		2024-01-01 05:00:52.946078

    		1.0 ms

  





  

    		2024-01-01 06:00:54.498774

    		1.0 ms

  





  

    		2024-01-01 07:00:56.240622

    		1.6 ms

  





  

    		2024-01-01 08:00:58.145936

    		0.3 ms

  





  

    		2024-01-01 09:01:02.364729

    		-0.6 ms

  





  

    		2024-01-01 10:01:03.898704

    		1.2 ms

  





  

    		2024-01-01 11:01:05.496344

    		3.9 ms

  





  

    		2024-01-01 12:01:07.553647

    		3.4 ms

  





  

    		2024-01-01 13:01:09.674801

    		3.0 ms

  





  

    		2024-01-01 14:01:11.597103

    		0.7 ms

  





  

    		2024-01-01 15:01:15.473405

    		2.0 ms

  





  

    		2024-01-01 16:01:17.151862

    		3.4 ms

  





  

    		2024-01-01 17:01:19.904816

    		0.9 ms

  





  

    		2024-01-01 18:01:23.427255

    		1.5 ms

  





  

    		2024-01-01 19:01:25.15449

    		-0.6 ms

  





  

    		2024-01-01 20:01:29.468192

    		2.1 ms

  





  

    		2024-01-01 21:01:31.549652

    		0.4 ms

  





  

    		2024-01-01 22:01:33.276938

    		0.7 ms

  





  

    		2024-01-01 23:01:35.599742

    		0.6 ms

  





  

    		2024-01-02 00:01:38.166616

    		3.5 ms

  





  

    		2024-01-02 01:01:40.598284

    		2.0 ms

  





  

    		2024-01-02 02:01:42.519562

    		0.0 ms

  





  

    		2024-01-02 03:01:44.967954

    		-3.1 ms

  





  

    		2024-01-02 04:01:46.84861

    		-2.6 ms

  





  

    		2024-01-02 05:01:49.408565

    		-1.8 ms

  





  

    		2024-01-02 06:01:53.34458

    		0.0 ms

  





  

    		2024-01-02 07:01:55.03343

    		0.2 ms

  





  

    		2024-01-02 08:01:56.984905

    		1.3 ms

  





  

    		2024-01-02 09:01:58.825272

    		0.5 ms

  





  

    		2024-01-02 10:02:01.25029

    		2.0 ms

  





  

    		2024-01-02 11:02:03.058548

    		1.4 ms

  





  

    		2024-01-02 12:02:04.624629

    		1.3 ms

  





  

    		2024-01-02 13:02:07.492118

    		0.9 ms

  





  

    		2024-01-02 14:02:09.281454

    		0.3 ms

  





  

    		2024-01-02 15:02:11.020942

    		-0.6 ms

  





  

    		2024-01-02 16:02:12.614195

    		-2.4 ms

  





  

    		2024-01-02 17:02:14.527218

    		-2.1 ms

  





  

    		2024-01-02 18:02:18.949385

    		-1.4 ms

  





  

    		2024-01-02 19:02:23.033499

    		-2.2 ms

  





  

    		2024-01-02 20:02:27.350489

    		-1.3 ms

  





  

    		2024-01-02 21:02:29.115849

    		1.7 ms

  





  

    		2024-01-02 22:02:33.237477

    		-0.2 ms

  





  

    		2024-01-02 23:02:35.820973

    		1.7 ms

  





  

    		2024-01-03 00:02:38.972107

    		-0.6 ms

  





  

    		2024-01-03 01:02:41.346707

    		-0.1 ms

  





  

    		2024-01-03 02:02:45.171315

    		-0.9 ms

  





  

    		2024-01-03 03:02:47.167381

    		2.8 ms

  





  

    		2024-01-03 04:02:49.805553

    		1.7 ms

  





  

    		2024-01-03 05:02:51.916189

    		3.5 ms

  





  

    		2024-01-03 06:02:54.517755

    		1.1 ms

  





  

    		2024-01-03 07:02:56.125189

    		0.4 ms

  





  

    		2024-01-03 08:02:59.037859

    		1.7 ms

  





  

    		2024-01-03 09:03:00.882764

    		1.1 ms

  





  

    		2024-01-03 10:03:02.560744

    		0.6 ms

  





  

    		2024-01-03 11:03:05.052134

    		3.1 ms

  





  

    		2024-01-03 12:03:06.754847

    		0.9 ms

  





  

    		2024-01-03 13:03:08.471007

    		-0.3 ms

  





  

    		2024-01-03 14:03:10.189669

    		-0.2 ms

  





  

    		2024-01-03 15:03:12.107395

    		0.4 ms

  





  

    		2024-01-03 16:03:14.492567

    		-1.0 ms

  





  

    		2024-01-03 17:03:16.147814

    		2.6 ms

  





  

    		2024-01-03 18:03:18.387199

    		-1.4 ms

  





  

    		2024-01-03 19:03:20.530425

    		-1.1 ms

  





  

    		2024-01-03 20:03:22.096616

    		-1.0 ms

  





  

    		2024-01-03 21:03:24.40677

    		-2.0 ms

  





  

    		2024-01-03 22:03:26.233444

    		0.3 ms

  





  

    		2024-01-03 23:03:27.807441

    		-3.1 ms

  





  

    		2024-01-04 00:03:30.237752

    		-2.0 ms

  





  

    		2024-01-04 01:03:31.67808

    		-0.6 ms

  





  

    		2024-01-04 02:03:33.779908

    		0.3 ms

  





  

    		2024-01-04 03:03:35.876493

    		-0.5 ms

  





  

    		2024-01-04 04:03:38.197148

    		-0.1 ms

  





  

    		2024-01-04 05:03:41.269188

    		0.4 ms

  





  

    		2024-01-04 06:03:43.655113

    		-0.9 ms

  





  

    		2024-01-04 07:03:45.906223

    		0.4 ms

  





  

    		2024-01-04 08:03:48.016831

    		1.0 ms

  





  

    		2024-01-04 09:03:50.205983

    		1.6 ms

  





  

    		2024-01-04 10:03:51.817156

    		2.4 ms

  





  

    		2024-01-04 11:03:53.931263

    		0.9 ms

  





  

    		2024-01-04 12:03:56.338812

    		2.3 ms

  





  

    		2024-01-04 13:03:57.96044

    		2.3 ms

  





  

    		2024-01-04 14:03:59.575636

    		1.2 ms

  





  

    		2024-01-04 15:04:02.610732

    		2.8 ms

  





  

    		2024-01-04 16:04:04.158415

    		1.3 ms

  





  

    		2024-01-04 17:04:05.584555

    		0.4 ms

  





  

    		2024-01-04 18:04:07.645232

    		1.3 ms

  





  

    		2024-01-04 19:04:10.485301

    		0.5 ms

  





  

    		2024-01-04 20:04:12.002809

    		-1.1 ms

  





  

    		2024-01-04 21:04:13.609295

    		-0.7 ms

  





  

    		2024-01-04 22:04:16.944326

    		-0.9 ms

  





  

    		2024-01-04 23:04:18.779739

    		-0.8 ms

  





  

    		2024-01-05 00:04:20.581007

    		0.1 ms

  





  

    		2024-01-05 01:04:22.296177

    		-0.4 ms

  





  

    		2024-01-05 02:04:24.352988

    		-0.5 ms

  





  

    		2024-01-05 03:04:26.630507

    		-0.2 ms

  





  

    		2024-01-05 04:04:30.325483

    		0.3 ms

  





  

    		2024-01-05 05:04:34.530646

    		0.5 ms

  





  

    		2024-01-05 06:04:36.439845

    		2.4 ms

  





  

    		2024-01-05 07:04:37.99377

    		0.1 ms

  





  

    		2024-01-05 08:04:39.860103

    		-2.3 ms

  





  

    		2024-01-05 09:04:43.468367

    		0.0 ms

  





  

    		2024-01-05 10:04:45.619415

    		1.4 ms

  





  

    		2024-01-05 11:04:47.338957

    		0.4 ms

  





  

    		2024-01-05 12:04:48.989486

    		2.0 ms

  





  

    		2024-01-05 13:04:52.230348

    		0.4 ms

  





  

    		2024-01-05 14:04:53.889922

    		0.5 ms

  





  

    		2024-01-05 15:04:56.210413

    		-1.1 ms

  





  

    		2024-01-05 16:04:58.382192

    		1.9 ms

  





  

    		2024-01-05 17:05:00.568844

    		1.6 ms

  





  

    		2024-01-05 18:05:03.696664

    		0.0 ms

  





  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.68 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.357%

		|e| < 5 ms: ≈99.710%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-03-14 20:42:58.549382 UTC and 2025-04-25 12:20:21.426255 UTC:







  		Time collected

  		Clock offset







  

    		2025-03-14 20:42:58.549382

    		-0.4 ms

  





  

    		2025-03-14 21:43:00.836722

    		-1.7 ms

  





  

    		2025-03-14 22:43:03.554475

    		0.5 ms

  





  

    		2025-03-14 23:43:05.519135

    		-1.3 ms

  





  

    		2025-03-15 00:43:07.538204

    		-2.6 ms

  





  

    		2025-03-15 01:43:09.340629

    		-2.2 ms

  





  

    		2025-03-15 02:43:11.676426

    		-1.3 ms

  





  

    		2025-03-15 03:43:14.08511

    		0.3 ms

  





  

    		2025-03-15 04:43:16.518905

    		-1.3 ms

  





  

    		2025-03-15 05:43:18.627602

    		-1.1 ms

  





  

    		2025-03-15 06:43:20.632079

    		-0.3 ms

  





  

    		2025-03-15 07:43:23.54191

    		-2.3 ms

  





  

    		2025-03-15 08:43:26.183101

    		1.3 ms

  





  

    		2025-03-15 09:43:27.799872

    		0.7 ms

  





  

    		2025-03-15 10:43:29.801601

    		-1.2 ms

  





  

    		2025-03-15 11:43:31.893882

    		0.1 ms

  





  

    		2025-03-15 12:43:33.945475

    		0.8 ms

  





  

    		2025-03-15 13:43:36.152084

    		0.0 ms

  





  

    		2025-03-15 14:43:37.811236

    		1.1 ms

  





  

    		2025-03-15 15:43:39.918345

    		2.2 ms

  





  

    		2025-03-15 16:43:41.504219

    		-0.3 ms

  





  

    		2025-03-15 17:43:43.933234

    		-0.8 ms

  





  

    		2025-03-15 18:43:46.412452

    		-2.8 ms

  





  

    		2025-03-15 19:43:48.60599

    		-1.7 ms

  





  

    		2025-03-15 20:43:51.246315

    		-1.1 ms

  





  

    		2025-03-15 21:43:53.278886

    		-1.6 ms

  





  

    		2025-03-15 22:43:55.14543

    		-1.5 ms

  





  

    		2025-03-15 23:43:57.512793

    		-2.0 ms

  





  

    		2025-03-16 00:44:00.001933

    		-1.8 ms

  





  

    		2025-03-16 01:44:02.140038

    		0.5 ms

  





  

    		2025-03-16 02:44:04.159381

    		-1.9 ms

  





  

    		2025-03-16 03:44:06.410099

    		1.0 ms

  





  

    		2025-03-16 04:44:08.944795

    		-0.9 ms

  





  

    		2025-03-16 05:44:11.181214

    		0.2 ms

  





  

    		2025-03-16 06:44:13.247349

    		1.7 ms

  





  

    		2025-03-16 07:44:15.85041

    		0.9 ms

  





  

    		2025-03-16 08:44:17.398162

    		0.0 ms

  





  

    		2025-03-16 09:44:20.311557

    		-0.6 ms

  





  

    		2025-03-16 10:44:21.72272

    		1.1 ms

  





  

    		2025-03-16 11:44:23.280334

    		-0.9 ms

  





  

    		2025-03-16 12:44:25.102891

    		-1.0 ms

  





  

    		2025-03-16 13:44:28.522911

    		-0.2 ms

  





  

    		2025-03-16 14:44:30.157159

    		1.6 ms

  





  

    		2025-03-16 15:44:32.884287

    		-1.9 ms

  





  

    		2025-03-16 16:44:36.350986

    		-3.3 ms

  





  

    		2025-03-16 17:44:38.825903

    		-2.8 ms

  





  

    		2025-03-16 18:44:41.610498

    		-0.6 ms

  





  

    		2025-03-16 19:44:43.938884

    		0.5 ms

  





  

    		2025-03-16 20:44:45.892581

    		-0.6 ms

  





  

    		2025-03-16 21:44:48.586474

    		-0.2 ms

  





  

    		2025-03-16 22:44:50.125889

    		-2.6 ms

  





  

    		2025-03-16 23:44:52.00766

    		-1.3 ms

  





  

    		2025-03-17 00:44:54.485835

    		1.0 ms

  





  

    		2025-03-17 01:44:57.076972

    		1.3 ms

  





  

    		2025-03-17 02:44:59.246301

    		-1.0 ms

  





  

    		2025-03-17 03:45:01.022976

    		-1.2 ms

  





  

    		2025-03-17 04:45:03.589454

    		-0.5 ms

  





  

    		2025-03-17 05:45:05.752495

    		2.2 ms

  





  

    		2025-03-17 06:45:08.173259

    		1.6 ms

  





  

    		2025-03-17 07:45:10.778563

    		1.5 ms

  





  

    		2025-03-17 08:45:12.733219

    		-0.9 ms

  





  

    		2025-03-17 09:45:14.418157

    		1.4 ms

  





  

    		2025-03-17 10:45:16.177241

    		-0.4 ms

  





  

    		2025-03-17 11:45:17.565963

    		1.7 ms

  





  

    		2025-03-17 12:45:19.190194

    		0.2 ms

  





  

    		2025-03-17 13:45:20.815833

    		-0.4 ms

  





  

    		2025-03-17 14:45:22.409067

    		0.9 ms

  





  

    		2025-03-17 15:45:24.042472

    		-0.1 ms

  





  

    		2025-03-17 16:45:25.77267

    		-2.4 ms

  





  

    		2025-03-17 17:45:28.518064

    		0.1 ms

  





  

    		2025-03-17 18:45:30.98772

    		2.7 ms

  





  

    		2025-03-17 19:45:32.544167

    		-0.8 ms

  





  

    		2025-03-17 20:45:34.868535

    		-1.6 ms

  





  

    		2025-03-17 21:45:36.561827

    		-0.6 ms

  





  

    		2025-03-17 22:45:38.553035

    		-0.7 ms

  





  

    		2025-03-17 23:45:40.950025

    		-0.4 ms

  





  

    		2025-03-18 00:45:42.927301

    		-1.1 ms

  





  

    		2025-03-18 01:45:45.227383

    		-1.2 ms

  





  

    		2025-03-18 02:45:47.631583

    		-0.1 ms

  





  

    		2025-03-18 03:45:50.722794

    		1.3 ms

  





  

    		2025-03-18 04:45:52.664349

    		-0.2 ms

  





  

    		2025-03-18 05:45:55.129576

    		-0.4 ms

  





  

    		2025-03-18 06:45:57.361894

    		0.5 ms

  





  

    		2025-03-18 07:45:59.317001

    		-0.8 ms

  





  

    		2025-03-18 08:46:01.734134

    		3.2 ms

  





  

    		2025-03-18 09:46:04.040294

    		0.5 ms

  





  

    		2025-03-18 10:46:06.637804

    		2.9 ms

  





  

    		2025-03-18 11:46:08.654342

    		1.8 ms

  





  

    		2025-03-18 12:46:10.344713

    		-0.7 ms

  





  

    		2025-03-18 13:46:11.783204

    		-0.3 ms

  





  

    		2025-03-18 14:46:13.494768

    		0.3 ms

  





  

    		2025-03-18 15:46:16.025729

    		-0.1 ms

  





  

    		2025-03-18 16:46:17.724066

    		-0.6 ms

  





  

    		2025-03-18 17:46:21.097912

    		-6.4 ms

  





  

    		2025-03-18 18:46:23.394513

    		0.8 ms

  





  

    		2025-03-18 19:46:25.097503

    		-0.7 ms

  





  

    		2025-03-18 20:46:28.080338

    		0.1 ms

  





  

    		2025-03-18 21:46:30.993771

    		1.4 ms

  





  

    		2025-03-18 22:46:32.848144

    		0.0 ms

  





  

    		2025-03-18 23:46:34.501362

    		-2.6 ms

  





  

    		2025-03-19 00:46:36.264993

    		0.2 ms

  





  

    		2025-03-19 01:46:37.818544

    		-1.7 ms

  





  

    		2025-03-19 02:46:39.698614

    		-1.2 ms

  





  

    		2025-03-19 03:46:41.841217

    		-0.2 ms

  





  

    		2025-03-19 04:46:43.846244

    		-0.9 ms

  





  

    		2025-03-19 05:46:45.784441

    		2.0 ms

  





  

    		2025-03-19 06:46:48.327205

    		-0.7 ms

  





  

    		2025-03-19 07:46:50.126003

    		3.8 ms

  





  

    		2025-03-19 08:46:51.978871

    		4.9 ms

  





  

    		2025-03-19 09:46:53.938522

    		5.6 ms

  





  

    		2025-03-19 10:46:55.542726

    		-0.1 ms

  





  

    		2025-03-19 11:46:58.045224

    		-1.3 ms

  





  

    		2025-03-19 12:47:01.041738

    		0.6 ms

  





  

    		2025-03-19 13:47:03.044643

    		1.1 ms

  





  

    		2025-03-19 14:47:04.842523

    		0.1 ms

  





  

    		2025-03-19 15:47:06.333199

    		1.1 ms

  





  

    		2025-03-19 16:47:08.957875

    		1.9 ms

  





  

    		2025-03-19 17:47:10.575523

    		1.2 ms

  





  

    		2025-03-19 18:47:13.298377

    		-0.3 ms

  





  

    		2025-03-19 19:47:16.053745

    		0.2 ms

  





  

    		2025-03-19 20:47:18.314337

    		-0.8 ms

  





  

    		2025-03-19 21:47:20.072058

    		-1.9 ms

  





  

    		2025-03-19 22:47:21.586702

    		-2.1 ms

  





  

    		2025-03-19 23:47:24.294657

    		-0.7 ms

  





  

    		2025-03-20 00:47:27.335353

    		-0.4 ms

  





  

    		2025-03-20 01:47:29.584207

    		-0.1 ms

  





  

    		2025-03-20 02:47:31.51554

    		-0.4 ms

  





  

    		2025-03-20 03:47:34.073209

    		-0.4 ms

  





  

    		2025-03-20 04:47:36.236787

    		-1.6 ms

  





  

    		2025-03-20 05:47:38.724477

    		0.8 ms

  





  

    		2025-03-20 06:47:41.049426

    		1.5 ms

  





  

    		2025-03-20 07:47:43.181704

    		0.4 ms

  





  

    		2025-03-20 08:47:45.628335

    		0.6 ms

  





  

    		2025-03-20 09:47:47.702161

    		1.9 ms

  





  

    		2025-03-20 10:47:49.815495

    		0.9 ms

  





  

    		2025-03-20 11:47:51.623852

    		0.6 ms

  





  

    		2025-03-20 12:47:53.554726

    		0.8 ms

  





  

    		2025-03-20 13:47:55.293872

    		-1.2 ms

  





  

    		2025-03-20 14:47:57.216718

    		-1.3 ms

  





  

    		2025-03-20 15:47:59.080958

    		-1.7 ms

  





  

    		2025-03-20 16:48:01.164628

    		3.0 ms

  





  

    		2025-03-20 17:48:03.432746

    		2.3 ms

  





  

    		2025-03-20 18:48:06.274221

    		0.3 ms

  





  

    		2025-03-20 19:48:09.094793

    		1.5 ms

  





  

    		2025-03-20 20:48:11.566837

    		1.0 ms

  





  

    		2025-03-20 21:48:14.844759

    		-1.5 ms

  





  

    		2025-03-20 22:48:17.188312

    		-0.9 ms

  





  

    		2025-03-20 23:48:19.166164

    		-0.3 ms

  





  

    		2025-03-21 00:48:20.987536

    		-1.5 ms

  





  

    		2025-03-21 01:48:23.018629

    		-0.8 ms

  





  

    		2025-03-21 02:48:25.340693

    		-0.1 ms

  





  

    		2025-03-21 03:48:27.90487

    		-0.8 ms

  





  

    		2025-03-21 04:48:30.712391

    		-1.3 ms

  





  

    		2025-03-21 05:48:32.997143

    		-0.1 ms

  





  

    		2025-03-21 06:48:35.544319

    		-2.1 ms

  





  

    		2025-03-21 07:48:37.310196

    		0.4 ms

  





  

    		2025-03-21 08:48:39.000997

    		0.4 ms

  





  

    		2025-03-21 09:48:40.880318

    		1.8 ms

  





  

    		2025-03-21 10:48:43.142653

    		4.0 ms

  





  

    		2025-03-21 11:48:44.766508

    		-1.1 ms

  





  

    		2025-03-21 12:48:46.272073

    		1.7 ms

  





  

    		2025-03-21 13:48:47.799991

    		0.3 ms

  





  

    		2025-03-21 14:48:49.690378

    		-0.3 ms

  





  

    		2025-03-21 15:48:51.504785

    		0.2 ms

  





  

    		2025-03-21 16:48:53.173988

    		-0.6 ms

  





  

    		2025-03-21 17:48:54.688092

    		0.7 ms

  





  

    		2025-03-21 18:48:56.309526

    		-0.9 ms

  





  

    		2025-03-21 19:48:59.381624

    		-0.7 ms

  





  

    		2025-03-21 20:49:01.409273

    		-0.7 ms

  





  

    		2025-03-21 21:49:03.584544

    		-2.2 ms

  





  

    		2025-03-21 22:49:05.227645

    		0.1 ms

  





  

    		2025-03-21 23:49:07.235411

    		-1.3 ms

  





  

    		2025-03-22 00:49:09.047867

    		-2.3 ms

  





  

    		2025-03-22 01:49:11.434197

    		-1.1 ms

  





  

    		2025-03-22 02:49:13.455848

    		-1.7 ms

  





  

    		2025-03-22 03:49:16.292532

    		-1.4 ms

  





  

    		2025-03-22 04:49:18.481093

    		0.6 ms

  





  

    		2025-03-22 05:49:20.687563

    		-2.0 ms

  





  

    		2025-03-22 06:49:23.327831

    		0.6 ms

  





  

    		2025-03-22 07:49:26.041263

    		2.0 ms

  





  

    		2025-03-22 08:49:28.136743

    		1.5 ms

  





  

    		2025-03-22 09:49:30.770793

    		1.5 ms

  





  

    		2025-03-22 10:49:32.359465

    		3.0 ms

  





  

    		2025-03-22 11:49:34.194616

    		2.2 ms

  





  

    		2025-03-22 12:49:36.163472

    		0.6 ms

  





  

    		2025-03-22 13:49:38.915673

    		0.9 ms

  





  

    		2025-03-22 14:49:40.955952

    		-1.5 ms

  





  

    		2025-03-22 15:49:43.049224

    		1.1 ms

  





  

    		2025-03-22 16:49:45.21724

    		0.3 ms

  





  

    		2025-03-22 17:49:47.317794

    		-0.6 ms

  





  

    		2025-03-22 18:49:49.586405

    		0.4 ms

  





  

    		2025-03-22 19:49:51.149546

    		0.2 ms

  





  

    		2025-03-22 20:49:53.73975

    		-0.8 ms

  





  

    		2025-03-22 21:49:55.745335

    		1.0 ms

  





  

    		2025-03-22 22:49:57.712665

    		-1.6 ms

  





  

    		2025-03-22 23:49:59.679408

    		0.1 ms

  





  

    		2025-03-23 00:50:01.892167

    		0.6 ms

  





  

    		2025-03-23 01:50:03.715755

    		1.1 ms

  





  

    		2025-03-23 02:50:05.94672

    		1.3 ms

  





  

    		2025-03-23 03:50:07.687435

    		-1.0 ms

  





  

    		2025-03-23 04:50:09.971577

    		-0.4 ms

  





  

    		2025-03-23 05:50:11.761516

    		-0.2 ms

  





  

    		2025-03-23 06:50:14.073089

    		1.3 ms

  





  

    		2025-03-23 07:50:16.099487

    		-0.2 ms

  





  

    		2025-03-23 08:50:18.71644

    		-0.3 ms

  





  

    		2025-03-23 09:50:21.045685

    		0.1 ms

  





  

    		2025-03-23 10:50:23.040172

    		-0.1 ms

  





  

    		2025-03-23 11:50:25.301652

    		1.4 ms

  





  

    		2025-03-23 12:50:27.839938

    		-1.5 ms

  





  

    		2025-03-23 13:50:29.720117

    		0.8 ms

  





  

    		2025-03-23 14:50:31.280484

    		-1.6 ms

  





  

    		2025-03-23 15:50:32.959271

    		0.1 ms

  





  

    		2025-03-23 16:50:34.528824

    		0.5 ms

  





  

    		2025-03-23 17:50:37.066194

    		0.0 ms

  





  

    		2025-03-23 18:50:39.845724

    		-0.9 ms

  





  

    		2025-03-23 19:50:42.366833

    		-0.8 ms

  





  

    		2025-03-23 20:50:45.501817

    		1.9 ms

  





  

    		2025-03-23 21:50:48.45371

    		1.1 ms

  





  

    		2025-03-23 22:50:50.666665

    		-0.2 ms

  





  

    		2025-03-23 23:50:52.911591

    		1.5 ms

  





  

    		2025-03-24 00:50:54.910672

    		-1.8 ms

  





  

    		2025-03-24 01:50:57.364213

    		-1.7 ms

  





  

    		2025-03-24 02:51:00.000287

    		1.2 ms

  





  

    		2025-03-24 03:51:02.374159

    		-1.2 ms

  





  

    		2025-03-24 04:51:04.609252

    		2.3 ms

  





  

    		2025-03-24 05:51:06.619946

    		-0.5 ms

  





  

    		2025-03-24 06:51:08.626766

    		0.0 ms

  





  

    		2025-03-24 07:51:11.119196

    		-1.2 ms

  





  

    		2025-03-24 08:51:12.864025

    		2.2 ms

  





  

    		2025-03-24 09:51:14.51465

    		0.3 ms

  





  

    		2025-03-24 10:51:16.036257

    		-0.4 ms

  





  

    		2025-03-24 11:51:18.004727

    		-0.7 ms

  





  

    		2025-03-24 12:51:19.905517

    		1.4 ms

  





  

    		2025-03-24 13:51:22.345827

    		1.3 ms

  





  

    		2025-03-24 14:51:23.789083

    		1.5 ms

  





  

    		2025-03-24 15:51:25.656967

    		3.3 ms

  





  

    		2025-03-24 16:51:28.79027

    		2.1 ms

  





  

    		2025-03-24 17:51:31.345309

    		0.0 ms

  





  

    		2025-03-24 18:51:34.089485

    		-0.2 ms

  





  

    		2025-03-24 19:51:36.152889

    		-0.5 ms

  





  

    		2025-03-24 20:51:38.702329

    		-1.2 ms

  





  

    		2025-03-24 21:51:41.538262

    		0.7 ms

  





  

    		2025-03-24 22:51:43.770558

    		-0.1 ms

  





  

    		2025-03-24 23:51:46.555353

    		-1.8 ms

  





  

    		2025-03-25 00:51:48.459403

    		-0.5 ms

  





  

    		2025-03-25 01:51:50.62232

    		0.4 ms

  





  

    		2025-03-25 02:51:52.8151

    		-0.4 ms

  





  

    		2025-03-25 03:51:55.04783

    		-0.8 ms

  





  

    		2025-03-25 04:51:57.693937

    		0.7 ms

  





  

    		2025-03-25 05:51:59.77199

    		-0.6 ms

  





  

    		2025-03-25 06:52:01.92523

    		-0.1 ms

  





  

    		2025-03-25 07:52:04.533692

    		1.3 ms

  





  

    		2025-03-25 08:52:06.073791

    		-1.0 ms

  





  

    		2025-03-25 09:52:07.706234

    		-0.4 ms

  





  

    		2025-03-25 10:52:09.245567

    		1.6 ms

  





  

    		2025-03-25 11:52:10.911985

    		-1.0 ms

  





  

    		2025-03-25 12:52:14.422714

    		-2.6 ms

  





  

    		2025-03-25 13:52:16.390296

    		-1.4 ms

  





  

    		2025-03-25 14:52:18.01085

    		5.0 ms

  





  

    		2025-03-25 15:52:19.695118

    		-0.6 ms

  





  

    		2025-03-25 16:52:21.41677

    		-0.9 ms

  





  

    		2025-03-25 17:52:22.936165

    		-2.2 ms

  





  

    		2025-03-25 18:52:26.003061

    		-0.1 ms

  





  

    		2025-03-25 19:52:28.23008

    		0.1 ms

  





  

    		2025-03-25 20:52:31.017734

    		0.0 ms

  





  

    		2025-03-25 21:52:33.787456

    		0.5 ms

  





  

    		2025-03-25 22:52:35.710545

    		-1.1 ms

  





  

    		2025-03-25 23:52:37.294547

    		-4.0 ms

  





  

    		2025-03-26 00:52:39.452705

    		-1.0 ms

  





  

    		2025-03-26 01:52:41.749436

    		-0.5 ms

  





  

    		2025-03-26 02:52:43.926794

    		-1.5 ms

  





  

    		2025-03-26 03:52:45.937414

    		0.7 ms

  





  

    		2025-03-26 04:52:47.957483

    		0.8 ms

  





  

    		2025-03-26 05:52:50.475633

    		-2.4 ms

  





  

    		2025-03-26 06:52:53.341312

    		-2.0 ms

  





  

    		2025-03-26 07:52:54.884731

    		1.6 ms

  





  

    		2025-03-26 08:52:57.157296

    		-0.1 ms

  





  

    		2025-03-26 09:52:59.63917

    		-0.6 ms

  





  

    		2025-03-26 10:53:01.252594

    		0.2 ms

  





  

    		2025-03-26 11:53:03.031443

    		1.6 ms

  





  

    		2025-03-26 12:53:04.680667

    		2.3 ms

  





  

    		2025-03-26 13:53:06.104878

    		1.6 ms

  





  

    		2025-03-26 14:53:08.41108

    		-5.3 ms

  





  

    		2025-03-26 15:53:09.910177

    		1.8 ms

  





  

    		2025-03-26 16:53:11.560848

    		2.4 ms

  





  

    		2025-03-26 17:53:13.682026

    		0.6 ms

  





  

    		2025-03-26 18:53:15.720037

    		2.5 ms

  





  

    		2025-03-26 19:53:18.277063

    		-0.1 ms

  





  

    		2025-03-26 20:53:20.430944

    		-2.4 ms

  





  

    		2025-03-26 21:53:22.606639

    		-0.9 ms

  





  

    		2025-03-26 22:53:24.371706

    		-5.7 ms

  





  

    		2025-03-26 23:53:26.471363

    		-5.2 ms

  





  

    		2025-03-27 00:53:28.600898

    		2.4 ms

  





  

    		2025-03-27 01:53:31.107994

    		2.0 ms

  





  

    		2025-03-27 02:53:33.665146

    		2.1 ms

  





  

    		2025-03-27 03:53:35.483236

    		0.9 ms

  





  

    		2025-03-27 04:53:37.356148

    		-4.0 ms

  





  

    		2025-03-27 05:53:39.385185

    		-2.8 ms

  





  

    		2025-03-27 06:53:41.774019

    		1.3 ms

  





  

    		2025-03-27 07:53:43.846978

    		-0.9 ms

  





  

    		2025-03-27 08:53:45.473164

    		1.0 ms

  





  

    		2025-03-27 09:53:47.800626

    		-1.5 ms

  





  

    		2025-03-27 10:53:49.45423

    		5.5 ms

  





  

    		2025-03-27 11:53:51.297363

    		1.5 ms

  





  

    		2025-03-27 12:53:53.169881

    		0.0 ms

  





  

    		2025-03-27 13:53:55.319737

    		1.1 ms

  





  

    		2025-03-27 14:53:57.048433

    		1.5 ms

  





  

    		2025-03-27 15:53:58.752315

    		1.5 ms

  





  

    		2025-03-27 16:54:00.243731

    		1.0 ms

  





  

    		2025-03-27 17:54:01.947926

    		1.1 ms

  





  

    		2025-03-27 18:54:04.244509

    		-1.7 ms

  





  

    		2025-03-27 19:54:06.227635

    		-2.2 ms

  





  

    		2025-03-27 20:54:09.035965

    		-1.0 ms

  





  

    		2025-03-27 21:54:11.564987

    		-4.0 ms

  





  

    		2025-03-27 22:54:13.378486

    		-5.5 ms

  





  

    		2025-03-27 23:54:15.891069

    		-0.9 ms

  





  

    		2025-03-28 00:54:17.66385

    		-1.6 ms

  





  

    		2025-03-28 01:54:19.854713

    		-1.8 ms

  





  

    		2025-03-28 02:54:21.913364

    		-1.3 ms

  





  

    		2025-03-28 03:54:24.287443

    		-3.0 ms

  





  

    		2025-03-28 04:54:26.226287

    		1.6 ms

  





  

    		2025-03-28 05:54:28.643772

    		1.6 ms

  





  

    		2025-03-28 06:54:31.321185

    		4.6 ms

  





  

    		2025-03-28 07:54:34.302738

    		4.0 ms

  





  

    		2025-03-28 08:54:36.452177

    		2.4 ms

  





  

    		2025-03-28 09:54:38.262377

    		0.9 ms

  





  

    		2025-03-28 10:54:40.628842

    		4.2 ms

  





  

    		2025-03-28 11:54:42.471127

    		0.2 ms

  





  

    		2025-03-28 12:54:44.179674

    		0.4 ms

  





  

    		2025-03-28 13:54:45.848824

    		-1.3 ms

  





  

    		2025-03-28 14:54:47.473847

    		0.9 ms

  





  

    		2025-03-28 15:54:49.275546

    		1.7 ms

  





  

    		2025-03-28 16:54:51.381685

    		-0.3 ms

  





  

    		2025-03-28 17:54:53.64477

    		-3.2 ms

  





  

    		2025-03-28 18:54:55.753877

    		0.6 ms

  





  

    		2025-03-28 19:54:58.089729

    		-0.5 ms

  





  

    		2025-03-28 20:55:01.196023

    		1.3 ms

  





  

    		2025-03-28 21:55:03.696741

    		1.0 ms

  





  

    		2025-03-28 22:55:06.145999

    		-1.1 ms

  





  

    		2025-03-28 23:55:08.42681

    		-2.2 ms

  





  

    		2025-03-29 00:55:10.479266

    		-2.8 ms

  





  

    		2025-03-29 01:55:12.647425

    		-0.3 ms

  





  

    		2025-03-29 02:55:14.558422

    		1.2 ms

  





  

    		2025-03-29 03:55:16.866794

    		0.7 ms

  





  

    		2025-03-29 04:55:19.073697

    		2.0 ms

  





  

    		2025-03-29 05:55:21.270192

    		1.6 ms

  





  

    		2025-03-29 06:55:22.732368

    		-1.4 ms

  





  

    		2025-03-29 07:55:25.774512

    		1.0 ms

  





  

    		2025-03-29 08:55:27.903708

    		1.0 ms

  





  

    		2025-03-29 09:55:29.604474

    		-0.8 ms

  





  

    		2025-03-29 10:55:31.183784

    		6.3 ms

  





  

    		2025-03-29 11:55:32.761473

    		-1.3 ms

  





  

    		2025-03-29 12:55:34.749197

    		1.2 ms

  





  

    		2025-03-29 13:55:36.410759

    		0.4 ms

  





  

    		2025-03-29 14:55:38.94357

    		1.1 ms

  





  

    		2025-03-29 15:55:40.556236

    		2.1 ms

  





  

    		2025-03-29 16:55:42.217406

    		1.4 ms

  





  

    		2025-03-29 17:55:44.067445

    		-0.3 ms

  





  

    		2025-03-29 18:55:47.435951

    		2.2 ms

  





  

    		2025-03-29 19:55:50.631955

    		0.7 ms

  





  

    		2025-03-29 20:55:53.016476

    		-0.3 ms

  





  

    		2025-03-29 21:55:55.716131

    		0.6 ms

  





  

    		2025-03-29 22:55:57.96594

    		-0.2 ms

  





  

    		2025-03-29 23:56:00.401641

    		1.0 ms

  





  

    		2025-03-30 00:56:02.777471

    		1.3 ms

  





  

    		2025-03-30 01:56:04.755736

    		-1.6 ms

  





  

    		2025-03-30 02:56:07.299251

    		0.9 ms

  





  

    		2025-03-30 03:56:09.481892

    		-1.4 ms

  





  

    		2025-03-30 04:56:12.076579

    		-1.6 ms

  





  

    		2025-03-30 05:56:14.739298

    		-0.8 ms

  





  

    		2025-03-30 06:56:17.345719

    		-0.3 ms

  





  

    		2025-03-30 07:56:20.053376

    		-0.4 ms

  





  

    		2025-03-30 08:56:21.517643

    		1.1 ms

  





  

    		2025-03-30 09:56:23.326904

    		0.1 ms

  





  

    		2025-03-30 10:56:25.696063

    		1.2 ms

  





  

    		2025-03-30 11:56:27.851378

    		-0.3 ms

  





  

    		2025-03-30 12:56:30.350843

    		-0.6 ms

  





  

    		2025-03-30 13:56:31.914001

    		0.0 ms

  





  

    		2025-03-30 14:56:34.374754

    		0.9 ms

  





  

    		2025-03-30 15:56:37.14453

    		2.4 ms

  





  

    		2025-03-30 16:56:39.674531

    		0.7 ms

  





  

    		2025-03-30 17:56:41.693355

    		1.8 ms

  





  

    		2025-03-30 18:56:44.101673

    		1.8 ms

  





  

    		2025-03-30 19:56:46.092362

    		0.9 ms

  





  

    		2025-03-30 20:56:48.740458

    		-0.8 ms

  





  

    		2025-03-30 21:56:51.494108

    		1.1 ms

  





  

    		2025-03-30 22:56:54.190553

    		2.6 ms

  





  

    		2025-03-30 23:56:55.941417

    		0.5 ms

  





  

    		2025-03-31 00:56:58.468165

    		2.1 ms

  





  

    		2025-03-31 01:57:01.019408

    		4.3 ms

  





  

    		2025-03-31 02:57:03.063186

    		3.5 ms

  





  

    		2025-03-31 03:57:05.421474

    		-1.5 ms

  





  

    		2025-03-31 04:57:08.34366

    		0.1 ms

  





  

    		2025-03-31 05:57:11.247214

    		-1.3 ms

  





  

    		2025-03-31 06:57:13.508209

    		1.1 ms

  





  

    		2025-03-31 07:57:15.816103

    		0.7 ms

  





  

    		2025-03-31 08:57:17.370188

    		0.0 ms

  





  

    		2025-03-31 09:57:18.988925

    		-1.0 ms

  





  

    		2025-03-31 10:57:20.930433

    		3.5 ms

  





  

    		2025-03-31 11:57:22.568005

    		-2.1 ms

  





  

    		2025-03-31 12:57:24.063142

    		-1.0 ms

  





  

    		2025-03-31 13:57:25.873172

    		0.2 ms

  





  

    		2025-03-31 14:57:27.584396

    		-0.2 ms

  





  

    		2025-03-31 15:57:29.206063

    		-2.0 ms

  





  

    		2025-03-31 16:57:30.799099

    		-0.1 ms

  





  

    		2025-03-31 17:57:33.180793

    		-1.6 ms

  





  

    		2025-03-31 18:57:35.63146

    		-0.1 ms

  





  

    		2025-03-31 19:57:37.782549

    		3.1 ms

  





  

    		2025-03-31 20:57:40.35643

    		-0.8 ms

  





  

    		2025-03-31 21:57:43.170395

    		-2.5 ms

  





  

    		2025-03-31 22:57:45.091493

    		-2.5 ms

  





  

    		2025-03-31 23:57:47.156762

    		-0.9 ms

  





  

    		2025-04-01 00:57:49.226158

    		-0.2 ms

  





  

    		2025-04-01 01:57:51.487802

    		-2.4 ms

  





  

    		2025-04-01 02:57:53.31427

    		-1.4 ms

  





  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  





  

    		2025-04-02 07:58:55.628525

    		2.8 ms

  





  

    		2025-04-02 08:58:57.189334

    		0.3 ms

  





  

    		2025-04-02 09:58:58.863596

    		0.4 ms

  





  

    		2025-04-02 10:59:01.137823

    		2.4 ms

  





  

    		2025-04-02 11:59:02.623808

    		1.0 ms

  





  

    		2025-04-02 12:59:04.682641

    		0.7 ms

  





  

    		2025-04-02 13:59:06.192344

    		-0.7 ms

  





  

    		2025-04-02 14:59:08.078916

    		-1.0 ms

  





  

    		2025-04-02 15:59:10.20453

    		1.5 ms

  





  

    		2025-04-02 16:59:11.746414

    		-1.6 ms

  





  

    		2025-04-02 17:59:14.397075

    		-0.6 ms

  





  

    		2025-04-02 18:59:18.308671

    		0.8 ms

  





  

    		2025-04-02 19:59:20.0759

    		-0.9 ms

  





  

    		2025-04-02 20:59:22.788944

    		-1.1 ms

  





  

    		2025-04-02 21:59:24.801077

    		-0.1 ms

  





  

    		2025-04-02 22:59:27.282044

    		0.1 ms

  





  

    		2025-04-02 23:59:29.725049

    		0.5 ms

  





  

    		2025-04-03 00:59:32.017543

    		1.4 ms

  





  

    		2025-04-03 01:59:33.596168

    		3.0 ms

  





  

    		2025-04-03 02:59:35.497891

    		2.3 ms

  





  

    		2025-04-03 03:59:36.869295

    		1.4 ms

  





  

    		2025-04-03 04:59:38.575136

    		0.7 ms

  





  

    		2025-04-03 05:59:40.61822

    		-0.2 ms

  





  

    		2025-04-03 06:59:42.878336

    		2.5 ms

  





  

    		2025-04-03 07:59:46.179624

    		-0.1 ms

  





  

    		2025-04-03 08:59:47.674554

    		1.0 ms

  





  

    		2025-04-03 09:59:50.030433

    		3.5 ms

  





  

    		2025-04-03 10:59:53.358329

    		5.1 ms

  





  

    		2025-04-03 11:59:54.870378

    		0.5 ms

  





  

    		2025-04-03 12:59:56.79511

    		1.4 ms

  





  

    		2025-04-03 13:59:58.833172

    		-0.6 ms

  





  

    		2025-04-03 15:00:01.311136

    		1.1 ms

  





  

    		2025-04-03 16:00:03.946529

    		1.7 ms

  





  

    		2025-04-03 17:00:06.42779

    		1.6 ms

  





  

    		2025-04-03 18:00:07.839248

    		-1.2 ms

  





  

    		2025-04-03 19:00:09.508589

    		-3.0 ms

  





  

    		2025-04-03 20:00:11.838599

    		-3.3 ms

  





  

    		2025-04-03 21:00:14.37854

    		-1.9 ms

  





  

    		2025-04-03 22:00:16.053345

    		1.1 ms

  





  

    		2025-04-03 23:00:17.940249

    		-1.3 ms

  





  

    		2025-04-04 00:00:20.503082

    		-2.4 ms

  





  

    		2025-04-04 01:00:22.884694

    		-2.6 ms

  





  

    		2025-04-04 02:00:25.022619

    		0.3 ms

  





  

    		2025-04-04 03:00:26.59113

    		-1.1 ms

  





  

    		2025-04-04 04:00:28.807361

    		-4.1 ms

  





  

    		2025-04-04 05:00:30.493315

    		-4.8 ms

  





  

    		2025-04-04 06:00:32.629573

    		-3.2 ms

  





  

    		2025-04-04 07:00:35.07483

    		3.5 ms

  





  

    		2025-04-04 08:00:37.00459

    		-0.4 ms

  





  

    		2025-04-04 09:00:40.345642

    		1.6 ms

  





  

    		2025-04-04 10:00:42.409733

    		0.6 ms

  





  

    		2025-04-04 11:00:44.672729

    		1.0 ms

  





  

    		2025-04-04 12:00:47.307219

    		0.1 ms

  





  

    		2025-04-04 13:00:49.403289

    		-1.7 ms

  





  

    		2025-04-04 14:00:51.015092

    		7.7 ms

  





  

    		2025-04-04 15:00:54.108395

    		5.7 ms

  





  

    		2025-04-04 16:00:55.692834

    		1.9 ms

  





  

    		2025-04-04 17:00:58.449243

    		-0.7 ms

  





  

    		2025-04-04 18:01:00.870141

    		-0.3 ms

  





  

    		2025-04-04 19:01:02.894444

    		-0.7 ms

  





  

    		2025-04-04 20:01:04.643655

    		0.6 ms

  





  

    		2025-04-04 21:01:06.735324

    		-0.3 ms

  





  

    		2025-04-04 22:01:08.795951

    		-2.3 ms

  





  

    		2025-04-04 23:01:10.66277

    		-2.4 ms

  





  

    		2025-04-05 00:01:12.799991

    		-2.1 ms

  





  

    		2025-04-05 01:01:15.167707

    		-2.2 ms

  





  

    		2025-04-05 02:01:16.912727

    		1.2 ms

  





  

    		2025-04-05 03:01:19.335304

    		-1.2 ms

  





  

    		2025-04-05 04:01:21.484615

    		-3.4 ms

  





  

    		2025-04-05 05:01:23.425114

    		-0.9 ms

  





  

    		2025-04-05 06:01:25.613418

    		-0.6 ms

  





  

    		2025-04-05 07:01:27.602896

    		1.3 ms

  





  

    		2025-04-05 08:01:31.245712

    		0.9 ms

  





  

    		2025-04-05 09:01:33.338916

    		2.0 ms

  





  

    		2025-04-05 10:01:35.104826

    		0.2 ms

  





  

    		2025-04-05 11:01:37.07978

    		-1.0 ms

  





  

    		2025-04-05 12:01:39.726137

    		2.1 ms

  





  

    		2025-04-05 13:01:42.043603

    		0.0 ms

  





  

    		2025-04-05 14:01:44.299934

    		0.3 ms

  





  

    		2025-04-05 15:01:46.025277

    		3.8 ms

  





  

    		2025-04-05 16:01:48.171921

    		0.1 ms

  





  

    		2025-04-05 17:01:50.411839

    		0.7 ms

  





  

    		2025-04-05 18:01:52.141533

    		1.5 ms

  





  

    		2025-04-05 19:01:54.676719

    		0.0 ms

  





  

    		2025-04-05 20:01:57.763586

    		-3.6 ms

  





  

    		2025-04-05 21:02:00.347568

    		-5.6 ms

  





  

    		2025-04-05 22:02:02.944111

    		-2.2 ms

  





  

    		2025-04-05 23:02:05.712325

    		-2.8 ms

  





  

    		2025-04-06 00:02:07.902017

    		-0.4 ms

  





  

    		2025-04-06 01:02:09.933349

    		-4.5 ms

  





  

    		2025-04-06 02:02:11.738033

    		-3.3 ms

  





  

    		2025-04-06 03:02:13.712616

    		-6.3 ms

  





  

    		2025-04-06 04:02:15.748256

    		2.7 ms

  





  

    		2025-04-06 05:02:17.572017

    		2.0 ms

  





  

    		2025-04-06 06:02:19.380844

    		-1.2 ms

  





  

    		2025-04-06 07:02:21.940336

    		-2.6 ms

  





  

    		2025-04-06 08:02:25.468387

    		0.3 ms

  





  

    		2025-04-06 09:02:28.953595

    		-0.4 ms

  





  

    		2025-04-06 10:02:32.067715

    		8.3 ms

  





  

    		2025-04-06 11:02:34.421007

    		1.8 ms

  





  

    		2025-04-06 12:02:37.753632

    		-0.3 ms

  





  

    		2025-04-06 13:02:39.855558

    		1.1 ms

  





  

    		2025-04-06 14:02:41.661152

    		-1.2 ms

  





  

    		2025-04-06 15:02:43.263663

    		0.1 ms

  





  

    		2025-04-06 16:02:45.634663

    		-1.1 ms

  





  

    		2025-04-06 17:02:48.151628

    		-0.7 ms

  





  

    		2025-04-06 18:02:51.109878

    		0.3 ms

  





  

    		2025-04-06 19:02:54.174753

    		-0.5 ms

  





  

    		2025-04-06 20:02:56.616583

    		-2.0 ms

  





  

    		2025-04-06 21:02:58.663323

    		-3.2 ms

  





  

    		2025-04-06 22:03:00.928766

    		-0.3 ms

  





  

    		2025-04-06 23:03:02.981142

    		2.2 ms

  





  

    		2025-04-07 00:03:05.224433

    		-1.2 ms

  





  

    		2025-04-07 01:03:07.46113

    		0.1 ms

  





  

    		2025-04-07 02:03:09.672339

    		-0.1 ms

  





  

    		2025-04-07 03:03:11.770069

    		-1.0 ms

  





  

    		2025-04-07 04:03:13.610967

    		-0.7 ms

  





  

    		2025-04-07 05:03:16.639015

    		0.0 ms

  





  

    		2025-04-07 06:03:19.497754

    		3.4 ms

  





  

    		2025-04-07 07:03:21.733704

    		0.4 ms

  





  

    		2025-04-07 08:03:25.132753

    		0.8 ms

  





  

    		2025-04-07 09:03:27.522365

    		-0.2 ms

  





  

    		2025-04-07 10:03:29.58077

    		2.0 ms

  





  

    		2025-04-07 11:03:32.128775

    		1.2 ms

  





  

    		2025-04-07 12:03:34.019518

    		2.7 ms

  





  

    		2025-04-07 13:03:36.456667

    		0.9 ms

  





  

    		2025-04-07 14:03:37.972808

    		0.7 ms

  





  

    		2025-04-07 15:03:39.606587

    		0.0 ms

  





  

    		2025-04-07 16:03:41.925756

    		0.0 ms

  





  

    		2025-04-07 17:03:44.814275

    		-0.2 ms

  





  

    		2025-04-07 18:03:46.761802

    		2.4 ms

  





  

    		2025-04-07 19:03:49.264285

    		-0.5 ms

  





  

    		2025-04-07 20:03:51.411804

    		-0.6 ms

  





  

    		2025-04-07 21:03:54.251811

    		-2.5 ms

  





  

    		2025-04-07 22:03:57.649713

    		-2.4 ms

  





  

    		2025-04-07 23:04:00.666997

    		-1.4 ms

  





  

    		2025-04-08 00:04:03.170419

    		-0.5 ms

  





  

    		2025-04-08 01:04:06.015292

    		2.9 ms

  





  

    		2025-04-08 02:04:08.372704

    		0.4 ms

  





  

    		2025-04-08 03:04:10.349572

    		-1.3 ms

  





  

    		2025-04-08 04:04:13.988905

    		-3.4 ms

  





  

    		2025-04-08 05:04:16.13028

    		-4.2 ms

  





  

    		2025-04-08 06:04:18.737006

    		-1.1 ms

  





  

    		2025-04-08 07:04:21.697236

    		2.0 ms

  





  

    		2025-04-08 08:04:23.182111

    		-0.4 ms

  





  

    		2025-04-08 09:04:25.049387

    		-1.4 ms

  





  

    		2025-04-08 10:04:26.777403

    		6.5 ms

  





  

    		2025-04-08 11:04:28.943842

    		1.1 ms

  





  

    		2025-04-08 12:04:30.728481

    		-0.6 ms

  





  

    		2025-04-08 13:04:32.819887

    		1.5 ms

  





  

    		2025-04-08 14:04:34.435209

    		0.5 ms

  





  

    		2025-04-08 15:04:36.69115

    		0.7 ms

  





  

    		2025-04-08 16:04:38.958127

    		1.5 ms

  





  

    		2025-04-08 17:04:41.566813

    		-1.3 ms

  





  

    		2025-04-08 18:04:43.314409

    		3.9 ms

  





  

    		2025-04-08 19:04:45.058522

    		2.0 ms

  





  

    		2025-04-08 20:04:48.217434

    		1.6 ms

  





  

    		2025-04-08 21:04:52.318006

    		1.7 ms

  





  

    		2025-04-08 22:04:54.46896

    		3.5 ms

  





  

    		2025-04-08 23:04:56.824065

    		2.7 ms

  





  

    		2025-04-09 00:04:58.550134

    		-0.1 ms

  





  

    		2025-04-09 01:05:01.25712

    		-6.9 ms

  





  

    		2025-04-09 02:05:03.209776

    		-1.5 ms

  





  

    		2025-04-09 03:05:06.484083

    		1.3 ms

  





  

    		2025-04-09 04:05:09.708901

    		0.8 ms

  





  

    		2025-04-09 05:05:11.762156

    		0.3 ms

  





  

    		2025-04-09 06:05:13.942983

    		0.5 ms

  





  

    		2025-04-09 07:05:15.653775

    		-0.6 ms

  





  

    		2025-04-09 08:05:17.41718

    		1.3 ms

  





  

    		2025-04-09 09:05:19.887341

    		-0.7 ms

  





  

    		2025-04-09 10:05:22.349173

    		5.4 ms

  





  

    		2025-04-09 11:05:24.150306

    		-1.7 ms

  





  

    		2025-04-09 12:05:25.632707

    		3.2 ms

  





  

    		2025-04-09 13:05:27.309316

    		0.6 ms

  





  

    		2025-04-09 14:05:28.791061

    		2.2 ms

  





  

    		2025-04-09 15:05:30.957567

    		-0.1 ms

  





  

    		2025-04-09 16:05:32.483058

    		-1.5 ms

  





  

    		2025-04-09 17:05:35.579376

    		2.8 ms

  





  

    		2025-04-09 18:05:37.565499

    		-2.5 ms

  





  

    		2025-04-09 19:05:39.935535

    		0.2 ms

  





  

    		2025-04-09 20:05:42.554733

    		-3.9 ms

  





  

    		2025-04-09 21:05:45.233121

    		1.2 ms

  





  

    		2025-04-09 22:05:47.138876

    		0.4 ms

  





  

    		2025-04-09 23:05:49.090445

    		3.7 ms

  





  

    		2025-04-10 00:05:51.208653

    		2.2 ms

  





  

    		2025-04-10 01:05:53.419137

    		0.3 ms

  





  

    		2025-04-10 02:05:55.583068

    		3.6 ms

  





  

    		2025-04-10 03:05:57.607415

    		0.7 ms

  





  

    		2025-04-10 04:05:59.834342

    		4.1 ms

  





  

    		2025-04-10 05:06:01.825692

    		2.9 ms

  





  

    		2025-04-10 06:06:04.200159

    		2.9 ms

  





  

    		2025-04-10 07:06:07.065028

    		-4.8 ms

  





  

    		2025-04-10 08:06:09.934052

    		-4.9 ms

  





  

    		2025-04-10 09:06:12.463186

    		-4.1 ms

  





  

    		2025-04-10 10:06:14.108331

    		13.0 ms

  





  

    		2025-04-10 11:06:16.528376

    		3.2 ms

  





  

    		2025-04-10 12:06:18.97767

    		2.4 ms

  





  

    		2025-04-10 13:06:21.395983

    		-2.1 ms

  





  

    		2025-04-10 14:06:24.18997

    		0.6 ms

  





  

    		2025-04-10 15:06:26.333011

    		1.6 ms

  





  

    		2025-04-10 16:06:34.055644

    		1.2 ms

  





  

    		2025-04-10 17:06:36.866612

    		1.2 ms

  





  

    		2025-04-10 18:06:39.955518

    		1.4 ms

  





  

    		2025-04-10 19:06:42.271341

    		-0.5 ms

  





  

    		2025-04-10 20:06:44.049983

    		-3.3 ms

  





  

    		2025-04-10 21:06:46.14392

    		-1.3 ms

  





  

    		2025-04-10 22:06:48.554445

    		0.5 ms

  





  

    		2025-04-10 23:06:50.824131

    		-2.2 ms

  





  

    		2025-04-11 00:06:53.275002

    		0.3 ms

  





  

    		2025-04-11 01:06:55.336986

    		-0.9 ms

  





  

    		2025-04-11 02:06:57.147868

    		-1.6 ms

  





  

    		2025-04-11 03:06:59.766183

    		1.0 ms

  





  

    		2025-04-11 04:07:02.147084

    		-0.7 ms

  





  

    		2025-04-11 05:07:04.279585

    		1.3 ms

  





  

    		2025-04-11 06:07:06.392911

    		-0.5 ms

  





  

    		2025-04-11 07:07:08.190905

    		0.3 ms

  





  

    		2025-04-11 08:07:10.826467

    		2.5 ms

  





  

    		2025-04-11 09:07:12.353985

    		3.7 ms

  





  

    		2025-04-11 10:07:13.796268

    		0.9 ms

  





  

    		2025-04-11 11:07:15.647385

    		0.0 ms

  





  

    		2025-04-11 12:07:18.261319

    		-0.4 ms

  





  

    		2025-04-11 13:07:21.345236

    		-0.7 ms

  





  

    		2025-04-11 14:07:24.027677

    		-0.6 ms

  





  

    		2025-04-11 15:07:26.964998

    		-0.1 ms

  





  

    		2025-04-11 16:07:29.471589

    		-1.3 ms

  





  

    		2025-04-11 17:07:32.446034

    		2.3 ms

  





  

    		2025-04-11 18:07:34.638236

    		-1.4 ms

  





  

    		2025-04-11 19:07:37.183871

    		-2.0 ms

  





  

    		2025-04-11 20:07:39.072579

    		-2.0 ms

  





  

    		2025-04-11 21:07:41.228003

    		-4.0 ms

  





  

    		2025-04-11 22:07:43.215194

    		-0.9 ms

  





  

    		2025-04-11 23:07:45.30682

    		0.3 ms

  





  

    		2025-04-12 00:07:47.367119

    		-1.1 ms

  





  

    		2025-04-12 01:07:49.271504

    		-1.3 ms

  





  

    		2025-04-12 02:07:51.520172

    		-2.1 ms

  





  

    		2025-04-12 03:07:53.816191

    		-1.5 ms

  





  

    		2025-04-12 04:07:55.843524

    		1.2 ms

  





  

    		2025-04-12 05:07:58.134667

    		1.1 ms

  





  

    		2025-04-12 06:08:00.607916

    		1.3 ms

  





  

    		2025-04-12 07:08:03.27949

    		0.1 ms

  





  

    		2025-04-12 08:08:05.325785

    		2.4 ms

  





  

    		2025-04-12 09:08:07.760813

    		1.3 ms

  





  

    		2025-04-12 10:08:09.393463

    		1.8 ms

  





  

    		2025-04-12 11:08:11.5956

    		-0.5 ms

  





  

    		2025-04-12 12:08:13.516212

    		0.1 ms

  





  

    		2025-04-12 13:08:15.399906

    		-0.6 ms

  





  

    		2025-04-12 14:08:17.916643

    		1.5 ms

  





  

    		2025-04-12 15:08:20.848575

    		0.0 ms

  





  

    		2025-04-12 16:08:24.04212

    		3.0 ms

  





  

    		2025-04-12 17:08:26.880654

    		1.0 ms

  





  

    		2025-04-12 18:08:29.484062

    		-1.8 ms

  





  

    		2025-04-12 19:08:32.082477

    		1.1 ms

  





  

    		2025-04-12 20:08:35.196335

    		-2.4 ms

  





  

    		2025-04-12 21:08:37.795537

    		-1.5 ms

  





  

    		2025-04-12 22:08:39.994442

    		-1.6 ms

  





  

    		2025-04-12 23:08:42.787909

    		-1.3 ms

  





  

    		2025-04-13 00:08:44.824538

    		-1.8 ms

  





  

    		2025-04-13 01:08:47.025293

    		0.0 ms

  





  

    		2025-04-13 02:08:49.326518

    		1.0 ms

  





  

    		2025-04-13 03:08:51.186988

    		1.6 ms

  





  

    		2025-04-13 04:08:53.650752

    		1.1 ms

  





  

    		2025-04-13 05:08:55.868267

    		0.0 ms

  





  

    		2025-04-13 06:08:57.888809

    		-0.2 ms

  





  

    		2025-04-13 07:09:00.696312

    		0.0 ms

  





  

    		2025-04-13 08:09:03.511001

    		2.2 ms

  





  

    		2025-04-13 09:09:06.42031

    		0.3 ms

  





  

    		2025-04-13 10:09:09.04752

    		1.7 ms

  





  

    		2025-04-13 11:09:11.156411

    		0.1 ms

  





  

    		2025-04-13 12:09:13.304697

    		1.1 ms

  





  

    		2025-04-13 13:09:16.952781

    		0.0 ms

  





  

    		2025-04-13 14:09:19.725143

    		0.3 ms

  





  

    		2025-04-13 15:09:22.08911

    		1.3 ms

  





  

    		2025-04-13 16:09:24.470122

    		-1.0 ms

  





  

    		2025-04-13 17:09:27.415601

    		0.4 ms

  





  

    		2025-04-13 18:09:28.998073

    		1.2 ms

  





  

    		2025-04-13 19:09:30.904573

    		1.5 ms

  





  

    		2025-04-13 20:09:33.222373

    		-1.2 ms

  





  

    		2025-04-13 21:09:35.637058

    		-0.5 ms

  





  

    		2025-04-13 22:09:37.856529

    		1.1 ms

  





  

    		2025-04-13 23:09:40.55926

    		-1.4 ms

  





  

    		2025-04-14 00:09:42.690939

    		-1.3 ms

  





  

    		2025-04-14 01:09:44.863711

    		0.4 ms

  





  

    		2025-04-14 02:09:47.025927

    		-1.1 ms

  





  

    		2025-04-14 03:09:49.099027

    		0.7 ms

  





  

    		2025-04-14 04:09:51.665292

    		-1.6 ms

  





  

    		2025-04-14 05:09:53.704585

    		-0.8 ms

  





  

    		2025-04-14 06:09:56.636334

    		2.7 ms

  





  

    		2025-04-14 07:09:59.662597

    		0.0 ms

  





  

    		2025-04-14 08:10:02.378128

    		1.8 ms

  





  

    		2025-04-14 09:10:04.779971

    		0.9 ms

  





  

    		2025-04-14 10:10:06.502287

    		-0.6 ms

  





  

    		2025-04-14 11:10:08.208677

    		-0.8 ms

  





  

    		2025-04-14 12:10:10.645802

    		-3.3 ms

  





  

    		2025-04-14 13:10:13.169604

    		0.3 ms

  





  

    		2025-04-14 14:10:15.200275

    		-0.3 ms

  





  

    		2025-04-14 15:10:17.183689

    		1.7 ms

  





  

    		2025-04-14 16:10:19.494468

    		-0.4 ms

  





  

    		2025-04-14 17:10:21.378029

    		1.0 ms

  





  

    		2025-04-14 18:10:23.367411

    		0.5 ms

  





  

    		2025-04-14 19:10:25.766099

    		-3.0 ms

  





  

    		2025-04-14 20:10:28.909854

    		-3.7 ms

  





  

    		2025-04-14 21:10:31.623208

    		-1.6 ms

  





  

    		2025-04-14 22:10:33.81554

    		-1.1 ms

  





  

    		2025-04-14 23:10:36.301206

    		0.0 ms

  





  

    		2025-04-15 00:10:38.137962

    		-1.4 ms

  





  

    		2025-04-15 01:10:39.881208

    		-1.8 ms

  





  

    		2025-04-15 02:10:41.312909

    		0.0 ms

  





  

    		2025-04-15 03:10:43.920151

    		1.4 ms

  





  

    		2025-04-15 04:10:46.351497

    		0.3 ms

  





  

    		2025-04-15 05:10:47.992973

    		0.6 ms

  





  

    		2025-04-15 06:10:50.584513

    		2.2 ms

  





  

    		2025-04-15 07:10:53.075323

    		3.4 ms

  





  

    		2025-04-15 08:10:56.293905

    		1.9 ms

  





  

    		2025-04-15 09:10:58.38819

    		-0.2 ms

  





  

    		2025-04-15 10:11:00.554154

    		-0.1 ms

  





  

    		2025-04-15 11:11:02.111791

    		2.3 ms

  





  

    		2025-04-15 12:11:04.823371

    		-1.1 ms

  





  

    		2025-04-15 13:11:06.281646

    		-0.8 ms

  





  

    		2025-04-15 14:11:09.066421

    		-1.1 ms

  





  

    		2025-04-15 15:11:10.627987

    		-0.2 ms

  





  

    		2025-04-15 16:11:12.550943

    		1.8 ms

  





  

    		2025-04-15 17:11:15.237743

    		1.3 ms

  





  

    		2025-04-15 18:11:17.109911

    		-1.2 ms

  





  

    		2025-04-15 19:11:18.92034

    		-1.2 ms

  





  

    		2025-04-15 20:11:21.119288

    		-6.0 ms

  





  

    		2025-04-15 21:11:22.746261

    		-2.6 ms

  





  

    		2025-04-15 22:11:24.877262

    		3.9 ms

  





  

    		2025-04-15 23:11:26.344968

    		-0.6 ms

  





  

    		2025-04-16 00:11:28.003641

    		1.3 ms

  





  

    		2025-04-16 01:11:30.318555

    		-0.8 ms

  





  

    		2025-04-16 02:11:32.069788

    		-0.8 ms

  





  

    		2025-04-16 03:11:34.016269

    		-2.0 ms

  





  

    		2025-04-16 04:11:36.179277

    		-1.7 ms

  





  

    		2025-04-16 05:11:39.575274

    		-1.7 ms

  





  

    		2025-04-16 06:11:41.339015

    		-1.9 ms

  





  

    		2025-04-16 07:11:43.032169

    		2.1 ms

  





  

    		2025-04-16 08:11:46.689163

    		-0.8 ms

  





  

    		2025-04-16 09:11:48.782767

    		-1.2 ms

  





  

    		2025-04-16 10:11:51.07488

    		1.6 ms

  





  

    		2025-04-16 11:11:53.624675

    		1.8 ms

  





  

    		2025-04-16 12:11:55.258173

    		-0.3 ms

  





  

    		2025-04-16 13:11:57.060359

    		-1.6 ms

  





  

    		2025-04-16 14:11:58.951249

    		0.0 ms

  





  

    		2025-04-16 15:12:00.870131

    		1.7 ms

  





  

    		2025-04-16 16:12:02.374008

    		-0.9 ms

  





  

    		2025-04-16 17:12:03.883319

    		1.3 ms

  





  

    		2025-04-16 18:12:05.806334

    		-1.6 ms

  





  

    		2025-04-16 19:12:08.506816

    		-1.3 ms

  





  

    		2025-04-16 20:12:11.407595

    		0.4 ms

  





  

    		2025-04-16 21:12:14.054355

    		2.2 ms

  





  

    		2025-04-16 22:12:16.38522

    		-0.5 ms

  





  

    		2025-04-16 23:12:18.583927

    		3.5 ms

  





  

    		2025-04-17 00:12:20.541625

    		0.1 ms

  





  

    		2025-04-17 01:12:22.939416

    		-3.8 ms

  





  

    		2025-04-17 02:12:25.061106

    		-3.2 ms

  





  

    		2025-04-17 03:12:27.936305

    		-5.0 ms

  





  

    		2025-04-17 04:12:30.583207

    		1.0 ms

  





  

    		2025-04-17 05:12:32.699479

    		-1.4 ms

  





  

    		2025-04-17 06:12:35.451335

    		-0.8 ms

  





  

    		2025-04-17 07:12:38.308989

    		0.8 ms

  





  

    		2025-04-17 08:12:40.288663

    		-1.2 ms

  





  

    		2025-04-17 09:12:43.217846

    		0.3 ms

  





  

    		2025-04-17 10:12:45.27443

    		0.8 ms

  





  

    		2025-04-17 11:12:46.806564

    		0.4 ms

  





  

    		2025-04-17 12:12:48.858907

    		0.9 ms

  





  

    		2025-04-17 13:12:50.852461

    		-1.6 ms

  





  

    		2025-04-17 14:12:53.282486

    		-0.4 ms

  





  

    		2025-04-17 15:12:55.961894

    		0.2 ms

  





  

    		2025-04-17 16:12:59.404358

    		-0.5 ms

  





  

    		2025-04-17 17:13:01.509385

    		-11.7 ms

  





  

    		2025-04-17 18:13:05.758568

    		-1.5 ms

  





  

    		2025-04-17 19:13:08.200559

    		1.6 ms

  





  

    		2025-04-17 20:13:10.178962

    		2.1 ms

  





  

    		2025-04-17 21:13:12.846833

    		0.6 ms

  





  

    		2025-04-17 22:13:15.286192

    		-1.9 ms

  





  

    		2025-04-17 23:13:17.700387

    		-2.4 ms

  





  

    		2025-04-18 00:13:19.793473

    		-0.8 ms

  





  

    		2025-04-18 01:13:21.990511

    		0.8 ms

  





  

    		2025-04-18 02:13:24.502805

    		-1.0 ms

  





  

    		2025-04-18 03:13:27.165656

    		1.9 ms

  





  

    		2025-04-18 04:13:29.442137

    		-0.2 ms

  





  

    		2025-04-18 05:13:32.039035

    		0.1 ms

  





  

    		2025-04-18 06:13:34.315249

    		2.2 ms

  





  

    		2025-04-18 07:13:37.183192

    		1.4 ms

  





  

    		2025-04-18 08:13:39.413755

    		-0.9 ms

  





  

    		2025-04-18 09:13:42.493371

    		2.6 ms

  





  

    		2025-04-18 10:13:44.418353

    		1.7 ms

  





  

    		2025-04-18 11:13:45.992133

    		1.9 ms

  





  

    		2025-04-18 12:13:47.599237

    		0.3 ms

  





  

    		2025-04-18 13:13:51.193354

    		-0.5 ms

  





  

    		2025-04-18 14:13:54.08781

    		2.4 ms

  





  

    		2025-04-18 15:13:57.151841

    		0.6 ms

  





  

    		2025-04-18 16:13:58.596764

    		-0.5 ms

  





  

    		2025-04-18 17:14:00.263005

    		-0.5 ms

  





  

    		2025-04-18 18:14:03.170611

    		-1.4 ms

  





  

    		2025-04-18 19:14:05.781128

    		-0.8 ms

  





  

    		2025-04-18 20:14:08.043102

    		2.2 ms

  





  

    		2025-04-18 21:14:10.678881

    		0.0 ms

  





  

    		2025-04-18 22:14:12.917162

    		0.8 ms

  





  

    		2025-04-18 23:14:15.224806

    		-2.6 ms

  





  

    		2025-04-19 00:14:17.911602

    		-1.9 ms

  





  

    		2025-04-19 01:14:20.943519

    		-0.2 ms

  





  

    		2025-04-19 02:14:23.658621

    		-1.7 ms

  





  

    		2025-04-19 03:14:26.096691

    		0.4 ms

  





  

    		2025-04-19 04:14:28.486989

    		-1.0 ms

  





  

    		2025-04-19 05:14:31.013506

    		-0.4 ms

  





  

    		2025-04-19 06:14:33.139223

    		1.7 ms

  





  

    		2025-04-19 07:14:35.911306

    		0.1 ms

  





  

    		2025-04-19 08:14:37.939107

    		2.4 ms

  





  

    		2025-04-19 09:14:39.629214

    		2.1 ms

  





  

    		2025-04-19 10:14:42.431163

    		-2.1 ms

  





  

    		2025-04-19 11:14:45.426864

    		-0.7 ms

  





  

    		2025-04-19 12:14:47.804419

    		1.8 ms

  





  

    		2025-04-19 13:14:49.653429

    		-0.4 ms

  





  

    		2025-04-19 14:14:51.821538

    		1.9 ms

  





  

    		2025-04-19 15:14:53.511294

    		-2.2 ms

  





  

    		2025-04-19 16:14:55.1085

    		2.1 ms

  





  

    		2025-04-19 17:14:58.010134

    		-0.7 ms

  





  

    		2025-04-19 18:14:59.591989

    		-0.6 ms

  





  

    		2025-04-19 19:15:01.530413

    		-0.6 ms

  





  

    		2025-04-19 20:15:04.516091

    		-0.4 ms

  





  

    		2025-04-19 21:15:07.070489

    		1.0 ms

  





  

    		2025-04-19 22:15:09.539668

    		-1.4 ms

  





  

    		2025-04-19 23:15:11.938499

    		-1.9 ms

  





  

    		2025-04-20 00:15:14.163852

    		0.8 ms

  





  

    		2025-04-20 01:15:16.016201

    		0.5 ms

  





  

    		2025-04-20 02:15:18.694601

    		-0.8 ms

  





  

    		2025-04-20 03:15:20.738925

    		1.5 ms

  





  

    		2025-04-20 04:15:22.791185

    		-0.9 ms

  





  

    		2025-04-20 05:15:25.255456

    		-0.9 ms

  





  

    		2025-04-20 06:15:27.80631

    		1.8 ms

  





  

    		2025-04-20 07:15:29.568822

    		1.4 ms

  





  

    		2025-04-20 08:15:32.196404

    		0.0 ms

  





  

    		2025-04-20 09:15:34.137021

    		-0.8 ms

  





  

    		2025-04-20 10:15:36.697044

    		-0.6 ms

  





  

    		2025-04-20 11:15:39.158827

    		1.1 ms

  





  

    		2025-04-20 12:15:41.63132

    		-0.8 ms

  





  

    		2025-04-20 13:15:43.657726

    		1.2 ms

  





  

    		2025-04-20 14:15:45.721412

    		-0.9 ms

  





  

    		2025-04-20 15:15:47.36816

    		-0.7 ms

  





  

    		2025-04-20 16:15:49.650531

    		-1.2 ms

  





  

    		2025-04-20 17:15:52.95878

    		2.2 ms

  





  

    		2025-04-20 18:15:55.210535

    		1.6 ms

  





  

    		2025-04-20 19:15:57.683755

    		-0.8 ms

  





  

    		2025-04-20 20:15:59.772721

    		-1.1 ms

  





  

    		2025-04-20 21:16:01.636074

    		-1.3 ms

  





  

    		2025-04-20 22:16:04.386396

    		-1.7 ms

  





  

    		2025-04-20 23:16:07.066728

    		0.2 ms

  





  

    		2025-04-21 00:16:09.499339

    		-1.7 ms

  





  

    		2025-04-21 01:16:12.105623

    		0.6 ms

  





  

    		2025-04-21 02:16:14.850117

    		-1.7 ms

  





  

    		2025-04-21 03:16:17.355486

    		-1.4 ms

  





  

    		2025-04-21 04:16:20.121665

    		-0.5 ms

  





  

    		2025-04-21 05:16:23.095036

    		-0.7 ms

  





  

    		2025-04-21 06:16:25.595487

    		1.3 ms

  





  

    		2025-04-21 07:16:28.130844

    		-0.3 ms

  





  

    		2025-04-21 08:16:31.510069

    		0.0 ms

  





  

    		2025-04-21 09:16:35.801687

    		1.2 ms

  





  

    		2025-04-21 10:16:37.256272

    		2.5 ms

  





  

    		2025-04-21 11:16:38.983004

    		1.3 ms

  





  

    		2025-04-21 12:16:41.488066

    		0.7 ms

  





  

    		2025-04-21 13:16:43.613782

    		0.4 ms

  





  

    		2025-04-21 14:16:46.37903

    		1.5 ms

  





  

    		2025-04-21 15:16:48.732304

    		-0.2 ms

  





  

    		2025-04-21 16:16:50.494986

    		1.8 ms

  





  

    		2025-04-21 17:16:52.313754

    		-1.0 ms

  





  

    		2025-04-21 18:16:54.270943

    		-0.8 ms

  





  

    		2025-04-21 19:16:56.314771

    		1.4 ms

  





  

    		2025-04-21 20:16:58.257865

    		0.7 ms

  





  

    		2025-04-21 21:17:00.213486

    		-1.9 ms

  





  

    		2025-04-21 22:17:02.545485

    		2.3 ms

  





  

    		2025-04-21 23:17:05.537721

    		-0.6 ms

  





  

    		2025-04-22 00:17:08.004872

    		1.3 ms

  





  

    		2025-04-22 01:17:10.587184

    		0.8 ms

  





  

    		2025-04-22 02:17:13.042059

    		0.8 ms

  





  

    		2025-04-22 03:17:15.767814

    		1.9 ms

  





  

    		2025-04-22 04:17:18.492947

    		2.5 ms

  





  

    		2025-04-22 05:17:21.151314

    		1.2 ms

  





  

    		2025-04-22 06:17:23.046193

    		0.0 ms

  





  

    		2025-04-22 07:17:25.504104

    		-0.1 ms

  





  

    		2025-04-22 08:17:26.969937

    		1.8 ms

  





  

    		2025-04-22 09:17:29.12228

    		0.0 ms

  





  

    		2025-04-22 10:17:30.94269

    		4.3 ms

  





  

    		2025-04-22 11:17:33.544961

    		-2.1 ms

  





  

    		2025-04-22 12:17:35.286754

    		-0.9 ms

  





  

    		2025-04-22 13:17:36.854711

    		1.2 ms

  





  

    		2025-04-22 14:17:38.807073

    		-1.5 ms

  





  

    		2025-04-22 15:17:40.350661

    		-0.6 ms

  





  

    		2025-04-22 16:17:43.377639

    		-1.0 ms

  





  

    		2025-04-22 17:17:45.508013

    		1.2 ms

  





  

    		2025-04-22 18:17:47.605398

    		-0.1 ms

  





  

    		2025-04-22 19:17:49.337169

    		-1.5 ms

  





  

    		2025-04-22 20:17:52.693811

    		-1.3 ms

  





  

    		2025-04-22 21:17:55.22284

    		-0.6 ms

  





  

    		2025-04-22 22:17:56.967296

    		0.9 ms

  





  

    		2025-04-22 23:17:59.338508

    		-2.1 ms

  





  

    		2025-04-23 00:18:01.277865

    		-0.7 ms

  





  

    		2025-04-23 01:18:03.262188

    		-0.7 ms

  





  

    		2025-04-23 02:18:05.457813

    		-1.1 ms

  





  

    		2025-04-23 03:18:08.197536

    		-1.4 ms

  





  

    		2025-04-23 04:18:10.14116

    		-0.7 ms

  





  

    		2025-04-23 05:18:11.730069

    		1.8 ms

  





  

    		2025-04-23 06:18:15.853917

    		0.8 ms

  





  

    		2025-04-23 07:18:18.47254

    		-0.6 ms

  





  

    		2025-04-23 08:18:21.114239

    		2.3 ms

  





  

    		2025-04-23 09:18:23.705909

    		0.7 ms

  





  

    		2025-04-23 10:18:25.619466

    		1.4 ms

  





  

    		2025-04-23 11:18:27.850895

    		0.4 ms

  





  

    		2025-04-23 12:18:29.765023

    		0.2 ms

  





  

    		2025-04-23 13:18:31.636801

    		1.5 ms

  





  

    		2025-04-23 14:18:33.381025

    		1.3 ms

  





  

    		2025-04-23 15:18:35.75685

    		-0.4 ms

  





  

    		2025-04-23 16:18:37.532269

    		1.7 ms

  





  

    		2025-04-23 17:18:39.997693

    		-0.8 ms

  





  

    		2025-04-23 18:18:43.296888

    		0.2 ms

  





  

    		2025-04-23 19:18:46.067245

    		-4.5 ms

  





  

    		2025-04-23 20:18:48.861022

    		-3.0 ms

  





  

    		2025-04-23 21:18:50.99071

    		-2.2 ms

  





  

    		2025-04-23 22:18:53.452078

    		1.0 ms

  





  

    		2025-04-23 23:18:55.96054

    		4.2 ms

  





  

    		2025-04-24 00:18:58.53055

    		-0.5 ms

  





  

    		2025-04-24 01:19:00.8267

    		-2.7 ms

  





  

    		2025-04-24 02:19:02.559117

    		0.2 ms

  





  

    		2025-04-24 03:19:04.477593

    		-1.5 ms

  





  

    		2025-04-24 04:19:06.7463

    		-0.7 ms

  





  

    		2025-04-24 05:19:08.934259

    		-0.1 ms

  





  

    		2025-04-24 06:19:10.883061

    		0.2 ms

  





  

    		2025-04-24 07:19:12.872591

    		-0.5 ms

  





  

    		2025-04-24 08:19:15.064958

    		1.5 ms

  





  

    		2025-04-24 09:19:17.054098

    		-1.8 ms

  





  

    		2025-04-24 10:19:19.673128

    		-4.2 ms

  





  

    		2025-04-24 11:19:21.306489

    		-0.7 ms

  





  

    		2025-04-24 12:19:23.909996

    		-0.4 ms

  





  

    		2025-04-24 13:19:26.465052

    		-2.1 ms

  





  

    		2025-04-24 14:19:28.259198

    		-3.1 ms

  





  

    		2025-04-24 15:19:30.20677

    		-0.7 ms

  





  

    		2025-04-24 16:19:33.112759

    		1.8 ms

  





  

    		2025-04-24 17:19:36.381198

    		-94.9 ms

  





  

    		2025-04-24 18:19:40.345877

    		-5.3 ms

  





  

    		2025-04-24 19:19:42.254557

    		-2.4 ms

  





  

    		2025-04-24 20:19:44.76131

    		-3.4 ms

  





  

    		2025-04-24 21:19:46.868582

    		-4.1 ms

  





  

    		2025-04-24 22:19:49.072282

    		-4.9 ms

  





  

    		2025-04-24 23:19:51.554588

    		-2.4 ms

  





  

    		2025-04-25 00:19:54.063167

    		-2.0 ms

  





  

    		2025-04-25 01:19:55.916022

    		2.2 ms

  





  

    		2025-04-25 02:19:57.73582

    		0.4 ms

  





  

    		2025-04-25 03:20:00.149806

    		-1.3 ms

  





  

    		2025-04-25 04:20:02.000834

    		0.0 ms

  





  

    		2025-04-25 05:20:04.101227

    		0.9 ms

  





  

    		2025-04-25 06:20:06.975351

    		-0.6 ms

  





  

    		2025-04-25 07:20:10.337664

    		0.1 ms

  





  

    		2025-04-25 08:20:12.816758

    		0.2 ms

  





  

    		2025-04-25 09:20:15.121214

    		2.2 ms

  





  

    		2025-04-25 10:20:17.169337

    		6.7 ms

  





  

    		2025-04-25 11:20:19.905484

    		-0.1 ms

  





  

    		2025-04-25 12:20:21.426255

    		2.1 ms
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-11-07 09:20:52.453 UTC

    		213.239.97.126

    		Mette Larsen (ML) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-11-07 09:21:21.946 UTC

    		213.239.97.126

    		Mette Larsen (ML) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-10-05 11:19:48 UTC.

  

  

    		2023-11-08 14:49:02.289 UTC

    		84.209.181.10

    		Elisabeth Shabitri Gjesdal (ESG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-11-08 14:49:05.991 UTC

    		84.209.181.10

    		Elisabeth Shabitri Gjesdal (ESG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-10-05 11:19:48 UTC.

  

  

    		2024-01-14 12:39:25.426 UTC

    		46.15.151.141

    		Heidi Neilson (HN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-14 12:39:47.767 UTC

    		46.15.151.141

    		Heidi Neilson (HN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-12-19 16:08:16 UTC.
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The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-04-24 13:03:32.05 UTC

    		84.211.92.103

    		Kyrre Stenerud Sundt (KSS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-24 13:05:45.792 UTC

    		84.211.92.103

    		Kyrre Stenerud Sundt (KSS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-16 15:33:37 UTC.

  

  

    		2025-04-24 19:53:54.75 UTC

    		104.28.105.24

    		Heidi Leander Neilson (HLN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-24 19:59:56.287 UTC

    		104.28.105.24

    		Heidi Leander Neilson (HLN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-16 15:33:37 UTC.

  

  

    		2025-04-25 12:40:48.395 UTC

    		84.211.92.83

    		Elisabeth Shabitri Gjesdal (ESG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-25 12:42:31.466 UTC

    		84.211.92.83

    		Elisabeth Shabitri Gjesdal (ESG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-16 15:33:37 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)

[image: N2.png],_,—<] {7 1970-01-0100:0000 UTC

Ey 1970-01-01 00:00:01 UTC
NEWSPAPER N
'_rq — | 1970-01-01 00:00:02 UTC

M 1970-01-01 00:00:03 UTC









Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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