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Utført av:
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Sivert Dalen
Dato: 26/02/2025

Voldgata 4A

Lillestrøm 2000

47841288

post@dalbeck.no

 

Dersom bygningsdelen kun har en tilstandsgrad og ikke er beskrevet, betyr det at det ikke er noen avvik i forhold til det som kan 
forventes. Alder tatt i betraktning.

 
Takstmannens utdypende vurdering av bygningsdeler med TG 2 og TG 3 finnes på siste siden(e) i denne rapporten.

Denne rapporten er gyldig i 12 mnd.
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  OM EIERSKIFTERAPPORT™

Rapporten er bygget på BMTFs faglige rammeverk for tilstandsanalyse ved salg av bolig, NS3600 og avhendingslova. I denne 
tilstandsanalysen legges det stor vekt på å kontrollere bygningsdeler hvor det erfaringsmessig kan oppstå konflikter.
Rapporten tilfredsstiller lov om avhending av fast eigedom med endringer i avhendingslova (tryggere bolighandel) fra 1.1.2022.

AVGRENSNING:
EIERSKIFTERAPPORT™ er godkjent av Byggmestrenes Takseringsforbund og kan kun benyttes av BMTF-sertifiserte takstmenn. 
Rapporten er spesielt godt egnet ved eierskifte av boliger. Rapporten erstatter ikke kjøpers undersøkelsesplikt eller selgers 
opplysningsplikt i henhold til lov om avhending av fast eigedom.

NIVÅ AV ANALYSEN:
Tilstandsanalysen utføres ved grundige visuelle observasjoner kombinert med undersøkelser, målinger, bruk av egnede instrumenter og 
registreringer. Dersom det er mistanke til høyt fuktnivå i vegger mot våtrom, eller i rom under terreng kan tilstandsanalysen omfatte 
destruktive inngrep som for eksempel hullborring i vegger.
 
Det kan utføres inngrep i vegg eller etasjeskillere ved bad og i rom under terreng for undersøkelse av fukt ved mistanke til alvorlige avvik. 
Alle bygningsdeler blir undersøkt, med stor vekt på de områdene som takstmannen, erfaringsmessig, kjenner som svake punkter. Selv om 
takstmannens analyser er svært grundig, kan det forekomme skjulte feil og mangler.
 
For bolig er referansenivået for de ulike rom og bygningsdeler gitt som krav til tilstandsgrad TG 1, det vil si uten skader og fagmessig 
riktig utført og i henhold til gjeldende lov/forskrift som gjelder for den aktuelle boligen der ikke tilleggene angir annet. Generelt er 
referansenivået byggeforskrifter som var gjeldende når bygningen/bygningsdelen ble byggesøkt.

LEVETIDSBETRAKTNINGER:
Når det refereres til levetid er dette basert på takstmannens erfaringstall og Byggforskserien 700.320 Intervaller for vedlikehold og 
utskifting av bygningsdeler, SINTEF Byggforsk.
 
Levetidsbetraktningene beregnes med hovedvekt på takstmannens skjønnsmessige vurdering av den enkelte bygningsdelens antatte 
gjenstående levetid. Dette avhenger også av forskjellige faktorer som kan gjøre seg gjeldende når det gjelder værforhold og bruk.
 
Levetiden vil variere noe dersom andre kriterier enn teknisk levetid, som for eksempel vedlikehold, estetikk, økonomi, sikkerhet, funksjon 
eller andre brukerønsker, er lagt til grunn.

VÆR OPPMERKSOM PÅ
Egenerklæringsskjema skal alltid legges frem for rapportansvarlig før tilstandsanalysen påbegynnes. Dersom egenerklæring ikke 
foreligger, vil dette komme tydelig frem på en av de siste sidene av rapporten under ovenstående overskrift.
 
Dersom det er lagt frem dokumentasjon av pågående byggesaker og/eller manglende ferdigattest, og/eller midlertidig brukstillatelse. Så 
vil også dette komme tydelig frem på en av de siste sidene av rapporten under samme overskrift som over.

KOSTNADSVURDERING VED TG3
Dersom det er angitt TG3 på en bygningsdel i denne rapporten, så vil det være angitt et antatt kostnadsoverslag over hva det vil koste å 
sette den i stand, uten å øke standarden.

PIPER OG ILDSTEDER:
Grundig undersøkelse av piper og ildsteder anbefales utført i samråd med offentlige godkjenningsmyndigheter.

ELEKTRISK ANLEGG OG BRANNFOREBYGGENDE TILTAK:
Ved omsetning av bolig vil man ofte få endring i bruk av det elektriske anlegget. BMTF anbefaler på generelt grunnlag at en registrert 
elektroinstallatør foretar en kontroll av boliginstallasjon ved eierskifte.
 
Dette kan for eksempel være en rapport fra periodisk kontroll av boliginstallasjon i henhold til NEK 405-2, som omfatter kontroll av både 
det elektriske og det branntekniske anlegget.
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  MER OM TILSTANDSGRADENE I DENNE RAPPORTEN:

TG 0

TG 0 betyr at bygningsdelen ikke har noen avvik. 
*   Det er ingen tegn til slitasje.
*   Dokumentert fagmessig godt utført.
*   Det er ingen merknader.

TG 1
TG1 betyr at bygningsdelen kan ha mindre avvik. 
*   Som forventet i forhold til alder/bruksslitasje.
*   Strakstiltak anses ikke som nødvendig.

TG 2

TG 2 betyr at bygningsdelen kan ha vesentlige avvik. Eksempler på TG2 kan være at bygningsdelen er: 
*   Feil utført.
*   Skadet, eller symptomer på skade.
*   Svært slitt.
*   Nedsatt funksjon.
*   Utgått på dato.
*   Kort gjenværende brukstid.
*   Det er behov for tiltak i nær fremtid.
*   Det er grunn til overvåkning av denne bygningsdelen.

TG 3

TG 3 betyr at bygningsdelen kan ha store eller alvorlige avvik. Eksempler på TG3 kan være at bygningsdelen er: 
*   Har total funksjonssvikt
*   Fyller ikke lenger formålet
*   Er en fare for liv og helse
Det er et akutt behov for tiltak, og/eller det er avvik fra lover eller forskrifter som gjelder for den aktuelle bygningsdelen 
eller byggverket.

TG iu

TG iu betyr at bygningsdelen ikke er undersøkt. Denne tilstandsgraden skal kun benyttes unntaksvis. Eksempler kan 
være: 
*   Snødekket tak og krypekjeller uten inspeksjonsmulighet på tidspunktet for analysen
*   Bygningsdelen, arealet eller rommet er ikke tilgjengelig for inspeksjon på tidspunktet for analysen

 
EIENDOMSDATA:

Matrikkeldata:   Gnr:101, Bnr: 207

Hjemmelshaver:   Nada Mofateh og Daniel Mofateh

Seksjonsnummer:  

Festenummer:  

Andelsnummer:   112

Byggeår:   2024

Tomt:   1843 m²

Kommune:   Lørenskog

BEFARINGEN:

Oppdragsgiver:   Hjemmelshaver

Befaringsdato:   24.02.2025

Fuktmåler benyttet:   Protimeter mms 3

Vann:   Offentlig

Avløp:   Offentlig

Adkomst:   Offentlig

 

OM TOMTEN:
Felles sentral tomt med pent opparbeidet uteareal.

OM BYGGEMETODEN:
Boligblokk fundamentert med støpt såle mot grunn. Bærende konstruksjoner og etasjeskiller i betong og stål. Fasader kledd med teglstein 
og pussede murflater. Flatt tak antatt tekket med takpapp/membran.

OVERORDNET FAGLIG VURDERING AV EIENDOMMEN:
Boligen fremstår i god stand på befaringsdagen. Det ble ikke registrert eller avdekket noen behov for bygningsmessige strakstiltak utover 
normalt vedlikehold. Forøvrig vises til beskrivelser og vurderinger for de enkelte bygningsdeler i rapporten.
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ANNET:
Rapporten begrenser seg til boligen, og det som normalt vil omfattes av eiers selvstendige vedlikeholdsansvar som selveier. Normalt 
utgjør dette alt innenfor boenhetens vegger. Tilstandsrapporten tar derfor ikke for seg bygningens fellesdeler som for eksempel tak, 
yttervegger, grunnmur, drenering og felles tekniske installasjoner. Balkonger/terrasser og vindu vurderes dersom takstmannen finner det 
relevant for boligen. Dette er sameiets ansvarsområde og ikke ytterligere undersøkt, det anbefales at sameiet innhenter felles rapport ang. 
felles bygningsdeler.

DOKUMENTKONTROLL:

Eiendomsverdi.no
Skriftlig og muntlig informasjon fra selger

BESKRIVELSE AV INNVENDIGE OVERFLATER (vegger, tak og gulv):

Gulv: Fliser på bad. Parkett i øvrige rom.
Vegger: Fliser på bad. Malte slette flater i øvrige rom.
Tak: Malte slette flater i samtlige rom.

FORMÅL MED ANALYSEN:

Salg

VESENTLIGE ENDRINGER ETTER BYGGEÅR:

Det er ikke utført vesentlige endringer etter byggeår.

FELLESKOSTNADER:

Se prospekt for informasjon om felleskostander.
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AREALER OG ANVENDELSE:

Arealmålingene i denne rapporten måles etter Norsk Standard 3940. Arealer oppgis i hele kvadratmeter i denne rapporten, og gjelder for det 
tidspunkt rapporten er datert.

 

MÅLEVERDIGE AREALER:

Større arealer enn nødvendig åpninger for trapp, heis sjakter og lignende regnes ikke med i etasjens areal. Rom som skal måles må være tilgjengelig, 
slik at det kan måles. Rommene kan stride mot byggeforskriftene, men likevel være måleverdig.

 

AREALBEGREPER:

BRA-i =Internt bruksareal 

BRA-e =Eksternt bruksareal 

BRA-b =Innglasset balkong 

TBA =Terrasse- og balkongareal 

 
ENDRINGER:

Rom som ligger utenfor boenheten, men som eier har påvist og/eller opplyst at tilhører boenheten, er oppmålt og inkludert i BRA-e. Det er ikke 
fremvist dokumentasjon på at rommet tilhører boenheten, med mindre dette er angitt særskilt. Rom utenfor boenheten kan omdisponeres av 
borettslaget/sameiet og dette kan påvirke boligens BRA. Vær oppmerksom på at NS 3940:2023 og eierseksjonsloven har ulik definisjon av 
fellesareal. Ved arealmåling gjelder NS 3940:2023 som definerer fellesareal slik: Delen av bygning som brukes av to eller flere bruksenheter eller til 
bygningens forvaltning, drift eller vedlikehold.

 

NB:

Ved overgang fra eldre versjon av NS3940 til revidert utgave med nye måleregler, kan det forekomme arealavvik for rapporter som er utført mellom 
Oktober 2023 og Desember 2024. NS3940:2023 må vurderes til å være gjeldene bransjestandard fram til ny versjon utgis. Dette til tross for at 
standarden er trukket tilbake juni 2024.

  AREAL BOLIG:

 Etasje: BRA-i BRA-e BRA-b TBA P-Rom m² S-Rom m²

6.Etasje 30 6

Kjellerbod 5

SUM BYGNING 30 5 6

SUM BRA 35

  AREAL GARASJE/UTHUS:

 Etasje: BRA-i BRA-e BRA-b TBA P-Rom m² S-Rom m²

SUM BYGNING

SUM BRA

BRA-i:
Entré, Stue/Kjøkken/Alkove, Bad

BRA-e:
Kjellerbod

MERKNADER OM AREAL:

Arealet ble målt ved bruk av en avstandsmåler og BRA ble beregnet på stedet. Rommene er definert etter bruken på befaringsdatoen, 
rommene kan likevel være i strid med teknisk forskrift og mangle godkjennelse fra kommunen.

Kjellerboden er ikke tilgjengelig for oppmåling på befaringsdagen. Selger informerer om at boden skal være 5m2. Det oppfordres til å 
undersøke boden på visning da det kan forekomme arealavvik på denne.

MERKNADER OM ANDRE BYGNINGSDELER:

Oppvarming: Vannbåren gulvvarme på bad. Radiator i stue.

Takhøyde: Ca 261cm målt i stue.
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FORUTSETNINGER: (Værforhold, hindringer, etc.):
Boligen ble inspisert i dagslys. Rapporten legger til grunn boligens tilstand på befaringsdagen. Møbler og annen inventar er i liten grad 
flyttet på. For å opprettholde boligens standard må det forutsettes normalt vedlikehold utover det som nevnes i rapporten.

ANDRE MERKNADER:

TILSTEDE VED BEFARINGEN:
Hjemmelshaver
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BYGGMESTER:

En BMTF-sertifisert takstmann er en byggmester el.l. som er medlem av Byggmestrenes Takseringsforbund. Det vil si han/hun har 
minimum 6 års erfaring med å analysere, reparere og bygge boliger.

Mester er en beskyttet tittel som deles ut av Kongen til den som oppfyller de kvalifikasjonskrav som blir stilt i medhold til lov om 
mesterbrev i håndverk og annen næring.

Den BMTF-sertifiserte takstmannen skal alltid etterleve de etiske regler og regelverket som gjelder for Byggmestrenes 
Takseringsforbund.

 

 
INTEGRITET:

UAVHENGIG TAKSTMANN
Denne rapporten er utarbeidet av en uavhengig takstmann uten bindinger til andre aktører i eiendomsbransjen. Takstmannen har verken 
et ansettelsesforhold til, eller økonomisk interesse i sin oppdragsgivers virksomhet. For nærmere beskrivelse av kravene til takstmannens 
integritet, se BMTFs etiske retningslinjer på www.BMTF.no

 

 

Ansvarlig for rapporten:

Sivert Dalen
Mer enn 10 års erfaring med tilstandsanalyse, bygging, rehabilitering og vedlikehold.

 

 
 
 

26/02/2025
 
 
 

Sivert Dalen
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1. Våtrom
1.1 Bad

TG 1  1.1.1 Overflate vegger og himling

Det er ikke påvist riss og sprekker.

Det er ikke påvist sprekker i fuger.

Det er påvist bom (hulrom) under fliser.

Det er ikke påvist fuktskader, spor etter skadedyr.

Det er ventiler som kan åpnes.

Flislagte vegger og malt slett himling. Det er utført en enkel test av tilgjengelige flater og det ble ikke oppdaget 
vesentlige avvik.

Innredning består av servantskap med nedfelt servant, underskuffer og 1-greps blandebatteri. Dusjhjørne med glassdører, 
opplegg for vaskemaskin og vegghengt toalett.

Merknader: Hulrom/luftlommer under fliser er årsakssammenhengene med at deler av flisen ikke er i kontakt med 
flislimet og vil ikke nødvendigvis medføre en kortere levetid på selve konstruksjonen. Det er ikke tegn på løse fliser eller 
svekkelser med flisen og tilstandsgraden settes på bakgrunn av dette.
 

TG 1  1.1.2 Overflate gulv

Det er ikke påvist riss og sprekker.

Det er ikke påvist sprekker i fuger.

Det er ikke påvist bom (hulrom) under fliser.

Det er ikke påvist spor etter råteskade, muggvekst eller skadedyr.

Det er påvist tilfredsstillende fall til sluket.

Terskel er vurdert som tilfredsstillende.

Det er ikke påvist knirk i gulvet.

Det er påvist tilfredsstillende høydeforskjell fra toppen av sluket til toppen av membranen ved dørterskelen.

Flislagt gulv med vannbåren gulvvarme. Overflatene fremstår i god stand. Det registreres tilfredsstillende fall på gulv, 
målt med laser. Ikke avdekket avvik eller øvrige svekkelser ved overflatene under besiktigelsen.

Merknader:
 

TG 1  1.1.3 Membran, tettesjiktet og sluk

Det er ikke påvist avvik i forhold til sluk, rørgjennomføringer, mansjetter eller klemring.

Det er muligheter for å rengjøre sluk.

Det er ikke påvist tegn på feil utførelse, feil materialvalg, skadelig fukt eller utettheter.

Arbeidet vurderes som fagmessig utført.

Det er ikke boret hull i tilstøtende rom eller fra undersiden. Se under.

Membranen ligger skjult i konstruksjonen og kan ikke kontrolleres på samme måte som synlige bygningsdeler. 
Tilstanden til membranen vurderes etter alder, dokumentasjon og forventet gjenstående levetid.

Det ble ikke utført hulltaking for fuktsøk på grunn av yttervegger og sjakt mot alkove.

Merknader:
 
2. Kjøkken

TG 1  2.1 Kjøkken
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Det er ikke påvist knirk, skader eller fuktskjolder på gulvet.

Det er ikke påvist fukt ved kjøleskap, vaskemaskin, varmtvannsbereder eller andre vanninstallasjoner.

Det er ikke påvist avvik i forhold til trykk i vannkran.

Det er ikke påvist avvik i forhold til avrenning fra avløp.

Det er ikke påvist symptomer på fukt og råte i nabokonstruksjoner.

Kjøkkeninnredning fra Drømmekjøkkenet fremstår i normal stand. Slette fronter, nedfelt oppvaskkum og 1-greps 
blandebatteri. Integrert kjøl/frys, oppvaskmaskin, ovn og platetopp.

Merknader:
 
3. Andre Rom

TG 1  3.1 Andre rom

Øvrige rom i boligen er jevnlig vedlikeholdt og fremstår i god stand uten tegn til vesentlige skader eller mangler. Det ble 
ikke avdekket feil eller avvik som krever strakstiltak utover normalt vedlikehold. Enkelte sår/hakk/rift i overflater 
forekommer og anses som normalt.

Merknader:
 
4. Vinduer og ytterdører

TG 1  4.1 Vinduer og ytterdører

Det er ikke påvist punkterte glass.

Det er ikke påvist avvik ved beslag, vannbord, omramming, karm eller ytre tetting.

Dører og vinduer vurderes som sikre mot vanninntrengning i konstruksjonen.

3-lags vinduer produsert i 2022. Vinduene ble visuelt undersøkt og kontrollert ved stikkprøver. Vinduene fremstår i 
normal stand.

Merknader:
 
5. Balkonger, verandaer og lignende

TG 1  5.1 Balkonger, verandaer og lignende

Konstruksjonen vurderes som forsvarlig festet.

Det er ikke påvist svekkelser i forankring eller understøtting.

Det er ikke påvist skader, slik som avskalling, deformasjoner, riss, sprekker, råteskader og/eller rust på overflater.

Vannavrenning vurderes som tilstrekkelig.

Oppkant mot vegg og dør vurderes som tilstrekkelig.

Østvendt balkong på ca 6m2 med tilkomst fra stue fremstår i normal stand.

Merknader:
 
6. VVS

TG 1  6.1 WC og innvendige vann- og avløpsrør

Hovedstoppekranen er lokalisert og funksjonstestet.

Lekkasjevann i fordelerskap ledes til sluk.

Avløpskapasiteten vurderes som tilfredsstillende.

Lukt fra avløpssystemet vurderes som tilfredsstillende.

Det er WC med innebygget sisterne.

Rør i rør system. Avløpsrør i plast. Det bemerkes at kun lett synlig/tilgjengelig røropplegg er kontrollert og det ble ikke 
avdekket tegn til skader eller svekkelser under besiktigelsen.

Merknader:
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TG iu
 6.2 Varmtvannsbereder

Felles varmtvann, ikke undersøkt på befaringsdagen.

Merknader:
 

TG 1  6.3 Ventilasjon

Boligen har balansert ventilasjon.

Det er ikke påvist fukt og mugg i filtre.

Tilluft, avtrekk og luftutveksling vurderes som tilfredsstillende.

Gjennomgående balansert ventilasjon. Ikke funnet avvik på befaringsdagen.

Merknader:
 
7. Elektrisk anlegg og samsvarserklæring
 7.1 Elektrisk anlegg og samsvarserklæring

Når det gjelder resultater fra det lokale el-tilsynet: Se eventuelt eiers egenerklæringsskjema.

I følge eier/oppdragsgiver har det ikke vært brann, branntilløp eller varmgang i anlegget. Se eventuelt 
egenerklæringsskjema fra selger.

I følge eier/oppdragsgiver løses ikke sikringene ut ofte. Se eventuelt egenerklæringsskjema fra selger.

I følge eier/oppdragsgiver finnes det kursfortegnelse.

I følge eier/oppdragsgiver er antallet sikringer i samsvar med kursfortegnelse.

Det er ikke observert synlige tegn på termiske skader på kabler, brytere, downlights, stikkontakter eller elektrisk utstyr.

Kabler er tilstrekkelig festet.

Det er tegn på at kabelinnføringer og hull i inntak og sikringsskap er tette.

Det er fremlagt samsvarserklæring.

Sikringsskap med automatsikringer plassert i alkove. Ikke funnet nevneverdige avvik.

Ansvarlig bygningssakkyndig har ikke spesialkompetanse innen elektrisk anlegg. Vurdering blir gjort ut ifra 
opplysninger og observasjoner på befaringsdagen, og må ikke forveksles med en fullstendig gjennomgang av anlegget.

Merknader:
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Vær oppmerksom på:

Egenerklæringsskjema er ikke levert før oppstart av oppdraget. Det kan derfor være avvik mellom tilstandsrapporten og 
selgers opplysninger som kan være av stor betydning.
Det er ikke fremlagt godkjente tegninger av boligen.
 

Tilleggsopplysninger:

 

  Takstmannens vurdering ved TG2:
 

  Takstmannens vurdering ved TG3:
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Postadresse:
Lørenskog kommune
Postboks 304
1471 Lørenskog

67 93 40 00
postmottak@lorenskog.kommune.no  
www.lorenskog.kommune.no 
Org.nr.: 842 566 142 (mva)

Besøksadresse: 
Lørenskog hus, Festplassen 1
1473 LØRENSKOG

Dokument-ID: 
24/22993

Sweco Architects As
Postboks 80 Skøyen
0212 OSLO

Luke James

Saksbehandler / telefon
Nirosh Theva Ranjan / 969 47 042

Vår referanse:
20/1957- 150

Deres referanse: Dato:
06.03.2024

Midlertidig brukstillatelse - Del 2 - Boligblokk B 

Adresse Bygning
Skårersletta 46 A, B, og C
Skårersletta 48 A, B, og C

Gnr./bnr./fnr./snr.
101/209//

Ansvarlig søker Tiltakshaver
Sweco Architects As
Postboks 80 Skøyen
0212 OSLO

Skårersletta 50 Utvikling AS
c/o AF Gruppen Norge AS Postboks 6272 Etterstad
0603 OSLO

Tiltakets art: Bygningstype: 
Nybygg Stort frittl. boligbygg på 5 -> etasjer

Søknad om midlertidig brukstillatelse er godkjent i medhold av plan- og bygningsloven § 21-10 
for deler av tiltaket

Søknad om midlertidig brukstillatelse del 2 for deler av tiltaket er mottatt 01.02.2024. Mangelbrev ble 
sendt ut den 19.02.2024. Sist supplerende dokumentasjon er mottatt 28.02.2024. Brukstillatelsen 
gjelder for boligblokk B med til sammen 60 boenheter, deler av garasje under delområde 1, samt 
uteoppholdsareal for boligblokk B. 

Tidligere tillatelser:
1. Rammetillatelse for oppføring av 4 nye boligblokker med næring ble gitt 08.03.2021 (dok. 

20/1957-54).
2. Rammetillatelse ble korrigert i vedtak datert 15.03.2021 (dok. 20/1957-54)
3. Igangsettingstillatelse del 1 for spunt ble gitt den 12.07.2021 (dok. 20/1957-63).
4. Igangsettingstillatelse del 2 for graving ble gitt den 02.09.2021 (dok. 20/1957-65).
5. Igangsettingstillatelse del 3 for råbygg kjeller og bygg A og B ble gitt 25.11.2021 (dok. 

20/1957-72)
6. Igangsettingstillatelse del 4 for hele bygg A og B og råbygg C, D og E ble gitt 20.04.2022 (dok. 

20/1957-80)
7. Igangsettingstillatelse del 5 for hele bygg C, D og E samt utomhus. ble gitt 17.11.2022 (dok. 

20/1957-87)
8. Dispensasjon fra reguleringsbestemmelse § 10 om krav om parkeringsplasser ble avslått 

11.05.2023 (20/1957-92).
9. Midlertidig brukstillatelse for heis A1 ble gitt 06.09.2023 (dok. 20/1957-99)
10. Midlertidig brukstillatelse for heis A2 og A3 ble gitt 19.10.2023 (dok. 20/1957-115)
11. Midlertidig brukstillatelse for heis B2 og B2 ble gitt 14.11.2023 (dok. 20/1957-121)
12. Midlertidig brukstillatelse del 1 for boligblokk A ble gitt 04.01.2024 (dok. 20/1957-135)
13. Endringstillatelse for leilighetsendring, parkeringsantall, og fasade ble gitt den 10.01.2024 

(dok. 20/1957-136)
14. Midlertidig brukstillatelse for heis E1 og E2 ble gitt 15.02.2024 (dok. 20/1957-142)
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Vedtak
I følge innsendt dokumentasjon har tiltaket feil eller mangler av mindre vesentlig betydning i forhold til 
tillatelsen. I medhold av plan- og bygningsloven § 21-10 gis det midlertidig brukstillatelse for deler av 
tiltaket som gjelder for boligblokk B med til sammen 60 boenheter, deler av garasje under delområde 
1, samt uteoppholdsareal for boligblokk B.

Gebyr
Søknadspliktige tiltak gebyrlegges i henhold til kommunens gebyrregulativ. Ileggelse av gebyr er ikke 
et enkeltvedtak og kan således ikke påklages. Behandlingsgebyret skal betales i henhold til faktura. 
Faktura for tiltaket ettersendes, dette er kun gebyrgrunnlaget. 

Satser i gebyrregulativet for 2024 Antall Beløp Varenr. 
2.9.1 Andregangsvedtak, midlertidig brukstillatelse 3 1 704 81
Total 5 112

Ferdigstillelse og sluttkontroll
Det må søkes om ferdigattest når nedenstående arbeid er utført innen 01.12.2024.

 Resterende bygninger på delområde 1
 Resterende utearealer

Klageadgang
Vedtaket kan påklages til statsforvalteren i Oslo og Viken i medhold av plan- og bygningsloven § 1-9 
og forvaltningslovens kap. VI. Klagefristen er 3 uker fra den dag melding om avgjørelsen er kommet 
frem til mottaker. En klage kan føre til at avgjørelsen blir omgjort.

Klage sendes Lørenskog kommune, postboks 304, 1471 Lørenskog eller 
postmottak@lorenskog.kommune.no

Med hilsen
byggesaksavdelingen

Kourosh Mastoury for
Na Stephansen Nirosh Theva Ranjan
avdelingsleder saksbehandler

Dette dokumentet er elektronisk godkjent og sendes uten signatur. 

Vedlegg:
Utomhusplan - Boligblokk B 
Kjellerplan - Boligblokk B 

Kopi til:
Skårersletta 50 Utvikling AS c/o AF Gruppen Norge 

AS Postboks 6272 
Etterstad

0603 OSLO

Intern kopi til:

mailto:postmottak@lorenskog.kommune.no
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030  
SKÅRERSLETTA 50  

BESTEMMELSER TIL DETALJREGULERINGSPLAN – PRIVAT 
 
 

§ 1 
Avgrensning 
Det regulerte området er vist med reguleringsgrense på plankart. 
 
§ 2 
Formål 
Området reguleres til: 
 
Bebyggelse og anlegg:  
 
Kombinert bebyggelse og anleggsformål: 
 

 Boligbebyggelse 
 Forretninger  
 Offentlig eller privat tjenesteyting  
 Næringsbebyggelse - kontor, hotell/overnatting, bevertning, annen næring 

(håndverksvirksomhet) 
 
Samferdselsanlegg og teknisk infrastruktur: 

 o_vei 
 f_vei 
 o_fortau 
 a_fortau 

 
§ 3 Grad av utnytting 
%-BYA er angitt på plankart, og gjelder bebyggelse over lokk. 
 
Annet formål enn bolig tillates bygget ut med inntil 15.000 m2 BRA , der andel forretning 
utgjør inntil 3.000 m2 BRA. 
 
Følgende arealer skal ikke regnes med i BRA: 

 Parkeringsanlegg, varemottak, tekniske rom, boder o.l. helt eller delvis under 
sokkeletasje/ lokk. 

 Tenkte plan der etasjehøyde tillater dette. 
 
§ 4 Plassering og høyder 
Bebyggelsen skal plasseres innenfor byggegrenser og innenfor maksimale kotehøyder vist 
på plankartet.  
 
Der byggegrenser ikke fremkommer er byggegrense sammenfallende med formålsgrense. 
Formålsgrense gjelder som avgrensning for sokkeletasje med unntak av nordsiden av felles 
vei. Der gjelder ytterste byggegrense som avgrensning av sokkeletasje. 
  
Mindre endringer mellom byggeformål og formål a_fortau og uteopphold kan tillates ved 
utarbeidelse av rammesøknad, forutsatt at dette ivaretar helheten i planen på en god måte.  
Angitte byggegrenser har veiledende karakter, og mindre justeringer kan tillates i forbindelse 
med utarbeidelse av rammesøknad, forutsatt at dette ivaretar helheten i planen på en god 
måte. Byggegrenser i plankartet gjelder for bebyggelse. Murer, terrenginngrep, internveier, 
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lekeplasser og andre tiltak som ikke kan forstås som bebyggelse, omfattes ikke av regulert 
byggegrense.  
 
Balkonger, karnapper, svalganger, svalgangstrapper og andre mindre bygningselementer 
tillates kraget ut over byggegrenser, byggelinjer og formålsgrense med inntil 2,0 m. Der 
utkragede elementer ligger over samferdselsanlegg skal det sikres en minimum høyde på 
4,0 m fra ferdig opparbeidet bakkeplan/ terreng. Balkonger mot Skårersletta tillates ikke 
utkraget over formålsgrensen. 
 
Bygningsmessige elementer som for eksempel trapp, heis og tekniske installasjoner m.m. 
tillates ført inntil 3,2 m over angitt maks gesims. Oppbygg på tak skal samles og utformes 
som en del av bebyggelsens helhetlige arkitektur. Tekniske rom og andre tekniske 
installasjoner på tak skal trekkes tilbake fra fasade med minimum 1,5 m. Rekkverk på 
takterrasser tillates med en høyde på inntil 1 m over maksimum gesims og skal trekkes 
tilbake fra fasadeliv. 
 
Mindre bygningsmessige og tekniske installasjoner, for eksempel avfallsstasjoner, skur for 
sykkelparkering, trafoer, ventilasjonstårn, rømningstrapper m.m. tillates oppført utenfor 
byggegrenser.   
 
For bebyggelse ut mot Skårersletta skal etasjer over 5. etasje, inkludert sokkel, være 
inntrukket, med unntak av markeringspunkt ved allment tilgjengelige plasser. For resten av 
området skal etasjer over 5. etasje, ekskludert sokkel, være inntrukket.  
 
§ 5 Uteoppholdsarealer 
Utomhusarealer skal gis en utforming som tilrettelegger for lek og opphold, og som i stor 
grad inneholder innslag av grønne flater med busker, trær og annen vegetasjon. Det skal 
settes av tykt nok jordlag til at uteområdene på sokkel kan beplantes med trær. 
 
Det skal avsettes min. 25 m2 uteoppholdsareal per boenhet. Uteareal på balkonger og 
takterrasser tillates medregnet med inntil 1/3 av totalkrav. 
 
§ 6 Bruk 
Boligbebyggelsen skal maksimum ha 40 % boenheter som er 2 – roms eller mindre innenfor 
hvert delfelt. 
  
Boligbebyggelsen skal minimum ha 20 % boenheter som er 4 – roms eller større innenfor 
hvert delfelt. 
 
Annet formål enn boligbebyggelse, som forretninger, service og annen publikumsrettet 
virksomhet (med unntak av hotell og kontor), skal i hovedsak lokaliseres til sokkeletasjen mot 
tilstøtende veier. Det skal tilstrebes at disse gjennom plassering og utforming av fasader 
m.m. bidrar til å gi strøksgater et urbant preg.  
  
For arealer på gateplan mot Skårersletta skal min 75 % av fasadelengde være forbeholdt 
kunde- og publikumsrettede virksomheter. Disse skal ikke samles på samme sted langs 
fasadeløpet. 
 
Øvrige formål enn bolig skal plasseres slik at disse ikke er til unødig sjenanse, eller har 
negativ innvirkning på boligformål (boenheter og uterom) i form av støy eller andre 
miljøbelastninger.  
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§ 7 Eksisterende bebyggelse 
Det tillates mindre påbygninger, ombygginger og ellers endringer av eksisterende 
bygningsmasse, innenfor nåværende bruk og formål, i påvente av nybygging i tråd med 
rammene i foreslått plan. 
 
Utendørs varemottak og økonomiområder for eksisterende bebyggelse skal skjermes mot 
innsyn fra ny bebyggelse ved etappevis utbygging. 
 
§ 8 Utforming 
Bebyggelse og anlegg skal ha et helhetlig preg med høy kvalitet både innenfor det enkelte 
delfelt og samlet. Det skal være variasjon i høyder og fasadeløp.  
 
På gateplan mot offentlige arealer skal det tilstrebes åpenhet i fasadeløsninger for å unngå 
et lukket og avvisende gatemiljø. Parkeringskjellere skal kun i særlig begrunnede tilfeller 
ligge i fasade mot offentlig areal og ikke mot Skårersletta. Der det tillates skal de delene av 
parkeringsanleggets vegger som blir synlig over bakken gis spesiell utsmykning som 
utformes med tanke på å skape tiltalende oppholdskvaliteter på fortau, utearealer, offentlig 
og felles vei. A_fortau mot Skårersletta skal utformes for allmenn bruk og være offentlig 
tilgjengelig. Forretninger i 1. etasje skal ha publikumsinngang mot gangarealet i Skårersletta. 
 
Bygningsmessige elementer eller installasjoner på tak, i gårdsrom og for øvrig skal gjennom 
utforming, materialbruk, plassering og utførelse inngå i et helhetlig arkitektonisk og land-
skapsmessig uttrykk, og fremstå som en del av bebyggelsens arkitektur.  
 
Svalganger tillates ikke. 
 
I boligenes uteområder skal utforming reflektere skille mellom privat og halvoffentlig karakter. 
Ubebygget areal skal opparbeides parkmessig. 
 
§ 9 Utomhusplan 
Sammen med søknad om rammetillatelse skal det innsendes utomhusplan. Utomhusplan 
skal redegjøre for eksisterende og framtidig terreng, stigningsforhold, kotehøyder, møblering, 
vegetasjon og beplantning, opparbeidelse av arealer til adkomst, arealer for av- og 
påstigning, oppstillingsplass for evt. midlertidige søppelcontainere, kjøreveier, gangveier, 
parkering inkludert sykkelparkering, boder, areal for lek, rekreasjon, avgrensning av private 
og felles grøntanlegg, forstøtningsmurer, gjerder, trapper, andre arealbegrensende tiltak, 
samt materialbruk, belysning og eventuell trafo. Planen skal også vise atkomst- og 
innsatsveier for brannvesenet. 
 
Ved trinnvis utbygging skal utomhusplanen vise hele delfeltet, også ved rammesøknad for 
senere byggetrinn. Det skal redegjøres for utforming og tilpasninger av overganger mellom 
byggeområder og tilstøtende områder. 
 
Krav om utomhusplan gjelder også for a_fortau mot Skårersletta og uteområder på tak.  
 
§ 10 Parkering 
Parkering skal løses innenfor planområdet i skjulte eller delvis skjulte anlegg. Det kan tillates 
kantparkering langs f_vei. Minimum 5 % av parkeringsplassene skal utformes til bruk for 
bevegelseshemmede.  
 
Ved trinnvis utbygging tillates midlertidig løsning med parkering på terreng. Midlertidig 
bakkeparkering skal opparbeides parkmessig og ha fast dekke.  
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Minimum 25 % av sykkelparkering for bolig og formål med arbeidsplasser skal legges under 
tak i kjeller, eller i overdekkede stativer på terreng. Sykkelparkering for forretning skal 
plasseres nær inngang. 
 
Parkering 
Parkering skal etableres etter følgende tabell: 
 
 Min.- maks. p-plass inkl. 

gjesteparkering 
Sykkel 
minimumsparkering 

Leilighet 2-roms 0,5 -0,7 2 

Leilighet 3-roms 0,8 -1,1 3 

Leilighet 4-roms 1,3- 1,7 4 

100 m² BRA forretning, 
bevertning 

1,0-1,2 
 

0,5 

100 m² BRA kontor  maks. 0,7 2 

10 rom hotell 
 

4-6 
 

1 
 

Undervisning – per 10 årsverk 4-6 5 

Forsamlingslokale pr. 10 
seter/brukere 

3-5 2 

 
Sykkelparkering for boliger skal legges under tak bak låsbar dør. Minimum 25 % av 
sykkelparkering for arbeidsplasser skal legges under tak. Sykkelparkering for forretning skal 
plasseres nær inngang. 
 
§ 11 Samferdselsanlegg, vei (kjørevei, fortau) og teknisk infrastruktur 
F_veg er felles avkjørsel for gnr. 101, bnr. 14 og 193, eller senere fradelte parseller av disse. 
F_veg skal opparbeides med fortau, kjørefelt i tilstrekkelig bredde og langsgående trerekke. 
Veien skal være tilgjengelig for offentlig gangtrafikk.  
 
O_fortau skal opparbeides med langsgående trerekke.  
 
Avkjørsler er vist med piler på plankartet.  Plasseringen er veiledende og endelig posisjon 
fastlegges i forbindelse med rammesøknad for det enkelte utbyggingstrinn.  
 
Varemottak skal legges til f_veg. Det legges vekt på å utforme løsninger med høy grad av 
trafikksikkerhet for myke trafikanter. Det skal i rammesøknad redegjøres for hvordan 
trafikksikkerhet ivaretas.  
 
Det skal opprettes gjennomgående gangforbindelse fra Løkenåsveien til Skårersletta nord på 
delfelt 1. Gangforbindelsen skal være på bakkeplan og allment tilgjengelig. 
 
Det skal opprettes gjennomgående kjørbar gangforbindelse mellom Løkenåsveien og 
Skårerfaret. Det skal gjøres tiltak, for eksempel skilting eller bom, for å hindre unødig kjøring. 
Gangforbindelse skal være allment tilgjengelig.  
 
Gangforbindelsene mellom Løkenåsveien - Skårersletta og Løkenåsveien - Skårerfaret skal 
kobles sammen ved Løkenåsveien. 
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Brannvannsuttak skal etableres med hydranter med mindre annen løsning avklares med 
brannvesenet. 
 
§ 12 Støy 
For utendørs støynivå gjøres Miljøverndepartementets «Retningslinje for behandling av støy 
i arealplanlegging» (T-1442 /2012), tabell 3 eller senere vedtatte forskrifter/retningslinjer som 
erstatter disse, gjeldende. 
 
For innendørs støynivå gjøres Miljøverndepartementets «Retningslinje for behandling av 
støy i arealplanlegging» (T-1442 /2012), punkt 3.3, 4. ledd, punktum 1, eller senere vedtatte 
forskrifter/retningslinjer som erstatter disse, gjeldende. 
 
For støy fra bygg- og anleggsvirksomhet gjøres Miljøverndepartementets «Retningslinje for 
behandling av støy i arealplanlegging» (T-1442/2012) kapittel 4, tabell 4, 5 og 6 eller senere 
vedtatte forskrifter/ retningslinjer som erstatter disse, gjeldende. 
 
Det tillates ikke leiligheter med ensidig henvendelse mot fasade i rød sone, Lden ≥ 65 db. 
 
§ 13 Overvannshåndtering 
Overvann skal løses lokalt innenfor hvert enkelt planområde eller delfelt. Andel tette flater 
skal søkes minimalisert. Overvannshåndtering skal planlegges slik at det kan inngå som et 
bruks- og trivselselement i utearealer.  
 
Krav om lokal overvannshåndtering gjelder også i bygge-/ og anleggsperioden. 
 
§ 14 Rekkefølgebestemmelser 
Utomhusområder skal opparbeides trinnvis samtidig med tilhørende bebyggelse, og skal 
være ferdig opparbeidet i henhold til godkjent utomhusplan før ferdigattest/ midlertidig 
brukstillatelse gis. Dersom årstiden vanskeliggjør dette, kan midlertidig tidsbegrenset 
brukstillatelse gis.  
 
Geoteknisk redegjørelse skal foreligge feltvis før rammetillatelse for det aktuelle feltet kan 
gis. 
 
Ved rammesøknad skal detaljerte støyberegninger, samt planer for støybeskyttelsestiltak 
foreligge. Eventuelle støybeskyttelsestiltak for det enkelte byggetrinn skal være ferdigstilt før 
ferdigattest/ midlertidig brukstillatelse gis. 
 
Rammetillatelse kan ikke gis før det er sikret løsninger som gir tilstrekkelig kapasitet for 
slokkevann. 
 
Planområdet skal betjenes av avfallssuganlegg. Dersom avfallssuganlegget ikke er etablert 
ved brukstillatelse, må det legges til rette for midlertidig løsning som ikke er unødvendig 
plasskrevende eller sjenerende. Midlertidig avfallsløsning skal godkjennes av kommunen ved 
rammesøknad. 
 
Det skal foreligge godkjent feltvis byggeplan for infrastrukturen før arbeidene kan 
igangsettes. Byggeplaner for adkomster til området med tilhørende fortau skal tilpasses til 
utforming av Skårersletta og godkjennes av gjeldende veimyndighet.  
 
Ved rammesøknad skal det foreligge godkjent kjøreplan for anleggstrafikk. 
 
Før det gis midlertidig brukstillatelse/ ferdigattest for delfeltene skal tilhørende 
samferdselsanlegg og teknisk infrastruktur være ferdig opparbeidet.  
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Før det gis igangsettingstillatelse i planområdet skal Skårersletta være ferdig opparbeidet, 
eller sikret opparbeidet, i henhold til gjeldende reguleringsplan.  
 

 
 
 
 
 

Vedtatt av Lørenskog kommunestyre i KS-sak 121/16 den 12.10.2016. 
 
 
 
 
 
 
 
 
 
 
 
 

Se også verbalvedtak som oversendes administrasjonen.  



Ekstraordinært 
årsmøte 2024
Innkalling

S.nr. 2977
Midt Grønn Brl



Velkommen til årsmøte i Midt Grønn Brl

Innkallingen inneholder alle sakene som skal behandles på årsmøtet. Styret håper du leser gjennom heftet og 
viser din interesse ved å delta på årsmøtet.

Digital avstemning:

Avstemningen åpner 23. mai kl. 09:00 og lukker 26. mai kl. 09:00.

Du finner avstemningen på:

https://vibbo.no/2977

Hvordan deltar du digitalt?

 •  Du får en link via SMS.

 •  Du kan også finne møtet ved å gå inn på vibbo.no

 •  Du kan se gjennom sakene som skal behandles, komme med spørsmål og avgi din stemme.

Hvem kan stemme på årsmøtet?

 •  Alle eiere har rett til å stemme på årsmøtet.

 •  En stemme avgis pr. eierandel.

Hvordan stemme hvis du ikke kan delta digitalt?

Dersom du ikke kan delta digitalt, må du benytte analog stemmeseddel som er vedlagt i innkallingen. Dette må 
gjøres innen avstemningen lukkes.

Saker til behandling

1. Valg av møteleder

2. Valg av protokollvitner

3. Godkjenning av møteinnkallingen

4. Valg av tillitsvalgte

5. Valg av delegert til OBOS Generalforsamling 

Med vennlig hilsen,
Styret i Midt Grønn Brl
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Sak 1

Valg av møteleder

Krav til flertall: 
Alminnelig (50%)

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller forslåtte møteleder ikke blir valgt, er det styrets leder som etter loven 
er møteleder.

Forslag til vedtak 

Vibeke Farnes er valgt.

Sak 2

Valg av protokollvitner

Krav til flertall: 
Alminnelig (50%)

Valg av en eier til å signere protokollen.

Forslag til vedtak 

Christoffer Klungseth Aase er valgt.

Sak 3

Godkjenning av møteinnkallingen

Krav til flertall: 
Alminnelig (50%)

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak 

Møteinnkallingen godkjennes

Sak 4

Valg av tillitsvalgte

Roller og kandidater
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Valg av 1 styreleder Velges for 2 år
Følgende stiller til valg som styreleder:

 •  Arne Sund

 •  Ole Dalseghagen

 •  Sema  Obadya

Valg av 4 styremedlem Velges for 2 år
Følgende stiller til valg som styremedlem:

 •  Arne Sund

 •  Ibrahim  Akkouh

 •  Merethe Aaser

 •  Ole Dalseghagen

 •  Robin Midtdal

 •  Sema  Obadya

Valg av 1 varamedlem Velges for 2 år
Følgende stiller til valg som varamedlem:

 •  Arne Sund

 •  Ole Dalseghagen

Vedlegg

1. Presentasjon av styrekandidater til Midt Grønn Borettslag.pdf

Sak 5

Valg av delegert til OBOS Generalforsamling 

Se informasjon her om generalforsmaling i OBOS: 
https://www.obos.no/dette-er-obos/medlemsdemokratiet/generalforsamling/

Roller og kandidater

Valg av 1 delegert Velges for 2 år
Følgende stiller til valg som delegert:

 •  Arne  Sund
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Presentasjon av styrekandidater til Midt Grønn Borettslag 
 

 

 

Arne Sund 
 

Navn: Arne Sund 
Jeg er 52 år og født og oppvokst i Lørenskog.  
Jeg har utdannelse innen regnskap og er i dag Regnskap- og 
Systemkonsulent i Schenker AS (transport- og logistikkfirma). 
Jeg tror min erfaring fra regnskap og IT systemer er verdifulle 
egenskaper til å kunne bidra i styrearbeid for borettslaget. 
 

 

 

 

 

Ole Anton Dalseghagen 
Stiller til valg som styreleder/styremedlem/varamedlem. Er 36 år, arbeider til 
daglig med logistikk i Posten Norge og i DSS (Departementenes sikkerhets- og 
serviceorganisasjon) i avdeling for besøks- og adgangskontroll. Har en bachelor i 
Teknologidesign og ledelse.   

Har vært med som beboerrepresentant fram til nå og deltatt på overlevering av 
fellesarealer med utbygger. I tillegg har jeg vært med å melde inn og løse noen 
mindre avvik med styret. Liker å hjelpe andre og synes alt av tekniske utfordringer 
er interessant.  

Jeg ønsker å lære mer om styrearbeid og vil jobbe for at Midt Grønn borettslag blir driftet på best 
mulig måte, for å sikre oss forutsigbare kostnader og et trivelig og trygt bomiljø.  
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Sema Obadya 
 

Mitt navn er Sema Obadya, og jeg er en dedikert og effektiv 
prosjektleder med solid bakgrunn fra teknologisektoren, med 
spesiell ekspertise innen e-mobilitet, bank og telekommunikasjon. 
Under min studietid var jeg aktiv i studentorganisasjonen IAESTE, 
hvor jeg også jobbet som resepsjonssjef i Trondheim. I denne 
stillingen håndterte jeg administrative oppgaver og støttet 
praktikanter, ansvarlig for skattekort og skatteoppgjør, samt 
fungerte som bindeledd mellom bedrifter og praktikanter. 

Mitt engasjement i IAESTE er et eksempel på min lange historie med aktiv deltakelse 
og engasjement i samfunnet, som også inkluderer roller som radiovert i Toten og 
deltagelse i internasjonale kirkesamfunn. Jeg er en person som er aktiv og engasjert i 
alt jeg foretar meg, og ønsker nå å bruke denne erfaringen til å berike og forbedre 
fellesskapet vårt i Lørenskog Midt. 
 
Jeg ser frem til muligheten til å arbeide sammen med dere for å videreutvikle og sikre 
både organisatorisk og sosial berikelse. Jeg er lett å snakke med og ser frem til å bli 
bedre kjent med hver og en av dere.  
 
Med vennlig hilsen,                                                                   
Sema Obadya 
 

 

Robin Midtdal 
 

Jobber i Oslo Kommune som boligforvalter og er plasstillitsvalgt i fagforbundet. 

På fritiden er jeg glad i å fiske og trene.  Tror jeg har mye god erfaring som vil 

være relevant å ha med inn i styret. 
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Merethe Aaser 
Hei,  

Jeg melder meg til tjeneste som styremedlem. Jeg har vært 

styremedlem før, i en periode fra 2015-2018.  

Jeg liker utfordringer, og synes også er viktig å engasjere seg.  

Mvh 

Merethe Aaser 

B-3012 

Tlf 97602741 

 

 

 

 

Ibrahim Akkouh 
 

 

 

Jeg er 36 år gammel, født og oppvokst i Oslo. Jeg er utdannet molekylærbiolog og 

jobber som forsker. Jeg bor i oppgang A1 med kone og to små barn. En av 

hovedgrunnene til at jeg vil være en del av styret er at dette er et nytt borettslag, 

og jeg håper å kunne bidra til å etablere et trivelig og trygt nabolag hvor alle føler 

seg inkludert og velkommen. Det er også viktig for meg at kommunikasjonen mellom styret og 

beboerne er god, og at alle innspill og forslag blir hørt og tatt seriøst. Jeg har også et konkret mål om 

å holde felleskostnadene så lave som mulig, noe jeg håper vi kan få til ved å ikke innføre nye og dyre 

tiltak med mindre det er et pressende behov for det. 
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REGISTRERINGSBLANKETT

Deltagelse på digitalt ekstraordinært årsmøte 2024

Det ekstraordinært årsmøte blir avholdt digitalt på vibbo.no. Dette skjemaet er for deg som ikke har mulighet 
til å avgi stemme digitalt.

Årsmøtet åpnes 23.05.24 og er åpent for avstemning i 3 dager
Siste dato for avstemning er 26.05.24
Selskapsnummer: 2977    Selskapsnavn: Midt Grønn Brl

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn på eier(e):

Signatur:

Avstemning

Du stemmer ved å krysse av i boksen til venstre for ønsket alternativ.

Sak 1 Valg av møteleder

Vibeke Farnes er valgt.

For

Mot

Sak 2 Valg av protokollvitner

Christoffer Klungseth Aase er valgt.

For

Mot

Sak 3 Godkjenning av møteinnkallingen

Møteinnkallingen godkjennes

For

Mot
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Sak 4 Valg av tillitsvalgte

Styreleder (kun 1 skal velges)

Arne Sund

Ole Dalseghagen

Sema  Obadya

Styremedlem (kun 4 skal velges)

Arne Sund

Ibrahim  Akkouh

Merethe Aaser

Ole Dalseghagen

Robin Midtdal

Sema  Obadya

Varamedlem (kun 1 skal velges)

Arne Sund

Ole Dalseghagen

Sak 5 Valg av delegert til OBOS Generalforsamling 

Delegert (kun 1 skal velges)

Arne  Sund
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OBOS Eiendoms-  
forvaltning AS

Hammersborg torg 1  
Postboks 6668, St. Olavs plass
0129 Oslo
Telefon: 22 86 55 00 
www.obos.no
E-post: oef@obos.no

Ta vare på dette heftet, du kan få  
bruk for det senere, f.eks ved salg  
av boligen.



Protokoll til ekstraordinær generalforsamling 2024 for Midt Grønn Brl

Organisasjonsnummer: 923929843
Møtet ble gjennomført heldigitalt fra 23. mai kl. 09:00 til 26. mai kl. 09:00.

Antall stemmeberettigede som deltok: 57.

Følgende saker ble behandlet på årsmøtet:

1. Valg av møteleder

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller forslåtte møteleder ikke blir valgt, er det styrets leder som etter loven 
er møteleder.

Forslag til vedtak:
Vibeke Farnes er valgt.

Forslaget ble vedtatt

Antall stemmer for vedtaket: 47
Antall stemmer mot vedtaket: 0
Antall blanke stemmer: 10
Flertallskrav: Alminnelig (50%)

2. Valg av protokollvitner

Valg av en eier til å signere protokollen.

Forslag til vedtak:
Christoffer Klungseth Aase er valgt.

Forslaget ble vedtatt

Antall stemmer for vedtaket: 47
Antall stemmer mot vedtaket: 0
Antall blanke stemmer: 10
Flertallskrav: Alminnelig (50%)

3. Godkjenning av møteinnkallingen

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak:
Møteinnkallingen godkjennes

Forslaget ble vedtatt

Antall stemmer for vedtaket: 48 
Antall stemmer mot vedtaket: 0 
Antall blanke stemmer: 9 
Flertallskrav: Alminnelig (50%)
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4. Valg av tillitsvalgte

Styreleder (2 år)
Følgende ble valgt:
Arne Sund (28 stemmer)

Følgende stilte til valg:
Ole Dalseghagen
Sema  Obadya
Arne Sund

Styremedlem (2 år)
Følgende ble valgt:
Ibrahim  Akkouh (33 stemmer)
Ole Dalseghagen (28 stemmer)
Sema  Obadya (32 stemmer)
Merethe Aaser (26 stemmer)

Følgende stilte til valg:
Ibrahim  Akkouh
Ole Dalseghagen
Robin Midtdal
Sema  Obadya
Arne Sund
Merethe Aaser

Varamedlem (2 år)

Følgende ble valgt:

Følgende stilte til valg:
Ole Dalseghagen
Arne Sund

5. Valg av delegert til OBOS Generalforsamling

Se informasjon her om generalforsmaling i OBOS: 
https://www.obos.no/dette-er-obos/medlemsdemokratiet/
generalforsamling/

Delegert (2 år)
Følgende ble valgt:
Arne  Sund (46 stemmer)

Følgende stilte til valg:
Arne  Sund
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HUSORDENSREGLER FOR 

 
MIDT GRØNN BORETTSLAG 

 
 
 
Et borettslag utgjør et fellesskap som beboerne hver for seg og sammen har ansvaret for. Et 
godt forhold mellom beboerne utvikler seg best ved at man tar direkte kontakt med 
hverandre og ikke stiller større krav til andre enn til seg selv. Et godt naboskap kjennetegnes 
ved at man føler ansvar for hverandre og at alle bidrar til å lage et godt bomiljø.  
 

§ 1 Hensikt 
Husordensreglene har til hensikt å skape gode forhold innen borettslaget og mellom naboer, 
i tillegg til å verne om eiendommen, anlegg og fellesutstyr, samt å bevare et enhetlig preg i 
eiendommen. Vis nødvendig hensyn overfor de øvrige som bor eller oppholder seg på 
borettslagets eiendom. Et godt forhold mellom beboerne utvikler seg best ved at man tar 
direkte kontakt med hverandre Et godt naboskap kjennetegnes ved at man føler ansvar for 
hverandre og at alle bidrar til å lage et godt bomiljø. 
 
Andelseier plikter å følge husordensreglene og er ansvarlig for at de overholdes av alle i 
husstanden og andre som gis adgang til boligen. Vesentlige brudd på husordensreglene er å 
anse som mislighold av andelseiers forpliktelser overfor borettslaget. Andelseiers 
forpliktelser følger av borettslagsloven og borettslagets vedtekter. Som vesentlig brudd 
regnes blant annet utilbørlig oppførsel som skaper vesentlig ulempe eller sjenanse for andre.  
 

§ 2 Ro 
Bruken av bruksenheten og fellesarealene må ikke på en urimelig eller unødvendig måte 
være til skade eller ulempe for andre eiere eller beboere. 
 
Det skal være alminnelig ro mellom kl 23.00 og 07.00, på fredager, lørdager og helligdager 
mellom kl. 24.00 og 07.00. Ved større private arrangementer bør naboer varsles i god tid, og 
vinduer og dører skal holdes lukket under arrangementet.  
 
Beboerne skal påse at fellesdører/ytterdører er låst til enhver tid.  
 
Det er ikke tillatt med røyking innendørs i fellesarealene. 
Røyking av cannabis er forbudt i borettslaget, og vil ved klager bli fulgt opp med evt  
politianmeldelse. 
 
Banking, boring, bruk av slagdrill eller andre apparater som forstyrrer naboene, bør ikke 
forkomme før kl. 08.00 og ikke etter kl. 19.00 på hverdager. 
Ikke før kl 10.00 og ikke etter kl 18.00 lørdager.  
På søndager og helligdager skal slikt ikke forekomme.  
 
 
Beboere som planlegger oppussings- eller fornyingsarbeid utover en ukes varighet, som vil 
medføre forstyrrelser for naboene, skal styret og naboer varsles på forhånd 
 
 

§ 3. Orden i fellesområdene 
Sykler, barnevogner, sportsutstyr, leker og lignende skal ikke hensettes i oppganger, 
portrom, plen og lekeområder. Private gjenstander skal ikke oppbevares i oppganger og 
korridorer. 
 



Det må utvises forsiktighet når innbo bæres inn og ut av bygget i forbindelse med flytting. 
Andelseierne er ansvarlig for enhver skade som han eller hun påfører eiendommen. 
Beboerne oppfordres til, i egen interesse, å verne om fellesarealene og alle må medvirke til 
at området i og rundt eiendommen holdes ryddig og pent.  
 

 
 
 
 

§ 4 Parkering 
Parkering skal skje på anviste plasser i felles garasjeanlegg de som disponerer garasjeplass 
må følge de bestemmelser som blir vedtatt. Parkeringsplassen skal kun brukes til parkering 
av kjøretøy eller henger.  
 
 

§ 5. Rensing av sluk på terrasse/balkong 
For å unngå skade må den enkelte eier påse at sluk på terrasse/balkong holdes fritt for løv, 
is og lignende slik at avløp virker tilfredsstillende. Dersom det oppstår skade som følge av 
manglende rensing av sluk, kan den enkelte eier måtte dekke utbedringskostnadene. 

 
§ 6. Avfallshåndtering 

Enhver forsøpling av eiendommen herunder fortau, ganger, trapper, fellesareal og 
søppeldeponi er ikke tillatt. 
 
Husholdningsavfall skal kildesorteres etter kommunens anvisning. Avfallsbeholder skal kun 
inneholde kildesortert husholdningsavfall i blå, grønne og restavfallsposer. Papp, kartong, 
papir og gavepapir må legges i egen papirbeholder. Glass og metallemballasje skal leveres 
på egne returpunkter eller gjenbruksstasjoner utenfor boligselskapets område. Hageavfall, 
store gjenstander og byggeavfall skal leveres til kommunens gjenbruksstasjoner.  
 
Det må ikke settes avfall utenfor søppelcontainerne. Det må heller ikke hensettes avfall i 
fellesarealene eller utenfor egen inngangsdør. 
 

§ 7. Arbeider som krever autorisert personell 
Arbeider på bad, vaskerom og kjøkken, som inkluderer røropplegg, må kun utføres av 
autoriserte firmaer pga. fare for lekkasje til underliggende leiligheter. Uvedkommende 
gjenstander skal ikke kastes i vask og WC slik at avløpsrør tilstoppes. Elektrikerarbeid skal 
utføres av autoriserte firmaer. 
 

§ 8. Fasadeendringer 
Arbeider som kan medføre endring av fasade eller flate mot fellesareal, som utskifting av 
vinduer og dører (på eller ut til fellesareal), utvendige lamper på balkong til den enkelte 
bruksenhet, oppsetting og fargevalg av markiser, parabol, endring av utvendige farger etc, 
kan bare gjennomføres etter godkjenning fra styret.  

Videre kreves styrets godkjennelse for arbeider som berører fellesanlegg som vann, avløp 
eller elektrisitet dersom arbeidene kan medføre en særlig risiko for skade eller kan innebære 
en urimelig belastning av fellesarealene.  

 

§ 9. Brannforebyggende sikkerhet 
Hver enkelt eier plikter å påse at det finnes minst ett brannslukningsapparat/brannslange og 
en eller flere røykvarslere i de(n) andelen(e) han eller hun rår over. Det bør være røykvarsler 
på alle soverom. Eier er ansvarlig for at det utføres funksjonskontroll på egne røykvarslere 
minst en gang pr. år.  



 
§ 10.  Bruk av grill 

Det er kun tillatt med elektrisk- eller gassgrill på balkong/terrasse. Gassbeholdere må 
oppbevares forskriftsmessig.  
 
Ved grilling må det tas særskilt hensyn til naboene. 
 
 
 
§ 11 Dyrehold 
Det er tillatt å holde dyr så lenge dyreholdet ikke er til sjenanse for de øvrige beboerne.  
 
Ved dyrehold gjelder følgende bestemmelser: 
 
1. Det forutsettes at eier av dyret er kjent med politivedtektene angående dyrehold og 

straffebestemmelsene som gjelder for å holde dyr. Hunder skal føres i bånd innenfor 
borettslagets område. 
 

2. Eier av dyret skal straks fjerne ekskrementer som dyret måtte etterlate på eiendommen.  
 

3. Dyr må holdes borte fra lekeplasser og sandkasser.  
 

4. Eier av dyret er ansvarlig og erstatningspliktig for enhver skade som dyret måtte påføre 
person eller eiendom, f. eks. oppskraping av dører og karmer, skade på blomster, 
planter, grøntanlegg m.v.  
 

5. Katter må føres i bånd, dersom de skal være ute 
 

 
§12.  Brudd på husordensreglene 

 
Eventuelle klager på nabo for brudd på husordensreglene eller på grunn av andre 
sjenerende forhold bør rettes direkte til naboen selv. Kanskje er vedkommende ikke klar over 
forholdet og problemet kan på den måten løses gjennom samtaler partene imellom. Gjentatte 
og/eller grove overtredelser av husordensreglene kan rapporteres skriftlig til styret.  
  
 

§ 13 Endring av husordensreglene 
Husordensreglene kan endres av borettslagets generalforsamling. Vedtak om endring skjer 
med alminnelig flertall av de avgitte stemmer. Forslag av endring av reglene må sendes 
styret innen den frist som fremgår av borettslagets vedtekter. Generalforsamlingen kan ikke 
behandle endringsforslag som ikke er nevnt i innkallingen. 
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VEDTEKTER 
for 

MIDT GRØNN BORETTSLAG 
  
 

Org.nr: 923 929 843 
 

vedtatt i stiftelsesmøte den 31.10.2019 
sist endret i ekstraordinær generalforsamling ___ 

 
 
 
1. Innledende bestemmelser 
 
1-1 Formål/organisering 
(1) Midt Grønn borettslag er et samvirkeforetak som har til formål å gi andelseierne 
bruksrett til egen bolig i foretakets eiendom(borett) og å drive virksomhet som står i 
sammenheng med dette. Borettslagets eiendom inngår i et kvartal som består av 
bygg A-E. Borettslaget er eier av boligdelen i bygg A og B på gnr 101, bnr 207 i 
Lørenskog kommune. 
 
(2) Borettslaget eier seksjon 1 i Midt Grønn Sameie på gnr. 101 bnr. 207 i Lørenskog 
kommune, som er en samleseksjon for borettslagets 121 boliger. I tillegg til 
boligseksjonen er det etablert 6 næringsseksjoner, seksjon 2-7, i 
eierseksjonssameiet. Eierseksjonssameiet har egne vedtekter som regulerer 
forholdet mellom seksjonene. 
 
(3) Borettslaget har felles garasjeanlegg på gnr. 101 bnr. 217 sammen med Midt Blå 
borettslag (hus C) gnr. 101 bnr 208, Midt Rød borettslag (hus D) gnr. 101 bnr 209 og 
Midt Gul borettslag (hus E) gnr. 101 bnr 210. Garasjeanlegget er en egen 
anleggseiendom, og er organisert som et tingsrettslig sameie. Garasjesameiet har 
egne vedtekter som regulerer bruken av garasjen og forholdet mellom sameierne.  
 
(4) Borettslaget har felles utomhusareal på gnr. 101 bnr. 193 sammen med Midt Blå 
borettslag, Midt Rød borettslag og Midt Gul borettslag. Utomhusarealet er organisert 
som et tingsrettslig sameie. Bruken av utomhusområdet og forholdet mellom 
sameierne er regulert i egne vedtekter.  
 
(5) Borettslaget har tinglyst bruksrett til fellesleiligheten som ligger i Midt Rød 
borettslag. Borettslaget/andelseierne er pliktig til å betale sin forholdsmessige andel 
av driftskostnadene. Bruken av fellesleiligheten reguleres i egne regler. 
 
(6) Borettslaget har tinglyst bruksrett til felles takterrasse som ligger i Midt Gul 
borettslag. Borettslaget/andelseierne er pliktig til å betale sin forholdsmessige andel 
av driftskostnadene. Bruken av takterrassen reguleres i egne regler. 
 
1-2 Forretningskontor, forretningsførsel og tilknytningsforhold 
(1) Borettslaget har forretningskontor i Oslo kommune.  
 
(2) Borettslaget er tilknyttet OBOS som er forretningsfører.    
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2. Andeler og andelseiere 
 
2-1 Andeler og andelseiere  
(1) Andelene skal være på kroner 5 000,-. 
  
(2) Når ikke annet følger av vedtektene eller lov om borettslag, kan bare fysiske 
personer som er andelseiere i boligbyggelaget være andelseiere i borettslaget. Ingen 
fysiske personer kan eie eller ha eierandel i mer enn en andel. Bare personer som 
bor eller skal bo i boligen kan eie en andel sammen.  
 
(3) Følgende juridiske personer som er andelseiere i boligbyggelaget, kan til sammen 
eie andel eller andeler som gir rett til minst èn bolig og opp til ti prosent av boligene i 
laget:   

1. stat, 
2. fylkeskommune, 
3. kommune, 
4. selskap som har til formål å skaffe boliger og som blir ledet og kontrollert av 

stat, fylkeskommune eller kommune, 
5. stiftelse som har til formål å skaffe boliger og som er opprettet av staten, en 

fylkeskommune eller kommune, 
6. selskap, stiftelse eller andre som har inngått samarbeidsavtale med stat, 

fylkeskommune eller kommune om å skaffe boliger til vanskeligstilte. 
 

(4) Tilbydere av boligkjøpsmodeller kan eie andeler i borettslaget i den utstrekning 
det er tillatt etter borettslagsloven. 
 
En kreditor kan eie én eller flere andeler i opptil to år for å berge krav som er sikret 
med pant i andelen eller andelene. 
    
(5) Juridiske personer og kreditorer kan bare erverve andel i borettslaget dersom de 
eier andel i boligbyggelaget som det ikke er knyttet bolig til fra før. 
 
(6) En andelseier skal ved forespørsel få utlevert et eksemplar av borettslagets 
vedtekter. 
 
2-2 Overføring av andel og godkjenning av ny andelseier 
(1) En andelseier har rett til å overdra sin andel.  
 
(2) Ved et hvert eierskifte må erververen godkjennes av styret for å få rett til å bruke 
boligen.  
 
(3) Styret kan nekte godkjenning når det er saklig grunn til det og skal nekte 
godkjenning dersom ervervet vil være i strid med kap. 2 i disse vedtektene. 
 
(4) Nekter styret å godkjenne erververen som bruker, må melding om dette komme 
fram til erververen senest 20 dager etter at søknaden om godkjenning kom fram til 
borettslaget. I motsatt fall skal godkjenning regnes som gitt.  
 
(5) Erververen har ikke rett til å bruke boligen før godkjenning er gitt eller det er 
rettskraftig avgjort at erververen har rett til å erverve andelen.   
 
(6) For andeler som OBOS BBL har en eierandel i eller har avtalt forkjøpsrett til, 
gjelder særlige vilkår om forkjøpsrett og prisregulering.   
 
(7) For andeler som er solgt på OBOS Bostart-vilkår gjelder følgende:  
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Når andelen helt eller delvis skal overføres til andre, har OBOS BBL rett til å kjøpe 
andelen til en prisregulert kjøpesum (Prisregulert kjøpesum). For å fastsette den 
Prisregulerte kjøpesummen, skal det tas utgangspunkt i Opprinnelig kjøpesum, 
som er den kjøpesummen første kjøper betalte for andelen (inkludert tilvalg og 
endringer), med tillegg av eventuelle påkostninger som er finansiert med felleslån. 
Påkostninger skal anses å være lik leilighetens andel av borettslagets lån som er 
benyttet til å finansiere påkostningen. Vedlikehold, oppgradering og fornyelse utgjør 
ikke en påkostning i denne sammenheng. 
 
Den Prisregulerte kjøpesummen som gjelder dersom OBOS BBL benytter sin 
kjøperett, gir opprinnelig kjøper av andelen en prisutvikling på andelen tilsvarende 
normal prisutvikling for boliger, enten det har vært prisstigning eller prisfall. 
 
Måten den prisregulerte kjøpesummen beregnes på fremgår av vilkårene som er 
avtalt i forbindelse med Bostart-kundens kjøp av andelen.   
 
En erklæring med tinglysingssperre tinglyses som heftelse i andelen. Av erklæringen 
vil det fremgå at tinglysing av eierskifte ikke kan foretas uten samtykke fra OBOS 
BBL. 
 
Prisreguleringen gjelder kun når OBOS BBL overtar en andel som omfattes av 
OBOS Bostart-vilkårene. 
 
(8) For andeler som er solgt på OBOS Deleie-vilkår gjelder følgende:  
 
Disse andelene eies delvis av OBOS BBL og delvis av en fysisk deleier. Partenes 
rettigheter og plikter som sameiere i andelen er nærmere regulert i en Deleieavtale 
og i Generelle vilkår for OBOS Deleie.  
 
Etter nærmere avtale med OBOS kan den fysiske deleieren kjøpe større eierandeler i 
boligen. Vilkårene for kjøp av større eierandeler fremgår av Deleieavtalen og 
Generelle vilkår for OBOS Deleie.  
 
I forbindelse med kjøp av større eierandel skal den opprinnelige kjøpesummen 
indeksreguleres, men den indeksregulerte kjøpesummen kan ikke utgjøre et lavere 
beløp enn det som i avtalen er omtalt som Ordinær kjøpesum. Det innebærer at 
prisfall i boligmarkedet og Prisindeksen ikke gir den fysiske deleieren rett til å kjøpe 
en eierandel i boligen til en kjøpesum som er lavere enn Ordinær kjøpesum. 
 
(9) Den forrige andelseieren er solidarisk ansvarlig med én eller flere nye erververe 
for betaling av felleskostnader frem til ny andelseier er godkjent, eller til det er 
rettskraftig avgjort at en ny andelseier har rett til å erverve andelen.  
 
 
3. Forkjøpsrett  

3-1 Forkjøpsberettigede 
(1) Dersom en andel skifter eier, har andelseierne i borettslaget og dernest de øvrige 
andelseierne i boligbyggelaget – utpekt av OBOS – forkjøpsrett. OBOS BBL har 
forkjøpsrett på beste prioritet for andeler OBOS BBL har eierandel i eller avtalt 
forkjøpsrett til, jf. vedtektenes punkt 3-3 nedenfor.   
 
(2) Dersom ingen andelseiere i borettslaget melder seg, utpeker OBOS hvilken 
andelseier i boligbyggelaget som skal få overta andelen. 
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3-2 Interne forkjøpsberettigede 
(1) Andelseier har forkjøpsrett etter ansiennitet i borettslaget. 
Ansiennitet regnes fra dato for overtakelse av andelen. Har andelseieren 
sammenhengende eid flere andeler, regnes ansienniteten fra overtakelsen av første 
andel. Står flere andelseiere med lik ansiennitet i borettslaget, går den med lengst 
ansiennitet i OBOS foran. 
 
(2) Andelseier som vil overta ny andel gjennom forkjøpsrett, må overdra hele den 
andelen nåværende bolig er knyttet til, til en ny andelseier.  Dette gjelder selv om 
andelen tilhører flere. Overføring av andel etter at andelseier har benyttet forkjøpsrett 
til en ny andel, utløser forkjøpsrett selv om andelen overføres til noen som faller inn 
under persongruppen omhandlet i vedtektenes punkt 3-4, jf. lov om borettslag § 4-12. 
Forkjøpsrett kan likevel ikke gjøres gjeldende dersom andelen overføres:  

• på skifte etter separasjon eller skilsmisse, eller 

• ved opphør av husstandsfellesskap dersom partene har bodd sammen i minst 
2 år, eller de har, har hatt eller venter barn sammen   

 
 
3-3 Forkjøpsrett til andeler med OBOS Bostart-vilkår og OBOS Deleie-vilkår 
(1) Ved ethvert eierskifte av en andel med OBOS Bostart-vilkår, har OBOS BBL, eller 
den som OBOS BBL utpeker, forkjøpsrett på beste prioritet og til prisregulert 
kjøpesum, jf. punkt 2-2 nr. 6. 
 
(2) Forkjøpsrett kan ikke gjøres gjeldende når en andel med OBOS Bostart-vilkår 
overdras til OBOS BBL, jf. punkt 3-5. 
 
(3) Når en andel med OBOS Bostart-vilkår, etter samtykke fra OBOS BBL, er tatt ut 
av ordningen, opphører OBOS BBL’s forkjøpsrett til andelen. 
 
(4) Ved ethvert eierskifte av en eierandel i en andel med OBOS Deleie-vilkår, har 
OBOS eller den som OBOS utpeker, forkjøpsrett på beste prioritet. Ved slike 
eierskifter kan ikke forkjøpsrett gjøres gjeldende av andre enn OBOS eller den som 
OBOS utpeker.  
 
(5) Om sameiet i andelen som OBOS BBL har en eierandel i, oppløses i henhold til 
bestemmelsene i lov om sameige § 15, har OBOS fortrinnsrett foran øvrige sameiere 
i andelen til å overta hele andelen dersom to eller flere sameiere gir like bud. 
 
 
3-4 Behandlingsregler og frister 
(1) Styret i borettslaget skal sørge for at de som er nevnt i pkt 3-1 får anledning til å 
gjøre forkjøpsretten gjeldende og på deres vegne gjøre retten gjeldende innen fristen 
nevnt i pkt 3-4 (2), jf borettslagslovens § 4-15 første ledd. 
 
(2) Fristen for å gjøre forkjøpsretten gjeldende er 20 dager fra borettslaget mottok 
melding om at andelen har skiftet eier, med opplysning om pris og andre vilkår. 
Fristen er fem hverdager dersom borettslaget har mottatt forhåndsvarsel om at 
andelen kan skifte eier, og varselet har kommet fram til borettslaget minst femten 
dager, men ikke mer enn tre måneder, før meldingen om at andelen har skiftet eier.  
 
(3) Ved forhåndsvarsel har borettslaget rett til å kreve et vederlag på opptil 5 x 
Rettsgebyret. Blir forkjøpsretten gjort gjeldende, betales vederlaget tilbake. 
 



Vedtektene kan bli revidert frem til overtakelse av boligene. 5 

(4) Forkjøpsretten skal kunngjøres i en avis som er vanlig lest på stedet, på 
boligbyggelagets nettsider eller på annen lignende måte. 
  
(5) Borettslagets krav om å gjøre forkjøpsretten gjeldende på vegne av 
forkjøpsberettigede skal settes frem skriftlig for avhenderen og erververen av 
andelen, eller for eiendomsmegler eller eventuelt fullmektig som har hatt ansvaret for 
salget. 
 
3-5 Rettsovergang til nærstående eller til OBOS BBL 
Forkjøpsretten kan ikke gjøres gjeldende når andelen overdras til ektefelle, til 
andelseierens eller ektefellens slektning i rett opp- eller nedstigende linje, til 
fosterbarn som faktisk står i samme stilling som livsarving, til søsken eller noen 
annen som de to siste årene har hørt til samme husstand som den tidligere eieren, til 
person som har leid boligen i kraft av å være arbeidstaker hos andelseier eller til 
person som har leid den bolig andelen nå er knyttet til av borettslaget, eller til OBOS 
BBL i forbindelse med OBOS Bostart. Forkjøpsretten kan heller ikke gjøres gjeldende 
når andelen overføres på skifte etter separasjon eller skilsmisse, eller når et 
husstandsmedlem overtar andelen etter bestemmelsene i 
husstandsfellesskapslovens § 3. 
 
 
4. Borett og overlating av bruk  
 
4-1 Boretten  
(1) Hver andel gir enerett til å bruke en bolig i borettslaget og rett til å bruke 
fellesarealene til det de er beregnet eller vanlig brukt til, og til annet som er i samsvar 
med tiden og forholdene.   
 
(2) Andelseieren kan ikke benytte boligen til annet enn boligformål uten styrets 
samtykke.  
 
(3) Andelseieren skal behandle boligen, andre rom og annet areal med tilbørlig 
aktsomhet. Bruken av boligen og fellesarealene må ikke på en urimelig eller 
unødvendig måte være til skade eller ulempe for andre andelseiere.  
 
(4) Enkelte andelseiere i første etasje disponerer et avgrenset utomhusareal i 
tilknytning til boligen. Borettslaget kan foreta justeringer av grensene for hver boligs 
utomhusareal når det foreligger saklig grunn til det. Andelseierne kan ikke etablere 
gjerder, tak, skillevegger, markiser eller andre faste innretninger på sitt utomhusareal 
uten styrets forutgående skriftlig samtykke. Eventuell supplering av beplantning er 
ikke tillatt uten styrets forutgående skriftlige samtykke.  
 
Borettslaget, ved styret, har rett til uhindret å ferdes over andelseieres 
utomhusarealer for å kunne utføre nødvendig vedlikehold, tiltak og utbedringer på 
bygget. 
 
(5) Andelseier må søke styret ved ønske om å montere/settes opp utelamper, 
markiser, utvendige persienner, parabolantenner og liknede på boligens fasader. Det 
er opp til styret å avgjøre i hvilken grad dette skal tillates. 
 
(6) Borettslagets parkeringsbehov ivaretas gjennom at borettslaget har bruksrett til 
parkeringsplasser i felles anleggseiendom på gnr. 101 bnr. 217. Parkeringsplassene 
og rettighetshaverne er registrert i Midt Garasjesameie, og forretningsfører holder 
oversikt over disse.  
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Bruksrett til de ovennevnte parkeringsplassene kan kun overføres/selges sammen 
med borettslagsandelen den/de er knyttet til. Plassene er dels finansiert med 
borettslagets felleslån, og dels ved innskudd fra de opprinnelige andelseiernes side.  
Parkeringsplassene kan leies ut internt til andre andelseiere i borettslagene og 
seksjonseiere tilknyttet prosjekt MIDT. 
 
Noen av garasjeplassene inngår ikke i borettslagets opprinnelige finansieringsplan. 
Forretningsfører/styret holder oversikt over eier av disse. Bruksretten til disse 
plassene kan omsettes til andelseiere tilknyttet prosjekt MIDT. 
 
Skårersletta 50 Utvikling AS eller deres rettsetterfølger(e) beholder eventuelle 
usolgte bruksretter til parkeringsplasser i anleggseiendommen, også etter at hjemmel 
til anleggseiendommen er overført til borettslaget. Disse bruksrettene kan selges til 
andelseiere eller seksjonseiere i prosjekt MIDT. 
 
(7) Noen av parkeringsplassene i garasjeanlegget er tilpasset handikappede, og er 
derfor noe bredere enn de andre. Andelseiere som disponerer disse plassene (uten 
dokumentert behov), må akseptere Styrets beslutning om å bytte plass dersom en 
annen andelseier kan dokumentere at han eller noen i husstanden har behov for 
handikapplass. Det er en forutsetning for å kunne gjøre krav på HC-plass at 
vedkommende disponerer garasjeplass i anlegget. Styret i borettslaget kan fastsette 
nærmere regler om omfordeling av disse parkeringsplassene. I utgangspunktet er 
regelen at den som disponerer den handikapplassen som er nærmest den 
garasjeplassen som den med behov for handikapplass allerede benytter, må bytte 
med denne. Andelseiere som er berettiget til en HC-plass melder fra til styret og 
styret er ansvarlig for tildeling av disse plassene etter venteliste. Andelseier som er 
berettiget HC-plass må bekoste eventuell overflytting av ladestasjon. 
 
(8) Alle parkeringsplasser i garasjeanlegget leveres med ladeuttak for el-bil/ladbar 
hybridbil. De som disponerer el-bilplass betaler for strømforbruk og vedlikehold 
knyttet til ladepunktet. 
 
(9) Samtlige andeler i borettslaget disponerer en bod hver i fellesanlegget utenfor 
leiligheten. Disse bodene kan kun omsettes/selges sammen med borettslagsandelen 
de er knyttet til, da boden ivaretar det offentliges krav til bodplass for andelene. 
Fordelingen av boder fremgår av vedlagt liste (Vedlegg 1). Ajourhold av listen er ikke 
å anse som vedtektsendringer i punkt 11-1 (1) s forstand, og kan gjøres av 
styret/forretningsfører. 
 
Skårersletta 50 Utvikling AS eller deres rettsetterfølger beholder eventuelle usolgte 
bruksretter til boder i anleggseiendommen, også etter at hjemmel til 
anleggseiendommen er overført til borettslaget. Disse bruksrettene kan selges til 
andelseiere eller seksjonseiere i prosjekt MIDT. 
 
(10) Generalforsamlingen kan fastsette vanlige ordensregler for eiendommen.  
 
 
4-2 Overlating av bruk  
(1) Andelseieren kan ikke uten godkjenning fra styret overlate bruken av boligen til 
andre. Med styrets godkjenning kan andelseieren overlate bruken av hele boligen 
dersom:  

- andelseieren selv eller en person som nevnt i borettslagslovens § 5-6 første 
ledd har bodd i boligen i minst ett av de siste to årene. Andelseier kan i slike 
tilfeller overlate bruken av hele boligen for opp til tre år, 

- andelseieren er en juridisk person, 
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- andelseieren skal være midlertidig borte som følge av arbeid, utdanning, 
militærtjeneste, sykdom eller andre tungtveiende grunner, 

- et medlem av brukerhusstanden er andelseierens ektefelle eller slektning i 
rett opp- eller nedstigende linje eller fosterbarn av andelseieren eller 
ektefellen, 

- det gjelder bruksrett til noen som har krav på det etter ekteskapslovens § 68 
eller husstandsfellesskapsloven.  

 
Godkjenning kan i disse tilfellene bare nektes dersom brukerens forhold gir saklig 
grunn til det. Godkjenning kan nektes dersom brukeren ikke kunne blitt andelseier.  
  
(2) Har borettslaget ikke sendt svar på skriftlig søknad om godkjenning av bruker 
innen en måned etter at søknaden har kommet frem til borettslaget, skal brukeren 
regnes som godkjent.  
 
(3) Andelseier som bor i boligen selv, kan overlate bruken av deler av den til andre 
uten godkjenning. I tillegg kan andelseieren overlate bruken av hele boligen til andre i 
opptil 30 døgn i løpet av året uten godkjenning. 
 
(4) Dersom flere eier en andel sammen, skal det regnes som overlating av bruk hvis 
én eller flere av sameierne ikke bor i boligen.  
 
(5) Overlating av bruken reduserer ikke andelseierens plikter overfor borettslaget. 
 
(6) Borettslaget kan kreve kostnader forbundet med behandlingen og eventuell 
oppfølging av en søknad om overlating av bruk dekket av andelseier, se pkt. 6-1 (3). 
 
4-3 Bygningsmessige arbeider 
(1) En andelseier kan med styrets godkjenning gjennomføre tiltak på eiendommen 
som er nødvendige på grunn av funksjonshemming hos en bruker av boligen. 
Godkjenning kan ikke nektes uten saklig grunn. 
 
(2) Forandringer som skjer i strid med de til enhver tid gjeldende bygningsforskrifter 
og andre offentlige bestemmelser, er ikke tillatt. Forandringer som berører 
bygningens eksteriør – herunder oppsetting av private radio- og TV-antenner, 
markiser mv. - er ikke tillatt uten styrets forutgående skriftlige samtykke. 
 
5. Vedlikehold  
 
5-1 Andelseiernes vedlikeholdsplikt 
(1) Den enkelte andelseier skal holde boligen, og andre rom og annet areal som 
hører boligen til, i forsvarlig stand og vedlikeholde slikt som dører og vinduer 
innvendig, rør, sikringsskap fra og med første hovedsikring/inntakssikring, ledninger 
med tilbehør, varmekabler, inventar, utstyr inklusive vannklosett, varmtvannsbereder 
og vasker, apparater og innvendige flater. Våtrom må brukes og vedlikeholdes slik at 
lekkasjer unngås. Andelseieren er forpliktet til å gjøre seg kjent med boligens 
brukerveiledning. 
 
(2) Vedlikeholdet omfatter også nødvendige reparasjon og utskiftning av slikt som 
rør, sikringsskap fra og med første hovedsikring/inntakssikring, ledninger med 
tilbehør, varmekabler, inventar, utstyr inklusive slikt som vannklosett, 
varmtvannsbereder og vasker, apparater, tapet, gulvbelegg, vegg, gulv- og 
himlingsplater, skillevegger, listverk, skap, benker og innvendige dører med karmer.  
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(3) Andelseieren har også ansvaret for oppstaking og rensing av innvendige 
avløpsledninger både til og fra egen vannlås/sluk og fram til borettslagets felles-
/hovedledning. Andelseier skal også rense eventuelle sluk på veranda, balkong og 
lignende. 
 
(4) Andelseieren er selv ansvarlig for at installasjon og oppbevaring av brann- og 
eksplosjonsfarlige stoffer skjer i betryggende former og i henhold til gjeldende lover 
og forskrifter. 
 
(5) Andelseieren skal holde boligen fri for insekter og skadedyr. 
Ved mistanke om insekter og skadedyr plikter andelseieren straks å melde fra 
skriftlig til borettslaget.  
 
(6) Vedlikeholdsplikten omfatter også utbedring av tilfeldig skade, herunder skade 
påført ved innbrudd og uvær. 
 
(7) Oppdager andelseieren skade i boligen som borettslaget er ansvarlig for å 
utbedre, plikter andelseieren straks å melde fra skriftlig til borettslaget. 
 
(8) Ny eier av andelen har plikt til å utføre vedlikehold medregnet reparasjon og 
utskifting i boligen, selv om det skulle vært utført av den forrige andelseieren.  
 
5-2 Borettslagets vedlikeholdsplikt  
(1) Borettslaget skal holde bygninger og eiendommen for øvrig i forsvarlig stand så 
langt plikten ikke ligger på andelseierne. Vedlikeholdsplikten omfatter også utvendig 
vedlikehold av vinduer. 

 
(2) Felles rør, ledninger, kanaler og andre felles installasjoner som går gjennom 
boligen, skal borettslaget holde ved like. Borettslaget har rett til å føre nye slike 
installasjoner gjennom boligen dersom det ikke er til vesentlig ulempe for 
andelseieren.  
 
(3) Borettslagets vedlikeholdsplikt omfatter også utskifting av vinduer, herunder 
nødvendig utskiftning av termoruter, og ytterdører til boligen og reparasjon eller 
utskiftning av tak, bjelkelag, bærende veggkonstruksjoner, sluk og rør eller ledninger 
som er bygd inn i bærende konstruksjoner med unntak av varmekabler.  
 
(4) Andelseieren skal gi adgang til boligen slik at borettslaget kan utføre sin 
vedlikeholdsplikt, herunder ettersyn, reparasjon eller utskifting. Ettersyn og utføring 
av arbeid skal gjennomføres slik at det ikke er til unødig ulempe for andelseieren 
eller annen bruker av boligen. 
 
5-3 Utbedringsansvar og erstatning 
(1) Fører en andelseiers mislighold til skade på borettslagets eiendom eller på annen 
andelseiers bolig eller fastmontert inventar som naturlig hører boligen til, skal skaden 
utbedres av borettslaget. 
2) Skade på innbo og løsøre skal utbedres av skadelidte andelseier. Borettslaget 
hefter ikke for eventuelle skader på skadelidtes innbo og/eller løsøre. 
 
(3) Borettslaget og skadelidte andelseiere kan kreve erstatning for tap som følger av 
at andelseieren misligholder sine plikter, jf borettslagslovens  
§§ 5-13 og 5-15.  
 
(4) Andelseier kan kreve erstatning for tap som følge av at borettslaget ikke oppfyller 
pliktene sine, jf. borettslagslovens § 5-18. 
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6. Felleskostnader og pantesikkerhet 
 
6-1 Felleskostnader  
(1) Den enkelte andelseier er ansvarlig for felleskostnadene etter en nøkkel fastsatt 
ved stiftelsen av borettslaget. Nøkkelen ligger fast og kan bare endres etter 
borettslagslovens § 5-19. 
 
(2) Felleskostnader fremkommer ved at 50% av kostnadene fordeles likt mellom 
andelene, og 50% etter leilighetenes innbyrdes areal (hoveddelens BRA areal, 
eksklusive balkonger, terrasser og lignende) ved stifting. 
 
(3) Når særlige grunner taler for det, skal en kostnad likevel fordeles etter nytten for  
den enkelte bolig eller etter forbruk. 
 
(4) Kostnader til andelens forbruk av varme (oppvarming/varmt tappevann), skal 
fordeles etter målt forbruk. Andelseier betaler et akontobeløp og dette avregnes. 
 
(5) Kostnader knyttet til drift og vedlikehold av p-plass i garasjekjeller, som f.eks. 
garasjeport, renhold av garasjeanlegget, forsikring og lignende fordeles med lik andel 
pr. p-plass som disponeres.  
 
(6) Borettslagets kostnader til behandling og eventuell oppfølging av søknad om 
overlating av bruk betales av den andelseier som har søkt. 
 
6-2 Betaling av felleskostnader 
(1) Felleskostnadene forfaller til betaling den 1. i hver måned. Borettslaget kan endre 
felleskostnadene med én måneds skriftlig varsel.  
 
(2) For felleskostnader som ikke blir betalt ved forfall, svarer andelseieren den til 
enhver tid gjeldende forsinkelsesrente etter lov av 17. desember 1976 nr. 100.  
 
6-3 Borettslagets pantesikkerhet 
For krav på dekning av felleskostnader og andre krav fra lagsforholdet har 
borettslaget en lovbestemt panterett i andelen foran alle andre heftelser. Pantekravet 
er begrenset til en sum som svarer til to ganger folketrygdens grunnbeløp på 
tidspunktet tvangsdekning besluttes gjennomført.   
 
 
7. Mislighold, salgspålegg og fravikelse 
 
7-1 Mislighold 
Andelseiers brudd på sine forpliktelser overfor borettslaget utgjør mislighold. Som 
mislighold regnes blant annet manglende betaling av felleskostnader, forsømt 
vedlikeholdsplikt, ulovlig bruk eller overlating av bruk og brudd på husordensregler.  
 
7-2 Pålegg om salg 
(1) Hvis en andelseier til tross for advarsel vesentlig misligholder sine plikter, kan 
borettslaget pålegge vedkommende å selge andelen, jf. borettslagslovens § 5-22 
første ledd. Advarsel skal gis skriftlig og opplyse om at vesentlig mislighold gir 
borettslaget rett til å kreve andelen solgt. 
 
(2) Borettslaget kan kreve andelen solgt dersom andelseier melder seg ut av 
boligbyggelaget. 
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7-3 Fravikelse 
Medfører andelseierens eller brukerens oppførsel fare for ødeleggelse eller vesentlig 
forringelse av eiendommen, eller er andelseierens eller brukerens oppførsel til 
alvorlig plage eller sjenanse for eiendommenes øvrige andelseiere eller brukere, kan 
styret kreve fravikelse fra boligen etter tvangsfullbyrdelseslovens kapittel 13.  
Fravikelse kan tidligst kreves samtidig med pålegg om salg. 
 
 
8. Styret og dets vedtak 
 
8-1 Styret  
(1) Borettslaget skal ha et styre som skal bestå av en styreleder og to til fire andre 
medlemmer med eventuelle varamedlemmer.  
 
(2) Funksjonstiden for styreleder og de andre medlemmene er to år. Varamedlemmer 
velges for ett år. Styremedlemmer og varamedlemmer kan gjenvelges.  
 
(3) Styret skal velges av generalforsamlingen. Generalforsamlingen velger styreleder 
ved særskilt valg. Styret skal velge nestleder blant sine medlemmer.  
 
8-2 Styrets oppgaver 
(1) Styret skal lede virksomheten i samsvar med lov, vedtekter og 
generalforsamlingens vedtak. Styret kan ta alle avgjørelser som ikke i loven eller 
vedtektene er lagt til andre organer. 
 
(2) Styreleder skal sørge for at styret holder møte så ofte som det trengs. Et 
styremedlem eller forretningsføreren kan kreve at styret sammenkalles.  
 
(3) Styret skal føre protokoll over styresakene. Protokollen skal underskrives av de 
frammøtte styremedlemmene.  
 
8-3 Styrets vedtak 
(1) Styret er vedtaksført når mer enn halvparten av alle styremedlemmene er til 
stede. Vedtak kan treffes med mer enn halvparten av de avgitte stemmene. Står 
stemmene likt, gjør møtelederens stemme utslaget. De som stemmer for et vedtak 
som innebærer en endring, må likevel utgjøre minst en tredjedel av alle 
styremedlemmene.  
 
(2) Styret kan ikke uten at generalforsamlingen har gitt samtykke med minst to 
tredjedels flertall fatte vedtak om:   

1. ombygging, påbygging eller andre endringer av bebyggelsen eller tomten 
som etter forholdene i borettslaget går ut over vanlig forvaltning og 
vedlikehold,  

2. å øke tallet på andeler eller å knytte andeler til boliger som tidligere har 
vært benyttet til utleie, jf borettslagslovens § 3-2 andre ledd,  

3. salg eller kjøp av fast eiendom, eller av andelsbolig i borettslaget 
4. å ta opp lån som skal sikres med pant med prioritet foran innskuddene,  
5. andre rettslige disposisjoner over fast eiendom som går ut over vanlig 

forvaltning,  
6. andre tiltak som går ut over vanlig forvaltning, når tiltaket fører med seg 

økonomisk ansvar eller utlegg for borettslaget på mer enn fem prosent av 
de årlige felleskostnadene. 
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8-4 Representasjon og fullmakt  
Styrets leder og ett styremedlem representerer i fellesskap borettslaget  
utad og tegner dets navn. 
 
 
9. Generalforsamlingen 
 
9-1 Myndighet 
Generalforsamlingen er øverste myndighet i borettslaget.  
 
9-2 Tidspunkt for generalforsamling 
(1) Ordinær generalforsamling skal holdes hvert år innen utgangen av juni. 
 
(2) Ekstraordinær generalforsamling holdes når styret finner det nødvendig, eller når 
revisor eller minst to andelseiere som til sammen har minst en tiendedel av 
stemmene, skriftlig krever det og samtidig oppgir hvilke saker de ønsker behandlet.  
 
9-3 Varsel om og innkalling til generalforsamling 
(1) Forut for ordinær generalforsamling skal styret varsle andelseierne om dato for 
møtet og om frist for innlevering av saker som ønskes behandlet.  
 
(2) Generalforsamlingen skal innkalles skriftlig av styret med et varsel som skal være 
på minst åtte og høyst tjue dager. Ekstraordinær generalforsamling kan om 
nødvendig kalles inn med kortere varsel som likevel skal være på minst tre dager. I 
begge tilfeller skal det gis skriftlig melding til boligbyggelaget.  
  
(3) I innkallingen skal de sakene som skal behandles være bestemt angitt. Skal et 
forslag som etter borettslagsloven eller vedtektene må vedtas med minst to 
tredjedels flertall kunne behandles, må hovedinnholdet være angitt i innkallingen. 
Saker som en andelseier ønsker behandlet på ordinær generalforsamling skal 
nevnes i innkallingen når styret har mottatt disse skriftlig innen fristen i 1.ledd.  
 
9-4 Saker som skal behandles på ordinær generalforsamling  
- Godkjenning av årsberetning fra styret  
- Godkjenning av årsregnskap  
- Valg av styremedlemmer og varamedlemmer 
- Eventuelt valg av revisor 
- Fastsetting av godtgjørelse til styret  
- Andre saker som er nevnt i innkallingen 
 
9-5 Møterett 
Alle andelseiere har rett til å møte på generalforsamlingen med forslags, - tale- og 
stemmerett. Andelseierens ektefelle, samboer eller et annet medlem av 
andelseierens husstand og eventuelle leiere har rett til å være til stede og til å uttale 
seg. 
 
9-6 Møteledelse og protokoll 
Generalforsamlingen skal ledes av styrelederen med mindre generalforsamlingen 
velger en annen møteleder. Møtelederen skal sørge for at det føres protokoll fra 
generalforsamlingen.  
 
9-7 Stemmerett og fullmakt 
Hver andel gir rett til én stemme på generalforsamlingen. Andelseier som eier mer 
enn én andel har likevel bare én stemme. For en andel med flere eiere kan det bare 
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avgis én stemme. Andelseier kan møte ved fullmektig på generalforsamlingen, men 
ingen kan være fullmektig for mer enn én andelseier.   
 
9-8 Vedtak på generalforsamlingen 
(1) Foruten saker som nevnt i pkt. 9-4 i vedtektene kan ikke generalforsamlingen 
fatte vedtak i andre saker enn de som er bestemt angitt i innkallingen. 
 
(2) Med de unntak som følger av borettslagsloven eller vedtektene her fattes alle 
beslutninger av generalforsamlingen med mer enn halvparten av de avgitte stemmer. 
Ved valg kan generalforsamlingen på forhånd fastsette at den som får flest stemmer, 
skal regnes som valgt.  
 
(3) Ved stemmelikhet avgjøres saken ved loddtrekning. 
  
 
10. Inhabilitet, taushetsplikt og mindretallsvern 
 
10-1 Inhabilitet  
(1) Et styremedlem må ikke delta i styrebehandlingen eller avgjørelsen av noe 
spørsmål der medlemmet selv eller nærstående har en framtredende personlig eller 
økonomisk særinteresse.  
 
(2) Ingen kan selv eller ved fullmektig eller som fullmektig delta i en avstemning på 
generalforsamlingen om avtale med seg selv eller nærstående eller om ansvar for 
seg selv eller nærstående i forhold til borettslaget. Det samme gjelder avstemning 
om salgspålegg eller krav om fravikelse etter borettslagslovens §§ 5-22 og 5-23.  
 
10-2 Taushetsplikt  
Tillitsvalgte, forretningsfører og ansatte i et borettslag har plikt til å bevare taushet 
overfor uvedkommende om det de i forbindelse med virksomheten i borettslaget får 
vite om noens personlige forhold. Dette gjelder ikke dersom ingen berettiget 
interesse tilsier taushet.  
 
10-3 Mindretallsvern 
Generalforsamlingen, styret eller forretningsfører kan ikke treffe beslutning som er 
egnet til å gi visse andelseiere eller andre en urimelig fordel til skade for andelseiere 
eller borettslaget.  
 
  
11. Vedtektsendringer og forholdet til borettslovene 
 
11-1 Vedtektsendringer 
(1) Endringer i borettslagets vedtekter kan bare besluttes av generalforsamlingen 
med minst to tredjedeler av de avgitte stemmer.  
 
(2) Følgende endringer av vedtektene kan ikke skje uten samtykke fra OBOS, jf. 
borettslagslovens § 7-12:  

- vilkår for å være andelseier i borettslaget 
- bestemmelse om prisregulering av andeler i borettslaget 
- bestemmelse om kjøperett og forkjøpsrett til andel i borettslaget 
- denne bestemmelse om godkjenning av vedtektsendringer 

 
11-2 Forholdet til borettslovene  
For så vidt ikke annet følger av vedtektene, gjelder reglene i lov om borettslag av 
06.06.2003 nr. 39, jf. lov om boligbyggelag av samme dato.  
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VEDLEGG 1 MIDT GRØNN BORETTSLAG 

 
OVERSIKT OVER TILKNYTTEDE GARASJEPLASSER  

à jour pr: 10.11.2023 
 

Leil.nr Andelsnr P-plass 

      

1001 1 1 

1003 3 1 

1004 4 1 

1009 7 1 

2001 8 1 

2003 10 1 

2004 11 1 

2007 12 1 

2009 14 1 

3001 15 1 

3002 16 1 

3003 17 1 

3004 18 1 

3005 19 1 

3006 20 1 

3007 21 1 

3009 23 1 

4001 24 1 

4003 26 1 

4004 27 1 

4005 28 1 

4006 29 1 

4007 30 1 

4009 32 1 

5001 33 1 

5002 34 1 

5003 35 1 

5004 36 1 

5005 37 1 

5006 38 1 

5007 39 1 

5009 41 1 

6001 42 1 

6002 43 1 

6003 44 1 

6004 45 1 

6005 46 1 

6006 47 1 



Vedtektene kan bli revidert frem til overtakelse av boligene. 14 

6007 48 1 

6009 50 1 

7001 51 1 

7003 53 1 

7004 54 1 

7005 55 1 

7006 56 1 

7007 57 1 

8001 58 1 

8002 59 1 

9001 60 1 

9002 61 1 

1014 64 1 

1015 65 1 

2014 70 1 

2015 71 1 

3010 74 1 

3014 78 1 

3015 79 1 

3019 83 1 

4010 84 1 

4014 88 1 

4015 89 1 

4019 93 1 

5010 94 1 

5012 96 1 

5014 98 1 

5015 99 1 

5016 100 1 

5017 101 1 

5019 103 1 

6010 104 1 

6013 107 1 

6014 108 1 

6015 109 1 

6016 110 1 

6017 111 1 

6019 113 1 

7011 114 1 

7012 115 1 

7017 116 1 

7018 117 1 

8011 118 1 

8012 119 1 

8017 120 1 
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8018 121 1 

    84 
 



Puls Eiendomsmegling AS  
Nordvik Grünerløkka  v/Anders Eggen Mogseth 
Sofienberggata 2B, 0551 OSLO 
E-post: a.mogseth@nordvikbolig.no 
 
8328255        2977/6018 24.02.25 

 

Megleropplysninger 

 
Vi viser til forespørsel av 24.02.2025. 
 
Boligselskap: 2977 Midt Grønn Brl 
Organisasjonsnr: 923.929.843 
Andelseier:  Nada Mofateh     Daniel Mofateh 
Leieobjektnr:  6018 
Adresse:  Skårersletta 46 B, 1473 LØRENSKOG 
Andelsnummer:  112 
Borettsinnskudd: kr 1.140.000,– 
Hjemmeside:  Ingen 
 

Dokument som medfølger Meglerpakke 1: 
Boligselskapets årsrapport med regnskap, protokoll fra årsmøtet, vedtekter og husordensregler følger 
vedlagt.Disse dokumentene er en viktig del av meglerpakken.  

Opplysninger om boligselskapet: 

• Forkjøpsrett: Ja 

• Styregodkjenning: Ja  

• Eventuelle andre forkjøpsrettsklausuler: Se boligselskapets vedtekter. 

• Særskilte begrensninger/klausuler: Se boligselskapets vedtekter. 

• Dyrehold: Se boligselskapets husordensregler/vedtekter. 

• Forsikret hos: Tryg Forsikring - polisenummer 8728232. 

• Opplysninger om ferdigattest/midlertidig brukstillatelse etc. må innhentes fra bygningsmyndighetene. 

• Mulighet for individuell nedbetaling på hele eller deler av fellesgjeld (IN-lån): Ja  
Dersom kjøper ønsker å nedbetale sin andel fellesgjeld (eventuelt deler av gjelden), bes selskapets 
rådgiver kontaktes for nærmere opplysninger. 

• Månedlige felleskostnader som ikke er spesifiserte, dekker boligselskapets driftskostnader. For 
ytterligere spesifikasjon, vennligst se regnskapet i årsrapporten. 

• Påkostninger/utbedringer i boligselskapet: Se årsrapporten.   

• Borettslaget har en avtale med OBOS om garantert betaling av felleskostnader. OBOS garanterer for 
overførsel til borettslaget hver måned og overtar deretter alt ansvar og risiko for eventuell manglende 
innbetaling av felleskostnader. Avtale om sikring av felleskostnader varer til den blir sagt opp av en av 
partene. Oppsigelsestiden er 12 – tolv– måneder regnet fra oppsigelsesdato. 

• Forsikring: Tryg Forsikring. Forsikringsavtale ligger i Midt Grønn Eierseksjonssameie. 

• Midt Grønn Borettslag er en samleseskjon bolig i Midt Grønn Eierseksjonssameie. 

• Lån: OBOS-banken, 40 års løpetid, 5 års avdragsfrihet. IN-ordning med mulighet for innfrielse 30.01 og 
30.07. 

• Parkering: Eget garasjesameie - 0552 Midt Garasjesameie. De fleste p-plasser følger med boligen ved 
salg. De som har p-plass får egen faktura for felleskostnader fra Midt garasjesameie. 

• Avregning energi: Borettslaget har avtale med Lyse Smartly. Eier blir fakturert direkte fra Lyse Smartly. 
Flytting meldes her: https://www.lyse.no/kundeservice/artikler/20102466622353-eierskifte Evt kontakt 
Smartly her https://www.lyse.no/kundeservice/henvendelse 

• Årsoppgave: Første innflytting januar 2024. Årsoppgave vil derfor først foreligge i 2025, for året 2024. 

• OBOS-nøkkelen: JA 

• TV og internett : Leverandør OBOS Opennet. Det er opp til hver enkelt om man ønsker TV- og internett-
tjenester, og det er ingen avtale som er inngått på vegne av beboer. Beboer kan selv velge hvilken 
internettpakke de vil ha, eller de kan velge det helt vekk, og det er også opp til hver enkelt beboer om 
man ønsker en TV-tjeneste eller ikke. Faktura kommer direkte fra OBOS Opennet. 

• DELEIE: For enkelte andeler gjelder særlige OBOS Deleie-vilkår om prisregulering. Se borettslagets 
vedtekter 



• BOSTART: Enkelte leiligheter i boligselskapet har inngått avtale om OBOS Bostart. For utfyllende 
informasjon, vises det til boligselskapets vedtekter 

• Utbygger: AF Gruppen og OBOS Nye Hjem 

• Reklamasjonshåndtering og endring av bruker ved eierskifte: megler/kjøper/selger må kontakte Bygr 
ved eierskifter på support@bygr.io 

• Tilknytning andre boligselskaper: Midt Grønn Eierseksjonssameie, Midt Garasjesameie og Midt 
Utomhussameie. Se egne vedtekter. 

• Følgende leiligheter er unntatt regelen om tilgjengelighetskrav: Hus A: 1008, 2008, 3008, 4008, 5008, 
6008, 7001 og 7002. Hus B 1011, 1018, 2011, 2018, 3011, 3018 (innvilget salg), 4011, 4018, 5011, 
5018, 6011, 6018 (alle 1-romsleiligheter). Det tillates ikke videresalg av disse boligene før det har gått 
ett år etter overtakelse. Dersom kjøper likevel ønsker å komme seg ut av kontraktsforholdet før det har 
gått et år, kan det søkes særskilt om dette til OBOS Nye Hjem AS. Kontakt marius.holm@obos.no 

Selskapets totale lån og vilkår: 

Lånenr Type Restsaldo  Restløpetid Term Avdr.frihet Type Rente 
     pr. år til og med rente  
* OBOS01-98208323415 A 279.189.900,- 39 år 4 md. 12 01.06.2029 Flyt 5,45% 
 
Vi gjør oppmerksom på at vi kan ha mottatt varsel om renteendring eller nye lån som ikke er iverksatt pr 
dags dato. 

Økonomiske opplysninger om leiligheten:  

Felleskostnader: 
Totale felleskostnader pr. d.d. kr 10.396,– pr. md.  
Herav: 
Felleskostnader 2.630,- 
Kapitalkost. lån 1 OBOS01 7.766,- 
 
Ved oppgjør bes megler ta kontakt med OBOS Innbetalingsservice per tlf. 22 86 56 25 eller e-post 
restanseforesporsel@obos.no for å få oppgitt eventuelle utestående felleskostnader/andre heftelser iht. 
boligselskapets legalpant. Selskapet har avtale om IN ordning. Ønsker kjøper å nedbetale hele eller deler av 
sin andel fellesgjeld, så bes denne ta kontakt med selskapets rådgiver for informasjon. For selskap med IN–
ordning gjør vi oppmerksom på at kapitalkostnader (renter/avdrag) vil være spesifisert på fakturaen for 
felleskostnader. Kapitalkostnader endres ved renteendring og endringen kommer da som tillegg evt fratrekk 
på fakturaen påfølgende måneder. Ved salg vil eventuelle krav som skyldes regulering av kapitalkostnader 
for tidligere periode, følge selger. Det kan derfor påløpe restanse/krav for selger, selv om felleskostnadene 
betales ut overtagelsesmåneden.  
 
Ligningsposter pr. 31.12.2023 (med forbehold om endringer): 
Ligningsverdi fås Innberetnings- Fradragsberettigede      Annen formue     Gjeld  
på ligningskontoret pliktige inntekter kostnader  
 126,- 67.032,-       5.582,-      1.710.000,- 
 
Fellesgjeld, kapitalkostnader og eventuell avdragsfrihet:  
                                           Kapital-              Avdragsfrihet         Estimert endring 
Lånenummer                Restsaldo           kostnader           til og med              etter avdragsfrihet  
* OBOS01-98208323415 1.710.000,- 7.766,- 01.06.2029 1.362,- 
 
Sum andel fellesgjeld (kun lån) kr 1.711.000, (avrundet opp til nærmeste hele tusen) pr. 01.02.2025  
 
Kapitalkostnader 
All låneinformasjon over er beregnet ut fra dagens kjente lånebetingelser. De månedlige kapitalkostnadene 
(renter og avdrag) viser hvor mye det koster å betjene lån for eieren av denne leiligheten. Eventuelt avvik 
mellom kapitalkostnader og lånekostnader under punktet ”Økonomiske opplysninger om leiligheten”, kan 
skyldes renteendringer, periodisering eller andre årsaker. 
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Kontaktinformasjon: 

Ved ytterligere spørsmål angående fellesgjeld, bes megler vennligst ta kontakt med rådgiver Ida Evjen tlf.22 
86 83 94 ev. pr. e-post: ida.evjen@obos.no. 

Annen informasjon: 

Opplysninger gitt i dette brev er basert på de opplysninger forretningsfører har på tidspunktet for avgivelsen. 
Selger og megler må kontrollere de tall som framgår av dette brev mot den informasjon han selv sitter inne 
med, særlig tidligere ligningsoppgaver. Dersom det oppdages avvik mellom oppgitte beløp i dette brevet og 
det som fremgår av andre dokumenter selger har, så må dette meldes skriftlig inn til forretningsfører i god 
tid før salget. Det må henvises til hvilke dokumenter det er avvik mellom. Forretningsfører aksepterer intet 
erstatningsansvar for feil i de gitte opplysninger med mindre det er utvist grov uaktsomhet. 
 

Melding fra megler ved salg: 
For selskap med intern forkjøpsrett viser vi til Lov om borettslag §§ 4-11 til 4-22.  
Forkjøpsrett for OBOS medlemmer:  

Melding om avklaring av forkjøpsrett sendes pr e-post: forkjop@obos.no   
 
Melding om forkjøpsrett må inneholde:  
Opplysninger om boligen (borettslag, bolignummer og adresse), selgers navn og telefonnummer, kjøpers 
navn samt adresse, fødselsnummer og telefonnummer, avtalt pris/ prisantydning herunder avtalt forskudd, 
og eventuelle andre vilkår som overtakelse og betalingstid. I tillegg må det oppgis eventuelle særlige forhold 
knyttet til boligens tilstand, eventuelle ansvarsfraskrivelser etc. Kopi av kjøpekontrakten skal sendes OBOS 
så snart den foreligger.  Søknad om styregodkjennelse av ny andelseier sendes til styret v/. 
 
Kjøper har ikke rett til å ta boligen i bruk før søknaden er godkjent, ref. Lov om brl § 4-5.  
Overtakelse bes lagt til etter at eventuell forkjøpsrett er avklart og styregodkjenning foreligger.  
 
  

 
Elektronisk kommunikasjon: 
Styret/OBOS Eiendomsforvaltning vil kommunisere med eierne elektronisk (pt via Vibbo, e-post, SMS) med 
mindre eieren har reservert seg mot dette. Reservasjon skjer på Vibbo, der det under «min profil» vil være 
en knapp for reservasjon. Har du flere eieforhold og ønsker du å reservere deg, må du gjøre dette pr 
eieforhold. 
 
Alternativt kan boligeier sende krav om reservasjon til reservasjon.oef@obos.no  

Priser og gebyrer p.t.:  

 
Eierskiftegebyr  kr  6.570,– 
Innmelding i OBOS kr  500,– 
Gebyr for å forhåndsvarsle forkjøpsrett kr  8.212,– 
 
Det kreves medlemskap i OBOS for å erverve/eie denne boligen. Andelstegning skjer ved signering av 
kjøpekontrakt for personer som ikke er medlem i OBOS. Dersom det er flere enn én som skal eie boligen 
sammen, må alle være medlem i OBOS og betale hver sin medlemskontingent. Det er borettslaget som 
betaler medlemskontingenten for alle som har en eierandel i boligen, og kontingent innkreves derfor via 
felleskostnadene i borettslaget.  
 
Faktura ettersendes når eierskiftet er registrert. Vennligst vent med betaling til denne er mottatt, da KID 
nummer må oppgis ved betaling. Vi gjør oppmerksom på at det kan påløpe ytterligere kostnader i 
forbindelse med eventuell overføring av garasje, parkering eller lignende forhold.   
 
Vi ser fram til et hyggelig samarbeid. 
 
Hilsen OBOS 
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INFORMASJON OG RETNINGSLINJER OM AVKLARING AV FORKJØPSRETT TIL DEG SOM ER 
MEGLER, ELLER SOM SELGER BOLIGEN DIN SELV  
 
Den som er ansvarlig ved salg av bolig, det seg være megler eller selger som selger selv, har en del plikter i 
forbindelse med avklaringen av forkjøpsretten. I teksten under har vi kalt denne personen salgsansvarlig. 
Salgsansvarlig må varsle OBOS Avd. Forkjøp og be om avklaring av forkjøpsretten. 
 
Salg av OBOS-tilknyttet bolig utløser som regel forkjøpsrett. Det fastsettes en egen meldefrist for hver 
enkelt bolig. Forkjøpsretten avklares etter meldefristen er utløpt samt melding om bud  
akseptert er mottatt. Avklaring av forkjøpsrett kan avklares på 2 måter, vi har kalt dem modell 1 og modell 2.  
 
2 modeller for avklaring av forkjøpsrett 
Forkjøpsrett kan avklares ved at: 
1. OBOS forhåndsvarsles om at andelen kan skifte eier. Forkjøpsretten avklares i forkant eller  

parallelt med salgsprosessen eller 
2. OBOS avklarer forkjøpsretten etter at bud er akseptert (fast pris)  

 
Noen viktige punkter: 
o OBOS har i henhold til lov om borettslag, §4-15, 20 dager til å gjøre forkjøpsrett gjeldende. (her kalt 

modell 2) 
o Fristen reduseres til 5 hverdager dersom OBOS har mottatt et forhåndsvarsel mer enn 15 dager før 

melding om salg/ akseptert bud er mottatt. (her kalt modell 1) 
o Salgsansvarlig plikter å sette seg inn i de bestemmelser som gjelder for forkjøpsretten, samt 

informere interessenter om disse.  
o Salgsansvarlig må sørge for visning/at boligen er tilgjengelig for visning. Ref lov om borettslag 

§4-19 om angrefrist for de som benytter forkjøpsrett. 
o Salgsansvarlig er ansvarlig for kontrakt og besørger tinglysning og oppgjør (enten selv, eller ved å 

kontakt oppgjørsfunksjon).  
o Fristen medlemmene har for å melde interesse for å kunne benytte forkjøp (meldefristen) vil være 

minimum 5 hverdager etter utlysning på https://www.obos.no/brukt-bolig/bruktboliger-med-forkjopsrett/   
o Forkjøpsberettiget medlem har bare plikt til å overta andelen og det som vanligvis følger med en 

bolighandel. Hvis kjøper skal overta innbo eller annet må dette prises særskilt i en tilleggsavtale. 
 
Vilkår for modell 1 – forhåndsvarsling av forkjøpsretten (parallelt eller på forhånd): 

• OBOS avdeling Forkjøp får skriftlig melding om at andelen kan skifte eier. Meldingen må  
inneholde opplysninger om hvilken bolig det gjelder (adresse, borettslag og leilighetsnummer), navn og 
telefonnummer til eier, visningstidspunkt, boligens areal og antall rom, samt prisantydning. Dersom 
boligen annonseres på finn.no bes det også om at finn-kode oppgis. 

• Pris for forhåndsvarsling av forkjøpsretten er pt. 8212,-, men refunderes, dersom forkjøpsrett benyttes. 
Hvis den forhåndsvarsles flere ganger er det gebyret for det siste forhåndsvarselet som faller bort, 
dersom det benyttes forkjøp, mens tidligere gebyr må betales.  

• Melding til OBOS om å få avklart forkjøpsrett sendes til e-post forkjop@obos.no. Kun dette  
godkjennes som rett adressat. Dersom melding sendes til annen adresse i OBOS begynner ikke fristen 
å løpe før meldingen er mottatt av Avdeling Forkjøp. 

• Så snart bud er akseptert må salgsansvarlig sende solgtmelding til Avdeling Forkjøp med pris,  
akseptdato, navn, fødselsnummer og telefonnummer på alle kjøpere, samt overtagelsesdato. Det er 
viktig at det oppgis fullstendig og korrekt informasjon om alle kjøperne, da OBOS avklarer forkjøpsretten 
basert på denne informasjonen. Meldingen må også inneholde eventuelle andre  
avtalte vilkår. Aksepten må inneholde forbehold om avklaring av forkjøpsretten. 

• Boligen må utlyses på nytt dersom det går mer enn 3 mnd fra forhåndsvarsel ble mottatt til salgsmelding 
blir mottatt av OBOS. Nye frister løper. Jf. brl § 4-15. Dersom boligen må utlyses på nytt, må 
forkjøpsberettigede medlemmer melde seg på nytt. Nytt forhåndsvarsel koster pt kr 1500,- (hvis OBOS 
mottar nytt forhåndsvarsel innen et år etter de mottok første forhåndsvarsel. Etter dette påløper nytt fullt 
gebyr).  

 
Vilkår for modell 2 – avklaring av forkjøpsrett til fast pris/ bud er akseptert: 

• For at 20 dagers fristen skal begynne å løpe må OBOS avdeling Forkjøp få skriftlig melding om  
salget. Dette gjøres til e-post forkjop@obos.no. Kun dette godkjennes som rett adressat. Dersom 
melding sendes til annen adresse i OBOS begynner ikke fristen å løpe før meldingen er mottatt av 
Avdeling Forkjøp. 

• Meldingen må inneholde opplysninger om hvilken bolig det gjelder (adresse, borettslag og  



leilighetsnummer), selgers navn og telefonnummer, informasjon om alle kjøperne (fullt navn, 
fødselsnummer, adresse og telefonnummer), boligens areal og antall rom, dato for aksept, avtalt pris, 
og eventuelle andre  
vilkår, som overtakelse og betalingstid. Dersom boligen har vært annonsert på finn.no bes det også om 
at finn-kode oppgis. I tillegg må oppgis eventuelle særlige forhold knyttet til boligens tilstand, eventuelle 
ansvarsfraskrivelser etc. Det er viktig at det oppgis fullstendig og korrekt informasjon om alle kjøperne, 
da OBOS avklarer forkjøpsretten basert på denne informasjonen. Aksepten må inneholde forbehold om 
avklaring av forkjøpsretten. 

 
Styregodkjenning  
Megler er ansvarlig for å sende søknad til styret i borettslaget om godkjenning av ny andelseier. Ved salg 
der det ikke benyttes megler sender Avdeling Forkjøp søknad til borettslaget, og ber styret sende svar på 
søknad til salgsansvarlig. Dersom boligen blir tatt på forkjøp sender også Avdeling Forkjøp søknaden om 
godkjenning til styret.  
Borettslaget har en frist på 20 dager fra søknaden kom frem til laget. Kjøper har ikke rett til å ta  
boligen i bruk før søknaden er godkjent, ref. lov om brl § 4-5.  
 
Vilkår for medlemmers bruk av forkjøpsrett 

• Meldeskjema fylles ut og sendes inn via https://nye.obos.no/brukt-bolig/bruktboliger-med-forkjopsrett/. 
Dersom denne nettsiden er nede, og det ikke er mulig å melde forkjøp på den måten kan forkjøp  

meldes inn ved å sende epost til forkjop@obos.no med info om hvilken bolig det gjelder, hvem som 
melder forkjøp med kontaktinfo, samt vedlagt bekreftelse på finansiering. Kun post adressert til 
OBOS Forkjøp, e-postadresse forkjop@obos.no godkjennes som rett  
adressat.  

• Det er ikke bindende å melde forkjøp.  

• Medlemskapet i OBOS må være betalt innen meldefristen. 

• Eventuell overføring av medlemskap må være gjennomført og betalt innen meldefristen. 

• Ved bruk av OBOS-medlemskapet til forkjøp suspenderes ansienniteten i 12 måneder. 

• Den som får tilslaget på boligen i budrunden behøver ikke å ha sendt melding til OBOS innen 
meldefristen, men for å kunne gjøre nytte av ansienniteten sin må imidlertid første bud være lagt inn 
hos salgsansvarlig før meldefristen. Øvrige medlemmer som vil benytte forkjøpsrett må ha sendt inn 
skriftlig melding til OBOS Avdeling Forkjøp innen fristen. Alle medlemmer bør oppfordres til å melde 
seg til OBOS.  

• De forkjøpsberettigede rangeres normalt slik at andelseiere i borettslaget (normalt rangert etter 
botid) går foran medlemmer i OBOS (rangert etter medlemskapets lengde). 

• Den som benytter forkjøpsrett må som hovedregel selge eventuell eksisterende OBOS-tilknyttet 
bolig. Denne kan som regel ikke overføres til ektefelle, foreldre, barn, etc. etter unntaksreglene.   

• Interessenter må selv avgjøre om de vil delta i budrunden hos megler.  
 
Oversikt over gebyrer fra 01.01.25 
  
 
Type gebyr            Beløp   ___Betales av: 
Forhåndsvarsel av forkjøpsretten                          Kr 8.212,-  Selger/kjøper(avtalefrihet)  
(dersom forkjøpsretten ikke benyttes)        
 
Gebyr for å benytte forkjøpsrett                             Kr 8.212,-  Kjøper (som benytter forkjøp)  
(dersom forkjøpsretten benyttes) 
 
Eierskiftegebyr             Kr 6.570,-         Selger 
 
Forhåndsvarsel av forkjøpsretten 2./3./4.           Kr 1500,-           Selger 
Første gangs utlysning (innen et år etter 1.  
forhåndsvarsel) 
 
Forkjøp krever inn eierskiftegebyr på vegne av OBOS Eiendomsforvaltning AS 
 
Hvis det benyttes forkjøp betales det gebyr for å benytte forkjøp, mens gebyret for evt. forhåndsvarsling 
faller bort. Hvis boligen forhåndsvarsles flere ganger er det gebyret for det siste forhåndsvarselet som faller 
bort, mens tidligere gebyr må betales. Det vil i såfall betales gebyr både for tidligere runder med 
forhåndsvarsling og når det faktisk benyttes forkjøp. 
 



Salgsansvarlig krever inn gebyrer til OBOS. Alle våre gebyrer faktureres.  
 
Viktig om forhåndsvarsel: Gebyr for forhåndsvarsling av forkjøpsrett påløper ved innsending av  
forhåndsvarsel til Avd. Forkjøp. Faktura vil bli sendt til salgsansvarlig etter 90 dager, dersom boligen 
fortsatt er usolgt.  
 

 
Dersom du har spørsmål om våre rutiner ta gjerne kontakt med en av våre  
konsulenter i OBOS, Avdeling Forkjøp, tlf 22865500. 



 
Vår ref:       Dato: 
 
SØKNAD OM GODKJENNING AV NY ANDELSEIER 
 

 
For eier: ________________________________________ har oppdragsansvarlig:  
 
__________________________________________ formidlet salg av ovennevnte bolig. 
Overnevnte person(er) har kjøpt andel i borettslaget som gir borett til nevnte bolig. Vi har sendt 
separat melding til OBOS avdeling Forkjøp som håndterer forkjøpsretten for andelseierne i 
borettslaget og forkjøpsberettigede OBOS-medlemmer.  
 
Dersom forkjøpsretten blir benyttet vil det komme ny melding om den nye kjøperen fra OBOS 
Avdeling Forkjøp. Dersom borettslaget ikke finner å kunne godkjenne kjøperen som ny andelseier, 
må dette formidles til de berørte parter innen 20 dager fra denne meldingen er mottatt. Jfr. § 4-5 
Lov om borettslag.  
 
Kjøpers nåværende adresse:_________________________________________ 
 
Kjøpers e-postadresse:___________________________________________ 
  
Husstanden består av ant. personer:________________ 
 
Husdyr:_____________________________      Kjøretøy:______________________ 
 
Avtalt overtakelsesdato:_____________________________  
 
Telefonnummer kjøper:________________  _______________ 
 
Svar på søknaden returneres til 
oppdragsansvarlig på adresse: _________________________________________  
 
Oppdragsansvarlig e-post:  _________________________________________  
 
Med vennlig hilsen 
 
 
 
 
Kjøper(e) godkjennes av borettslagets styre.  
 
Sted: ______________________, den _____ /_____ 20____ 
 
_________________________________________________  
Borettslagets stempel og underskrift                                    
 
 
 

Bolig. nr:                    Selskapsnr:                                Selskapsnavn (borettslagets navn): 

 

Ny andelseier:                                                               Leilighetens adresse:  

 

Medeier:  



 
 
 
 
 
 
 
 
 
 
 



Ekstraordinært 
årsmøte 2024
Innkalling

S.nr. 2977
Midt Grønn Brl



Velkommen til årsmøte i Midt Grønn Brl

Innkallingen inneholder alle sakene som skal behandles på årsmøtet. Styret håper du leser gjennom heftet og 
viser din interesse ved å delta på årsmøtet.

Digital avstemning:

Avstemningen åpner 23. mai kl. 09:00 og lukker 26. mai kl. 09:00.

Du finner avstemningen på:

https://vibbo.no/2977

Hvordan deltar du digitalt?

 •  Du får en link via SMS.

 •  Du kan også finne møtet ved å gå inn på vibbo.no

 •  Du kan se gjennom sakene som skal behandles, komme med spørsmål og avgi din stemme.

Hvem kan stemme på årsmøtet?

 •  Alle eiere har rett til å stemme på årsmøtet.

 •  En stemme avgis pr. eierandel.

Hvordan stemme hvis du ikke kan delta digitalt?

Dersom du ikke kan delta digitalt, må du benytte analog stemmeseddel som er vedlagt i innkallingen. Dette må 
gjøres innen avstemningen lukkes.

Saker til behandling

1. Valg av møteleder

2. Valg av protokollvitner

3. Godkjenning av møteinnkallingen

4. Valg av tillitsvalgte

5. Valg av delegert til OBOS Generalforsamling 

Med vennlig hilsen,
Styret i Midt Grønn Brl
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Sak 1

Valg av møteleder

Krav til flertall: 
Alminnelig (50%)

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller forslåtte møteleder ikke blir valgt, er det styrets leder som etter loven 
er møteleder.

Forslag til vedtak 

Vibeke Farnes er valgt.

Sak 2

Valg av protokollvitner

Krav til flertall: 
Alminnelig (50%)

Valg av en eier til å signere protokollen.

Forslag til vedtak 

Christoffer Klungseth Aase er valgt.

Sak 3

Godkjenning av møteinnkallingen

Krav til flertall: 
Alminnelig (50%)

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak 

Møteinnkallingen godkjennes

Sak 4

Valg av tillitsvalgte

Roller og kandidater

 

3 av 10



Valg av 1 styreleder Velges for 2 år
Følgende stiller til valg som styreleder:

 •  Arne Sund

 •  Ole Dalseghagen

 •  Sema  Obadya

Valg av 4 styremedlem Velges for 2 år
Følgende stiller til valg som styremedlem:

 •  Arne Sund

 •  Ibrahim  Akkouh

 •  Merethe Aaser

 •  Ole Dalseghagen

 •  Robin Midtdal

 •  Sema  Obadya

Valg av 1 varamedlem Velges for 2 år
Følgende stiller til valg som varamedlem:

 •  Arne Sund

 •  Ole Dalseghagen

Vedlegg

1. Presentasjon av styrekandidater til Midt Grønn Borettslag.pdf

Sak 5

Valg av delegert til OBOS Generalforsamling 

Se informasjon her om generalforsmaling i OBOS: 
https://www.obos.no/dette-er-obos/medlemsdemokratiet/generalforsamling/

Roller og kandidater

Valg av 1 delegert Velges for 2 år
Følgende stiller til valg som delegert:

 •  Arne  Sund
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Presentasjon av styrekandidater til Midt Grønn Borettslag 
 

 

 

Arne Sund 
 

Navn: Arne Sund 
Jeg er 52 år og født og oppvokst i Lørenskog.  
Jeg har utdannelse innen regnskap og er i dag Regnskap- og 
Systemkonsulent i Schenker AS (transport- og logistikkfirma). 
Jeg tror min erfaring fra regnskap og IT systemer er verdifulle 
egenskaper til å kunne bidra i styrearbeid for borettslaget. 
 

 

 

 

 

Ole Anton Dalseghagen 
Stiller til valg som styreleder/styremedlem/varamedlem. Er 36 år, arbeider til 
daglig med logistikk i Posten Norge og i DSS (Departementenes sikkerhets- og 
serviceorganisasjon) i avdeling for besøks- og adgangskontroll. Har en bachelor i 
Teknologidesign og ledelse.   

Har vært med som beboerrepresentant fram til nå og deltatt på overlevering av 
fellesarealer med utbygger. I tillegg har jeg vært med å melde inn og løse noen 
mindre avvik med styret. Liker å hjelpe andre og synes alt av tekniske utfordringer 
er interessant.  

Jeg ønsker å lære mer om styrearbeid og vil jobbe for at Midt Grønn borettslag blir driftet på best 
mulig måte, for å sikre oss forutsigbare kostnader og et trivelig og trygt bomiljø.  
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Sema Obadya 
 

Mitt navn er Sema Obadya, og jeg er en dedikert og effektiv 
prosjektleder med solid bakgrunn fra teknologisektoren, med 
spesiell ekspertise innen e-mobilitet, bank og telekommunikasjon. 
Under min studietid var jeg aktiv i studentorganisasjonen IAESTE, 
hvor jeg også jobbet som resepsjonssjef i Trondheim. I denne 
stillingen håndterte jeg administrative oppgaver og støttet 
praktikanter, ansvarlig for skattekort og skatteoppgjør, samt 
fungerte som bindeledd mellom bedrifter og praktikanter. 

Mitt engasjement i IAESTE er et eksempel på min lange historie med aktiv deltakelse 
og engasjement i samfunnet, som også inkluderer roller som radiovert i Toten og 
deltagelse i internasjonale kirkesamfunn. Jeg er en person som er aktiv og engasjert i 
alt jeg foretar meg, og ønsker nå å bruke denne erfaringen til å berike og forbedre 
fellesskapet vårt i Lørenskog Midt. 
 
Jeg ser frem til muligheten til å arbeide sammen med dere for å videreutvikle og sikre 
både organisatorisk og sosial berikelse. Jeg er lett å snakke med og ser frem til å bli 
bedre kjent med hver og en av dere.  
 
Med vennlig hilsen,                                                                   
Sema Obadya 
 

 

Robin Midtdal 
 

Jobber i Oslo Kommune som boligforvalter og er plasstillitsvalgt i fagforbundet. 

På fritiden er jeg glad i å fiske og trene.  Tror jeg har mye god erfaring som vil 

være relevant å ha med inn i styret. 
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Merethe Aaser 
Hei,  

Jeg melder meg til tjeneste som styremedlem. Jeg har vært 

styremedlem før, i en periode fra 2015-2018.  

Jeg liker utfordringer, og synes også er viktig å engasjere seg.  

Mvh 

Merethe Aaser 

B-3012 

Tlf 97602741 

 

 

 

 

Ibrahim Akkouh 
 

 

 

Jeg er 36 år gammel, født og oppvokst i Oslo. Jeg er utdannet molekylærbiolog og 

jobber som forsker. Jeg bor i oppgang A1 med kone og to små barn. En av 

hovedgrunnene til at jeg vil være en del av styret er at dette er et nytt borettslag, 

og jeg håper å kunne bidra til å etablere et trivelig og trygt nabolag hvor alle føler 

seg inkludert og velkommen. Det er også viktig for meg at kommunikasjonen mellom styret og 

beboerne er god, og at alle innspill og forslag blir hørt og tatt seriøst. Jeg har også et konkret mål om 

å holde felleskostnadene så lave som mulig, noe jeg håper vi kan få til ved å ikke innføre nye og dyre 

tiltak med mindre det er et pressende behov for det. 
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REGISTRERINGSBLANKETT

Deltagelse på digitalt ekstraordinært årsmøte 2024

Det ekstraordinært årsmøte blir avholdt digitalt på vibbo.no. Dette skjemaet er for deg som ikke har mulighet 
til å avgi stemme digitalt.

Årsmøtet åpnes 23.05.24 og er åpent for avstemning i 3 dager
Siste dato for avstemning er 26.05.24
Selskapsnummer: 2977    Selskapsnavn: Midt Grønn Brl

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn på eier(e):

Signatur:

Avstemning

Du stemmer ved å krysse av i boksen til venstre for ønsket alternativ.

Sak 1 Valg av møteleder

Vibeke Farnes er valgt.

For

Mot

Sak 2 Valg av protokollvitner

Christoffer Klungseth Aase er valgt.

For

Mot

Sak 3 Godkjenning av møteinnkallingen

Møteinnkallingen godkjennes

For

Mot
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Sak 4 Valg av tillitsvalgte

Styreleder (kun 1 skal velges)

Arne Sund

Ole Dalseghagen

Sema  Obadya

Styremedlem (kun 4 skal velges)

Arne Sund

Ibrahim  Akkouh

Merethe Aaser

Ole Dalseghagen

Robin Midtdal

Sema  Obadya

Varamedlem (kun 1 skal velges)

Arne Sund

Ole Dalseghagen

Sak 5 Valg av delegert til OBOS Generalforsamling 

Delegert (kun 1 skal velges)

Arne  Sund
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OBOS Eiendoms-  
forvaltning AS

Hammersborg torg 1  
Postboks 6668, St. Olavs plass
0129 Oslo
Telefon: 22 86 55 00 
www.obos.no
E-post: oef@obos.no

Ta vare på dette heftet, du kan få  
bruk for det senere, f.eks ved salg  
av boligen.



Protokoll til ekstraordinær generalforsamling 2024 for Midt Grønn Brl

Organisasjonsnummer: 923929843
Møtet ble gjennomført heldigitalt fra 23. mai kl. 09:00 til 26. mai kl. 09:00.

Antall stemmeberettigede som deltok: 57.

Følgende saker ble behandlet på årsmøtet:

1. Valg av møteleder

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller forslåtte møteleder ikke blir valgt, er det styrets leder som etter loven 
er møteleder.

Forslag til vedtak:
Vibeke Farnes er valgt.

Forslaget ble vedtatt

Antall stemmer for vedtaket: 47
Antall stemmer mot vedtaket: 0
Antall blanke stemmer: 10
Flertallskrav: Alminnelig (50%)

2. Valg av protokollvitner

Valg av en eier til å signere protokollen.

Forslag til vedtak:
Christoffer Klungseth Aase er valgt.

Forslaget ble vedtatt

Antall stemmer for vedtaket: 47
Antall stemmer mot vedtaket: 0
Antall blanke stemmer: 10
Flertallskrav: Alminnelig (50%)

3. Godkjenning av møteinnkallingen

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak:
Møteinnkallingen godkjennes

Forslaget ble vedtatt

Antall stemmer for vedtaket: 48 
Antall stemmer mot vedtaket: 0 
Antall blanke stemmer: 9 
Flertallskrav: Alminnelig (50%)
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4. Valg av tillitsvalgte

Styreleder (2 år)
Følgende ble valgt:
Arne Sund (28 stemmer)

Følgende stilte til valg:
Ole Dalseghagen
Sema  Obadya
Arne Sund

Styremedlem (2 år)
Følgende ble valgt:
Ibrahim  Akkouh (33 stemmer)
Ole Dalseghagen (28 stemmer)
Sema  Obadya (32 stemmer)
Merethe Aaser (26 stemmer)

Følgende stilte til valg:
Ibrahim  Akkouh
Ole Dalseghagen
Robin Midtdal
Sema  Obadya
Arne Sund
Merethe Aaser

Varamedlem (2 år)

Følgende ble valgt:

Følgende stilte til valg:
Ole Dalseghagen
Arne Sund

5. Valg av delegert til OBOS Generalforsamling

Se informasjon her om generalforsmaling i OBOS: 
https://www.obos.no/dette-er-obos/medlemsdemokratiet/
generalforsamling/

Delegert (2 år)
Følgende ble valgt:
Arne  Sund (46 stemmer)

Følgende stilte til valg:
Arne  Sund
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Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 

Index

1. Purpose

2. What is quality digital evidence?

2.1 Integrity

2.2 Accessibility

2.3 Evidence of intent

2.4 Evidence of identity

2.5 Evidence of time

2.6 Event history

2.7 Control

3. Scrive’s solution

3.1 Introduction

3.2 Summary

4. Benchmarking the evidence quality of the Evidence Package

1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.




  
    		Time
    		CES
    		IP address and User-Agent
    		Event
  


  
  
    		2024-05-28 11:35:32.505615 UTC ±70 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      213.172.203.148
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36
      
    
    		
      
        The initiator Vibeke Farnes (VF) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2024-08-26 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    
  


  
  
    		2024-05-28 11:35:32.505615 UTC ±70 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (christofferklungseth.aase@afgruppen.no) to Christoffer Klungseth Aase (CKA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2024-05-28 11:35:32.991564 UTC ±70 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      213.172.203.148
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36
      
    
    		
      
        The signatory Vibeke Farnes (VF) signed the document.
      

    
  


  
  
    		2024-05-28 11:35:40.460264 UTC ±70 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Christoffer Klungseth Aase (CKA) was delivered.
      

    
  


  
  
    		2024-05-28 11:37:53.267772 UTC ±78 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      193.69.134.11
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0
      
    
    		
      
        The party Christoffer Klungseth Aase (CKA) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-28 11:38:00.419963 UTC ±79 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      193.69.134.11
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0
      
    
    		
      
        The signatory Christoffer Klungseth Aase (CKA) signed the document.
      

    
  


  
  
    		2024-05-28 11:38:00.419963 UTC ±79 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.




  
    		Time
    		CES
    		IP address and User-Agent
    		Event
  


  
  
    		2024-05-28 11:35:32.505615 UTC ±70 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      213.172.203.148
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36
      
    
    		
      
        The initiator Vibeke Farnes (VF) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2024-08-26 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    
  


  
  
    		2024-05-28 11:35:32.505615 UTC ±70 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (christofferklungseth.aase@afgruppen.no) to Christoffer Klungseth Aase (CKA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2024-05-28 11:35:32.991564 UTC ±70 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      213.172.203.148
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36
      
    
    		
      
        The signatory Vibeke Farnes (VF) signed the document.
      

    
  


  
  
    		2024-05-28 11:35:40.460264 UTC ±70 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Christoffer Klungseth Aase (CKA) was delivered.
      

    
  


  
  
    		2024-05-28 11:37:53.267772 UTC ±78 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      193.69.134.11
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0
      
    
    		
      
        The party Christoffer Klungseth Aase (CKA) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-28 11:38:00.419963 UTC ±79 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      193.69.134.11
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0
      
    
    		
      
        The signatory Christoffer Klungseth Aase (CKA) signed the document.
      

    
  


  
  
    		2024-05-28 11:38:00.419963 UTC ±79 ms
    		2024-05-28 11:16:32.083452 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.17 ms

		standard deviation: 1.55 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.089%

		|e| < 5 ms: ≈99.865%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-04-16 19:39:36.737434 UTC and 2024-05-28 11:16:32.083452 UTC:





  		Time collected
  		Clock offset




  
    		2024-04-16 19:39:36.737434
    		-0.2 ms
  



  
    		2024-04-16 20:39:38.415293
    		-0.9 ms
  



  
    		2024-04-16 21:39:39.944978
    		1.3 ms
  



  
    		2024-04-16 22:39:42.064102
    		1.3 ms
  



  
    		2024-04-16 23:39:45.432739
    		-0.5 ms
  



  
    		2024-04-17 00:39:47.855389
    		1.4 ms
  



  
    		2024-04-17 01:39:50.108786
    		0.0 ms
  



  
    		2024-04-17 02:39:52.108575
    		1.6 ms
  



  
    		2024-04-17 03:39:53.959221
    		-1.0 ms
  



  
    		2024-04-17 04:39:55.58016
    		0.3 ms
  



  
    		2024-04-17 05:39:58.380554
    		-1.0 ms
  



  
    		2024-04-17 06:40:00.699784
    		2.6 ms
  



  
    		2024-04-17 07:40:02.406314
    		0.0 ms
  



  
    		2024-04-17 08:40:04.465839
    		2.5 ms
  



  
    		2024-04-17 09:40:06.274396
    		0.3 ms
  



  
    		2024-04-17 10:40:08.85357
    		1.2 ms
  



  
    		2024-04-17 11:40:10.564004
    		0.3 ms
  



  
    		2024-04-17 12:40:12.106968
    		-0.9 ms
  



  
    		2024-04-17 13:40:14.351415
    		1.8 ms
  



  
    		2024-04-17 14:40:16.061679
    		1.9 ms
  



  
    		2024-04-17 15:40:19.498331
    		-0.3 ms
  



  
    		2024-04-17 16:40:21.665114
    		3.7 ms
  



  
    		2024-04-17 17:40:23.645792
    		1.8 ms
  



  
    		2024-04-17 18:40:26.70604
    		0.7 ms
  



  
    		2024-04-17 19:40:28.616785
    		1.4 ms
  



  
    		2024-04-17 20:40:31.040428
    		0.5 ms
  



  
    		2024-04-17 21:40:33.580288
    		-1.1 ms
  



  
    		2024-04-17 22:40:35.531601
    		0.9 ms
  



  
    		2024-04-17 23:40:38.955114
    		-2.8 ms
  



  
    		2024-04-18 00:40:41.37358
    		-3.0 ms
  



  
    		2024-04-18 01:40:44.705995
    		0.2 ms
  



  
    		2024-04-18 02:40:46.759837
    		0.4 ms
  



  
    		2024-04-18 03:40:50.576642
    		-0.6 ms
  



  
    		2024-04-18 04:40:52.77625
    		-0.7 ms
  



  
    		2024-04-18 05:40:55.188909
    		-0.7 ms
  



  
    		2024-04-18 06:40:57.538379
    		1.0 ms
  



  
    		2024-04-18 07:40:59.210499
    		0.5 ms
  



  
    		2024-04-18 08:41:00.916202
    		2.8 ms
  



  
    		2024-04-18 09:41:02.599816
    		1.9 ms
  



  
    		2024-04-18 10:41:04.255745
    		3.2 ms
  



  
    		2024-04-18 11:41:05.812563
    		-0.2 ms
  



  
    		2024-04-18 12:41:07.286455
    		-1.4 ms
  



  
    		2024-04-18 13:41:09.546227
    		0.5 ms
  



  
    		2024-04-18 14:41:11.175401
    		0.9 ms
  



  
    		2024-04-18 15:41:13.329323
    		1.8 ms
  



  
    		2024-04-18 16:41:15.000756
    		-0.2 ms
  



  
    		2024-04-18 17:41:18.773798
    		-0.4 ms
  



  
    		2024-04-18 18:41:21.800827
    		-1.8 ms
  



  
    		2024-04-18 19:41:23.683129
    		-2.6 ms
  



  
    		2024-04-18 20:41:26.279981
    		1.5 ms
  



  
    		2024-04-18 21:41:28.099347
    		-1.6 ms
  



  
    		2024-04-18 22:41:30.419423
    		-1.3 ms
  



  
    		2024-04-18 23:41:33.22256
    		-0.2 ms
  



  
    		2024-04-19 00:41:35.262971
    		0.5 ms
  



  
    		2024-04-19 01:41:36.912294
    		-1.0 ms
  



  
    		2024-04-19 02:41:38.451818
    		-0.6 ms
  



  
    		2024-04-19 03:41:41.311027
    		0.2 ms
  



  
    		2024-04-19 04:41:43.854965
    		1.8 ms
  



  
    		2024-04-19 05:41:46.584933
    		-0.7 ms
  



  
    		2024-04-19 06:41:49.189124
    		2.6 ms
  



  
    		2024-04-19 07:41:51.508476
    		-0.1 ms
  



  
    		2024-04-19 08:41:53.134594
    		0.1 ms
  



  
    		2024-04-19 09:41:55.020316
    		2.9 ms
  



  
    		2024-04-19 10:41:56.760171
    		2.7 ms
  



  
    		2024-04-19 11:41:58.62677
    		1.5 ms
  



  
    		2024-04-19 12:42:00.261066
    		2.9 ms
  



  
    		2024-04-19 13:42:01.946289
    		5.8 ms
  



  
    		2024-04-19 14:42:03.71025
    		0.5 ms
  



  
    		2024-04-19 15:42:05.487479
    		-1.4 ms
  



  
    		2024-04-19 16:42:07.345645
    		-1.4 ms
  



  
    		2024-04-19 17:42:09.40898
    		-0.3 ms
  



  
    		2024-04-19 18:42:12.180857
    		-2.4 ms
  



  
    		2024-04-19 19:42:15.740913
    		-0.5 ms
  



  
    		2024-04-19 20:42:17.586602
    		-2.6 ms
  



  
    		2024-04-19 21:42:19.311539
    		1.5 ms
  



  
    		2024-04-19 22:42:21.876329
    		1.5 ms
  



  
    		2024-04-19 23:42:24.064893
    		-0.4 ms
  



  
    		2024-04-20 00:42:26.199925
    		1.9 ms
  



  
    		2024-04-20 01:42:28.683813
    		1.1 ms
  



  
    		2024-04-20 02:42:31.172207
    		1.9 ms
  



  
    		2024-04-20 03:42:33.787606
    		1.6 ms
  



  
    		2024-04-20 04:42:37.511557
    		-1.2 ms
  



  
    		2024-04-20 05:42:38.953521
    		0.6 ms
  



  
    		2024-04-20 06:42:40.797253
    		1.5 ms
  



  
    		2024-04-20 07:42:42.590355
    		0.3 ms
  



  
    		2024-04-20 08:42:44.051399
    		-0.3 ms
  



  
    		2024-04-20 09:42:45.755255
    		1.7 ms
  



  
    		2024-04-20 10:42:47.787239
    		2.4 ms
  



  
    		2024-04-20 11:42:50.900918
    		1.5 ms
  



  
    		2024-04-20 12:42:52.557844
    		0.6 ms
  



  
    		2024-04-20 13:42:55.045854
    		-0.1 ms
  



  
    		2024-04-20 14:42:57.811323
    		1.3 ms
  



  
    		2024-04-20 15:43:00.05932
    		1.4 ms
  



  
    		2024-04-20 16:43:01.596242
    		-0.6 ms
  



  
    		2024-04-20 17:43:05.837041
    		-2.9 ms
  



  
    		2024-04-20 18:43:08.017794
    		-3.7 ms
  



  
    		2024-04-20 19:43:09.777335
    		-3.6 ms
  



  
    		2024-04-20 20:43:12.607961
    		-1.8 ms
  



  
    		2024-04-20 21:43:14.694737
    		-1.1 ms
  



  
    		2024-04-20 22:43:16.252617
    		-1.8 ms
  



  
    		2024-04-20 23:43:18.054688
    		0.3 ms
  



  
    		2024-04-21 00:43:21.227599
    		-0.9 ms
  



  
    		2024-04-21 01:43:23.640524
    		-1.2 ms
  



  
    		2024-04-21 02:43:25.377495
    		0.7 ms
  



  
    		2024-04-21 03:43:28.315817
    		1.5 ms
  



  
    		2024-04-21 04:43:30.213962
    		-0.5 ms
  



  
    		2024-04-21 05:43:32.208984
    		-1.0 ms
  



  
    		2024-04-21 06:43:33.836959
    		0.3 ms
  



  
    		2024-04-21 07:43:35.672975
    		2.4 ms
  



  
    		2024-04-21 08:43:38.350389
    		3.3 ms
  



  
    		2024-04-21 09:43:40.348029
    		1.5 ms
  



  
    		2024-04-21 10:43:41.897864
    		6.0 ms
  



  
    		2024-04-21 11:43:44.475122
    		-1.0 ms
  



  
    		2024-04-21 12:43:46.845298
    		1.3 ms
  



  
    		2024-04-21 13:43:49.031677
    		2.5 ms
  



  
    		2024-04-21 14:43:50.773718
    		0.1 ms
  



  
    		2024-04-21 15:43:52.549509
    		-1.3 ms
  



  
    		2024-04-21 16:43:54.940628
    		-2.2 ms
  



  
    		2024-04-21 17:43:56.521474
    		-1.9 ms
  



  
    		2024-04-21 18:44:00.450099
    		-0.8 ms
  



  
    		2024-04-21 19:44:02.255448
    		-1.2 ms
  



  
    		2024-04-21 20:44:04.205271
    		-0.5 ms
  



  
    		2024-04-21 21:44:05.988913
    		0.2 ms
  



  
    		2024-04-21 22:44:08.265532
    		-2.2 ms
  



  
    		2024-04-21 23:44:10.271904
    		0.8 ms
  



  
    		2024-04-22 00:44:13.283391
    		0.0 ms
  



  
    		2024-04-22 01:44:16.077334
    		-0.1 ms
  



  
    		2024-04-22 02:44:18.205304
    		-0.3 ms
  



  
    		2024-04-22 03:44:21.135656
    		1.1 ms
  



  
    		2024-04-22 04:44:23.752928
    		3.5 ms
  



  
    		2024-04-22 05:44:26.557441
    		0.4 ms
  



  
    		2024-04-22 06:44:28.061069
    		2.7 ms
  



  
    		2024-04-22 07:44:29.508098
    		0.8 ms
  



  
    		2024-04-22 08:44:31.345438
    		-0.4 ms
  



  
    		2024-04-22 09:44:33.283112
    		0.4 ms
  



  
    		2024-04-22 10:44:35.545321
    		1.7 ms
  



  
    		2024-04-22 11:44:37.050992
    		2.6 ms
  



  
    		2024-04-22 12:44:38.923041
    		2.0 ms
  



  
    		2024-04-22 13:44:40.906455
    		-0.1 ms
  



  
    		2024-04-22 14:44:42.434199
    		7.2 ms
  



  
    		2024-04-22 15:44:45.081483
    		4.0 ms
  



  
    		2024-04-22 16:44:48.212518
    		1.9 ms
  



  
    		2024-04-22 17:44:49.697498
    		-0.8 ms
  



  
    		2024-04-22 18:44:51.765469
    		-0.5 ms
  



  
    		2024-04-22 19:44:53.506207
    		-1.4 ms
  



  
    		2024-04-22 20:44:57.330831
    		-2.4 ms
  



  
    		2024-04-22 21:44:59.198985
    		-1.1 ms
  



  
    		2024-04-22 22:45:00.899139
    		-1.8 ms
  



  
    		2024-04-22 23:45:04.062866
    		-2.2 ms
  



  
    		2024-04-23 00:45:07.275246
    		-2.6 ms
  



  
    		2024-04-23 01:45:09.303895
    		0.4 ms
  



  
    		2024-04-23 02:45:12.203557
    		-0.7 ms
  



  
    		2024-04-23 03:45:14.321184
    		2.3 ms
  



  
    		2024-04-23 04:45:16.73412
    		-0.7 ms
  



  
    		2024-04-23 05:45:18.246076
    		0.2 ms
  



  
    		2024-04-23 06:45:20.292047
    		0.9 ms
  



  
    		2024-04-23 07:45:23.042504
    		0.1 ms
  



  
    		2024-04-23 08:45:24.650787
    		0.7 ms
  



  
    		2024-04-23 09:45:26.396177
    		1.3 ms
  



  
    		2024-04-23 10:45:28.735629
    		-1.2 ms
  



  
    		2024-04-23 11:45:30.308028
    		0.4 ms
  



  
    		2024-04-23 12:45:32.124104
    		-0.4 ms
  



  
    		2024-04-23 13:45:33.539783
    		-0.7 ms
  



  
    		2024-04-23 14:45:35.35208
    		0.2 ms
  



  
    		2024-04-23 15:45:37.236431
    		0.2 ms
  



  
    		2024-04-23 16:45:39.109802
    		0.1 ms
  



  
    		2024-04-23 17:45:40.90075
    		-0.3 ms
  



  
    		2024-04-23 18:45:42.548784
    		-1.4 ms
  



  
    		2024-04-23 19:45:45.726194
    		-0.5 ms
  



  
    		2024-04-23 20:45:47.510631
    		-1.3 ms
  



  
    		2024-04-23 21:45:50.137251
    		0.3 ms
  



  
    		2024-04-23 22:45:52.352003
    		-1.4 ms
  



  
    		2024-04-23 23:45:54.404481
    		-1.9 ms
  



  
    		2024-04-24 00:45:55.924392
    		-0.3 ms
  



  
    		2024-04-24 01:45:58.399822
    		1.1 ms
  



  
    		2024-04-24 02:46:00.197816
    		-0.7 ms
  



  
    		2024-04-24 03:46:02.841152
    		-0.1 ms
  



  
    		2024-04-24 04:46:05.20741
    		-1.2 ms
  



  
    		2024-04-24 05:46:06.842082
    		0.3 ms
  



  
    		2024-04-24 06:46:08.701046
    		1.3 ms
  



  
    		2024-04-24 07:46:10.479142
    		-0.9 ms
  



  
    		2024-04-24 08:46:12.031792
    		6.0 ms
  



  
    		2024-04-24 09:46:13.800153
    		-3.9 ms
  



  
    		2024-04-24 10:46:15.466347
    		-1.7 ms
  



  
    		2024-04-24 11:46:17.061781
    		1.3 ms
  



  
    		2024-04-24 12:46:18.744732
    		-0.7 ms
  



  
    		2024-04-24 13:46:20.445049
    		1.9 ms
  



  
    		2024-04-24 14:46:22.318049
    		-0.6 ms
  



  
    		2024-04-24 15:46:23.796706
    		0.3 ms
  



  
    		2024-04-24 16:46:25.801719
    		-0.6 ms
  



  
    		2024-04-24 17:46:28.083176
    		1.7 ms
  



  
    		2024-04-24 18:46:29.620932
    		1.4 ms
  



  
    		2024-04-24 19:46:32.160913
    		-0.3 ms
  



  
    		2024-04-24 20:46:33.808861
    		1.2 ms
  



  
    		2024-04-24 21:46:35.761419
    		0.4 ms
  



  
    		2024-04-24 22:46:37.724093
    		-1.6 ms
  



  
    		2024-04-24 23:46:39.993759
    		-2.0 ms
  



  
    		2024-04-25 00:46:42.615406
    		-1.9 ms
  



  
    		2024-04-25 01:46:44.213675
    		0.3 ms
  



  
    		2024-04-25 02:46:46.07723
    		-0.5 ms
  



  
    		2024-04-25 03:46:47.71946
    		0.7 ms
  



  
    		2024-04-25 04:46:49.943306
    		-0.2 ms
  



  
    		2024-04-25 05:46:52.030642
    		-0.3 ms
  



  
    		2024-04-25 06:46:54.282219
    		2.5 ms
  



  
    		2024-04-25 07:46:56.183562
    		2.2 ms
  



  
    		2024-04-25 08:46:57.690335
    		0.0 ms
  



  
    		2024-04-25 09:46:59.569815
    		-0.3 ms
  



  
    		2024-04-25 10:47:01.765918
    		-1.2 ms
  



  
    		2024-04-25 11:47:03.932078
    		0.8 ms
  



  
    		2024-04-25 12:47:05.53694
    		-1.2 ms
  



  
    		2024-04-25 13:47:07.082963
    		-1.1 ms
  



  
    		2024-04-25 14:47:09.062963
    		1.3 ms
  



  
    		2024-04-25 15:47:11.113128
    		0.8 ms
  



  
    		2024-04-25 16:47:13.498276
    		1.1 ms
  



  
    		2024-04-25 17:47:16.684121
    		0.6 ms
  



  
    		2024-04-25 18:47:18.977014
    		1.0 ms
  



  
    		2024-04-25 19:47:20.770748
    		-1.7 ms
  



  
    		2024-04-25 20:47:24.112632
    		-1.2 ms
  



  
    		2024-04-25 21:47:26.37252
    		-1.2 ms
  



  
    		2024-04-25 22:47:28.845357
    		-2.0 ms
  



  
    		2024-04-25 23:47:31.023104
    		-2.3 ms
  



  
    		2024-04-26 00:47:33.073941
    		-0.4 ms
  



  
    		2024-04-26 01:47:34.885546
    		-1.5 ms
  



  
    		2024-04-26 02:47:37.218862
    		-1.2 ms
  



  
    		2024-04-26 03:47:39.464895
    		-1.0 ms
  



  
    		2024-04-26 04:47:41.59936
    		-1.1 ms
  



  
    		2024-04-26 05:47:43.392974
    		-0.4 ms
  



  
    		2024-04-26 06:47:45.918609
    		2.5 ms
  



  
    		2024-04-26 07:47:48.583342
    		0.0 ms
  



  
    		2024-04-26 08:47:50.435434
    		1.0 ms
  



  
    		2024-04-26 09:47:52.646436
    		-0.7 ms
  



  
    		2024-04-26 10:47:54.353927
    		2.1 ms
  



  
    		2024-04-26 11:47:55.927304
    		-0.3 ms
  



  
    		2024-04-26 12:47:57.48767
    		0.2 ms
  



  
    		2024-04-26 13:47:59.193198
    		0.4 ms
  



  
    		2024-04-26 14:48:01.276723
    		-0.3 ms
  



  
    		2024-04-26 15:48:03.840127
    		0.0 ms
  



  
    		2024-04-26 16:48:06.55324
    		0.7 ms
  



  
    		2024-04-26 17:48:08.6442
    		-1.2 ms
  



  
    		2024-04-26 18:48:11.378533
    		-0.9 ms
  



  
    		2024-04-26 19:48:15.040879
    		1.6 ms
  



  
    		2024-04-26 20:48:18.229838
    		-1.8 ms
  



  
    		2024-04-26 21:48:21.048874
    		-0.8 ms
  



  
    		2024-04-26 22:48:22.630316
    		-1.4 ms
  



  
    		2024-04-26 23:48:25.411256
    		0.8 ms
  



  
    		2024-04-27 00:48:29.377802
    		-1.7 ms
  



  
    		2024-04-27 01:48:33.217023
    		-2.0 ms
  



  
    		2024-04-27 02:48:35.903714
    		-1.2 ms
  



  
    		2024-04-27 03:48:37.782605
    		-0.3 ms
  



  
    		2024-04-27 04:48:41.242542
    		-0.6 ms
  



  
    		2024-04-27 05:48:43.619988
    		2.5 ms
  



  
    		2024-04-27 06:48:45.846479
    		0.7 ms
  



  
    		2024-04-27 07:48:47.928052
    		1.6 ms
  



  
    		2024-04-27 08:48:49.669685
    		1.1 ms
  



  
    		2024-04-27 09:48:51.288186
    		-1.7 ms
  



  
    		2024-04-27 10:48:53.489165
    		2.0 ms
  



  
    		2024-04-27 11:48:54.97557
    		-0.8 ms
  



  
    		2024-04-27 12:48:56.831322
    		-1.1 ms
  



  
    		2024-04-27 13:48:58.704853
    		2.1 ms
  



  
    		2024-04-27 14:49:00.78503
    		1.4 ms
  



  
    		2024-04-27 15:49:02.790079
    		-0.4 ms
  



  
    		2024-04-27 16:49:04.615568
    		-0.5 ms
  



  
    		2024-04-27 17:49:07.86045
    		1.6 ms
  



  
    		2024-04-27 18:49:10.139089
    		-1.4 ms
  



  
    		2024-04-27 19:49:13.416827
    		-0.6 ms
  



  
    		2024-04-27 20:49:15.59864
    		0.0 ms
  



  
    		2024-04-27 21:49:17.544461
    		-0.6 ms
  



  
    		2024-04-27 22:49:20.188408
    		-0.5 ms
  



  
    		2024-04-27 23:49:22.996901
    		0.8 ms
  



  
    		2024-04-28 00:49:24.517695
    		0.0 ms
  



  
    		2024-04-28 01:49:28.695276
    		-2.2 ms
  



  
    		2024-04-28 02:49:30.612393
    		0.6 ms
  



  
    		2024-04-28 03:49:33.205843
    		-1.8 ms
  



  
    		2024-04-28 04:49:35.404492
    		-1.8 ms
  



  
    		2024-04-28 05:49:39.099345
    		0.5 ms
  



  
    		2024-04-28 06:49:42.412793
    		-0.2 ms
  



  
    		2024-04-28 07:49:44.520565
    		3.2 ms
  



  
    		2024-04-28 08:49:46.755708
    		0.2 ms
  



  
    		2024-04-28 09:49:48.971516
    		-0.5 ms
  



  
    		2024-04-28 10:49:51.869007
    		1.8 ms
  



  
    		2024-04-28 11:49:54.901247
    		-0.2 ms
  



  
    		2024-04-28 12:49:56.817633
    		0.2 ms
  



  
    		2024-04-28 13:49:58.829264
    		1.1 ms
  



  
    		2024-04-28 14:50:01.25649
    		2.0 ms
  



  
    		2024-04-28 15:50:03.740545
    		1.3 ms
  



  
    		2024-04-28 16:50:06.605122
    		-0.7 ms
  



  
    		2024-04-28 17:50:08.962173
    		-0.1 ms
  



  
    		2024-04-28 18:50:12.690668
    		1.4 ms
  



  
    		2024-04-28 19:50:14.741276
    		-2.1 ms
  



  
    		2024-04-28 20:50:17.468027
    		0.7 ms
  



  
    		2024-04-28 21:50:19.657296
    		-0.5 ms
  



  
    		2024-04-28 22:50:21.782346
    		1.5 ms
  



  
    		2024-04-28 23:50:24.254136
    		-1.0 ms
  



  
    		2024-04-29 00:50:26.9552
    		-1.2 ms
  



  
    		2024-04-29 01:50:28.949325
    		-1.1 ms
  



  
    		2024-04-29 02:50:32.748462
    		-1.3 ms
  



  
    		2024-04-29 03:50:34.530389
    		-1.5 ms
  



  
    		2024-04-29 04:50:37.381686
    		-1.2 ms
  



  
    		2024-04-29 05:50:39.070693
    		0.1 ms
  



  
    		2024-04-29 06:50:40.791313
    		-0.3 ms
  



  
    		2024-04-29 07:50:42.317371
    		-0.2 ms
  



  
    		2024-04-29 08:50:43.997819
    		0.4 ms
  



  
    		2024-04-29 09:50:46.002234
    		-0.6 ms
  



  
    		2024-04-29 10:50:48.265871
    		1.0 ms
  



  
    		2024-04-29 11:50:49.961029
    		0.9 ms
  



  
    		2024-04-29 12:50:52.608804
    		1.8 ms
  



  
    		2024-04-29 13:50:54.149352
    		1.2 ms
  



  
    		2024-04-29 14:50:56.631201
    		0.5 ms
  



  
    		2024-04-29 15:50:58.630995
    		-1.4 ms
  



  
    		2024-04-29 16:51:01.957455
    		-1.8 ms
  



  
    		2024-04-29 17:51:04.013365
    		0.9 ms
  



  
    		2024-04-29 18:51:07.494845
    		1.3 ms
  



  
    		2024-04-29 19:51:09.208376
    		1.8 ms
  



  
    		2024-04-29 20:51:11.999281
    		2.2 ms
  



  
    		2024-04-29 21:51:13.799666
    		1.0 ms
  



  
    		2024-04-29 22:51:15.624967
    		-0.6 ms
  



  
    		2024-04-29 23:51:17.360214
    		-1.8 ms
  



  
    		2024-04-30 00:51:19.059844
    		-0.8 ms
  



  
    		2024-04-30 01:51:20.761887
    		1.6 ms
  



  
    		2024-04-30 02:51:22.505534
    		-1.0 ms
  



  
    		2024-04-30 03:51:24.08411
    		2.4 ms
  



  
    		2024-04-30 04:51:26.707146
    		-0.8 ms
  



  
    		2024-04-30 05:51:28.819925
    		2.0 ms
  



  
    		2024-04-30 06:51:30.620176
    		0.7 ms
  



  
    		2024-04-30 07:51:32.365838
    		-0.1 ms
  



  
    		2024-04-30 08:51:34.67745
    		0.7 ms
  



  
    		2024-04-30 09:51:36.313513
    		0.5 ms
  



  
    		2024-04-30 10:51:37.794538
    		-0.5 ms
  



  
    		2024-04-30 11:51:39.454418
    		1.6 ms
  



  
    		2024-04-30 12:51:41.571508
    		1.1 ms
  



  
    		2024-04-30 13:51:43.166028
    		0.6 ms
  



  
    		2024-04-30 14:51:44.640874
    		2.0 ms
  



  
    		2024-04-30 15:51:46.223705
    		0.7 ms
  



  
    		2024-04-30 16:51:47.702045
    		1.0 ms
  



  
    		2024-04-30 17:51:49.346022
    		-0.4 ms
  



  
    		2024-04-30 18:51:51.990587
    		1.7 ms
  



  
    		2024-04-30 19:51:56.056171
    		-0.4 ms
  



  
    		2024-04-30 20:51:57.818801
    		-1.8 ms
  



  
    		2024-04-30 21:52:01.696142
    		2.4 ms
  



  
    		2024-04-30 22:52:03.276623
    		-2.2 ms
  



  
    		2024-04-30 23:52:05.455556
    		0.7 ms
  



  
    		2024-05-01 00:52:07.092637
    		-1.3 ms
  



  
    		2024-05-01 01:52:08.891264
    		-0.6 ms
  



  
    		2024-05-01 02:52:11.46833
    		0.0 ms
  



  
    		2024-05-01 03:52:14.080045
    		1.3 ms
  



  
    		2024-05-01 04:52:15.634188
    		0.0 ms
  



  
    		2024-05-01 05:52:17.499256
    		-0.2 ms
  



  
    		2024-05-01 06:52:19.107055
    		-0.1 ms
  



  
    		2024-05-01 07:52:20.774765
    		0.5 ms
  



  
    		2024-05-01 08:52:23.484415
    		2.0 ms
  



  
    		2024-05-01 09:52:25.174451
    		1.7 ms
  



  
    		2024-05-01 10:52:26.764591
    		2.5 ms
  



  
    		2024-05-01 11:52:28.442095
    		-0.5 ms
  



  
    		2024-05-01 12:52:32.643354
    		2.9 ms
  



  
    		2024-05-01 13:52:35.286779
    		-0.7 ms
  



  
    		2024-05-01 14:52:37.767917
    		0.8 ms
  



  
    		2024-05-01 15:52:39.504823
    		1.5 ms
  



  
    		2024-05-01 16:52:42.672649
    		1.7 ms
  



  
    		2024-05-01 17:52:45.609667
    		-0.9 ms
  



  
    		2024-05-01 18:52:48.477867
    		-1.9 ms
  



  
    		2024-05-01 19:52:50.378431
    		-0.8 ms
  



  
    		2024-05-01 20:52:52.814377
    		0.0 ms
  



  
    		2024-05-01 21:52:54.522479
    		-1.4 ms
  



  
    		2024-05-01 22:52:56.205058
    		-0.3 ms
  



  
    		2024-05-01 23:52:58.437844
    		1.0 ms
  



  
    		2024-05-02 00:53:01.284298
    		1.5 ms
  



  
    		2024-05-02 01:53:04.27774
    		1.5 ms
  



  
    		2024-05-02 02:53:06.191649
    		-0.3 ms
  



  
    		2024-05-02 03:53:07.974153
    		-0.9 ms
  



  
    		2024-05-02 04:53:10.24838
    		-1.6 ms
  



  
    		2024-05-02 05:53:12.798957
    		-1.3 ms
  



  
    		2024-05-02 06:53:16.355222
    		2.5 ms
  



  
    		2024-05-02 07:53:19.347954
    		1.3 ms
  



  
    		2024-05-02 08:53:21.942532
    		-0.5 ms
  



  
    		2024-05-02 09:53:23.735122
    		1.1 ms
  



  
    		2024-05-02 10:53:25.625116
    		-0.6 ms
  



  
    		2024-05-02 11:53:28.419883
    		2.1 ms
  



  
    		2024-05-02 12:53:30.791723
    		2.7 ms
  



  
    		2024-05-02 13:53:33.402447
    		0.3 ms
  



  
    		2024-05-02 14:53:35.757326
    		2.3 ms
  



  
    		2024-05-02 15:53:38.038051
    		1.5 ms
  



  
    		2024-05-02 16:53:39.885667
    		2.1 ms
  



  
    		2024-05-02 17:53:41.796714
    		1.4 ms
  



  
    		2024-05-02 18:53:43.329617
    		-0.2 ms
  



  
    		2024-05-02 19:53:45.136129
    		0.3 ms
  



  
    		2024-05-02 20:53:47.227301
    		1.7 ms
  



  
    		2024-05-02 21:53:50.034088
    		2.0 ms
  



  
    		2024-05-02 22:53:51.691186
    		-1.7 ms
  



  
    		2024-05-02 23:53:53.443156
    		-1.9 ms
  



  
    		2024-05-03 00:53:55.04429
    		-0.4 ms
  



  
    		2024-05-03 01:53:58.13474
    		-1.8 ms
  



  
    		2024-05-03 02:53:59.761525
    		1.0 ms
  



  
    		2024-05-03 03:54:01.691417
    		-1.3 ms
  



  
    		2024-05-03 04:54:03.886085
    		1.0 ms
  



  
    		2024-05-03 05:54:05.591642
    		2.1 ms
  



  
    		2024-05-03 06:54:08.540159
    		-0.7 ms
  



  
    		2024-05-03 07:54:10.440449
    		3.2 ms
  



  
    		2024-05-03 08:54:12.173195
    		-0.2 ms
  



  
    		2024-05-03 09:54:14.119969
    		-0.5 ms
  



  
    		2024-05-03 10:54:15.644733
    		-1.1 ms
  



  
    		2024-05-03 11:54:18.755609
    		0.4 ms
  



  
    		2024-05-03 12:54:20.39442
    		-0.3 ms
  



  
    		2024-05-03 13:54:23.031945
    		2.7 ms
  



  
    		2024-05-03 14:54:24.878004
    		2.1 ms
  



  
    		2024-05-03 15:54:26.675315
    		0.3 ms
  



  
    		2024-05-03 16:54:29.048526
    		1.1 ms
  



  
    		2024-05-03 17:54:30.604727
    		1.6 ms
  



  
    		2024-05-03 18:54:34.952117
    		-0.5 ms
  



  
    		2024-05-03 19:54:39.196039
    		1.2 ms
  



  
    		2024-05-03 20:54:43.569476
    		-2.1 ms
  



  
    		2024-05-03 21:54:47.582308
    		-0.3 ms
  



  
    		2024-05-03 22:54:51.806349
    		-1.3 ms
  



  
    		2024-05-03 23:54:53.642243
    		-0.1 ms
  



  
    		2024-05-04 00:54:57.678986
    		-1.9 ms
  



  
    		2024-05-04 01:54:59.760565
    		-1.8 ms
  



  
    		2024-05-04 02:55:02.244045
    		-0.9 ms
  



  
    		2024-05-04 03:55:03.772034
    		-1.2 ms
  



  
    		2024-05-04 04:55:05.545757
    		-0.7 ms
  



  
    		2024-05-04 05:55:07.651897
    		0.0 ms
  



  
    		2024-05-04 06:55:09.528029
    		1.7 ms
  



  
    		2024-05-04 07:55:11.106664
    		2.3 ms
  



  
    		2024-05-04 08:55:13.264185
    		-0.8 ms
  



  
    		2024-05-04 09:55:15.818319
    		3.8 ms
  



  
    		2024-05-04 10:55:17.811771
    		0.2 ms
  



  
    		2024-05-04 11:55:19.325388
    		2.2 ms
  



  
    		2024-05-04 12:55:21.113849
    		-0.3 ms
  



  
    		2024-05-04 13:55:23.020974
    		0.5 ms
  



  
    		2024-05-04 14:55:24.742156
    		0.4 ms
  



  
    		2024-05-04 15:55:26.842064
    		1.0 ms
  



  
    		2024-05-04 16:55:28.768252
    		-0.3 ms
  



  
    		2024-05-04 17:55:30.630064
    		1.6 ms
  



  
    		2024-05-04 18:55:32.884189
    		-1.3 ms
  



  
    		2024-05-04 19:55:35.897784
    		-0.7 ms
  



  
    		2024-05-04 20:55:37.992565
    		-1.2 ms
  



  
    		2024-05-04 21:55:40.600765
    		-1.2 ms
  



  
    		2024-05-04 22:55:43.417864
    		-0.6 ms
  



  
    		2024-05-04 23:55:45.327617
    		0.5 ms
  



  
    		2024-05-05 00:55:49.330658
    		-1.4 ms
  



  
    		2024-05-05 01:55:50.856791
    		-1.4 ms
  



  
    		2024-05-05 02:55:52.40867
    		1.0 ms
  



  
    		2024-05-05 03:55:54.991052
    		-0.4 ms
  



  
    		2024-05-05 04:55:57.887454
    		0.9 ms
  



  
    		2024-05-05 05:55:59.926324
    		1.6 ms
  



  
    		2024-05-05 06:56:04.099261
    		-0.3 ms
  



  
    		2024-05-05 07:56:05.779992
    		-0.8 ms
  



  
    		2024-05-05 08:56:07.619601
    		3.4 ms
  



  
    		2024-05-05 09:56:09.661858
    		0.0 ms
  



  
    		2024-05-05 10:56:11.359885
    		2.5 ms
  



  
    		2024-05-05 11:56:14.111128
    		0.4 ms
  



  
    		2024-05-05 12:56:15.742353
    		0.6 ms
  



  
    		2024-05-05 13:56:17.345272
    		1.5 ms
  



  
    		2024-05-05 14:56:19.739472
    		-0.6 ms
  



  
    		2024-05-05 15:56:21.18129
    		-0.2 ms
  



  
    		2024-05-05 16:56:23.100946
    		-0.1 ms
  



  
    		2024-05-05 17:56:24.807376
    		-0.1 ms
  



  
    		2024-05-05 18:56:27.162476
    		0.1 ms
  



  
    		2024-05-05 19:56:29.43334
    		1.1 ms
  



  
    		2024-05-05 20:56:32.038209
    		-2.7 ms
  



  
    		2024-05-05 21:56:35.468577
    		1.1 ms
  



  
    		2024-05-05 22:56:38.246061
    		0.8 ms
  



  
    		2024-05-05 23:56:40.767118
    		-1.0 ms
  



  
    		2024-05-06 00:56:44.116987
    		-1.6 ms
  



  
    		2024-05-06 01:56:45.723851
    		-1.1 ms
  



  
    		2024-05-06 02:56:47.819761
    		-0.6 ms
  



  
    		2024-05-06 03:56:49.664611
    		0.6 ms
  



  
    		2024-05-06 04:56:51.288243
    		1.3 ms
  



  
    		2024-05-06 05:56:52.865323
    		1.8 ms
  



  
    		2024-05-06 06:56:54.515397
    		-0.1 ms
  



  
    		2024-05-06 07:56:57.063642
    		-0.3 ms
  



  
    		2024-05-06 08:56:59.047769
    		1.4 ms
  



  
    		2024-05-06 09:57:01.766471
    		1.0 ms
  



  
    		2024-05-06 10:57:03.40648
    		1.7 ms
  



  
    		2024-05-06 11:57:05.476707
    		-0.5 ms
  



  
    		2024-05-06 12:57:07.81787
    		0.8 ms
  



  
    		2024-05-06 13:57:09.383199
    		0.9 ms
  



  
    		2024-05-06 14:57:11.247887
    		0.0 ms
  



  
    		2024-05-06 15:57:13.761268
    		1.3 ms
  



  
    		2024-05-06 16:57:15.780236
    		-1.0 ms
  



  
    		2024-05-06 17:57:17.486558
    		1.6 ms
  



  
    		2024-05-06 18:57:19.564701
    		-0.5 ms
  



  
    		2024-05-06 19:57:21.061572
    		-1.4 ms
  



  
    		2024-05-06 20:57:22.96866
    		-2.8 ms
  



  
    		2024-05-06 21:57:25.79423
    		1.1 ms
  



  
    		2024-05-06 22:57:28.223481
    		0.0 ms
  



  
    		2024-05-06 23:57:30.288277
    		-1.5 ms
  



  
    		2024-05-07 00:57:31.731357
    		0.2 ms
  



  
    		2024-05-07 01:57:33.504479
    		0.9 ms
  



  
    		2024-05-07 02:57:35.932532
    		1.0 ms
  



  
    		2024-05-07 03:57:38.154049
    		1.5 ms
  



  
    		2024-05-07 04:57:40.487691
    		1.6 ms
  



  
    		2024-05-07 05:57:42.489132
    		1.7 ms
  



  
    		2024-05-07 06:57:45.667377
    		-0.8 ms
  



  
    		2024-05-07 07:57:47.561664
    		-0.2 ms
  



  
    		2024-05-07 08:57:49.406277
    		1.3 ms
  



  
    		2024-05-07 09:57:51.028651
    		0.2 ms
  



  
    		2024-05-07 10:57:52.896726
    		2.8 ms
  



  
    		2024-05-07 11:57:54.73321
    		4.0 ms
  



  
    		2024-05-07 12:57:56.320545
    		1.0 ms
  



  
    		2024-05-07 13:57:58.064056
    		-0.4 ms
  



  
    		2024-05-07 14:58:01.072569
    		1.1 ms
  



  
    		2024-05-07 15:58:02.799054
    		-2.5 ms
  



  
    		2024-05-07 16:58:04.429999
    		0.7 ms
  



  
    		2024-05-07 17:58:06.103053
    		-1.0 ms
  



  
    		2024-05-07 18:58:08.505798
    		1.3 ms
  



  
    		2024-05-07 19:58:11.37382
    		0.2 ms
  



  
    		2024-05-07 20:58:14.127234
    		-0.5 ms
  



  
    		2024-05-07 21:58:16.122069
    		0.3 ms
  



  
    		2024-05-07 22:58:17.887383
    		-1.0 ms
  



  
    		2024-05-07 23:58:19.984673
    		0.2 ms
  



  
    		2024-05-08 00:58:21.750246
    		-1.2 ms
  



  
    		2024-05-08 01:58:24.751047
    		0.1 ms
  



  
    		2024-05-08 02:58:27.241315
    		-0.9 ms
  



  
    		2024-05-08 03:58:28.738035
    		1.5 ms
  



  
    		2024-05-08 04:58:30.991283
    		-0.6 ms
  



  
    		2024-05-08 05:58:34.260647
    		-0.7 ms
  



  
    		2024-05-08 06:58:37.438021
    		3.6 ms
  



  
    		2024-05-08 07:58:40.171312
    		1.8 ms
  



  
    		2024-05-08 08:58:41.717075
    		4.5 ms
  



  
    		2024-05-08 09:58:43.375652
    		2.1 ms
  



  
    		2024-05-08 10:58:46.330132
    		2.0 ms
  



  
    		2024-05-08 11:58:48.013162
    		-1.3 ms
  



  
    		2024-05-08 12:58:49.589673
    		-0.9 ms
  



  
    		2024-05-08 13:58:51.428701
    		0.7 ms
  



  
    		2024-05-08 14:58:53.91095
    		0.3 ms
  



  
    		2024-05-08 15:58:56.474178
    		1.0 ms
  



  
    		2024-05-08 16:58:58.086783
    		-0.8 ms
  



  
    		2024-05-08 17:58:59.857544
    		-1.9 ms
  



  
    		2024-05-08 18:59:02.840704
    		-0.4 ms
  



  
    		2024-05-08 19:59:04.474767
    		1.7 ms
  



  
    		2024-05-08 20:59:06.246456
    		2.7 ms
  



  
    		2024-05-08 21:59:07.773044
    		2.3 ms
  



  
    		2024-05-08 22:59:10.543349
    		-2.1 ms
  



  
    		2024-05-08 23:59:13.567518
    		-0.6 ms
  



  
    		2024-05-09 00:59:16.270058
    		-0.5 ms
  



  
    		2024-05-09 01:59:19.934484
    		0.9 ms
  



  
    		2024-05-09 02:59:22.356579
    		1.3 ms
  



  
    		2024-05-09 03:59:25.279703
    		-0.7 ms
  



  
    		2024-05-09 04:59:28.090874
    		0.8 ms
  



  
    		2024-05-09 05:59:31.033605
    		-0.7 ms
  



  
    		2024-05-09 06:59:33.852891
    		0.6 ms
  



  
    		2024-05-09 07:59:35.311625
    		3.3 ms
  



  
    		2024-05-09 08:59:39.663081
    		1.7 ms
  



  
    		2024-05-09 09:59:41.186935
    		-0.2 ms
  



  
    		2024-05-09 10:59:45.18224
    		1.5 ms
  



  
    		2024-05-09 11:59:46.841337
    		-1.2 ms
  



  
    		2024-05-09 12:59:50.344518
    		-0.1 ms
  



  
    		2024-05-09 13:59:52.045202
    		2.8 ms
  



  
    		2024-05-09 14:59:54.036483
    		0.9 ms
  



  
    		2024-05-09 15:59:56.929078
    		-0.2 ms
  



  
    		2024-05-09 16:59:58.864369
    		-2.2 ms
  



  
    		2024-05-09 18:00:01.684348
    		-0.5 ms
  



  
    		2024-05-09 19:00:03.661924
    		-1.1 ms
  



  
    		2024-05-09 20:00:05.129855
    		-0.8 ms
  



  
    		2024-05-09 21:00:07.246621
    		-2.3 ms
  



  
    		2024-05-09 22:00:09.335194
    		1.2 ms
  



  
    		2024-05-09 23:00:11.470089
    		-1.1 ms
  



  
    		2024-05-10 00:00:13.042689
    		-2.0 ms
  



  
    		2024-05-10 01:00:15.156315
    		0.2 ms
  



  
    		2024-05-10 02:00:18.545342
    		-0.5 ms
  



  
    		2024-05-10 03:00:20.655243
    		-0.1 ms
  



  
    		2024-05-10 04:00:23.380685
    		-1.4 ms
  



  
    		2024-05-10 05:00:25.47914
    		1.4 ms
  



  
    		2024-05-10 06:00:27.069694
    		-1.8 ms
  



  
    		2024-05-10 07:00:29.563112
    		1.2 ms
  



  
    		2024-05-10 08:00:32.295342
    		0.9 ms
  



  
    		2024-05-10 09:00:34.164398
    		2.3 ms
  



  
    		2024-05-10 10:00:36.632412
    		1.9 ms
  



  
    		2024-05-10 11:00:38.163851
    		0.4 ms
  



  
    		2024-05-10 12:00:40.258612
    		-0.4 ms
  



  
    		2024-05-10 13:00:41.869646
    		1.4 ms
  



  
    		2024-05-10 14:00:43.986648
    		3.8 ms
  



  
    		2024-05-10 15:00:46.332365
    		-1.3 ms
  



  
    		2024-05-10 16:00:48.131389
    		-0.5 ms
  



  
    		2024-05-10 17:00:49.918054
    		-3.5 ms
  



  
    		2024-05-10 18:00:53.068912
    		3.0 ms
  



  
    		2024-05-10 19:00:55.366185
    		0.1 ms
  



  
    		2024-05-10 20:00:57.91739
    		-4.8 ms
  



  
    		2024-05-10 21:01:00.046425
    		-5.7 ms
  



  
    		2024-05-10 22:01:02.514956
    		-5.0 ms
  



  
    		2024-05-10 23:01:04.166183
    		-1.3 ms
  



  
    		2024-05-11 00:01:06.081129
    		-0.4 ms
  



  
    		2024-05-11 01:01:07.93126
    		-1.4 ms
  



  
    		2024-05-11 02:01:10.701006
    		0.0 ms
  



  
    		2024-05-11 03:01:13.333886
    		1.3 ms
  



  
    		2024-05-11 04:01:15.058042
    		1.0 ms
  



  
    		2024-05-11 05:01:16.830439
    		1.3 ms
  



  
    		2024-05-11 06:01:18.368487
    		-0.1 ms
  



  
    		2024-05-11 07:01:20.601311
    		3.6 ms
  



  
    		2024-05-11 08:01:24.449137
    		3.9 ms
  



  
    		2024-05-11 09:01:26.986902
    		2.5 ms
  



  
    		2024-05-11 10:01:29.032659
    		-0.7 ms
  



  
    		2024-05-11 11:01:30.519896
    		0.4 ms
  



  
    		2024-05-11 12:01:33.659069
    		3.5 ms
  



  
    		2024-05-11 13:01:35.885901
    		2.3 ms
  



  
    		2024-05-11 14:01:38.635808
    		-1.9 ms
  



  
    		2024-05-11 15:01:40.557667
    		1.0 ms
  



  
    		2024-05-11 16:01:43.316529
    		-1.3 ms
  



  
    		2024-05-11 17:01:44.747016
    		-0.8 ms
  



  
    		2024-05-11 18:01:46.93539
    		-3.3 ms
  



  
    		2024-05-11 19:01:49.41018
    		-3.2 ms
  



  
    		2024-05-11 20:01:52.664061
    		-1.8 ms
  



  
    		2024-05-11 21:01:55.326805
    		0.3 ms
  



  
    		2024-05-11 22:01:56.855443
    		-1.0 ms
  



  
    		2024-05-11 23:01:59.099887
    		1.6 ms
  



  
    		2024-05-12 00:02:01.355855
    		-1.1 ms
  



  
    		2024-05-12 01:02:03.730238
    		2.0 ms
  



  
    		2024-05-12 02:02:06.535142
    		-3.1 ms
  



  
    		2024-05-12 03:02:08.586799
    		-0.7 ms
  



  
    		2024-05-12 04:02:10.542755
    		0.4 ms
  



  
    		2024-05-12 05:02:13.254769
    		-0.7 ms
  



  
    		2024-05-12 06:02:16.758901
    		-0.9 ms
  



  
    		2024-05-12 07:02:19.438264
    		2.4 ms
  



  
    		2024-05-12 08:02:21.978428
    		2.0 ms
  



  
    		2024-05-12 09:02:24.259657
    		0.6 ms
  



  
    		2024-05-12 10:02:26.034587
    		2.9 ms
  



  
    		2024-05-12 11:02:28.031544
    		-0.4 ms
  



  
    		2024-05-12 12:02:29.923709
    		0.4 ms
  



  
    		2024-05-12 13:02:32.423893
    		-0.9 ms
  



  
    		2024-05-12 14:02:35.539972
    		0.9 ms
  



  
    		2024-05-12 15:02:37.764275
    		-0.1 ms
  



  
    		2024-05-12 16:02:40.484603
    		0.7 ms
  



  
    		2024-05-12 17:02:43.445362
    		0.6 ms
  



  
    		2024-05-12 18:02:45.366162
    		-2.3 ms
  



  
    		2024-05-12 19:02:46.846507
    		-0.7 ms
  



  
    		2024-05-12 20:02:49.543478
    		-1.8 ms
  



  
    		2024-05-12 21:02:51.189698
    		-1.0 ms
  



  
    		2024-05-12 22:02:53.552072
    		-0.5 ms
  



  
    		2024-05-12 23:02:55.826868
    		0.8 ms
  



  
    		2024-05-13 00:02:58.421246
    		-0.3 ms
  



  
    		2024-05-13 01:03:00.16927
    		0.9 ms
  



  
    		2024-05-13 02:03:04.163459
    		0.8 ms
  



  
    		2024-05-13 03:03:06.474262
    		-2.3 ms
  



  
    		2024-05-13 04:03:08.209481
    		0.3 ms
  



  
    		2024-05-13 05:03:10.883741
    		-0.1 ms
  



  
    		2024-05-13 06:03:12.92507
    		0.9 ms
  



  
    		2024-05-13 07:03:14.541941
    		1.6 ms
  



  
    		2024-05-13 08:03:16.794944
    		0.6 ms
  



  
    		2024-05-13 09:03:18.574074
    		0.4 ms
  



  
    		2024-05-13 10:03:19.969339
    		-0.4 ms
  



  
    		2024-05-13 11:03:21.601626
    		0.3 ms
  



  
    		2024-05-13 12:03:23.629389
    		-0.4 ms
  



  
    		2024-05-13 13:03:25.862745
    		-0.3 ms
  



  
    		2024-05-13 14:03:27.491936
    		-0.2 ms
  



  
    		2024-05-13 15:03:28.985136
    		0.4 ms
  



  
    		2024-05-13 16:03:30.589399
    		-1.0 ms
  



  
    		2024-05-13 17:03:33.119038
    		1.4 ms
  



  
    		2024-05-13 18:03:37.010475
    		-0.7 ms
  



  
    		2024-05-13 19:03:38.81466
    		-0.4 ms
  



  
    		2024-05-13 20:03:40.383594
    		1.6 ms
  



  
    		2024-05-13 21:03:42.659281
    		-1.8 ms
  



  
    		2024-05-13 22:03:44.350048
    		-2.3 ms
  



  
    		2024-05-13 23:03:46.498408
    		-2.2 ms
  



  
    		2024-05-14 00:03:50.704226
    		1.7 ms
  



  
    		2024-05-14 01:03:53.113143
    		-0.7 ms
  



  
    		2024-05-14 02:03:54.620102
    		2.4 ms
  



  
    		2024-05-14 03:03:58.322154
    		-1.3 ms
  



  
    		2024-05-14 04:04:01.106429
    		-0.4 ms
  



  
    		2024-05-14 05:04:04.48802
    		-1.0 ms
  



  
    		2024-05-14 06:04:07.191567
    		1.4 ms
  



  
    		2024-05-14 07:04:08.654073
    		2.3 ms
  



  
    		2024-05-14 08:04:11.543502
    		3.2 ms
  



  
    		2024-05-14 09:04:13.424965
    		-0.1 ms
  



  
    		2024-05-14 10:04:15.437441
    		3.5 ms
  



  
    		2024-05-14 11:04:17.497354
    		2.5 ms
  



  
    		2024-05-14 12:04:19.156298
    		0.5 ms
  



  
    		2024-05-14 13:04:21.057481
    		1.1 ms
  



  
    		2024-05-14 14:04:22.691421
    		0.4 ms
  



  
    		2024-05-14 15:04:24.226922
    		4.8 ms
  



  
    		2024-05-14 16:04:27.297412
    		2.5 ms
  



  
    		2024-05-14 17:04:30.051382
    		1.6 ms
  



  
    		2024-05-14 18:04:32.450552
    		2.3 ms
  



  
    		2024-05-14 19:04:34.794277
    		2.1 ms
  



  
    		2024-05-14 20:04:37.446041
    		0.2 ms
  



  
    		2024-05-14 21:04:39.812719
    		0.3 ms
  



  
    		2024-05-14 22:04:41.20053
    		0.0 ms
  



  
    		2024-05-14 23:04:43.796748
    		2.0 ms
  



  
    		2024-05-15 00:04:45.647979
    		0.2 ms
  



  
    		2024-05-15 01:04:47.395255
    		-0.6 ms
  



  
    		2024-05-15 02:04:51.445304
    		0.9 ms
  



  
    		2024-05-15 03:04:53.043716
    		-1.7 ms
  



  
    		2024-05-15 04:04:56.305206
    		0.9 ms
  



  
    		2024-05-15 05:04:58.771516
    		1.3 ms
  



  
    		2024-05-15 06:05:01.268311
    		1.6 ms
  



  
    		2024-05-15 07:05:03.054046
    		2.1 ms
  



  
    		2024-05-15 08:05:04.599923
    		2.0 ms
  



  
    		2024-05-15 09:05:06.256711
    		0.6 ms
  



  
    		2024-05-15 10:05:08.055337
    		0.2 ms
  



  
    		2024-05-15 11:05:10.404006
    		1.0 ms
  



  
    		2024-05-15 12:05:11.846588
    		3.2 ms
  



  
    		2024-05-15 13:05:14.079457
    		0.3 ms
  



  
    		2024-05-15 14:05:16.303051
    		-0.4 ms
  



  
    		2024-05-15 15:05:17.761236
    		2.3 ms
  



  
    		2024-05-15 16:05:19.208939
    		1.6 ms
  



  
    		2024-05-15 17:05:20.849334
    		1.5 ms
  



  
    		2024-05-15 18:05:22.717534
    		-0.5 ms
  



  
    		2024-05-15 19:05:25.841327
    		-2.3 ms
  



  
    		2024-05-15 20:05:28.28167
    		-2.3 ms
  



  
    		2024-05-15 21:05:30.066531
    		-1.7 ms
  



  
    		2024-05-15 22:05:33.069859
    		0.7 ms
  



  
    		2024-05-15 23:05:35.17324
    		1.7 ms
  



  
    		2024-05-16 00:05:37.019111
    		0.0 ms
  



  
    		2024-05-16 01:05:38.787966
    		-2.4 ms
  



  
    		2024-05-16 02:05:40.922968
    		-2.8 ms
  



  
    		2024-05-16 03:05:42.999441
    		-3.6 ms
  



  
    		2024-05-16 04:05:46.276216
    		2.2 ms
  



  
    		2024-05-16 05:05:48.369671
    		2.8 ms
  



  
    		2024-05-16 06:05:50.971109
    		0.9 ms
  



  
    		2024-05-16 07:05:52.908996
    		0.9 ms
  



  
    		2024-05-16 08:05:55.549881
    		1.8 ms
  



  
    		2024-05-16 09:05:57.160644
    		3.5 ms
  



  
    		2024-05-16 10:05:59.188518
    		3.5 ms
  



  
    		2024-05-16 11:06:01.659028
    		1.1 ms
  



  
    		2024-05-16 12:06:03.234862
    		1.2 ms
  



  
    		2024-05-16 13:06:05.124974
    		-1.8 ms
  



  
    		2024-05-16 14:06:06.863377
    		-0.7 ms
  



  
    		2024-05-16 15:06:08.531024
    		1.4 ms
  



  
    		2024-05-16 16:06:10.623662
    		-0.5 ms
  



  
    		2024-05-16 17:06:13.886102
    		-2.4 ms
  



  
    		2024-05-16 18:06:16.202211
    		-0.1 ms
  



  
    		2024-05-16 19:06:19.65653
    		-2.5 ms
  



  
    		2024-05-16 20:06:22.816837
    		1.1 ms
  



  
    		2024-05-16 21:06:25.391516
    		-1.6 ms
  



  
    		2024-05-16 22:06:27.916942
    		-1.9 ms
  



  
    		2024-05-16 23:06:30.065912
    		-1.4 ms
  



  
    		2024-05-17 00:06:32.23693
    		-1.4 ms
  



  
    		2024-05-17 01:06:34.194886
    		-1.1 ms
  



  
    		2024-05-17 02:06:36.065181
    		-1.6 ms
  



  
    		2024-05-17 03:06:37.521077
    		-2.0 ms
  



  
    		2024-05-17 04:06:40.459393
    		-1.6 ms
  



  
    		2024-05-17 05:06:44.603113
    		-0.7 ms
  



  
    		2024-05-17 06:06:47.279105
    		-0.8 ms
  



  
    		2024-05-17 07:06:48.992609
    		-0.4 ms
  



  
    		2024-05-17 08:06:51.143569
    		3.3 ms
  



  
    		2024-05-17 09:06:53.702806
    		2.3 ms
  



  
    		2024-05-17 10:06:55.329445
    		-0.5 ms
  



  
    		2024-05-17 11:06:56.854502
    		0.6 ms
  



  
    		2024-05-17 12:06:59.039901
    		0.0 ms
  



  
    		2024-05-17 13:07:00.924056
    		0.7 ms
  



  
    		2024-05-17 14:07:02.801081
    		0.5 ms
  



  
    		2024-05-17 15:07:05.737451
    		-0.3 ms
  



  
    		2024-05-17 16:07:08.019391
    		1.8 ms
  



  
    		2024-05-17 17:07:09.819798
    		-1.0 ms
  



  
    		2024-05-17 18:07:12.435463
    		-0.7 ms
  



  
    		2024-05-17 19:07:15.26007
    		-1.1 ms
  



  
    		2024-05-17 20:07:17.124388
    		-2.2 ms
  



  
    		2024-05-17 21:07:19.627738
    		-1.0 ms
  



  
    		2024-05-17 22:07:22.128821
    		1.8 ms
  



  
    		2024-05-17 23:07:23.812583
    		0.6 ms
  



  
    		2024-05-18 00:07:26.036751
    		0.9 ms
  



  
    		2024-05-18 01:07:27.897459
    		-1.4 ms
  



  
    		2024-05-18 02:07:29.980044
    		-0.5 ms
  



  
    		2024-05-18 03:07:31.532345
    		-2.8 ms
  



  
    		2024-05-18 04:07:33.050021
    		-2.3 ms
  



  
    		2024-05-18 05:07:36.501855
    		0.5 ms
  



  
    		2024-05-18 06:07:39.170866
    		1.6 ms
  



  
    		2024-05-18 07:07:42.057905
    		1.1 ms
  



  
    		2024-05-18 08:07:45.110525
    		2.0 ms
  



  
    		2024-05-18 09:07:48.42081
    		1.0 ms
  



  
    		2024-05-18 10:07:51.013245
    		-0.2 ms
  



  
    		2024-05-18 11:07:52.659441
    		1.2 ms
  



  
    		2024-05-18 12:07:55.035115
    		-0.8 ms
  



  
    		2024-05-18 13:07:56.720004
    		0.8 ms
  



  
    		2024-05-18 14:07:58.621201
    		-0.8 ms
  



  
    		2024-05-18 15:08:00.261824
    		0.1 ms
  



  
    		2024-05-18 16:08:01.963626
    		0.3 ms
  



  
    		2024-05-18 17:08:04.585809
    		-0.5 ms
  



  
    		2024-05-18 18:08:08.095013
    		-0.3 ms
  



  
    		2024-05-18 19:08:11.567896
    		2.0 ms
  



  
    		2024-05-18 20:08:13.343079
    		-1.2 ms
  



  
    		2024-05-18 21:08:14.92517
    		-1.0 ms
  



  
    		2024-05-18 22:08:17.774063
    		-0.8 ms
  



  
    		2024-05-18 23:08:20.287049
    		-1.9 ms
  



  
    		2024-05-19 00:08:22.262387
    		-1.1 ms
  



  
    		2024-05-19 01:08:23.959544
    		-1.7 ms
  



  
    		2024-05-19 02:08:27.489021
    		-0.8 ms
  



  
    		2024-05-19 03:08:30.019327
    		0.5 ms
  



  
    		2024-05-19 04:08:31.633638
    		-1.0 ms
  



  
    		2024-05-19 05:08:34.474362
    		0.2 ms
  



  
    		2024-05-19 06:08:36.012198
    		-0.9 ms
  



  
    		2024-05-19 07:08:37.539778
    		0.5 ms
  



  
    		2024-05-19 08:08:39.498703
    		0.6 ms
  



  
    		2024-05-19 09:08:41.05347
    		3.4 ms
  



  
    		2024-05-19 10:08:43.042272
    		1.7 ms
  



  
    		2024-05-19 11:08:45.389028
    		2.8 ms
  



  
    		2024-05-19 12:08:47.963099
    		2.9 ms
  



  
    		2024-05-19 13:08:49.95828
    		2.9 ms
  



  
    		2024-05-19 14:08:51.457188
    		1.1 ms
  



  
    		2024-05-19 15:08:54.794751
    		1.5 ms
  



  
    		2024-05-19 16:08:56.545895
    		2.3 ms
  



  
    		2024-05-19 17:08:58.973062
    		1.4 ms
  



  
    		2024-05-19 18:09:01.958013
    		0.5 ms
  



  
    		2024-05-19 19:09:03.909694
    		-0.1 ms
  



  
    		2024-05-19 20:09:07.345707
    		1.2 ms
  



  
    		2024-05-19 21:09:09.340489
    		0.5 ms
  



  
    		2024-05-19 22:09:10.989141
    		-1.1 ms
  



  
    		2024-05-19 23:09:13.279562
    		2.0 ms
  



  
    		2024-05-20 00:09:15.188151
    		-1.7 ms
  



  
    		2024-05-20 01:09:17.684477
    		-1.7 ms
  



  
    		2024-05-20 02:09:20.127056
    		-0.6 ms
  



  
    		2024-05-20 03:09:22.671159
    		-1.1 ms
  



  
    		2024-05-20 04:09:26.234969
    		-1.5 ms
  



  
    		2024-05-20 05:09:29.021599
    		1.4 ms
  



  
    		2024-05-20 06:09:30.798338
    		-0.6 ms
  



  
    		2024-05-20 07:09:32.462857
    		-0.2 ms
  



  
    		2024-05-20 08:09:35.766631
    		0.1 ms
  



  
    		2024-05-20 09:09:37.41843
    		-0.3 ms
  



  
    		2024-05-20 10:09:39.738231
    		2.3 ms
  



  
    		2024-05-20 11:09:41.339841
    		2.0 ms
  



  
    		2024-05-20 12:09:43.462183
    		4.5 ms
  



  
    		2024-05-20 13:09:45.199554
    		0.9 ms
  



  
    		2024-05-20 14:09:46.828582
    		0.0 ms
  



  
    		2024-05-20 15:09:48.877933
    		2.7 ms
  



  
    		2024-05-20 16:09:50.473038
    		-2.3 ms
  



  
    		2024-05-20 17:09:52.27838
    		-0.5 ms
  



  
    		2024-05-20 18:09:53.784903
    		-0.7 ms
  



  
    		2024-05-20 19:09:55.780876
    		1.0 ms
  



  
    		2024-05-20 20:09:57.394025
    		3.0 ms
  



  
    		2024-05-20 21:09:59.848665
    		2.3 ms
  



  
    		2024-05-20 22:10:01.932874
    		1.5 ms
  



  
    		2024-05-20 23:10:03.511455
    		-1.6 ms
  



  
    		2024-05-21 00:10:05.850341
    		-5.4 ms
  



  
    		2024-05-21 01:10:09.734758
    		-1.1 ms
  



  
    		2024-05-21 02:10:11.338228
    		-1.7 ms
  



  
    		2024-05-21 03:10:12.961864
    		0.4 ms
  



  
    		2024-05-21 04:10:15.533867
    		1.4 ms
  



  
    		2024-05-21 05:10:18.067671
    		1.4 ms
  



  
    		2024-05-21 06:10:20.499655
    		2.9 ms
  



  
    		2024-05-21 07:10:22.712861
    		0.2 ms
  



  
    		2024-05-21 08:10:24.388559
    		1.3 ms
  



  
    		2024-05-21 09:10:26.184271
    		1.3 ms
  



  
    		2024-05-21 10:10:27.983599
    		3.0 ms
  



  
    		2024-05-21 11:10:30.308999
    		0.5 ms
  



  
    		2024-05-21 12:10:31.975533
    		-1.3 ms
  



  
    		2024-05-21 13:10:33.450256
    		1.4 ms
  



  
    		2024-05-21 14:10:34.883845
    		1.6 ms
  



  
    		2024-05-21 15:10:37.110792
    		2.1 ms
  



  
    		2024-05-21 16:10:38.701754
    		1.3 ms
  



  
    		2024-05-21 17:10:41.105226
    		3.4 ms
  



  
    		2024-05-21 18:10:44.84187
    		-0.9 ms
  



  
    		2024-05-21 19:10:46.594266
    		-0.4 ms
  



  
    		2024-05-21 20:10:48.751615
    		-0.8 ms
  



  
    		2024-05-21 21:10:50.749746
    		0.7 ms
  



  
    		2024-05-21 22:10:53.447214
    		1.5 ms
  



  
    		2024-05-21 23:10:56.621102
    		-0.9 ms
  



  
    		2024-05-22 00:10:59.517036
    		-0.5 ms
  



  
    		2024-05-22 01:11:01.429078
    		-1.9 ms
  



  
    		2024-05-22 02:11:04.077699
    		-0.3 ms
  



  
    		2024-05-22 03:11:06.66983
    		-1.1 ms
  



  
    		2024-05-22 04:11:08.885341
    		-1.5 ms
  



  
    		2024-05-22 05:11:10.824981
    		-1.4 ms
  



  
    		2024-05-22 06:11:12.558875
    		-0.4 ms
  



  
    		2024-05-22 07:11:14.301905
    		0.2 ms
  



  
    		2024-05-22 08:11:16.294794
    		1.0 ms
  



  
    		2024-05-22 09:11:17.91153
    		2.9 ms
  



  
    		2024-05-22 10:11:19.848967
    		-0.5 ms
  



  
    		2024-05-22 11:11:21.450899
    		2.7 ms
  



  
    		2024-05-22 12:11:23.028288
    		2.1 ms
  



  
    		2024-05-22 13:11:24.764367
    		5.6 ms
  



  
    		2024-05-22 14:11:26.419223
    		-0.7 ms
  



  
    		2024-05-22 15:11:28.207105
    		0.3 ms
  



  
    		2024-05-22 16:11:30.410877
    		2.6 ms
  



  
    		2024-05-22 17:11:32.809845
    		-1.1 ms
  



  
    		2024-05-22 18:11:34.627948
    		0.4 ms
  



  
    		2024-05-22 19:11:38.404425
    		1.3 ms
  



  
    		2024-05-22 20:11:40.940819
    		1.2 ms
  



  
    		2024-05-22 21:11:43.088644
    		-2.5 ms
  



  
    		2024-05-22 22:11:45.419261
    		-0.1 ms
  



  
    		2024-05-22 23:11:47.296798
    		-3.0 ms
  



  
    		2024-05-23 00:11:50.250109
    		-2.5 ms
  



  
    		2024-05-23 01:11:51.891661
    		-1.5 ms
  



  
    		2024-05-23 02:11:53.742789
    		-1.4 ms
  



  
    		2024-05-23 03:11:56.64568
    		-0.4 ms
  



  
    		2024-05-23 04:11:59.218664
    		0.8 ms
  



  
    		2024-05-23 05:12:02.14552
    		0.3 ms
  



  
    		2024-05-23 06:12:04.790327
    		2.4 ms
  



  
    		2024-05-23 07:12:06.287294
    		5.2 ms
  



  
    		2024-05-23 08:12:07.868432
    		1.9 ms
  



  
    		2024-05-23 09:12:09.466164
    		-0.6 ms
  



  
    		2024-05-23 10:12:11.500835
    		1.7 ms
  



  
    		2024-05-23 11:12:13.152282
    		-0.2 ms
  



  
    		2024-05-23 12:12:14.776332
    		-1.1 ms
  



  
    		2024-05-23 13:12:16.697602
    		1.1 ms
  



  
    		2024-05-23 14:12:18.395262
    		1.0 ms
  



  
    		2024-05-23 15:12:19.884682
    		2.2 ms
  



  
    		2024-05-23 16:12:21.608414
    		1.2 ms
  



  
    		2024-05-23 17:12:23.487838
    		0.4 ms
  



  
    		2024-05-23 18:12:26.202391
    		-2.1 ms
  



  
    		2024-05-23 19:12:28.786902
    		-2.0 ms
  



  
    		2024-05-23 20:12:30.561154
    		-1.6 ms
  



  
    		2024-05-23 21:12:34.315695
    		-1.6 ms
  



  
    		2024-05-23 22:12:36.482631
    		0.9 ms
  



  
    		2024-05-23 23:12:39.116601
    		-1.2 ms
  



  
    		2024-05-24 00:12:40.980567
    		-2.0 ms
  



  
    		2024-05-24 01:12:42.675881
    		-1.4 ms
  



  
    		2024-05-24 02:12:44.49074
    		1.2 ms
  



  
    		2024-05-24 03:12:47.386583
    		-4.4 ms
  



  
    		2024-05-24 04:12:49.098909
    		0.9 ms
  



  
    		2024-05-24 05:12:51.278941
    		1.7 ms
  



  
    		2024-05-24 06:12:53.857783
    		1.4 ms
  



  
    		2024-05-24 07:12:56.210883
    		1.4 ms
  



  
    		2024-05-24 08:12:58.049493
    		4.1 ms
  



  
    		2024-05-24 09:13:00.428863
    		0.6 ms
  



  
    		2024-05-24 10:13:02.088698
    		-0.7 ms
  



  
    		2024-05-24 11:13:04.118084
    		0.1 ms
  



  
    		2024-05-24 12:13:06.241791
    		0.1 ms
  



  
    		2024-05-24 13:13:07.748387
    		-0.8 ms
  



  
    		2024-05-24 14:13:09.542822
    		-0.5 ms
  



  
    		2024-05-24 15:13:11.122825
    		-0.8 ms
  



  
    		2024-05-24 16:13:12.537879
    		-0.8 ms
  



  
    		2024-05-24 17:13:15.222087
    		-0.4 ms
  



  
    		2024-05-24 18:13:18.319371
    		1.2 ms
  



  
    		2024-05-24 19:13:20.399255
    		-0.4 ms
  



  
    		2024-05-24 20:13:22.628845
    		-1.0 ms
  



  
    		2024-05-24 21:13:26.491062
    		-1.0 ms
  



  
    		2024-05-24 22:13:29.21251
    		0.9 ms
  



  
    		2024-05-24 23:13:31.153916
    		-1.4 ms
  



  
    		2024-05-25 00:13:33.411286
    		-2.2 ms
  



  
    		2024-05-25 01:13:35.323701
    		-0.9 ms
  



  
    		2024-05-25 02:13:37.3541
    		-1.1 ms
  



  
    		2024-05-25 03:13:39.855855
    		-0.7 ms
  



  
    		2024-05-25 04:13:43.677354
    		-1.1 ms
  



  
    		2024-05-25 05:13:45.893209
    		-0.5 ms
  



  
    		2024-05-25 06:13:47.800848
    		-0.9 ms
  



  
    		2024-05-25 07:13:49.615811
    		0.4 ms
  



  
    		2024-05-25 08:13:51.262238
    		0.4 ms
  



  
    		2024-05-25 09:13:52.755886
    		0.0 ms
  



  
    		2024-05-25 10:13:54.34004
    		1.4 ms
  



  
    		2024-05-25 11:13:56.277549
    		1.0 ms
  



  
    		2024-05-25 12:13:57.70894
    		1.5 ms
  



  
    		2024-05-25 13:13:59.443268
    		-0.3 ms
  



  
    		2024-05-25 14:14:00.990344
    		1.2 ms
  



  
    		2024-05-25 15:14:02.71234
    		-0.7 ms
  



  
    		2024-05-25 16:14:04.920672
    		1.4 ms
  



  
    		2024-05-25 17:14:06.808399
    		-0.7 ms
  



  
    		2024-05-25 18:14:08.908457
    		1.2 ms
  



  
    		2024-05-25 19:14:11.579359
    		-1.7 ms
  



  
    		2024-05-25 20:14:14.961147
    		-2.6 ms
  



  
    		2024-05-25 21:14:18.215695
    		-0.8 ms
  



  
    		2024-05-25 22:14:20.497813
    		-1.3 ms
  



  
    		2024-05-25 23:14:22.090113
    		-0.9 ms
  



  
    		2024-05-26 00:14:23.530824
    		-0.2 ms
  



  
    		2024-05-26 01:14:26.54237
    		-0.2 ms
  



  
    		2024-05-26 02:14:28.470588
    		1.2 ms
  



  
    		2024-05-26 03:14:30.684192
    		-1.4 ms
  



  
    		2024-05-26 04:14:33.64937
    		0.9 ms
  



  
    		2024-05-26 05:14:35.098905
    		1.5 ms
  



  
    		2024-05-26 06:14:36.808901
    		0.2 ms
  



  
    		2024-05-26 07:14:38.899741
    		1.2 ms
  



  
    		2024-05-26 08:14:40.847928
    		2.9 ms
  



  
    		2024-05-26 09:14:42.379616
    		4.0 ms
  



  
    		2024-05-26 10:14:44.539456
    		1.1 ms
  



  
    		2024-05-26 11:14:46.814295
    		1.9 ms
  



  
    		2024-05-26 12:14:48.375687
    		0.5 ms
  



  
    		2024-05-26 13:14:50.013612
    		1.1 ms
  



  
    		2024-05-26 14:14:51.554199
    		-1.0 ms
  



  
    		2024-05-26 15:14:53.159154
    		-1.0 ms
  



  
    		2024-05-26 16:14:54.991979
    		-3.8 ms
  



  
    		2024-05-26 17:14:56.996604
    		-2.8 ms
  



  
    		2024-05-26 18:14:59.308839
    		-1.0 ms
  



  
    		2024-05-26 19:15:02.529656
    		0.4 ms
  



  
    		2024-05-26 20:15:06.052407
    		-1.6 ms
  



  
    		2024-05-26 21:15:08.621828
    		0.9 ms
  



  
    		2024-05-26 22:15:11.277948
    		0.1 ms
  



  
    		2024-05-26 23:15:13.733667
    		-1.2 ms
  



  
    		2024-05-27 00:15:16.856701
    		-0.1 ms
  



  
    		2024-05-27 01:15:20.360298
    		-1.4 ms
  



  
    		2024-05-27 02:15:21.834714
    		-1.6 ms
  



  
    		2024-05-27 03:15:23.225992
    		0.6 ms
  



  
    		2024-05-27 04:15:25.662506
    		-1.1 ms
  



  
    		2024-05-27 05:15:28.752592
    		-1.6 ms
  



  
    		2024-05-27 06:15:30.276707
    		1.3 ms
  



  
    		2024-05-27 07:15:31.918347
    		0.2 ms
  



  
    		2024-05-27 08:15:33.420115
    		3.1 ms
  



  
    		2024-05-27 09:15:35.104475
    		-0.4 ms
  



  
    		2024-05-27 10:15:36.955928
    		0.3 ms
  



  
    		2024-05-27 11:15:39.194734
    		-0.8 ms
  



  
    		2024-05-27 12:15:40.722482
    		-1.7 ms
  



  
    		2024-05-27 13:15:42.330529
    		-1.3 ms
  



  
    		2024-05-27 14:15:43.909733
    		-0.1 ms
  



  
    		2024-05-27 15:15:46.540004
    		2.0 ms
  



  
    		2024-05-27 16:15:48.463922
    		1.8 ms
  



  
    		2024-05-27 17:15:51.064058
    		-2.3 ms
  



  
    		2024-05-27 18:15:52.943156
    		0.8 ms
  



  
    		2024-05-27 19:15:55.29168
    		-1.0 ms
  



  
    		2024-05-27 20:15:57.208194
    		0.6 ms
  



  
    		2024-05-27 21:16:00.576004
    		0.7 ms
  



  
    		2024-05-27 22:16:02.290101
    		0.1 ms
  



  
    		2024-05-27 23:16:04.839707
    		-0.5 ms
  



  
    		2024-05-28 00:16:08.539005
    		0.9 ms
  



  
    		2024-05-28 01:16:10.204239
    		-2.7 ms
  



  
    		2024-05-28 02:16:13.301497
    		0.1 ms
  



  
    		2024-05-28 03:16:16.368798
    		0.6 ms
  



  
    		2024-05-28 04:16:19.374111
    		1.0 ms
  



  
    		2024-05-28 05:16:22.06193
    		0.2 ms
  



  
    		2024-05-28 06:16:23.815012
    		1.2 ms
  



  
    		2024-05-28 07:16:25.313005
    		1.3 ms
  



  
    		2024-05-28 08:16:27.029174
    		2.7 ms
  



  
    		2024-05-28 09:16:28.586169
    		0.4 ms
  



  
    		2024-05-28 10:16:30.252285
    		1.0 ms
  



  
    		2024-05-28 11:16:32.083452
    		1.4 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.17 ms

		standard deviation: 1.55 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.089%

		|e| < 5 ms: ≈99.865%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-04-16 19:39:36.737434 UTC and 2024-05-28 11:16:32.083452 UTC:





  		Time collected
  		Clock offset




  
    		2024-04-16 19:39:36.737434
    		-0.2 ms
  



  
    		2024-04-16 20:39:38.415293
    		-0.9 ms
  



  
    		2024-04-16 21:39:39.944978
    		1.3 ms
  



  
    		2024-04-16 22:39:42.064102
    		1.3 ms
  



  
    		2024-04-16 23:39:45.432739
    		-0.5 ms
  



  
    		2024-04-17 00:39:47.855389
    		1.4 ms
  



  
    		2024-04-17 01:39:50.108786
    		0.0 ms
  



  
    		2024-04-17 02:39:52.108575
    		1.6 ms
  



  
    		2024-04-17 03:39:53.959221
    		-1.0 ms
  



  
    		2024-04-17 04:39:55.58016
    		0.3 ms
  



  
    		2024-04-17 05:39:58.380554
    		-1.0 ms
  



  
    		2024-04-17 06:40:00.699784
    		2.6 ms
  



  
    		2024-04-17 07:40:02.406314
    		0.0 ms
  



  
    		2024-04-17 08:40:04.465839
    		2.5 ms
  



  
    		2024-04-17 09:40:06.274396
    		0.3 ms
  



  
    		2024-04-17 10:40:08.85357
    		1.2 ms
  



  
    		2024-04-17 11:40:10.564004
    		0.3 ms
  



  
    		2024-04-17 12:40:12.106968
    		-0.9 ms
  



  
    		2024-04-17 13:40:14.351415
    		1.8 ms
  



  
    		2024-04-17 14:40:16.061679
    		1.9 ms
  



  
    		2024-04-17 15:40:19.498331
    		-0.3 ms
  



  
    		2024-04-17 16:40:21.665114
    		3.7 ms
  



  
    		2024-04-17 17:40:23.645792
    		1.8 ms
  



  
    		2024-04-17 18:40:26.70604
    		0.7 ms
  



  
    		2024-04-17 19:40:28.616785
    		1.4 ms
  



  
    		2024-04-17 20:40:31.040428
    		0.5 ms
  



  
    		2024-04-17 21:40:33.580288
    		-1.1 ms
  



  
    		2024-04-17 22:40:35.531601
    		0.9 ms
  



  
    		2024-04-17 23:40:38.955114
    		-2.8 ms
  



  
    		2024-04-18 00:40:41.37358
    		-3.0 ms
  



  
    		2024-04-18 01:40:44.705995
    		0.2 ms
  



  
    		2024-04-18 02:40:46.759837
    		0.4 ms
  



  
    		2024-04-18 03:40:50.576642
    		-0.6 ms
  



  
    		2024-04-18 04:40:52.77625
    		-0.7 ms
  



  
    		2024-04-18 05:40:55.188909
    		-0.7 ms
  



  
    		2024-04-18 06:40:57.538379
    		1.0 ms
  



  
    		2024-04-18 07:40:59.210499
    		0.5 ms
  



  
    		2024-04-18 08:41:00.916202
    		2.8 ms
  



  
    		2024-04-18 09:41:02.599816
    		1.9 ms
  



  
    		2024-04-18 10:41:04.255745
    		3.2 ms
  



  
    		2024-04-18 11:41:05.812563
    		-0.2 ms
  



  
    		2024-04-18 12:41:07.286455
    		-1.4 ms
  



  
    		2024-04-18 13:41:09.546227
    		0.5 ms
  



  
    		2024-04-18 14:41:11.175401
    		0.9 ms
  



  
    		2024-04-18 15:41:13.329323
    		1.8 ms
  



  
    		2024-04-18 16:41:15.000756
    		-0.2 ms
  



  
    		2024-04-18 17:41:18.773798
    		-0.4 ms
  



  
    		2024-04-18 18:41:21.800827
    		-1.8 ms
  



  
    		2024-04-18 19:41:23.683129
    		-2.6 ms
  



  
    		2024-04-18 20:41:26.279981
    		1.5 ms
  



  
    		2024-04-18 21:41:28.099347
    		-1.6 ms
  



  
    		2024-04-18 22:41:30.419423
    		-1.3 ms
  



  
    		2024-04-18 23:41:33.22256
    		-0.2 ms
  



  
    		2024-04-19 00:41:35.262971
    		0.5 ms
  



  
    		2024-04-19 01:41:36.912294
    		-1.0 ms
  



  
    		2024-04-19 02:41:38.451818
    		-0.6 ms
  



  
    		2024-04-19 03:41:41.311027
    		0.2 ms
  



  
    		2024-04-19 04:41:43.854965
    		1.8 ms
  



  
    		2024-04-19 05:41:46.584933
    		-0.7 ms
  



  
    		2024-04-19 06:41:49.189124
    		2.6 ms
  



  
    		2024-04-19 07:41:51.508476
    		-0.1 ms
  



  
    		2024-04-19 08:41:53.134594
    		0.1 ms
  



  
    		2024-04-19 09:41:55.020316
    		2.9 ms
  



  
    		2024-04-19 10:41:56.760171
    		2.7 ms
  



  
    		2024-04-19 11:41:58.62677
    		1.5 ms
  



  
    		2024-04-19 12:42:00.261066
    		2.9 ms
  



  
    		2024-04-19 13:42:01.946289
    		5.8 ms
  



  
    		2024-04-19 14:42:03.71025
    		0.5 ms
  



  
    		2024-04-19 15:42:05.487479
    		-1.4 ms
  



  
    		2024-04-19 16:42:07.345645
    		-1.4 ms
  



  
    		2024-04-19 17:42:09.40898
    		-0.3 ms
  



  
    		2024-04-19 18:42:12.180857
    		-2.4 ms
  



  
    		2024-04-19 19:42:15.740913
    		-0.5 ms
  



  
    		2024-04-19 20:42:17.586602
    		-2.6 ms
  



  
    		2024-04-19 21:42:19.311539
    		1.5 ms
  



  
    		2024-04-19 22:42:21.876329
    		1.5 ms
  



  
    		2024-04-19 23:42:24.064893
    		-0.4 ms
  



  
    		2024-04-20 00:42:26.199925
    		1.9 ms
  



  
    		2024-04-20 01:42:28.683813
    		1.1 ms
  



  
    		2024-04-20 02:42:31.172207
    		1.9 ms
  



  
    		2024-04-20 03:42:33.787606
    		1.6 ms
  



  
    		2024-04-20 04:42:37.511557
    		-1.2 ms
  



  
    		2024-04-20 05:42:38.953521
    		0.6 ms
  



  
    		2024-04-20 06:42:40.797253
    		1.5 ms
  



  
    		2024-04-20 07:42:42.590355
    		0.3 ms
  



  
    		2024-04-20 08:42:44.051399
    		-0.3 ms
  



  
    		2024-04-20 09:42:45.755255
    		1.7 ms
  



  
    		2024-04-20 10:42:47.787239
    		2.4 ms
  



  
    		2024-04-20 11:42:50.900918
    		1.5 ms
  



  
    		2024-04-20 12:42:52.557844
    		0.6 ms
  



  
    		2024-04-20 13:42:55.045854
    		-0.1 ms
  



  
    		2024-04-20 14:42:57.811323
    		1.3 ms
  



  
    		2024-04-20 15:43:00.05932
    		1.4 ms
  



  
    		2024-04-20 16:43:01.596242
    		-0.6 ms
  



  
    		2024-04-20 17:43:05.837041
    		-2.9 ms
  



  
    		2024-04-20 18:43:08.017794
    		-3.7 ms
  



  
    		2024-04-20 19:43:09.777335
    		-3.6 ms
  



  
    		2024-04-20 20:43:12.607961
    		-1.8 ms
  



  
    		2024-04-20 21:43:14.694737
    		-1.1 ms
  



  
    		2024-04-20 22:43:16.252617
    		-1.8 ms
  



  
    		2024-04-20 23:43:18.054688
    		0.3 ms
  



  
    		2024-04-21 00:43:21.227599
    		-0.9 ms
  



  
    		2024-04-21 01:43:23.640524
    		-1.2 ms
  



  
    		2024-04-21 02:43:25.377495
    		0.7 ms
  



  
    		2024-04-21 03:43:28.315817
    		1.5 ms
  



  
    		2024-04-21 04:43:30.213962
    		-0.5 ms
  



  
    		2024-04-21 05:43:32.208984
    		-1.0 ms
  



  
    		2024-04-21 06:43:33.836959
    		0.3 ms
  



  
    		2024-04-21 07:43:35.672975
    		2.4 ms
  



  
    		2024-04-21 08:43:38.350389
    		3.3 ms
  



  
    		2024-04-21 09:43:40.348029
    		1.5 ms
  



  
    		2024-04-21 10:43:41.897864
    		6.0 ms
  



  
    		2024-04-21 11:43:44.475122
    		-1.0 ms
  



  
    		2024-04-21 12:43:46.845298
    		1.3 ms
  



  
    		2024-04-21 13:43:49.031677
    		2.5 ms
  



  
    		2024-04-21 14:43:50.773718
    		0.1 ms
  



  
    		2024-04-21 15:43:52.549509
    		-1.3 ms
  



  
    		2024-04-21 16:43:54.940628
    		-2.2 ms
  



  
    		2024-04-21 17:43:56.521474
    		-1.9 ms
  



  
    		2024-04-21 18:44:00.450099
    		-0.8 ms
  



  
    		2024-04-21 19:44:02.255448
    		-1.2 ms
  



  
    		2024-04-21 20:44:04.205271
    		-0.5 ms
  



  
    		2024-04-21 21:44:05.988913
    		0.2 ms
  



  
    		2024-04-21 22:44:08.265532
    		-2.2 ms
  



  
    		2024-04-21 23:44:10.271904
    		0.8 ms
  



  
    		2024-04-22 00:44:13.283391
    		0.0 ms
  



  
    		2024-04-22 01:44:16.077334
    		-0.1 ms
  



  
    		2024-04-22 02:44:18.205304
    		-0.3 ms
  



  
    		2024-04-22 03:44:21.135656
    		1.1 ms
  



  
    		2024-04-22 04:44:23.752928
    		3.5 ms
  



  
    		2024-04-22 05:44:26.557441
    		0.4 ms
  



  
    		2024-04-22 06:44:28.061069
    		2.7 ms
  



  
    		2024-04-22 07:44:29.508098
    		0.8 ms
  



  
    		2024-04-22 08:44:31.345438
    		-0.4 ms
  



  
    		2024-04-22 09:44:33.283112
    		0.4 ms
  



  
    		2024-04-22 10:44:35.545321
    		1.7 ms
  



  
    		2024-04-22 11:44:37.050992
    		2.6 ms
  



  
    		2024-04-22 12:44:38.923041
    		2.0 ms
  



  
    		2024-04-22 13:44:40.906455
    		-0.1 ms
  



  
    		2024-04-22 14:44:42.434199
    		7.2 ms
  



  
    		2024-04-22 15:44:45.081483
    		4.0 ms
  



  
    		2024-04-22 16:44:48.212518
    		1.9 ms
  



  
    		2024-04-22 17:44:49.697498
    		-0.8 ms
  



  
    		2024-04-22 18:44:51.765469
    		-0.5 ms
  



  
    		2024-04-22 19:44:53.506207
    		-1.4 ms
  



  
    		2024-04-22 20:44:57.330831
    		-2.4 ms
  



  
    		2024-04-22 21:44:59.198985
    		-1.1 ms
  



  
    		2024-04-22 22:45:00.899139
    		-1.8 ms
  



  
    		2024-04-22 23:45:04.062866
    		-2.2 ms
  



  
    		2024-04-23 00:45:07.275246
    		-2.6 ms
  



  
    		2024-04-23 01:45:09.303895
    		0.4 ms
  



  
    		2024-04-23 02:45:12.203557
    		-0.7 ms
  



  
    		2024-04-23 03:45:14.321184
    		2.3 ms
  



  
    		2024-04-23 04:45:16.73412
    		-0.7 ms
  



  
    		2024-04-23 05:45:18.246076
    		0.2 ms
  



  
    		2024-04-23 06:45:20.292047
    		0.9 ms
  



  
    		2024-04-23 07:45:23.042504
    		0.1 ms
  



  
    		2024-04-23 08:45:24.650787
    		0.7 ms
  



  
    		2024-04-23 09:45:26.396177
    		1.3 ms
  



  
    		2024-04-23 10:45:28.735629
    		-1.2 ms
  



  
    		2024-04-23 11:45:30.308028
    		0.4 ms
  



  
    		2024-04-23 12:45:32.124104
    		-0.4 ms
  



  
    		2024-04-23 13:45:33.539783
    		-0.7 ms
  



  
    		2024-04-23 14:45:35.35208
    		0.2 ms
  



  
    		2024-04-23 15:45:37.236431
    		0.2 ms
  



  
    		2024-04-23 16:45:39.109802
    		0.1 ms
  



  
    		2024-04-23 17:45:40.90075
    		-0.3 ms
  



  
    		2024-04-23 18:45:42.548784
    		-1.4 ms
  



  
    		2024-04-23 19:45:45.726194
    		-0.5 ms
  



  
    		2024-04-23 20:45:47.510631
    		-1.3 ms
  



  
    		2024-04-23 21:45:50.137251
    		0.3 ms
  



  
    		2024-04-23 22:45:52.352003
    		-1.4 ms
  



  
    		2024-04-23 23:45:54.404481
    		-1.9 ms
  



  
    		2024-04-24 00:45:55.924392
    		-0.3 ms
  



  
    		2024-04-24 01:45:58.399822
    		1.1 ms
  



  
    		2024-04-24 02:46:00.197816
    		-0.7 ms
  



  
    		2024-04-24 03:46:02.841152
    		-0.1 ms
  



  
    		2024-04-24 04:46:05.20741
    		-1.2 ms
  



  
    		2024-04-24 05:46:06.842082
    		0.3 ms
  



  
    		2024-04-24 06:46:08.701046
    		1.3 ms
  



  
    		2024-04-24 07:46:10.479142
    		-0.9 ms
  



  
    		2024-04-24 08:46:12.031792
    		6.0 ms
  



  
    		2024-04-24 09:46:13.800153
    		-3.9 ms
  



  
    		2024-04-24 10:46:15.466347
    		-1.7 ms
  



  
    		2024-04-24 11:46:17.061781
    		1.3 ms
  



  
    		2024-04-24 12:46:18.744732
    		-0.7 ms
  



  
    		2024-04-24 13:46:20.445049
    		1.9 ms
  



  
    		2024-04-24 14:46:22.318049
    		-0.6 ms
  



  
    		2024-04-24 15:46:23.796706
    		0.3 ms
  



  
    		2024-04-24 16:46:25.801719
    		-0.6 ms
  



  
    		2024-04-24 17:46:28.083176
    		1.7 ms
  



  
    		2024-04-24 18:46:29.620932
    		1.4 ms
  



  
    		2024-04-24 19:46:32.160913
    		-0.3 ms
  



  
    		2024-04-24 20:46:33.808861
    		1.2 ms
  



  
    		2024-04-24 21:46:35.761419
    		0.4 ms
  



  
    		2024-04-24 22:46:37.724093
    		-1.6 ms
  



  
    		2024-04-24 23:46:39.993759
    		-2.0 ms
  



  
    		2024-04-25 00:46:42.615406
    		-1.9 ms
  



  
    		2024-04-25 01:46:44.213675
    		0.3 ms
  



  
    		2024-04-25 02:46:46.07723
    		-0.5 ms
  



  
    		2024-04-25 03:46:47.71946
    		0.7 ms
  



  
    		2024-04-25 04:46:49.943306
    		-0.2 ms
  



  
    		2024-04-25 05:46:52.030642
    		-0.3 ms
  



  
    		2024-04-25 06:46:54.282219
    		2.5 ms
  



  
    		2024-04-25 07:46:56.183562
    		2.2 ms
  



  
    		2024-04-25 08:46:57.690335
    		0.0 ms
  



  
    		2024-04-25 09:46:59.569815
    		-0.3 ms
  



  
    		2024-04-25 10:47:01.765918
    		-1.2 ms
  



  
    		2024-04-25 11:47:03.932078
    		0.8 ms
  



  
    		2024-04-25 12:47:05.53694
    		-1.2 ms
  



  
    		2024-04-25 13:47:07.082963
    		-1.1 ms
  



  
    		2024-04-25 14:47:09.062963
    		1.3 ms
  



  
    		2024-04-25 15:47:11.113128
    		0.8 ms
  



  
    		2024-04-25 16:47:13.498276
    		1.1 ms
  



  
    		2024-04-25 17:47:16.684121
    		0.6 ms
  



  
    		2024-04-25 18:47:18.977014
    		1.0 ms
  



  
    		2024-04-25 19:47:20.770748
    		-1.7 ms
  



  
    		2024-04-25 20:47:24.112632
    		-1.2 ms
  



  
    		2024-04-25 21:47:26.37252
    		-1.2 ms
  



  
    		2024-04-25 22:47:28.845357
    		-2.0 ms
  



  
    		2024-04-25 23:47:31.023104
    		-2.3 ms
  



  
    		2024-04-26 00:47:33.073941
    		-0.4 ms
  



  
    		2024-04-26 01:47:34.885546
    		-1.5 ms
  



  
    		2024-04-26 02:47:37.218862
    		-1.2 ms
  



  
    		2024-04-26 03:47:39.464895
    		-1.0 ms
  



  
    		2024-04-26 04:47:41.59936
    		-1.1 ms
  



  
    		2024-04-26 05:47:43.392974
    		-0.4 ms
  



  
    		2024-04-26 06:47:45.918609
    		2.5 ms
  



  
    		2024-04-26 07:47:48.583342
    		0.0 ms
  



  
    		2024-04-26 08:47:50.435434
    		1.0 ms
  



  
    		2024-04-26 09:47:52.646436
    		-0.7 ms
  



  
    		2024-04-26 10:47:54.353927
    		2.1 ms
  



  
    		2024-04-26 11:47:55.927304
    		-0.3 ms
  



  
    		2024-04-26 12:47:57.48767
    		0.2 ms
  



  
    		2024-04-26 13:47:59.193198
    		0.4 ms
  



  
    		2024-04-26 14:48:01.276723
    		-0.3 ms
  



  
    		2024-04-26 15:48:03.840127
    		0.0 ms
  



  
    		2024-04-26 16:48:06.55324
    		0.7 ms
  



  
    		2024-04-26 17:48:08.6442
    		-1.2 ms
  



  
    		2024-04-26 18:48:11.378533
    		-0.9 ms
  



  
    		2024-04-26 19:48:15.040879
    		1.6 ms
  



  
    		2024-04-26 20:48:18.229838
    		-1.8 ms
  



  
    		2024-04-26 21:48:21.048874
    		-0.8 ms
  



  
    		2024-04-26 22:48:22.630316
    		-1.4 ms
  



  
    		2024-04-26 23:48:25.411256
    		0.8 ms
  



  
    		2024-04-27 00:48:29.377802
    		-1.7 ms
  



  
    		2024-04-27 01:48:33.217023
    		-2.0 ms
  



  
    		2024-04-27 02:48:35.903714
    		-1.2 ms
  



  
    		2024-04-27 03:48:37.782605
    		-0.3 ms
  



  
    		2024-04-27 04:48:41.242542
    		-0.6 ms
  



  
    		2024-04-27 05:48:43.619988
    		2.5 ms
  



  
    		2024-04-27 06:48:45.846479
    		0.7 ms
  



  
    		2024-04-27 07:48:47.928052
    		1.6 ms
  



  
    		2024-04-27 08:48:49.669685
    		1.1 ms
  



  
    		2024-04-27 09:48:51.288186
    		-1.7 ms
  



  
    		2024-04-27 10:48:53.489165
    		2.0 ms
  



  
    		2024-04-27 11:48:54.97557
    		-0.8 ms
  



  
    		2024-04-27 12:48:56.831322
    		-1.1 ms
  



  
    		2024-04-27 13:48:58.704853
    		2.1 ms
  



  
    		2024-04-27 14:49:00.78503
    		1.4 ms
  



  
    		2024-04-27 15:49:02.790079
    		-0.4 ms
  



  
    		2024-04-27 16:49:04.615568
    		-0.5 ms
  



  
    		2024-04-27 17:49:07.86045
    		1.6 ms
  



  
    		2024-04-27 18:49:10.139089
    		-1.4 ms
  



  
    		2024-04-27 19:49:13.416827
    		-0.6 ms
  



  
    		2024-04-27 20:49:15.59864
    		0.0 ms
  



  
    		2024-04-27 21:49:17.544461
    		-0.6 ms
  



  
    		2024-04-27 22:49:20.188408
    		-0.5 ms
  



  
    		2024-04-27 23:49:22.996901
    		0.8 ms
  



  
    		2024-04-28 00:49:24.517695
    		0.0 ms
  



  
    		2024-04-28 01:49:28.695276
    		-2.2 ms
  



  
    		2024-04-28 02:49:30.612393
    		0.6 ms
  



  
    		2024-04-28 03:49:33.205843
    		-1.8 ms
  



  
    		2024-04-28 04:49:35.404492
    		-1.8 ms
  



  
    		2024-04-28 05:49:39.099345
    		0.5 ms
  



  
    		2024-04-28 06:49:42.412793
    		-0.2 ms
  



  
    		2024-04-28 07:49:44.520565
    		3.2 ms
  



  
    		2024-04-28 08:49:46.755708
    		0.2 ms
  



  
    		2024-04-28 09:49:48.971516
    		-0.5 ms
  



  
    		2024-04-28 10:49:51.869007
    		1.8 ms
  



  
    		2024-04-28 11:49:54.901247
    		-0.2 ms
  



  
    		2024-04-28 12:49:56.817633
    		0.2 ms
  



  
    		2024-04-28 13:49:58.829264
    		1.1 ms
  



  
    		2024-04-28 14:50:01.25649
    		2.0 ms
  



  
    		2024-04-28 15:50:03.740545
    		1.3 ms
  



  
    		2024-04-28 16:50:06.605122
    		-0.7 ms
  



  
    		2024-04-28 17:50:08.962173
    		-0.1 ms
  



  
    		2024-04-28 18:50:12.690668
    		1.4 ms
  



  
    		2024-04-28 19:50:14.741276
    		-2.1 ms
  



  
    		2024-04-28 20:50:17.468027
    		0.7 ms
  



  
    		2024-04-28 21:50:19.657296
    		-0.5 ms
  



  
    		2024-04-28 22:50:21.782346
    		1.5 ms
  



  
    		2024-04-28 23:50:24.254136
    		-1.0 ms
  



  
    		2024-04-29 00:50:26.9552
    		-1.2 ms
  



  
    		2024-04-29 01:50:28.949325
    		-1.1 ms
  



  
    		2024-04-29 02:50:32.748462
    		-1.3 ms
  



  
    		2024-04-29 03:50:34.530389
    		-1.5 ms
  



  
    		2024-04-29 04:50:37.381686
    		-1.2 ms
  



  
    		2024-04-29 05:50:39.070693
    		0.1 ms
  



  
    		2024-04-29 06:50:40.791313
    		-0.3 ms
  



  
    		2024-04-29 07:50:42.317371
    		-0.2 ms
  



  
    		2024-04-29 08:50:43.997819
    		0.4 ms
  



  
    		2024-04-29 09:50:46.002234
    		-0.6 ms
  



  
    		2024-04-29 10:50:48.265871
    		1.0 ms
  



  
    		2024-04-29 11:50:49.961029
    		0.9 ms
  



  
    		2024-04-29 12:50:52.608804
    		1.8 ms
  



  
    		2024-04-29 13:50:54.149352
    		1.2 ms
  



  
    		2024-04-29 14:50:56.631201
    		0.5 ms
  



  
    		2024-04-29 15:50:58.630995
    		-1.4 ms
  



  
    		2024-04-29 16:51:01.957455
    		-1.8 ms
  



  
    		2024-04-29 17:51:04.013365
    		0.9 ms
  



  
    		2024-04-29 18:51:07.494845
    		1.3 ms
  



  
    		2024-04-29 19:51:09.208376
    		1.8 ms
  



  
    		2024-04-29 20:51:11.999281
    		2.2 ms
  



  
    		2024-04-29 21:51:13.799666
    		1.0 ms
  



  
    		2024-04-29 22:51:15.624967
    		-0.6 ms
  



  
    		2024-04-29 23:51:17.360214
    		-1.8 ms
  



  
    		2024-04-30 00:51:19.059844
    		-0.8 ms
  



  
    		2024-04-30 01:51:20.761887
    		1.6 ms
  



  
    		2024-04-30 02:51:22.505534
    		-1.0 ms
  



  
    		2024-04-30 03:51:24.08411
    		2.4 ms
  



  
    		2024-04-30 04:51:26.707146
    		-0.8 ms
  



  
    		2024-04-30 05:51:28.819925
    		2.0 ms
  



  
    		2024-04-30 06:51:30.620176
    		0.7 ms
  



  
    		2024-04-30 07:51:32.365838
    		-0.1 ms
  



  
    		2024-04-30 08:51:34.67745
    		0.7 ms
  



  
    		2024-04-30 09:51:36.313513
    		0.5 ms
  



  
    		2024-04-30 10:51:37.794538
    		-0.5 ms
  



  
    		2024-04-30 11:51:39.454418
    		1.6 ms
  



  
    		2024-04-30 12:51:41.571508
    		1.1 ms
  



  
    		2024-04-30 13:51:43.166028
    		0.6 ms
  



  
    		2024-04-30 14:51:44.640874
    		2.0 ms
  



  
    		2024-04-30 15:51:46.223705
    		0.7 ms
  



  
    		2024-04-30 16:51:47.702045
    		1.0 ms
  



  
    		2024-04-30 17:51:49.346022
    		-0.4 ms
  



  
    		2024-04-30 18:51:51.990587
    		1.7 ms
  



  
    		2024-04-30 19:51:56.056171
    		-0.4 ms
  



  
    		2024-04-30 20:51:57.818801
    		-1.8 ms
  



  
    		2024-04-30 21:52:01.696142
    		2.4 ms
  



  
    		2024-04-30 22:52:03.276623
    		-2.2 ms
  



  
    		2024-04-30 23:52:05.455556
    		0.7 ms
  



  
    		2024-05-01 00:52:07.092637
    		-1.3 ms
  



  
    		2024-05-01 01:52:08.891264
    		-0.6 ms
  



  
    		2024-05-01 02:52:11.46833
    		0.0 ms
  



  
    		2024-05-01 03:52:14.080045
    		1.3 ms
  



  
    		2024-05-01 04:52:15.634188
    		0.0 ms
  



  
    		2024-05-01 05:52:17.499256
    		-0.2 ms
  



  
    		2024-05-01 06:52:19.107055
    		-0.1 ms
  



  
    		2024-05-01 07:52:20.774765
    		0.5 ms
  



  
    		2024-05-01 08:52:23.484415
    		2.0 ms
  



  
    		2024-05-01 09:52:25.174451
    		1.7 ms
  



  
    		2024-05-01 10:52:26.764591
    		2.5 ms
  



  
    		2024-05-01 11:52:28.442095
    		-0.5 ms
  



  
    		2024-05-01 12:52:32.643354
    		2.9 ms
  



  
    		2024-05-01 13:52:35.286779
    		-0.7 ms
  



  
    		2024-05-01 14:52:37.767917
    		0.8 ms
  



  
    		2024-05-01 15:52:39.504823
    		1.5 ms
  



  
    		2024-05-01 16:52:42.672649
    		1.7 ms
  



  
    		2024-05-01 17:52:45.609667
    		-0.9 ms
  



  
    		2024-05-01 18:52:48.477867
    		-1.9 ms
  



  
    		2024-05-01 19:52:50.378431
    		-0.8 ms
  



  
    		2024-05-01 20:52:52.814377
    		0.0 ms
  



  
    		2024-05-01 21:52:54.522479
    		-1.4 ms
  



  
    		2024-05-01 22:52:56.205058
    		-0.3 ms
  



  
    		2024-05-01 23:52:58.437844
    		1.0 ms
  



  
    		2024-05-02 00:53:01.284298
    		1.5 ms
  



  
    		2024-05-02 01:53:04.27774
    		1.5 ms
  



  
    		2024-05-02 02:53:06.191649
    		-0.3 ms
  



  
    		2024-05-02 03:53:07.974153
    		-0.9 ms
  



  
    		2024-05-02 04:53:10.24838
    		-1.6 ms
  



  
    		2024-05-02 05:53:12.798957
    		-1.3 ms
  



  
    		2024-05-02 06:53:16.355222
    		2.5 ms
  



  
    		2024-05-02 07:53:19.347954
    		1.3 ms
  



  
    		2024-05-02 08:53:21.942532
    		-0.5 ms
  



  
    		2024-05-02 09:53:23.735122
    		1.1 ms
  



  
    		2024-05-02 10:53:25.625116
    		-0.6 ms
  



  
    		2024-05-02 11:53:28.419883
    		2.1 ms
  



  
    		2024-05-02 12:53:30.791723
    		2.7 ms
  



  
    		2024-05-02 13:53:33.402447
    		0.3 ms
  



  
    		2024-05-02 14:53:35.757326
    		2.3 ms
  



  
    		2024-05-02 15:53:38.038051
    		1.5 ms
  



  
    		2024-05-02 16:53:39.885667
    		2.1 ms
  



  
    		2024-05-02 17:53:41.796714
    		1.4 ms
  



  
    		2024-05-02 18:53:43.329617
    		-0.2 ms
  



  
    		2024-05-02 19:53:45.136129
    		0.3 ms
  



  
    		2024-05-02 20:53:47.227301
    		1.7 ms
  



  
    		2024-05-02 21:53:50.034088
    		2.0 ms
  



  
    		2024-05-02 22:53:51.691186
    		-1.7 ms
  



  
    		2024-05-02 23:53:53.443156
    		-1.9 ms
  



  
    		2024-05-03 00:53:55.04429
    		-0.4 ms
  



  
    		2024-05-03 01:53:58.13474
    		-1.8 ms
  



  
    		2024-05-03 02:53:59.761525
    		1.0 ms
  



  
    		2024-05-03 03:54:01.691417
    		-1.3 ms
  



  
    		2024-05-03 04:54:03.886085
    		1.0 ms
  



  
    		2024-05-03 05:54:05.591642
    		2.1 ms
  



  
    		2024-05-03 06:54:08.540159
    		-0.7 ms
  



  
    		2024-05-03 07:54:10.440449
    		3.2 ms
  



  
    		2024-05-03 08:54:12.173195
    		-0.2 ms
  



  
    		2024-05-03 09:54:14.119969
    		-0.5 ms
  



  
    		2024-05-03 10:54:15.644733
    		-1.1 ms
  



  
    		2024-05-03 11:54:18.755609
    		0.4 ms
  



  
    		2024-05-03 12:54:20.39442
    		-0.3 ms
  



  
    		2024-05-03 13:54:23.031945
    		2.7 ms
  



  
    		2024-05-03 14:54:24.878004
    		2.1 ms
  



  
    		2024-05-03 15:54:26.675315
    		0.3 ms
  



  
    		2024-05-03 16:54:29.048526
    		1.1 ms
  



  
    		2024-05-03 17:54:30.604727
    		1.6 ms
  



  
    		2024-05-03 18:54:34.952117
    		-0.5 ms
  



  
    		2024-05-03 19:54:39.196039
    		1.2 ms
  



  
    		2024-05-03 20:54:43.569476
    		-2.1 ms
  



  
    		2024-05-03 21:54:47.582308
    		-0.3 ms
  



  
    		2024-05-03 22:54:51.806349
    		-1.3 ms
  



  
    		2024-05-03 23:54:53.642243
    		-0.1 ms
  



  
    		2024-05-04 00:54:57.678986
    		-1.9 ms
  



  
    		2024-05-04 01:54:59.760565
    		-1.8 ms
  



  
    		2024-05-04 02:55:02.244045
    		-0.9 ms
  



  
    		2024-05-04 03:55:03.772034
    		-1.2 ms
  



  
    		2024-05-04 04:55:05.545757
    		-0.7 ms
  



  
    		2024-05-04 05:55:07.651897
    		0.0 ms
  



  
    		2024-05-04 06:55:09.528029
    		1.7 ms
  



  
    		2024-05-04 07:55:11.106664
    		2.3 ms
  



  
    		2024-05-04 08:55:13.264185
    		-0.8 ms
  



  
    		2024-05-04 09:55:15.818319
    		3.8 ms
  



  
    		2024-05-04 10:55:17.811771
    		0.2 ms
  



  
    		2024-05-04 11:55:19.325388
    		2.2 ms
  



  
    		2024-05-04 12:55:21.113849
    		-0.3 ms
  



  
    		2024-05-04 13:55:23.020974
    		0.5 ms
  



  
    		2024-05-04 14:55:24.742156
    		0.4 ms
  



  
    		2024-05-04 15:55:26.842064
    		1.0 ms
  



  
    		2024-05-04 16:55:28.768252
    		-0.3 ms
  



  
    		2024-05-04 17:55:30.630064
    		1.6 ms
  



  
    		2024-05-04 18:55:32.884189
    		-1.3 ms
  



  
    		2024-05-04 19:55:35.897784
    		-0.7 ms
  



  
    		2024-05-04 20:55:37.992565
    		-1.2 ms
  



  
    		2024-05-04 21:55:40.600765
    		-1.2 ms
  



  
    		2024-05-04 22:55:43.417864
    		-0.6 ms
  



  
    		2024-05-04 23:55:45.327617
    		0.5 ms
  



  
    		2024-05-05 00:55:49.330658
    		-1.4 ms
  



  
    		2024-05-05 01:55:50.856791
    		-1.4 ms
  



  
    		2024-05-05 02:55:52.40867
    		1.0 ms
  



  
    		2024-05-05 03:55:54.991052
    		-0.4 ms
  



  
    		2024-05-05 04:55:57.887454
    		0.9 ms
  



  
    		2024-05-05 05:55:59.926324
    		1.6 ms
  



  
    		2024-05-05 06:56:04.099261
    		-0.3 ms
  



  
    		2024-05-05 07:56:05.779992
    		-0.8 ms
  



  
    		2024-05-05 08:56:07.619601
    		3.4 ms
  



  
    		2024-05-05 09:56:09.661858
    		0.0 ms
  



  
    		2024-05-05 10:56:11.359885
    		2.5 ms
  



  
    		2024-05-05 11:56:14.111128
    		0.4 ms
  



  
    		2024-05-05 12:56:15.742353
    		0.6 ms
  



  
    		2024-05-05 13:56:17.345272
    		1.5 ms
  



  
    		2024-05-05 14:56:19.739472
    		-0.6 ms
  



  
    		2024-05-05 15:56:21.18129
    		-0.2 ms
  



  
    		2024-05-05 16:56:23.100946
    		-0.1 ms
  



  
    		2024-05-05 17:56:24.807376
    		-0.1 ms
  



  
    		2024-05-05 18:56:27.162476
    		0.1 ms
  



  
    		2024-05-05 19:56:29.43334
    		1.1 ms
  



  
    		2024-05-05 20:56:32.038209
    		-2.7 ms
  



  
    		2024-05-05 21:56:35.468577
    		1.1 ms
  



  
    		2024-05-05 22:56:38.246061
    		0.8 ms
  



  
    		2024-05-05 23:56:40.767118
    		-1.0 ms
  



  
    		2024-05-06 00:56:44.116987
    		-1.6 ms
  



  
    		2024-05-06 01:56:45.723851
    		-1.1 ms
  



  
    		2024-05-06 02:56:47.819761
    		-0.6 ms
  



  
    		2024-05-06 03:56:49.664611
    		0.6 ms
  



  
    		2024-05-06 04:56:51.288243
    		1.3 ms
  



  
    		2024-05-06 05:56:52.865323
    		1.8 ms
  



  
    		2024-05-06 06:56:54.515397
    		-0.1 ms
  



  
    		2024-05-06 07:56:57.063642
    		-0.3 ms
  



  
    		2024-05-06 08:56:59.047769
    		1.4 ms
  



  
    		2024-05-06 09:57:01.766471
    		1.0 ms
  



  
    		2024-05-06 10:57:03.40648
    		1.7 ms
  



  
    		2024-05-06 11:57:05.476707
    		-0.5 ms
  



  
    		2024-05-06 12:57:07.81787
    		0.8 ms
  



  
    		2024-05-06 13:57:09.383199
    		0.9 ms
  



  
    		2024-05-06 14:57:11.247887
    		0.0 ms
  



  
    		2024-05-06 15:57:13.761268
    		1.3 ms
  



  
    		2024-05-06 16:57:15.780236
    		-1.0 ms
  



  
    		2024-05-06 17:57:17.486558
    		1.6 ms
  



  
    		2024-05-06 18:57:19.564701
    		-0.5 ms
  



  
    		2024-05-06 19:57:21.061572
    		-1.4 ms
  



  
    		2024-05-06 20:57:22.96866
    		-2.8 ms
  



  
    		2024-05-06 21:57:25.79423
    		1.1 ms
  



  
    		2024-05-06 22:57:28.223481
    		0.0 ms
  



  
    		2024-05-06 23:57:30.288277
    		-1.5 ms
  



  
    		2024-05-07 00:57:31.731357
    		0.2 ms
  



  
    		2024-05-07 01:57:33.504479
    		0.9 ms
  



  
    		2024-05-07 02:57:35.932532
    		1.0 ms
  



  
    		2024-05-07 03:57:38.154049
    		1.5 ms
  



  
    		2024-05-07 04:57:40.487691
    		1.6 ms
  



  
    		2024-05-07 05:57:42.489132
    		1.7 ms
  



  
    		2024-05-07 06:57:45.667377
    		-0.8 ms
  



  
    		2024-05-07 07:57:47.561664
    		-0.2 ms
  



  
    		2024-05-07 08:57:49.406277
    		1.3 ms
  



  
    		2024-05-07 09:57:51.028651
    		0.2 ms
  



  
    		2024-05-07 10:57:52.896726
    		2.8 ms
  



  
    		2024-05-07 11:57:54.73321
    		4.0 ms
  



  
    		2024-05-07 12:57:56.320545
    		1.0 ms
  



  
    		2024-05-07 13:57:58.064056
    		-0.4 ms
  



  
    		2024-05-07 14:58:01.072569
    		1.1 ms
  



  
    		2024-05-07 15:58:02.799054
    		-2.5 ms
  



  
    		2024-05-07 16:58:04.429999
    		0.7 ms
  



  
    		2024-05-07 17:58:06.103053
    		-1.0 ms
  



  
    		2024-05-07 18:58:08.505798
    		1.3 ms
  



  
    		2024-05-07 19:58:11.37382
    		0.2 ms
  



  
    		2024-05-07 20:58:14.127234
    		-0.5 ms
  



  
    		2024-05-07 21:58:16.122069
    		0.3 ms
  



  
    		2024-05-07 22:58:17.887383
    		-1.0 ms
  



  
    		2024-05-07 23:58:19.984673
    		0.2 ms
  



  
    		2024-05-08 00:58:21.750246
    		-1.2 ms
  



  
    		2024-05-08 01:58:24.751047
    		0.1 ms
  



  
    		2024-05-08 02:58:27.241315
    		-0.9 ms
  



  
    		2024-05-08 03:58:28.738035
    		1.5 ms
  



  
    		2024-05-08 04:58:30.991283
    		-0.6 ms
  



  
    		2024-05-08 05:58:34.260647
    		-0.7 ms
  



  
    		2024-05-08 06:58:37.438021
    		3.6 ms
  



  
    		2024-05-08 07:58:40.171312
    		1.8 ms
  



  
    		2024-05-08 08:58:41.717075
    		4.5 ms
  



  
    		2024-05-08 09:58:43.375652
    		2.1 ms
  



  
    		2024-05-08 10:58:46.330132
    		2.0 ms
  



  
    		2024-05-08 11:58:48.013162
    		-1.3 ms
  



  
    		2024-05-08 12:58:49.589673
    		-0.9 ms
  



  
    		2024-05-08 13:58:51.428701
    		0.7 ms
  



  
    		2024-05-08 14:58:53.91095
    		0.3 ms
  



  
    		2024-05-08 15:58:56.474178
    		1.0 ms
  



  
    		2024-05-08 16:58:58.086783
    		-0.8 ms
  



  
    		2024-05-08 17:58:59.857544
    		-1.9 ms
  



  
    		2024-05-08 18:59:02.840704
    		-0.4 ms
  



  
    		2024-05-08 19:59:04.474767
    		1.7 ms
  



  
    		2024-05-08 20:59:06.246456
    		2.7 ms
  



  
    		2024-05-08 21:59:07.773044
    		2.3 ms
  



  
    		2024-05-08 22:59:10.543349
    		-2.1 ms
  



  
    		2024-05-08 23:59:13.567518
    		-0.6 ms
  



  
    		2024-05-09 00:59:16.270058
    		-0.5 ms
  



  
    		2024-05-09 01:59:19.934484
    		0.9 ms
  



  
    		2024-05-09 02:59:22.356579
    		1.3 ms
  



  
    		2024-05-09 03:59:25.279703
    		-0.7 ms
  



  
    		2024-05-09 04:59:28.090874
    		0.8 ms
  



  
    		2024-05-09 05:59:31.033605
    		-0.7 ms
  



  
    		2024-05-09 06:59:33.852891
    		0.6 ms
  



  
    		2024-05-09 07:59:35.311625
    		3.3 ms
  



  
    		2024-05-09 08:59:39.663081
    		1.7 ms
  



  
    		2024-05-09 09:59:41.186935
    		-0.2 ms
  



  
    		2024-05-09 10:59:45.18224
    		1.5 ms
  



  
    		2024-05-09 11:59:46.841337
    		-1.2 ms
  



  
    		2024-05-09 12:59:50.344518
    		-0.1 ms
  



  
    		2024-05-09 13:59:52.045202
    		2.8 ms
  



  
    		2024-05-09 14:59:54.036483
    		0.9 ms
  



  
    		2024-05-09 15:59:56.929078
    		-0.2 ms
  



  
    		2024-05-09 16:59:58.864369
    		-2.2 ms
  



  
    		2024-05-09 18:00:01.684348
    		-0.5 ms
  



  
    		2024-05-09 19:00:03.661924
    		-1.1 ms
  



  
    		2024-05-09 20:00:05.129855
    		-0.8 ms
  



  
    		2024-05-09 21:00:07.246621
    		-2.3 ms
  



  
    		2024-05-09 22:00:09.335194
    		1.2 ms
  



  
    		2024-05-09 23:00:11.470089
    		-1.1 ms
  



  
    		2024-05-10 00:00:13.042689
    		-2.0 ms
  



  
    		2024-05-10 01:00:15.156315
    		0.2 ms
  



  
    		2024-05-10 02:00:18.545342
    		-0.5 ms
  



  
    		2024-05-10 03:00:20.655243
    		-0.1 ms
  



  
    		2024-05-10 04:00:23.380685
    		-1.4 ms
  



  
    		2024-05-10 05:00:25.47914
    		1.4 ms
  



  
    		2024-05-10 06:00:27.069694
    		-1.8 ms
  



  
    		2024-05-10 07:00:29.563112
    		1.2 ms
  



  
    		2024-05-10 08:00:32.295342
    		0.9 ms
  



  
    		2024-05-10 09:00:34.164398
    		2.3 ms
  



  
    		2024-05-10 10:00:36.632412
    		1.9 ms
  



  
    		2024-05-10 11:00:38.163851
    		0.4 ms
  



  
    		2024-05-10 12:00:40.258612
    		-0.4 ms
  



  
    		2024-05-10 13:00:41.869646
    		1.4 ms
  



  
    		2024-05-10 14:00:43.986648
    		3.8 ms
  



  
    		2024-05-10 15:00:46.332365
    		-1.3 ms
  



  
    		2024-05-10 16:00:48.131389
    		-0.5 ms
  



  
    		2024-05-10 17:00:49.918054
    		-3.5 ms
  



  
    		2024-05-10 18:00:53.068912
    		3.0 ms
  



  
    		2024-05-10 19:00:55.366185
    		0.1 ms
  



  
    		2024-05-10 20:00:57.91739
    		-4.8 ms
  



  
    		2024-05-10 21:01:00.046425
    		-5.7 ms
  



  
    		2024-05-10 22:01:02.514956
    		-5.0 ms
  



  
    		2024-05-10 23:01:04.166183
    		-1.3 ms
  



  
    		2024-05-11 00:01:06.081129
    		-0.4 ms
  



  
    		2024-05-11 01:01:07.93126
    		-1.4 ms
  



  
    		2024-05-11 02:01:10.701006
    		0.0 ms
  



  
    		2024-05-11 03:01:13.333886
    		1.3 ms
  



  
    		2024-05-11 04:01:15.058042
    		1.0 ms
  



  
    		2024-05-11 05:01:16.830439
    		1.3 ms
  



  
    		2024-05-11 06:01:18.368487
    		-0.1 ms
  



  
    		2024-05-11 07:01:20.601311
    		3.6 ms
  



  
    		2024-05-11 08:01:24.449137
    		3.9 ms
  



  
    		2024-05-11 09:01:26.986902
    		2.5 ms
  



  
    		2024-05-11 10:01:29.032659
    		-0.7 ms
  



  
    		2024-05-11 11:01:30.519896
    		0.4 ms
  



  
    		2024-05-11 12:01:33.659069
    		3.5 ms
  



  
    		2024-05-11 13:01:35.885901
    		2.3 ms
  



  
    		2024-05-11 14:01:38.635808
    		-1.9 ms
  



  
    		2024-05-11 15:01:40.557667
    		1.0 ms
  



  
    		2024-05-11 16:01:43.316529
    		-1.3 ms
  



  
    		2024-05-11 17:01:44.747016
    		-0.8 ms
  



  
    		2024-05-11 18:01:46.93539
    		-3.3 ms
  



  
    		2024-05-11 19:01:49.41018
    		-3.2 ms
  



  
    		2024-05-11 20:01:52.664061
    		-1.8 ms
  



  
    		2024-05-11 21:01:55.326805
    		0.3 ms
  



  
    		2024-05-11 22:01:56.855443
    		-1.0 ms
  



  
    		2024-05-11 23:01:59.099887
    		1.6 ms
  



  
    		2024-05-12 00:02:01.355855
    		-1.1 ms
  



  
    		2024-05-12 01:02:03.730238
    		2.0 ms
  



  
    		2024-05-12 02:02:06.535142
    		-3.1 ms
  



  
    		2024-05-12 03:02:08.586799
    		-0.7 ms
  



  
    		2024-05-12 04:02:10.542755
    		0.4 ms
  



  
    		2024-05-12 05:02:13.254769
    		-0.7 ms
  



  
    		2024-05-12 06:02:16.758901
    		-0.9 ms
  



  
    		2024-05-12 07:02:19.438264
    		2.4 ms
  



  
    		2024-05-12 08:02:21.978428
    		2.0 ms
  



  
    		2024-05-12 09:02:24.259657
    		0.6 ms
  



  
    		2024-05-12 10:02:26.034587
    		2.9 ms
  



  
    		2024-05-12 11:02:28.031544
    		-0.4 ms
  



  
    		2024-05-12 12:02:29.923709
    		0.4 ms
  



  
    		2024-05-12 13:02:32.423893
    		-0.9 ms
  



  
    		2024-05-12 14:02:35.539972
    		0.9 ms
  



  
    		2024-05-12 15:02:37.764275
    		-0.1 ms
  



  
    		2024-05-12 16:02:40.484603
    		0.7 ms
  



  
    		2024-05-12 17:02:43.445362
    		0.6 ms
  



  
    		2024-05-12 18:02:45.366162
    		-2.3 ms
  



  
    		2024-05-12 19:02:46.846507
    		-0.7 ms
  



  
    		2024-05-12 20:02:49.543478
    		-1.8 ms
  



  
    		2024-05-12 21:02:51.189698
    		-1.0 ms
  



  
    		2024-05-12 22:02:53.552072
    		-0.5 ms
  



  
    		2024-05-12 23:02:55.826868
    		0.8 ms
  



  
    		2024-05-13 00:02:58.421246
    		-0.3 ms
  



  
    		2024-05-13 01:03:00.16927
    		0.9 ms
  



  
    		2024-05-13 02:03:04.163459
    		0.8 ms
  



  
    		2024-05-13 03:03:06.474262
    		-2.3 ms
  



  
    		2024-05-13 04:03:08.209481
    		0.3 ms
  



  
    		2024-05-13 05:03:10.883741
    		-0.1 ms
  



  
    		2024-05-13 06:03:12.92507
    		0.9 ms
  



  
    		2024-05-13 07:03:14.541941
    		1.6 ms
  



  
    		2024-05-13 08:03:16.794944
    		0.6 ms
  



  
    		2024-05-13 09:03:18.574074
    		0.4 ms
  



  
    		2024-05-13 10:03:19.969339
    		-0.4 ms
  



  
    		2024-05-13 11:03:21.601626
    		0.3 ms
  



  
    		2024-05-13 12:03:23.629389
    		-0.4 ms
  



  
    		2024-05-13 13:03:25.862745
    		-0.3 ms
  



  
    		2024-05-13 14:03:27.491936
    		-0.2 ms
  



  
    		2024-05-13 15:03:28.985136
    		0.4 ms
  



  
    		2024-05-13 16:03:30.589399
    		-1.0 ms
  



  
    		2024-05-13 17:03:33.119038
    		1.4 ms
  



  
    		2024-05-13 18:03:37.010475
    		-0.7 ms
  



  
    		2024-05-13 19:03:38.81466
    		-0.4 ms
  



  
    		2024-05-13 20:03:40.383594
    		1.6 ms
  



  
    		2024-05-13 21:03:42.659281
    		-1.8 ms
  



  
    		2024-05-13 22:03:44.350048
    		-2.3 ms
  



  
    		2024-05-13 23:03:46.498408
    		-2.2 ms
  



  
    		2024-05-14 00:03:50.704226
    		1.7 ms
  



  
    		2024-05-14 01:03:53.113143
    		-0.7 ms
  



  
    		2024-05-14 02:03:54.620102
    		2.4 ms
  



  
    		2024-05-14 03:03:58.322154
    		-1.3 ms
  



  
    		2024-05-14 04:04:01.106429
    		-0.4 ms
  



  
    		2024-05-14 05:04:04.48802
    		-1.0 ms
  



  
    		2024-05-14 06:04:07.191567
    		1.4 ms
  



  
    		2024-05-14 07:04:08.654073
    		2.3 ms
  



  
    		2024-05-14 08:04:11.543502
    		3.2 ms
  



  
    		2024-05-14 09:04:13.424965
    		-0.1 ms
  



  
    		2024-05-14 10:04:15.437441
    		3.5 ms
  



  
    		2024-05-14 11:04:17.497354
    		2.5 ms
  



  
    		2024-05-14 12:04:19.156298
    		0.5 ms
  



  
    		2024-05-14 13:04:21.057481
    		1.1 ms
  



  
    		2024-05-14 14:04:22.691421
    		0.4 ms
  



  
    		2024-05-14 15:04:24.226922
    		4.8 ms
  



  
    		2024-05-14 16:04:27.297412
    		2.5 ms
  



  
    		2024-05-14 17:04:30.051382
    		1.6 ms
  



  
    		2024-05-14 18:04:32.450552
    		2.3 ms
  



  
    		2024-05-14 19:04:34.794277
    		2.1 ms
  



  
    		2024-05-14 20:04:37.446041
    		0.2 ms
  



  
    		2024-05-14 21:04:39.812719
    		0.3 ms
  



  
    		2024-05-14 22:04:41.20053
    		0.0 ms
  



  
    		2024-05-14 23:04:43.796748
    		2.0 ms
  



  
    		2024-05-15 00:04:45.647979
    		0.2 ms
  



  
    		2024-05-15 01:04:47.395255
    		-0.6 ms
  



  
    		2024-05-15 02:04:51.445304
    		0.9 ms
  



  
    		2024-05-15 03:04:53.043716
    		-1.7 ms
  



  
    		2024-05-15 04:04:56.305206
    		0.9 ms
  



  
    		2024-05-15 05:04:58.771516
    		1.3 ms
  



  
    		2024-05-15 06:05:01.268311
    		1.6 ms
  



  
    		2024-05-15 07:05:03.054046
    		2.1 ms
  



  
    		2024-05-15 08:05:04.599923
    		2.0 ms
  



  
    		2024-05-15 09:05:06.256711
    		0.6 ms
  



  
    		2024-05-15 10:05:08.055337
    		0.2 ms
  



  
    		2024-05-15 11:05:10.404006
    		1.0 ms
  



  
    		2024-05-15 12:05:11.846588
    		3.2 ms
  



  
    		2024-05-15 13:05:14.079457
    		0.3 ms
  



  
    		2024-05-15 14:05:16.303051
    		-0.4 ms
  



  
    		2024-05-15 15:05:17.761236
    		2.3 ms
  



  
    		2024-05-15 16:05:19.208939
    		1.6 ms
  



  
    		2024-05-15 17:05:20.849334
    		1.5 ms
  



  
    		2024-05-15 18:05:22.717534
    		-0.5 ms
  



  
    		2024-05-15 19:05:25.841327
    		-2.3 ms
  



  
    		2024-05-15 20:05:28.28167
    		-2.3 ms
  



  
    		2024-05-15 21:05:30.066531
    		-1.7 ms
  



  
    		2024-05-15 22:05:33.069859
    		0.7 ms
  



  
    		2024-05-15 23:05:35.17324
    		1.7 ms
  



  
    		2024-05-16 00:05:37.019111
    		0.0 ms
  



  
    		2024-05-16 01:05:38.787966
    		-2.4 ms
  



  
    		2024-05-16 02:05:40.922968
    		-2.8 ms
  



  
    		2024-05-16 03:05:42.999441
    		-3.6 ms
  



  
    		2024-05-16 04:05:46.276216
    		2.2 ms
  



  
    		2024-05-16 05:05:48.369671
    		2.8 ms
  



  
    		2024-05-16 06:05:50.971109
    		0.9 ms
  



  
    		2024-05-16 07:05:52.908996
    		0.9 ms
  



  
    		2024-05-16 08:05:55.549881
    		1.8 ms
  



  
    		2024-05-16 09:05:57.160644
    		3.5 ms
  



  
    		2024-05-16 10:05:59.188518
    		3.5 ms
  



  
    		2024-05-16 11:06:01.659028
    		1.1 ms
  



  
    		2024-05-16 12:06:03.234862
    		1.2 ms
  



  
    		2024-05-16 13:06:05.124974
    		-1.8 ms
  



  
    		2024-05-16 14:06:06.863377
    		-0.7 ms
  



  
    		2024-05-16 15:06:08.531024
    		1.4 ms
  



  
    		2024-05-16 16:06:10.623662
    		-0.5 ms
  



  
    		2024-05-16 17:06:13.886102
    		-2.4 ms
  



  
    		2024-05-16 18:06:16.202211
    		-0.1 ms
  



  
    		2024-05-16 19:06:19.65653
    		-2.5 ms
  



  
    		2024-05-16 20:06:22.816837
    		1.1 ms
  



  
    		2024-05-16 21:06:25.391516
    		-1.6 ms
  



  
    		2024-05-16 22:06:27.916942
    		-1.9 ms
  



  
    		2024-05-16 23:06:30.065912
    		-1.4 ms
  



  
    		2024-05-17 00:06:32.23693
    		-1.4 ms
  



  
    		2024-05-17 01:06:34.194886
    		-1.1 ms
  



  
    		2024-05-17 02:06:36.065181
    		-1.6 ms
  



  
    		2024-05-17 03:06:37.521077
    		-2.0 ms
  



  
    		2024-05-17 04:06:40.459393
    		-1.6 ms
  



  
    		2024-05-17 05:06:44.603113
    		-0.7 ms
  



  
    		2024-05-17 06:06:47.279105
    		-0.8 ms
  



  
    		2024-05-17 07:06:48.992609
    		-0.4 ms
  



  
    		2024-05-17 08:06:51.143569
    		3.3 ms
  



  
    		2024-05-17 09:06:53.702806
    		2.3 ms
  



  
    		2024-05-17 10:06:55.329445
    		-0.5 ms
  



  
    		2024-05-17 11:06:56.854502
    		0.6 ms
  



  
    		2024-05-17 12:06:59.039901
    		0.0 ms
  



  
    		2024-05-17 13:07:00.924056
    		0.7 ms
  



  
    		2024-05-17 14:07:02.801081
    		0.5 ms
  



  
    		2024-05-17 15:07:05.737451
    		-0.3 ms
  



  
    		2024-05-17 16:07:08.019391
    		1.8 ms
  



  
    		2024-05-17 17:07:09.819798
    		-1.0 ms
  



  
    		2024-05-17 18:07:12.435463
    		-0.7 ms
  



  
    		2024-05-17 19:07:15.26007
    		-1.1 ms
  



  
    		2024-05-17 20:07:17.124388
    		-2.2 ms
  



  
    		2024-05-17 21:07:19.627738
    		-1.0 ms
  



  
    		2024-05-17 22:07:22.128821
    		1.8 ms
  



  
    		2024-05-17 23:07:23.812583
    		0.6 ms
  



  
    		2024-05-18 00:07:26.036751
    		0.9 ms
  



  
    		2024-05-18 01:07:27.897459
    		-1.4 ms
  



  
    		2024-05-18 02:07:29.980044
    		-0.5 ms
  



  
    		2024-05-18 03:07:31.532345
    		-2.8 ms
  



  
    		2024-05-18 04:07:33.050021
    		-2.3 ms
  



  
    		2024-05-18 05:07:36.501855
    		0.5 ms
  



  
    		2024-05-18 06:07:39.170866
    		1.6 ms
  



  
    		2024-05-18 07:07:42.057905
    		1.1 ms
  



  
    		2024-05-18 08:07:45.110525
    		2.0 ms
  



  
    		2024-05-18 09:07:48.42081
    		1.0 ms
  



  
    		2024-05-18 10:07:51.013245
    		-0.2 ms
  



  
    		2024-05-18 11:07:52.659441
    		1.2 ms
  



  
    		2024-05-18 12:07:55.035115
    		-0.8 ms
  



  
    		2024-05-18 13:07:56.720004
    		0.8 ms
  



  
    		2024-05-18 14:07:58.621201
    		-0.8 ms
  



  
    		2024-05-18 15:08:00.261824
    		0.1 ms
  



  
    		2024-05-18 16:08:01.963626
    		0.3 ms
  



  
    		2024-05-18 17:08:04.585809
    		-0.5 ms
  



  
    		2024-05-18 18:08:08.095013
    		-0.3 ms
  



  
    		2024-05-18 19:08:11.567896
    		2.0 ms
  



  
    		2024-05-18 20:08:13.343079
    		-1.2 ms
  



  
    		2024-05-18 21:08:14.92517
    		-1.0 ms
  



  
    		2024-05-18 22:08:17.774063
    		-0.8 ms
  



  
    		2024-05-18 23:08:20.287049
    		-1.9 ms
  



  
    		2024-05-19 00:08:22.262387
    		-1.1 ms
  



  
    		2024-05-19 01:08:23.959544
    		-1.7 ms
  



  
    		2024-05-19 02:08:27.489021
    		-0.8 ms
  



  
    		2024-05-19 03:08:30.019327
    		0.5 ms
  



  
    		2024-05-19 04:08:31.633638
    		-1.0 ms
  



  
    		2024-05-19 05:08:34.474362
    		0.2 ms
  



  
    		2024-05-19 06:08:36.012198
    		-0.9 ms
  



  
    		2024-05-19 07:08:37.539778
    		0.5 ms
  



  
    		2024-05-19 08:08:39.498703
    		0.6 ms
  



  
    		2024-05-19 09:08:41.05347
    		3.4 ms
  



  
    		2024-05-19 10:08:43.042272
    		1.7 ms
  



  
    		2024-05-19 11:08:45.389028
    		2.8 ms
  



  
    		2024-05-19 12:08:47.963099
    		2.9 ms
  



  
    		2024-05-19 13:08:49.95828
    		2.9 ms
  



  
    		2024-05-19 14:08:51.457188
    		1.1 ms
  



  
    		2024-05-19 15:08:54.794751
    		1.5 ms
  



  
    		2024-05-19 16:08:56.545895
    		2.3 ms
  



  
    		2024-05-19 17:08:58.973062
    		1.4 ms
  



  
    		2024-05-19 18:09:01.958013
    		0.5 ms
  



  
    		2024-05-19 19:09:03.909694
    		-0.1 ms
  



  
    		2024-05-19 20:09:07.345707
    		1.2 ms
  



  
    		2024-05-19 21:09:09.340489
    		0.5 ms
  



  
    		2024-05-19 22:09:10.989141
    		-1.1 ms
  



  
    		2024-05-19 23:09:13.279562
    		2.0 ms
  



  
    		2024-05-20 00:09:15.188151
    		-1.7 ms
  



  
    		2024-05-20 01:09:17.684477
    		-1.7 ms
  



  
    		2024-05-20 02:09:20.127056
    		-0.6 ms
  



  
    		2024-05-20 03:09:22.671159
    		-1.1 ms
  



  
    		2024-05-20 04:09:26.234969
    		-1.5 ms
  



  
    		2024-05-20 05:09:29.021599
    		1.4 ms
  



  
    		2024-05-20 06:09:30.798338
    		-0.6 ms
  



  
    		2024-05-20 07:09:32.462857
    		-0.2 ms
  



  
    		2024-05-20 08:09:35.766631
    		0.1 ms
  



  
    		2024-05-20 09:09:37.41843
    		-0.3 ms
  



  
    		2024-05-20 10:09:39.738231
    		2.3 ms
  



  
    		2024-05-20 11:09:41.339841
    		2.0 ms
  



  
    		2024-05-20 12:09:43.462183
    		4.5 ms
  



  
    		2024-05-20 13:09:45.199554
    		0.9 ms
  



  
    		2024-05-20 14:09:46.828582
    		0.0 ms
  



  
    		2024-05-20 15:09:48.877933
    		2.7 ms
  



  
    		2024-05-20 16:09:50.473038
    		-2.3 ms
  



  
    		2024-05-20 17:09:52.27838
    		-0.5 ms
  



  
    		2024-05-20 18:09:53.784903
    		-0.7 ms
  



  
    		2024-05-20 19:09:55.780876
    		1.0 ms
  



  
    		2024-05-20 20:09:57.394025
    		3.0 ms
  



  
    		2024-05-20 21:09:59.848665
    		2.3 ms
  



  
    		2024-05-20 22:10:01.932874
    		1.5 ms
  



  
    		2024-05-20 23:10:03.511455
    		-1.6 ms
  



  
    		2024-05-21 00:10:05.850341
    		-5.4 ms
  



  
    		2024-05-21 01:10:09.734758
    		-1.1 ms
  



  
    		2024-05-21 02:10:11.338228
    		-1.7 ms
  



  
    		2024-05-21 03:10:12.961864
    		0.4 ms
  



  
    		2024-05-21 04:10:15.533867
    		1.4 ms
  



  
    		2024-05-21 05:10:18.067671
    		1.4 ms
  



  
    		2024-05-21 06:10:20.499655
    		2.9 ms
  



  
    		2024-05-21 07:10:22.712861
    		0.2 ms
  



  
    		2024-05-21 08:10:24.388559
    		1.3 ms
  



  
    		2024-05-21 09:10:26.184271
    		1.3 ms
  



  
    		2024-05-21 10:10:27.983599
    		3.0 ms
  



  
    		2024-05-21 11:10:30.308999
    		0.5 ms
  



  
    		2024-05-21 12:10:31.975533
    		-1.3 ms
  



  
    		2024-05-21 13:10:33.450256
    		1.4 ms
  



  
    		2024-05-21 14:10:34.883845
    		1.6 ms
  



  
    		2024-05-21 15:10:37.110792
    		2.1 ms
  



  
    		2024-05-21 16:10:38.701754
    		1.3 ms
  



  
    		2024-05-21 17:10:41.105226
    		3.4 ms
  



  
    		2024-05-21 18:10:44.84187
    		-0.9 ms
  



  
    		2024-05-21 19:10:46.594266
    		-0.4 ms
  



  
    		2024-05-21 20:10:48.751615
    		-0.8 ms
  



  
    		2024-05-21 21:10:50.749746
    		0.7 ms
  



  
    		2024-05-21 22:10:53.447214
    		1.5 ms
  



  
    		2024-05-21 23:10:56.621102
    		-0.9 ms
  



  
    		2024-05-22 00:10:59.517036
    		-0.5 ms
  



  
    		2024-05-22 01:11:01.429078
    		-1.9 ms
  



  
    		2024-05-22 02:11:04.077699
    		-0.3 ms
  



  
    		2024-05-22 03:11:06.66983
    		-1.1 ms
  



  
    		2024-05-22 04:11:08.885341
    		-1.5 ms
  



  
    		2024-05-22 05:11:10.824981
    		-1.4 ms
  



  
    		2024-05-22 06:11:12.558875
    		-0.4 ms
  



  
    		2024-05-22 07:11:14.301905
    		0.2 ms
  



  
    		2024-05-22 08:11:16.294794
    		1.0 ms
  



  
    		2024-05-22 09:11:17.91153
    		2.9 ms
  



  
    		2024-05-22 10:11:19.848967
    		-0.5 ms
  



  
    		2024-05-22 11:11:21.450899
    		2.7 ms
  



  
    		2024-05-22 12:11:23.028288
    		2.1 ms
  



  
    		2024-05-22 13:11:24.764367
    		5.6 ms
  



  
    		2024-05-22 14:11:26.419223
    		-0.7 ms
  



  
    		2024-05-22 15:11:28.207105
    		0.3 ms
  



  
    		2024-05-22 16:11:30.410877
    		2.6 ms
  



  
    		2024-05-22 17:11:32.809845
    		-1.1 ms
  



  
    		2024-05-22 18:11:34.627948
    		0.4 ms
  



  
    		2024-05-22 19:11:38.404425
    		1.3 ms
  



  
    		2024-05-22 20:11:40.940819
    		1.2 ms
  



  
    		2024-05-22 21:11:43.088644
    		-2.5 ms
  



  
    		2024-05-22 22:11:45.419261
    		-0.1 ms
  



  
    		2024-05-22 23:11:47.296798
    		-3.0 ms
  



  
    		2024-05-23 00:11:50.250109
    		-2.5 ms
  



  
    		2024-05-23 01:11:51.891661
    		-1.5 ms
  



  
    		2024-05-23 02:11:53.742789
    		-1.4 ms
  



  
    		2024-05-23 03:11:56.64568
    		-0.4 ms
  



  
    		2024-05-23 04:11:59.218664
    		0.8 ms
  



  
    		2024-05-23 05:12:02.14552
    		0.3 ms
  



  
    		2024-05-23 06:12:04.790327
    		2.4 ms
  



  
    		2024-05-23 07:12:06.287294
    		5.2 ms
  



  
    		2024-05-23 08:12:07.868432
    		1.9 ms
  



  
    		2024-05-23 09:12:09.466164
    		-0.6 ms
  



  
    		2024-05-23 10:12:11.500835
    		1.7 ms
  



  
    		2024-05-23 11:12:13.152282
    		-0.2 ms
  



  
    		2024-05-23 12:12:14.776332
    		-1.1 ms
  



  
    		2024-05-23 13:12:16.697602
    		1.1 ms
  



  
    		2024-05-23 14:12:18.395262
    		1.0 ms
  



  
    		2024-05-23 15:12:19.884682
    		2.2 ms
  



  
    		2024-05-23 16:12:21.608414
    		1.2 ms
  



  
    		2024-05-23 17:12:23.487838
    		0.4 ms
  



  
    		2024-05-23 18:12:26.202391
    		-2.1 ms
  



  
    		2024-05-23 19:12:28.786902
    		-2.0 ms
  



  
    		2024-05-23 20:12:30.561154
    		-1.6 ms
  



  
    		2024-05-23 21:12:34.315695
    		-1.6 ms
  



  
    		2024-05-23 22:12:36.482631
    		0.9 ms
  



  
    		2024-05-23 23:12:39.116601
    		-1.2 ms
  



  
    		2024-05-24 00:12:40.980567
    		-2.0 ms
  



  
    		2024-05-24 01:12:42.675881
    		-1.4 ms
  



  
    		2024-05-24 02:12:44.49074
    		1.2 ms
  



  
    		2024-05-24 03:12:47.386583
    		-4.4 ms
  



  
    		2024-05-24 04:12:49.098909
    		0.9 ms
  



  
    		2024-05-24 05:12:51.278941
    		1.7 ms
  



  
    		2024-05-24 06:12:53.857783
    		1.4 ms
  



  
    		2024-05-24 07:12:56.210883
    		1.4 ms
  



  
    		2024-05-24 08:12:58.049493
    		4.1 ms
  



  
    		2024-05-24 09:13:00.428863
    		0.6 ms
  



  
    		2024-05-24 10:13:02.088698
    		-0.7 ms
  



  
    		2024-05-24 11:13:04.118084
    		0.1 ms
  



  
    		2024-05-24 12:13:06.241791
    		0.1 ms
  



  
    		2024-05-24 13:13:07.748387
    		-0.8 ms
  



  
    		2024-05-24 14:13:09.542822
    		-0.5 ms
  



  
    		2024-05-24 15:13:11.122825
    		-0.8 ms
  



  
    		2024-05-24 16:13:12.537879
    		-0.8 ms
  



  
    		2024-05-24 17:13:15.222087
    		-0.4 ms
  



  
    		2024-05-24 18:13:18.319371
    		1.2 ms
  



  
    		2024-05-24 19:13:20.399255
    		-0.4 ms
  



  
    		2024-05-24 20:13:22.628845
    		-1.0 ms
  



  
    		2024-05-24 21:13:26.491062
    		-1.0 ms
  



  
    		2024-05-24 22:13:29.21251
    		0.9 ms
  



  
    		2024-05-24 23:13:31.153916
    		-1.4 ms
  



  
    		2024-05-25 00:13:33.411286
    		-2.2 ms
  



  
    		2024-05-25 01:13:35.323701
    		-0.9 ms
  



  
    		2024-05-25 02:13:37.3541
    		-1.1 ms
  



  
    		2024-05-25 03:13:39.855855
    		-0.7 ms
  



  
    		2024-05-25 04:13:43.677354
    		-1.1 ms
  



  
    		2024-05-25 05:13:45.893209
    		-0.5 ms
  



  
    		2024-05-25 06:13:47.800848
    		-0.9 ms
  



  
    		2024-05-25 07:13:49.615811
    		0.4 ms
  



  
    		2024-05-25 08:13:51.262238
    		0.4 ms
  



  
    		2024-05-25 09:13:52.755886
    		0.0 ms
  



  
    		2024-05-25 10:13:54.34004
    		1.4 ms
  



  
    		2024-05-25 11:13:56.277549
    		1.0 ms
  



  
    		2024-05-25 12:13:57.70894
    		1.5 ms
  



  
    		2024-05-25 13:13:59.443268
    		-0.3 ms
  



  
    		2024-05-25 14:14:00.990344
    		1.2 ms
  



  
    		2024-05-25 15:14:02.71234
    		-0.7 ms
  



  
    		2024-05-25 16:14:04.920672
    		1.4 ms
  



  
    		2024-05-25 17:14:06.808399
    		-0.7 ms
  



  
    		2024-05-25 18:14:08.908457
    		1.2 ms
  



  
    		2024-05-25 19:14:11.579359
    		-1.7 ms
  



  
    		2024-05-25 20:14:14.961147
    		-2.6 ms
  



  
    		2024-05-25 21:14:18.215695
    		-0.8 ms
  



  
    		2024-05-25 22:14:20.497813
    		-1.3 ms
  



  
    		2024-05-25 23:14:22.090113
    		-0.9 ms
  



  
    		2024-05-26 00:14:23.530824
    		-0.2 ms
  



  
    		2024-05-26 01:14:26.54237
    		-0.2 ms
  



  
    		2024-05-26 02:14:28.470588
    		1.2 ms
  



  
    		2024-05-26 03:14:30.684192
    		-1.4 ms
  



  
    		2024-05-26 04:14:33.64937
    		0.9 ms
  



  
    		2024-05-26 05:14:35.098905
    		1.5 ms
  



  
    		2024-05-26 06:14:36.808901
    		0.2 ms
  



  
    		2024-05-26 07:14:38.899741
    		1.2 ms
  



  
    		2024-05-26 08:14:40.847928
    		2.9 ms
  



  
    		2024-05-26 09:14:42.379616
    		4.0 ms
  



  
    		2024-05-26 10:14:44.539456
    		1.1 ms
  



  
    		2024-05-26 11:14:46.814295
    		1.9 ms
  



  
    		2024-05-26 12:14:48.375687
    		0.5 ms
  



  
    		2024-05-26 13:14:50.013612
    		1.1 ms
  



  
    		2024-05-26 14:14:51.554199
    		-1.0 ms
  



  
    		2024-05-26 15:14:53.159154
    		-1.0 ms
  



  
    		2024-05-26 16:14:54.991979
    		-3.8 ms
  



  
    		2024-05-26 17:14:56.996604
    		-2.8 ms
  



  
    		2024-05-26 18:14:59.308839
    		-1.0 ms
  



  
    		2024-05-26 19:15:02.529656
    		0.4 ms
  



  
    		2024-05-26 20:15:06.052407
    		-1.6 ms
  



  
    		2024-05-26 21:15:08.621828
    		0.9 ms
  



  
    		2024-05-26 22:15:11.277948
    		0.1 ms
  



  
    		2024-05-26 23:15:13.733667
    		-1.2 ms
  



  
    		2024-05-27 00:15:16.856701
    		-0.1 ms
  



  
    		2024-05-27 01:15:20.360298
    		-1.4 ms
  



  
    		2024-05-27 02:15:21.834714
    		-1.6 ms
  



  
    		2024-05-27 03:15:23.225992
    		0.6 ms
  



  
    		2024-05-27 04:15:25.662506
    		-1.1 ms
  



  
    		2024-05-27 05:15:28.752592
    		-1.6 ms
  



  
    		2024-05-27 06:15:30.276707
    		1.3 ms
  



  
    		2024-05-27 07:15:31.918347
    		0.2 ms
  



  
    		2024-05-27 08:15:33.420115
    		3.1 ms
  



  
    		2024-05-27 09:15:35.104475
    		-0.4 ms
  



  
    		2024-05-27 10:15:36.955928
    		0.3 ms
  



  
    		2024-05-27 11:15:39.194734
    		-0.8 ms
  



  
    		2024-05-27 12:15:40.722482
    		-1.7 ms
  



  
    		2024-05-27 13:15:42.330529
    		-1.3 ms
  



  
    		2024-05-27 14:15:43.909733
    		-0.1 ms
  



  
    		2024-05-27 15:15:46.540004
    		2.0 ms
  



  
    		2024-05-27 16:15:48.463922
    		1.8 ms
  



  
    		2024-05-27 17:15:51.064058
    		-2.3 ms
  



  
    		2024-05-27 18:15:52.943156
    		0.8 ms
  



  
    		2024-05-27 19:15:55.29168
    		-1.0 ms
  



  
    		2024-05-27 20:15:57.208194
    		0.6 ms
  



  
    		2024-05-27 21:16:00.576004
    		0.7 ms
  



  
    		2024-05-27 22:16:02.290101
    		0.1 ms
  



  
    		2024-05-27 23:16:04.839707
    		-0.5 ms
  



  
    		2024-05-28 00:16:08.539005
    		0.9 ms
  



  
    		2024-05-28 01:16:10.204239
    		-2.7 ms
  



  
    		2024-05-28 02:16:13.301497
    		0.1 ms
  



  
    		2024-05-28 03:16:16.368798
    		0.6 ms
  



  
    		2024-05-28 04:16:19.374111
    		1.0 ms
  



  
    		2024-05-28 05:16:22.06193
    		0.2 ms
  



  
    		2024-05-28 06:16:23.815012
    		1.2 ms
  



  
    		2024-05-28 07:16:25.313005
    		1.3 ms
  



  
    		2024-05-28 08:16:27.029174
    		2.7 ms
  



  
    		2024-05-28 09:16:28.586169
    		0.4 ms
  



  
    		2024-05-28 10:16:30.252285
    		1.0 ms
  



  
    		2024-05-28 11:16:32.083452
    		1.4 ms
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.




  
    		Time
    		IP
    		Event
  


  
  
    		2024-05-28 11:35:31.36 UTC
    		213.172.203.148
    		Vibeke Farnes (VF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
  

  
    		2024-05-28 11:37:55.745 UTC
    		193.69.134.11
    		Christoffer Klungseth Aase (CKA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-28 11:38:00.226 UTC
    		193.69.134.11
    		Christoffer Klungseth Aase (CKA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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